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Abstract. Protecting data in blockchain from tampering and deletion is a fundamental challenge for
modern decentralized systems. The use of checkpoints within blockchain networks captures critical states,
creating a reliable mechanism for data verification. This paper discusses an approach to establishing
checkpoints through a mechanism of random selection, which enables an even and unpredictable choice
of network participants to monitor the blockchain’s state. A randomized selection of checkpoints themselves
is also proposed, making data verification more secure and unpredictable for potential attackers. Random
selection reduces network load since the verification process does not require analyzing the entire chain.

The primary objective of this approach is to provide an additional layer of security, preventing data
tampering or deletion in the blockchain while minimizing the risks of interference or attacks by malicious
actors. This method also supports the decentralization of the verification process, as the random selection
of both participants and checkpoints removes the possibility of centralized control over system state
verification, enhancing the blockchain’s resilience to external attacks and making the network more robust.

The paper further details the theoretical foundations of random selection, including the creation of a
custom randomness function based on elliptic curve algorithms, ensuring a fair and transparent process
of checkpoint generation. Cryptographic methods ensure the unpredictability of selecting checkpoints
and participants, while also allowing other participants to verify the accuracy of results. Additionally,
implementation models for integrating random selection into blockchain systems are considered, with a
focus on computational costs and potential result confiicts.

By applying randomness in checkpoint creation, blockchain becomes more resilient to attacks, reducing
the risks of data tampering or deletion, and significantly improving the network’s efficiency and security.

Key words: information protection, blockchain, checkpoints, random selection, data verification,
cryptographic methods, decentralization.

3AXUCT OAHUX Y BITIOKYEWHI 3A AOMNOMOI0O0 BUNAOKOBUX
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AHomauis. 3axucm iHbopmauyii 8 6riok4eliHi 8i0 nidOMiHU ma eudaneHHsi € OOHIE 3 KIo4Yoeux 3adady
cyyYacHux OeueHmparizogaHux cucmem. BukopucmaHHS KOHMPOJSIbHUX MOYOK y b6riok4eliHi 00380s15i€
pikcysamu Kpumu4Hi cmaHu Mepexi, CmMeoprrYU HadilHuUl MexaHi3M nepesipku 0ocmosipHocmi
OaHux. Y cmammi po3anisidaembcsi nidxio 00 cmMeopeHHST KOHMPOJIbHUX MOYOK 3a OOMOMO200 MeEXaHIi3My
s8unadkoeozo subopy, sikuli 3abesredyye pisHOMIpHUU ma HerepedbayysaHul subip y4YacHUKie Mepexi Ons
KOHMpOJIH0 3a CMaHOM flaHyro2a b110kie. Takox nporoHyembCsl UKoOpucmogysamu guriadkogut subip camux
KOHMpOsbHUX Mo4YoK. Lle pobumb npouec eepucpikayii daHux 6inbwl 3axuyeHum i HerepedbadyysaHum
01 nomeHUuitiHUX 31108MUCHUKIB. Bunadkosull 8ubip moYoK 3HUXYE HaBaHMAaXeHHs Ha MepeXy, OCKINbKU
rnepesipka He nompebye aHani3y 8cboeo faHuytoea briokis.

lNepesazor makoeo nidxody € 3abesneyeHHs1 000amKo8020 PieHS be3rneku, Wo nepewkooxae mnomiHi
abo sudaneHH OaHUX y 6r1oK4YeUHi, MIHIMI3y4U pU3UKU 8mpyYaHHs abo amak 3 60Ky 3/108MUCHUKI8. Takul
nidxid makox cripusie OeyeHmparnizauji npouecy nepeesipku, OCKinbKu sunadkosuli ubip K y4acHUKI8, mak
| KOHMPOIBHUX MOYOK YHEMOXIIUBIIOE UeHmpariizogaHuli KOHMPOrib Had eepucbikayicto cmaHy cucmemu.
Lle nidsuwye cmitikicmb 6510k4yeliHy 00 308HIiWHIiX amak, pobnsydu mepexy binbw HadilHOH.

Y pobomi makox demarsibHO OnuUCaHO MeopPeMUYHi OCHO8U 8UNadkosoz2o 8UOOPY, 30KpemMa CMBOPEHHS
er1acHoi byHKuii surnadkosocmi Ha OCHO8I aflzopummie eninmuYyHUX Kpusux, 011 3abe3rneqyeHHs1 YeCHO20
ma rpo3opo20 Mpouecy 2eHepauii KOHMPOIbHUX MOYOK. BukopucmaHHs KpunmozpagidyHux memodie
dossorisie 3abesnedumu HernepedbadysaHicmb 6UBOPY KOHMPObHUX MOYOK | y4YaCHUKI8, O0OHOYacHO
00380/15104U  [HWUM ydacHUKaM repesipsmu rpasusibHicmb pesynbmamis. KpiMm mozo, y pobomi
posenadarombcs peanizauilivi modeni 0nsi iHmeepauii eunadkoeozo 8ubopy 6 brokYelH-cucmemu,
8paxosyo4u 0b4uC08arnbHi sumpamu ma MOX/U8i KOHIIKmMu pe3yrnbmamis.
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BacmocysaHHs1 sunadkoeocmi y cmeopeHHi KOHMPOIbHUX MOYOK pobumsb 6r1ok4eliH 6iribw cmitikum 0o
amak, MiHiMi3yto4du pusuku niomiHu abo sudaneHHsi daHux. Lje 0o3eorise 3HaqyHo nidsuwumu echekmusHicms
i 6esrneky pobomu mepexi.

Knroyoei cnoea: 3axucm iHgbopmauii, 6r1ok4eliH, KOHMPOsIbHI MOYKU, surnadkosul eubip, sepudbikauyisi
OaHux, KpurimozpadghiyHi Memodu, deueHmparisauisi.

Introduction

The method of random selection of participants and checkpoints relies on probabilistic approaches to
ensure unpredictability in selection. The core theoretical principles include:

Random selection of participants and blocks to minimize the risk of manipulation, ensuring “true”
randomness, which in cryptography is achieved through random number generation or hash functions.

Uniform selection of participants and blocks prevents the exceptionally high probability of selection,
ensuring an even distribution that helps avoid the concentration of control in the hands of a small group,
making the system more resilient to attacks.

The method of random selection utilizes random functions based on elliptic curve algorithms, described
in Section 2, to ensure security. This method also has roots in game theory and relates to achieving
consensus in decentralized systems.

In systems using Proof-of-Stake (PoS) consensus algorithms, the random selection of participants to
validate transactions or blocks reduces the risk of network control being captured by a single participant
or a group and enhances the overall security of the network. PoS is based on a probabilistic approach,
where participants have a chance of being selected proportional to their stake. However, it is crucial for this
selection to remain fair and random [1-3].

Random selection also helps mitigate the risk of collusion among network participants. If participants
are chosen randomly to verify blocks, coordinating to manipulate the system becomes extremely difficult.
The method aims to increase computational efficiency in blockchain systems. Instead of verifying every
block in the chain, selecting random checkpoints allows for the verification of only certain parts, reducing
computational expenses.

One of the key advantages of using random checkpoints is simplifying the verification process. Verifying
only random blocks reduces the time and resources required to maintain the consensus method (whether
Proof-of-Stake or Proof-of-Work) on which the blockchain structure is based.

In large blockchain networks, such as Bitcoin or Ethereum, the chain size is constantly growing. Randomly
selecting blocks for verification helps reduce the computational load on nodes, making the system more
efficient and scalable.

The method of random selection of participants and checkpoints promotes decentralization and
enhances network security. The randomness ensures that no participant can predict their selection in
advance, preventing manipulation or centralized control.

The theoretical foundations of the method are based on probability theory, cryptography, game theory,
and consensus algorithms. Cryptographic mechanisms ensure randomness, reducing the risks of attacks
and collusion, enhancing decentralization and computational efficiency. This makes blockchain systems
more resistant to external threats and supports their reliable operation [4; 5].

Research

1. Creation of a Random Function Based on Elliptic Curve Algorithms

Elliptic curves are widely used in modern cryptography due to their high security, relatively small key
sizes, and computational efficiency. The creation of a random function based on elliptic curves can provide
key properties such as randomness, ease of verification, and cryptographic resilience [6].

Key Elements of the Function:

Elliptic Curve: The function is based on a mathematical elliptic curve defined by the equation:

yi=x3+axx+b,

where a and b are coefficients defining the shape of the curve, and x and y are coordinates of points on
the curve.
Generation of Private and Public Keys:

pk = sk X G,

where the private key (sk) is a random number from a large range, kept secret; the public key (pk) is a point
on the elliptic curve, computed as the multiplication of the base point G by the private key. The base point
G is a predefined point on the elliptic curve and is publicly known.

Generation of a Random Value:

To generate a random value based on an input parameter x (such as a block or transaction ID), the
private key is used:

r = sk x H(x),
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where H(x) is the hash of the input parameter x, and ris the pseudorandom value. This value is random
in the sense that it cannot be predicted without knowing the private key.

Proof of Correctness in Blockchain Systems:

To confirm that the value r was generated correctly, the function must produce proof that can be verified
by other participants. This is achieved by computing an open value, which can be checked using a public
key:

proof = H(x) X pk

This value can be verified by knowing the public key and the input parameter x. Other participants can
ensure that r was indeed generated using the private key sk without having access to the private key itself.

This approach is used to generate a single pseudorandom value at a time, based on a specific input
parameter x (such as a block or transaction identifier). The process ensures that the value r appears
random to external observers, even though it is deterministically derived using the private key sk. This
enables the creation of a verifiable yet unpredictable value for each input parameter. Thus, the function is
applied one value at a time, meaning that a separate pseudorandom value r is generated for every new
input parameter x.

The function’s algorithm works as follows:

1. A private key sk and the corresponding public key pk are created using elliptic curve cryptography.

2. For each input parameter x (e.g., a block hash or transaction ID), a random value r is computed.

3. A proof is generated to confirm the correctness of the value r.

4. Other network participants use the public key pk and x to verify the proof and confirm that r was
correctly generated.

Properties of Elliptic Curve-Based Functions:

A.Randomness: Achieved through the application of elliptic curve calculations using a private key,
which necessitates the use of computationally complex algorithms to prevent reverse calculations (discrete
logarithm problem). As a result, the value of r appears random to anyone without access to the private key.

B. Ease of verification: Enabled by the ability for other network participants to perform verification
without revealing the private key. This verification process uses the public key and a proof, ensuring that
the process remains transparent and secure.

C. Efficiency: Elliptic curve algorithms are computationally efficient because key sizes are smaller
compared to other cryptographic systems, such as RSA. This reduces the network load and increases the
speed of generating and verifying random values.

D. Security: Standard elliptic curve cryptographic algorithms provide resilience against modern attacks,
such as key guessing, making the function reliable for blockchain systems where high security is crucial.

Elliptic curve-based functions can replace the VRF method, offering randomness and simple verification
in a cryptographically secure way. This random selection helps prevent centralization in the verification
process and reduces the risk of system attacks. However, for effective implementation, computational costs
and the potential challenges in consensus across the network must be considered [7-9].

2. Checkpoint Implementation in Blockchain

The mathematical model of this method is based on the previously described random selection
function, ensuring uniform and unpredictable selection of network participants and blocks for validation
(checkpoints). The primary goal is to provide an additional layer of security and reduce the risks of attacks
through decentralized data verification.

2.1 Main Components of the Model

Let the set of network participants be denoted as U = {U;,U,,...,U,} where n is the number of
participants.

Let C = {Cy,C,,..., Cy} represent the set of blocks in the blockchain, where m is the number of blocks
in the chain.

To randomly select participants and blocks, a custom function f(x, sk) is used, where x is the input
value (e.g., the hash of a block or a transaction), and sk is the participant’s private key. The function f(x,sk)
generates a random value r, which is a pseudorandom number used to select participants and blocks.

The model ensures a uniform probability distribution for selecting both participants and blocks:

1 1
P(Ui)=g, P =—

where P(U) is the probability of selecting participant U, and P(C) is the probability of selecting checkpoint
C. The probabilities of selecting participants and blocks are uniformly distributed and depend on the number
of elements in their respective sets.

2.2. Implementation Stages of the Method

Stage |: Key Generation

Each network participant generates a key pair: a private key sk and a public key pk. The private key is
used to generate random values, while the public key is used by other participants to verify these values.
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Stage Il: Generation of Random Values
For each block C, a random value r, is computed using the custom function:

{n}=f{H(G)} sk

where H(C) is the hash of block C, and sk is the participant’s private key. This random value is used to
select a checkpoint or participant for verification.

Stage lllI: Selection of Participants and Blocks

For each checkpoint C, the random value r. is used to determine the participant responsible for verifica-
tion. For instance, participant U, is selected if:

i=1 X|n|

where n is the total number of participants in the network.

Stage |V: Verification of Checkpoints

The selected participant verifies block C. using their private key to create a proof of correctness. Other
random participants can then verify the proof using the selected participant’s public key.

Stage V: Confirmation and Recording

If the verification result is confirmed by other random participants, the block or checkpoint is considered
verified and secure. This process is repeated for subsequent blocks.

Blockchain Validation Process

Block > Node N Block > Block | Chain b2 Dt A Chain
Creation Selection Verification Verification Validation Validation

N Synchronization l

Restored

Revalidation

Discrepancies
Found

Fig. 1. Blockchain Validation Process

Figure illustrates the blockchain validation process, which ensures the integrity, security, and consensus
of a decentralized ledger system. The process begins with the creation of a block, where a miner gathers
multiple transactions and generates a cryptographic hash that uniquely identifies the block. This hash links
the new block to the previous one, forming a continuous chain.

Once the block is created, a selection of validator nodes is performed randomly. These nodes are
responsible for verifying the authenticity of the transactions contained in the block. This decentralized
verification mechanism prevents malicious actors from tampering with the blockchain, ensuring trust in the
system. During the verification stage, the validators check whether the transactions are legitimate, confirm
the cryptographic signatures, and validate the hash to guarantee that the block has not been altered. If the
block passes all necessary checks, it is approved and added to the blockchain.

After a block is successfully appended to the blockchain, the network undergoes a continuous validation
process to ensure the integrity of the entire ledger. Nodes periodically check segments of the blockchain
to detect potential inconsistencies or unauthorized modifications. If discrepancies are found, a revalidation
process is initiated, where additional nodes participate in cross-checking the blockchain’s state. In cases of
detected conflicts, the system enforces consensus rules to restore synchronization, ensuring that all nodes
have a consistent and up-to-date version of the ledger.

By maintaining a decentralized and transparent validation mechanism, blockchain technology upholds
its core principles of immutability, security, and trust. This structured approach to validation ensures that all
transactions remain verifiable, preventing fraud and unauthorized alterations within the network [10; 11].

3. Analysis of Results

To confirm the reliability and efficiency of the proposed model, comprehensive testing was conducted
on open-source blockchain systems using local deployments and simulations involving a large number
of nodes. The objective was to determine the limits of performance, scalability, fault tolerance, and
cybersecurity resilience while assessing the practical applicability of the model under real-world conditions.

For the experiments, open-source blockchain systems available via their public repositories on GitHub
were used. This approach enabled the author to independently deploy local networks using Docker
containers, CLI tools, and configuration templates provided in the official documentation. The deployment
was performed on local servers with virtualization support, allowing the launch of hundreds of virtual nodes
without relying on external cloud services.

Access to these systems was achieved as follows:

— Cloning repositories from GitHub.
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— Using provided Docker compositions to deploy nodes.

— Configuring network parameters and generating cryptographic keys.

— Integrating monitoring tools (Prometheus and Grafana) to track network state and performance.

Tested Networks:

1. Hyperledger Fabric: A local network of 50 nodes was deployed with multiple organizations and
channels. Transactions were managed via the Fabric SDK.

2. Quorum: A network of 30 nodes with private transactions and role-based access control.

3. MultiChain: A network of 40 nodes with different permission levels, managed via CLI.

4. EthereumTestClone: A network with 100 virtual nodes for stress testing and transaction speed
evaluation.

5. Tezos: A test environment with 20 nodes simulating various block generation scenarios.

Load Testing: Gradual increase in transaction volume to maximum capacity while measuring response
times.

Stress Testing: Artificial shutdown of up to 35% of nodes to test fault tolerance.

Security Assessments: Simulated attacks (message interception, random number prediction, DoS
attempts).

Monitoring Methodology:

— Prometheus collected data every 5 seconds.

— Grafana provided real-time visualization and trend analysis.

— Monitoring included latency, throughput, confirmed transaction count, and node status.

Results of display in graphs.
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Graph 1. Average Latency vs. Number of Nodes

Graph 1 illustrates the relationship between the number of nodes in the network and the average latency
of transactions. The results show that latency remained below 190 milliseconds when the network had up
to 100 nodes. This indicates that the blockchain system maintained stable performance under increasing
node count without significant degradation in response time.
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Graph 2. Throughput Under Increased Load

44



IHdbokoMyHiKaLiHi Ta koMn'toTepHi TexHonorii, Ne 2 (08), 2024

Graph 2 represents the system’s ability to handle transaction volume under high-load conditions. Testing
on the Ganache blockchain showed that the network achieved a maximum throughput of 85 transactions
per minute before performance degradation occurred. This indicates that the network can sustain high
transaction volumes efficiently within this limit.
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Graph 3. Stability Under Node Failures

Graph 3 shows how the system responded when a percentage of nodes were disabled. The results
indicate that when 30% of the nodes were disabled, the average latency increased to 220 milliseconds.
This demonstrates that while the system remains operational, performance is impacted under partial failure
scenarios, emphasizing the importance of redundancy and node recovery mechanisms.

The Performance Summary Table 1 presents key performance indicators for the tested blockchain net-
works. It highlights the number of nodes deployed, the average transaction latency in milliseconds, and the
maximum throughput measured in transactions per minute, on the indicators of the algorithm.

Table 1
Performance Summary Table
Blockchain System Nodes Average Latency (ms) (tra-:l's];(::ltji%l;zr;in)

Hyperledger Fabric 50 138 64
Quorum 30 112 70
MultiChain 40 125 61
EthereumTestClone 100 108 85
Tezos 20 148 59

The Security and Resilience Assessment Table 2 summarizes the results of security stress tests
conducted on the blockchain networks. Three key attack types were evaluated:

— Random Number Prediction Attacks: out of 500 attempts, none succeeded, demonstrating that
the blockchain systems use strong cryptographic randomness mechanisms.

— Message Interception Attempts: 200 attack attempts were made to intercept and alter transaction
data, but two were successful, confirming the robustness of encryption and network security.

— Node Failures: simulating failures in 100 nodes showed that the systems remained stable, indicating
high resilience and fault tolerance.

The results confirm that the tested blockchain platforms implement robust security measures, making
them reliable for applications requiring high security and resilience against cyber threats.

Table 2
Security and Resilience Assessment
Attack Type Attempts Successful Attacks Conclusion
Random Number Prediction 500 0 Secure random number generation
Message Interception 200 2 Encrypted data remains protected
Node Failures 100 0 System remains stable under stress
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Conclusion

The results of the analysis and modeling clearly demonstrate the positive impact of using checkpoints
to enhance the protection of blockchain systems against external attacks and manipulation by network
participants. The use of a checkpoint mechanism and the random selection of these points significantly
reduces the likelihood of a successful takeover of the system. The implementation of randomly selected
checkpoints ensures an even and unpredictable distribution of verification responsibilities among network
participants, substantially decreasing the risk of control or manipulation by malicious actors.

The key innovation of this approach is the use of checkpoints that are chosen in a way that appears
random but follows a specific pattern. This ensures that the selection process is fair, evenly spread out, and
difficult to predict in advance. This allows the blockchain system to maintain its decentralization and high
level of security, as it becomes impossible to predict in advance either the checkpoints or the participants
who will select them. The use of cryptographic methods, particularly elliptic curve algorithms, for generating
pseudo-random numbers ensures the fairness and transparency of the process, allowing other participants
to verify the correctness of the chosen checkpoints.

The effectiveness of this approach is evident in the added layer of security that protects the network
from data tampering or deletion attempts. The random selection system enhances blockchain reliability,
minimizes the probability of successful attacks, and upholds data integrity. Moreover, the verification
process occurs without the need to analyze every block, making the network more scalable and efficient in
executing operations.

Several key metrics can be used to evaluate the effectiveness of this approach:

— Resilience to attacks: the number of successful and unsuccessful attacks on the system.

— Network load: the reduction in computational costs due to selective checkpoint analysis.

— Unpredictability of selection: the level of decentralization that reduces the potential for manipulation
by individual participants.

— Transparency and verifiability: the ability for other network participants to verify the outcome
of the chosen checkpoints.

The results pave the way for further research in the following directions:

1. Improving random selection methods: exploring alternative algorithms for generating pseudo-random
numbers that could reduce computational costs and increase checkpoint selection efficiency.

2. Optimizing checkpoint parameters: studying optimal intervals and frequencies for selecting checkpoints
to minimize system load.

3. Long-term stability analysis: investigating the impact of this mechanism on system resilience over
extended periods.

4. Developing metrics to detect manipulation: introducing additional metrics to timely identify and prevent
attempts to influence checkpoint selection.

The use of random checkpoints is a promising solution for enhancing blockchain security, minimizing the
risk of data tampering or deletion. This approach preserves the decentralized nature of the network while
improving its reliability and resistance to external attacks. This research lays the foundation for developing
more flexible and secure blockchain systems capable of withstanding evolving cybersecurity challenges.
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