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AHomauiss. Y cmammi posensdaembcss 6azamokpumepianbHul nioxid 0o
MOPIBHSNIbHO20 aHari3y pisHuUx 6iomempuyHux memodie aymeHmudikauii 8 rnopieHsIHHI 3
iHwumu memodamu iOeHmucbikauii. [ns sikicHo2o aHanisy 6ioMempuyHoOi cucmemu
KoHmposo docmyry HeobxiOHO sukopucmosysamu CyKyrnHiCmb MOKa3HUKie skocmi i
8idrnoeidoHi mMemodu 6azamokpumepianbHOi onmumiszauii. Tomy icHye HeobxiOHicmb
ropieHsINbHO20 aHanizy 6ioMempudyHux memodie aymeHmudbikauii 3 ypaxysaHHAM
CYKyrnHocmi riokasHukie skocmi. ¥ pobomi rnposodumscsi ropieHAnbHUL aHarnia deskux
bioMempu4HUX cucmemM KOHMPOIo | yrpaeriHHsa AocmyrnoM 3a CyKyrnHICmI0 roKasHUKie
sKocmi, 30kpemMma, koegbiyieHm nomunkogoz2o nporycky (FAR), mobmo e&idcomok
BUHUKHEHHSI ~ cumyauid, konu  cucmema  0os3gosisie  docmyrn  Kopucmyesady,
He3apeecmpoeaHuM 8 cucmemi, i KoegiyieHm nomunkosoz2o eidmosu (FRR), mobmo
gidcomok eidmosu & docmyri CrpasxHbOMy Kopucmyegadegi cucmemu. Obudsa
napamempu po3paxosyrombcs MemodamMu MameMamuyHoi cmamucmuku. Yum meHwe
3HaYeHHS Yux nokKasHUKIie, mum sulje siKkicmb aymeHmudgbikayii kopucmyseadig. Y cmammi
memoOom aHanisy iepapxii rnpogodumscs bazamokpumepianbHe OpPieHSHHS | eubip
rnepesaxHo2o eapiaHmy Orns HaUronynsapHilwux Ha CbO200HIWHIU O0eHb Mmemodie
biomempu4Hoi ideHmucbikayii Ha ocHosi aHanidy 8idbumka nanbys, po3rizHagaHHs 0cobu
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2D, patlidyxHoi 060/10HKU OKa, CIMKieKU OKa, MasltOHKa 6€H, KrasiamypHOoz20 [OYEPKY,
eornocy. Memod aHanizy iepapxiti nonsizac 8 Oekomnosuuii npobnemu subopy €OUHO20
poeKkmHo20 eapiaHmy 0Oesikoi cucmemu Ha rfpocmi cknadosi YacmuHU | ompuMaHHI
CyO)XeHb eKcriepmie rno rnapHUM rOPI8HsIHb Pi3HUX eriemeHmig npobnemu subopy. [licns
006pobKU 4ucenbHUX OaHUX eU3HayYaembCs Kpawul eapiaHm memody 6iomempuyqHoOl
ideHmucpikauii. 3acmocysaHHs 6iomempil 0o38on1umb gupiulysamu rnpobremy HaditiHocmi
i moxe 36inbwumu dAocmosipHicmb aymeHmudbikauii | ideHmucgbikauii o6'ekmie npu
opeaHizauji docmymny 8o cucmem 3 8eJ/IUKUM HYUCIIOM KOpUCMYy8adie, a makoxx 00 KpUmu4yHO
BaAXI/IUBUX CUCMEM SIK HaCmUHU CUCMEMU KOHMPOJTK Ma yrpassiHHS izudHUM docmyrnom
abo sk dodamkosul hakmop aymeHmudikauii.

Knroyoei cnoea: memodu biomempuyHoi aymeHmucdpikauii, MoKasHUKU sKOCMI,
b6azamokpumepianbHuUl aHanis.
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AHHOmMauyusi. B cmambe paccmampugaemcss MHO20KpumepuasbHbil Moxod K
CcpasHUmMesibHOMY aHasu3y pasHbix buomempuyeckux mMemodos8 aymeHmugukauyuu o
cpasHeHuto ¢ Opyaumu memolamu udeHmugbukayuu. [ns kadecmeeHHO20 aHarnu3sa
buomempuyeckol cucmembl KOHmMposs docmyna HeobxoOuMO  UCM0/1b308amb
COBOKYrnHOCMb  riokazamesieli  kadecmea U coomeemcmeyrowiue  Memoosb!
MHO20KpumepuasnabHot  onmumusayuu. [losmomy cywecmeyem  HeobxoOumMocmb
cpasHUMesibHO20 aHanusa buomempuyeckux mMemodos aymeHmudghukayuu C yHemom
COBOKyrHOCMU riokasamersiel kavecmesa. B pabome nposodumcs cpagHUMerbHbIU aHanu3
HeKkomopbIlx 6buoMempuyYecKkux cucmeMm KOHMpPOoss U yrnpaeneHuss 00cmyrnoM o
COBOKYNMHOCMU [roKa3amesieli Kadecmea, 8 4acmHocmu, Ko3aghguuyueHm J10XKHO20
nponycka (FAR), m.e. npoueHm 803HUKHO8eHUs1 cumyauyud, koeda cucmema paspewaem
docmyn rnonb3oe8amesio, HesapeaucmpuposaHHOMy 8 cucmeme U  KoaghghuyueHm
noxHoao omkasa (FRR), m.e. npoyeHm omka3a e docmyre HacmosiuemMy rorb308amernto
cucmembl. Oba napamempbl paccyumbigaromcs MemodaMu — Mamemamu4eckol
cmamucmuku. Yem MeHbwe 3HayYeHus amux rokasamersiel, mMeM 6bile Kayecmeo
aymeHmudpukayuu rnonb3ogamesnel. B cmambe memodom aHanusza uepapxul
npoeodumcsi MHO20KpumepuaslbHoe CpasHeHUe U 8blbop npednoymumesibHo20
eapuaHma Orisi caMbiX MONysPHbIX Ha Ce200HAWHUU OeHb Memodog buomempuyeckol
udeHmucgukauuu Ha OCHO8e aHasluza omreyamok nasbua, pacrnodHagaHus nuuya 2D,
pady>xHou o0bosIouKU enasa, cemyamku 2ria3a, pPUCyHKa 8€H, KilaguamypHO20 oYepka,
eonioca. Memod aHanusa uepapxull cocmoum & Oekomrosuyuu npobrembl ebibopa
e0UHCMBEHHO20 [POEKMHO20 8apuaHma HeKomopou cucmembl Ha [poCMmbie
cocmaenaouue Yyacmu U rosydeHuu Ccy>0eHuli 3KCriepmos o rnapHbIM CPasHeHUsIM
pasnuyHbIx anemeHmos npobremsl ebibopa. [locrie obpabomku HUCEHHbIX OaHHbIX
onpedensemcs npednoymumernbHbIl gapuaHm memoda buomempuyeckol
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aymeHmugpukayuu.  MpumuHeHue 6uomempuu  paspewum pewams npobremy
HaldexHocmu U Moxem  yesenu4yumb  docmoeepHOCMb — aymeHmucbukauyuu U
udeHmucgpukayuu ob6eKmMos npu opeaHusayuu docmyrna K cucmemam ¢ 60bUWUM YUCTIOM
rnosb3oeameriel, a Makxe K KPUMUYECKU 8aXHbIM cUCmeMaM KakK 4Yacmb Cucmembl
KOHMpPOJI U ynpaesseHusi ¢huaudeckum 0ocmyroM unu Kak O0rnosiHUmerbHbIl ¢hakmop
aymeHmugukayuu.

Knrodesbie crioea: memodbl buomempuyeckol aymeHmudcbukayuu, rokasamersnu
Kavyecmea, MHO20KpumepuasibHbIU aHaus.

Introduction

The rapid development of information technology requires continuous
improvement of information security systems. Security in computer networks is a
condition for protecting confidential data from various kinds of threats.

There is a wide variety of identification methods. The most common verification
and identification technologies are based on the use of passwords and personal
identifiers (personal identification number PIN) or documents such as a passport
and driver’s license. However, such systems are too vulnerable and can easily
suffer from forgery, theft and other factors. Therefore, methods of biometric
identification, which make it possible to determine a person’s identity by its
physiological characteristics by recognition by previously stored samples, are of
increasing interest [1].

Biometric access systems are very user-friendly and reliable for protecting
information. The main advantages of biometric technologies are the following
factors:

e rid users of problems associated with the loss of keys and identity cards, as
well as the need to remember the identification code and passwords;

e the uniqueness of the biometric characteristics of each person makes it
impossible to use them by third parties;

e the process of user communication with a biometric scanner is easy and
requires minimal time costs;

e the recognition process, thanks to the intuitiveness of the software and
hardware interface, is understandable and accessible to people of any age and
does not know language barriers;

¢ in the case of each appeal to the system, you can prove the authorship of a
particular action, for example, save the biometric data of the attacker.

e prevent intruders from entering protected areas and premises by falsifying,
stealing documents, cards, passwords;

e restrict access to information and ensure personal responsibility for its safety;

e provide access to responsible facilities only certified specialists;

Therefore, there is a need for a comparative analysis of biometric authentication
methods, taking into account the totality of quality indicators [1-5].

Comparative analisis of biometric systems by hierarchy analysis

When comparing systems, the following quality indicators were selected: false
acceptance rate (FAR), i.e. the percentage of situations when the system allows
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access to a user who is not registered in the system and the false rejection rate
(FRR), i.e. The percentage of denied access to the current user of the system. Both
parameters are calculated using mathematical statistics methods. The lower the
values of these indicators, the higher the quality of user authentication. Other quality
indicators of systems are also considered, in particular, the probability that the
system is mistaken in determining matches between the input sample and the
corresponding template from the database (FNMR - False Non-Match Rate);
receiver operational characteristic (ROC) is a visualization of a compromise
between the FAR and FRR characteristics; Failure to enroll rate (FTE or FER) -
coefficient of unsuccessful attempts to create a template from the input data; Failure
To Capture (FTC) - the probability that the automated system is not able to
determine biometric input data when it is presented correctly; template capacity -
the maximum number of data sets that can be stored in the system; counterfeiting
resistance is an empirical characteristic generalizing how easy it is to deceive a
biometric identifier; environmental resistance is a characteristic empirically
evaluating the stability of a system under various environmental conditions.

In particular, in the work by the method of hierarchy analysis, a multicriteria
comparison was made and the preferred option was selected for biometric
identification methods based on fingerprint analysis, 2D face recognition, iris of the
eye, retina, vein pattern, handwriting, voice. In the table 1 shows the average values
of the FAR and FRR indicators for different biometric access control and

management systems (ACMS) [1-5].
Table 1.
Quality indicators FAR and FRR for various biometric access systems

Type of biometric
Ne ACMS based on FAR, % FRR, %
analysis
N1 fingerprint analysis 0,001 0,6
N2 2D face recognition 0,1 25
N3 3D face recognition 0,0005 01
N4 iris of the eye 0,00001 0,016
N5 retina 0,0001 0,4
N6 vein pattern 0,0008 0,01
N7 handwriting 0,01 3,0
N8 voice 1 3

For convenience, the initial values of the FAR and FRR quality indicators given
in table 2 were converted. In particular, the operation of normalizing quality
indicators.

The method of analyzing hierarchies consists in decomposing the problem of
choosing the only project version of a certain system into simple components and
obtaining expert judgments on pairwise comparisons of various elements of the
choice problem [6].

76



IndoxomyHnikamiitai Ta koM rorepHi TexHozorii, Ne 1 (01), 2021

Table 2.
Conversion of initial values of quality indicators FARand FRR for various biometric access systems
Type of biometric
Ne ACMS based on FAR FRR
analysis

N1 fingerprint analysis 0,01 0,016

N2 2D face recognition 0,0001 0,004

N3 3D face recognition 0,02 0,1

N4 iris of the eye 1 0,625

N5 retina 0,1 0,025

N6 vein pattern 0,0125 1

N7 handwriting 0,001 0,003

N8 voice 0,0001 0,003

As a result of processing the obtained numerical data of expert judgments
according to a certain mathematical procedure, the components of the global
priority vector are obtained that characterize the priority of the choice of options for
the designed system and determine the choice of the only design option of the
system from a given set of options. The decomposition principle provides for
structuring the problem of choice in the form of a hierarchy of levels, which is the
first stage of the application of MAH. The principle of comparative judgments of
experts at the MAH is that objects of the problem of choice are compared by experts
in pairs in importance. The importance of different systems options (at level 3) and
different quality indicators (at level 2) is compared in pairs (Fig. 1).

Global priority
Level 1 (purpose of choice)
Level 2
~ ~
< ~
=3 =
Level 3 N1 N2 N3 N4 NS5 N6 N7 N8

Fig. 1. Decomposition of a selection problem into a hierarchy of biometric identification methods
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The results of pairwise comparisons of elements are reduced to matrix
form.

Next, some processing of matrices of pairwise comparisons of hierarchy
elements at levels 2 and 3 is performed. From a mathematical point of view, these
processing tasks are reduced to calculating the main eigenvector, which after a
certain normalization becomes the element priority vector at the corresponding
hierarchy level [6].

To calculate the vector of global priorities of the compared system options, the
processing of matrices of pairwise comparisons of alternatives is performed. The

components of the main eigenvector are calculated V', matrices and priority vectors
P at each level of the hierarchy according to the relations

S= 2 V. =1, (1)

where 7n - number of quality indicators, N - the number variants compared
systems.

Similarly, evaluation matrices are of pairwise comparisons variants of systems
of 3 level individually with respect to each indicator of quality. On the basis of these
matrices the corresponding main components are computed eigenvectors and
priority vectors systems 0, with relative to the quality indicators. Using these data,

calculated values of the components of the vector of global priorities c according
to:
Using this data, the values of the components of the global priority vector are

calculated E‘
n _
Cj= 2ROy j=1N 2

By the maximum value of the components of the global priority vector (3), the
only preferred variant of the system is selected.

Table 3 shows a matrix of paired comparisons of quality indicators at level 2.

Table 4 shows the matrix of paired comparisons of biometric technologies in
relation to FAR.

Table 5 shows the matrix of paired comparisons of biometric technologies in
relation to FRR.

In the table 6 shows the calculated values of the components of the priority
vector of technology options with respect to each quality indicator, as well as the

components of the vector of global priorities with P (component of the vector of
priorities for quality indicators), ¢,, (component of the vector of priorities in relation
to the quality indicator FAR), 0, component of the vector of priorities in relation to
the quality indicator FRR.
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Table 3.
Matrix of paired comparisons of quality indicators
K, K, b
K, 1 2 0,667
K, 12 1 0,333
Table 4.
Matrix of paired comparisons of biometric technologies in relation to FAR
0,
1 2 |3 |4 |5 |6 |7 |8
N1 1 7 /5 (/6 n/4 e p [ 0,066
N2 /7 g /9 /9 1/8 /9 n/2 g P,019
N3 b6 O 1 /44 4 p 9 D165
N4 b6 O ¥ 1 3 ¥ B D,341
NS # 8 4 a5 /5 B 0,104
N6 b O 4 a/3p N [ 9B 0,259
N7 /6 p 6 p/i7 /7 q4/r o 6 P,031
N8 (/7 /2 n/9 /9 1/9 /9 /6 o pP,014
Table 5.
Matrix of paired comparisons of biometric technologies in relation to FRR
K, N1 N2 N3 N4 N5 N6 N7 N8 0,
N1 1 6 1/7 1/8 1/7 1/8 6 6 0,049
N2 1/6 1 1/8 1/9 1/8 1/9 3 3 0,025
N3 7 8 1 1/8 5 1/8 8 8 0,139
N4 8 9 8 1 5 1/2 9 9 0,296
N5 7 8 1/5 1/5 1 1/5 8 8 0,105
N6 8 9 8 2 5 1 9 9 0,353
N7 1/6 1/3 1/8 1/9 1/9 1/9 1 2 0,017
N8 1/6 1/3 1/8 1/9 1/9 1/9 1/2 1 0,015
Table 6.

The results of the calculation of the components of the global vector of priorities

'I';‘ygﬁ/l gfbbiometric 9, C_’
i al;ggd °“ | FAR | FRR
fingerprint analysis | 0,071 | 0,075 0,077
2D face recognition | 0,025 | 0,037 0,031
3D face recognition | 0,153 | 0,157 0,165
the iris of the eye 0,35 0,349 0,373
retina 0,108 | 0,112 0,117
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-I,;E/Cpls/l gfbbiomdetric 0, g
n
anal;:g © FAR | FRR
vein pattern 0,235 | 0,239 0,252
handwriting 0,044 | 0,018 0,036
voice 0,012 | 0,015 0,014
F, 0,667 | 0,399

Based on the maximum value of the global priority vector, the preferred method
of biometric authentication is selected.

This is number 4 - the iris of the eye, with indicators of quality FAR 0,00001%
and FRR 0,016 %.

Conclusions

A comparative analysis of some biometric access control systems by a set of
quality indicators is carried out in the work. Using the hierarchy analysis method,
the preferred version of the biometric authentication method was found. This is the
iris of the eye method.

The use of biometrics will solve the problem of reliability and can increase the
reliability of authentication and object identification when organizing access to
systems with a large number of users, as well as to critical systems as part of a
physical access control and management system or as an additional authentication
factor.
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