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Abstract: Secret sharing is a way to improve the reliability of information storage. The secret sharing
scheme is a cryptographic method of sharing a secret among a group of users (parties) each of which obtains
a piece of a secret, while the original secret is destroyed, and only a certain coalition of users is able to recover
the original secret. The newer cryptanalysis methods and tools, as well as the quickly growing power of the
computer systems, demand the further increase of the secret sharing scheme’s parameters. This leads to the
increased resource demand and complexity of the basic field operations. However, these problems may be
solved by implementing the secret sharing schemes based on the technigue of elliptic curves. In this paper we
suggest the threshold schemes of secret sharing based on elliptic curves. Such schemes excel the ones based
on multiplicative groups of integers modulo in cryptographic strength. The use of the technique of elliptic curves
in the threshold schemes of secret sharing allows to decrease the size of the scheme’s parameters
significantly, and at the same time, increase its cryptographic strength (i.e. the computational complexity of the
cracking task). The cryptographic systems security relies upon the difficulty of calculating the discrete logarithm
over a group of points on elliptic curve. In this paper we briefly review the Mignotte, Asmuth-Bloom, Blakley
and Shamir secret sharing schemes. We also suggest the modification of the Shamir and Blakley threshold
schemes based on elliptic curves, present the example algorithms and estimate the theoretical information
strength of such schemes. The recommended elliptic curves in FIPS 186-4, SEC 2: Recommended Elliptic
Curve Domain Parameters and DSTU 4145-2002 may be used in the proposed threshold schemes of secret
sharing.
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AHomauisi. O0HuMm i3 Memodie nidsuweHHs1 HadiliHocmi 36epicaHHSI CeKpemHol iHghopmauyii €
suUKopucmaHHsi cxem posrnodinny cekpemy. Cxema po3rnodiny cekpemy ue KpurnmozpagiyHuli mMemod
po3nodiny cekpemy ceped epyn aboHeHMI8 (y4acHUKi8), KOXHOMY 3 sIKuX eUOlinsembcsi Yacmka cekpemy, a
8UXIOHUL cekpem cmupaembscs | minbKU rneeHa Koaniuis aboHeHmMie moxe gidHosumu cekpem. B pobomi
3arnpornoHoeaHi Mopo2osi cxemu posnoldinly cekpemy Ha eninmuyYHUX Kpueux, SKi repesepuwiytoms o
KpunmozpadgbiyHili cmilikocmi aHano2idHUM cxemaM, 3aCHOB8aHUX Ha UKOPUCMAaHHi MyrnbmuriikamueHUX
epynax Kineusb eidpaxysaHb. Peanizauyis nopozosux cxem po3rnodiny cekpemy Ha OCHO8i MamemMamu4yHO20
anapamy eninmu4yHuUx kpueux 00360519€ 3Ha4YHO 3MeHWUmu po3Mmip napamempie cxem i 36inbwumu
KpurnimoepacpiyHy cmilikicmb (ob4yucrirogarnbHy cknadHicmb 3agdaHHs 351o0My). besneka Kpunmocucmem Ha
eninmuyYHUX KpugUX 3acHo8aHa Ha mpyOHow,ax po3e sisaHHs 3adaqvi OUCKPemHoa0 f102apugmyeaHHs 8 epyni
MoYoK eninmu4yHOi Kpugoi. B pobomi HagedeHO kopomkul oensd cxem po3noldiny cekpemy MiHbomma,
Acmyma-bniyma, bnekni, Lllamipa i 3anpornoHogaHa modudbikayis mopo2o8ux cxem po3noldiny cekpemy
Ulamipa i brekni Ha eninmuyYyHUX Kpueux, HadaHi npuknadu po3paxyHKie i 8U3HAYEHO MeopPemuKo-
iHpopmauyitiny cmilikicmb 3arnpornioHosaHuUx cxem. [ns peani3auii 3arnpornoHo8aHUX MOPO208UX CXeM
posnodiny moxHa sukopucmosysamu Recommended Elliptic Curves, SEC 2: Recommended Elliptic Curve
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Domain Parameters and [JCTY 4145-2002.

Knrodoei cnoea: cxema po3nodiny cekpemy, dacmka cekpemy, ¢hbasa po3nodiny cekpemy, chasa
8IOHOB/IEHHSI ceKkpemy, rnopoz2osa cxema posrnodiny cekpemy, cxema po3nodiny cekpemy ideanbHa, cxema
po3nodiny cekpemy OOCKOHaslbHa, eninmuyHi kpusi, npobrema OUCKPemHo20 ro2apumyeaHHs 8 2pyri
MOYOK eninmu4Hoi Kpueoi.

Introduction

In order to protect the secret information from loss or compromise, it is necessary to further
improve the reliability of the information storage. One of the methods to achieve better security of
the information storage is the use of secret sharing schemes [1, 2]. The secret sharing schemes are
widely used in the information holding, transfer and processing systems, which provide the distributed
data storage.

In cryptography the secret sharing scheme is any method of distributing the secret among a
group of users (parties) such that each of the users receives only a piece of a secret (the so-called
share or shadow), and the original secret is destroyed [1]. The secret can be reconstructed later by
a certain number of users. The simplest scheme of secret sharing is to divide the secret into pieces.

In this case the secret can be reconstructed only by joining the pieces from all the users together
[3]. Therefore, if at least one of the pieces is lost, it is no longer possible to reconstruct the secret.

The secret sharing scheme involves n users and is managed by a trusted dealer. The major task
of a dealer is to divide the secret into n shares and distribute them among the user such that any m (or
more) users are able to reconstruct the secret using their shares. Meanwhile, any (m— 1) and less
users are unable to do that. Such scheme is called (m, n)-threshold secret sharing scheme, where n
is the total number of shares the secret was divided into, and m is the number of shares required to
reconstruct the original secret [1, 2].

The secret sharing protocol consists of two major stages:

1. Secret sharing. The trusted dealer knowing the secret M generates n shares of a secret
b1, b, ..., bn and securely transfers the share b to the user Ai (i=1, ..., n).

2. Secret reconstruction. A certain group of m users join their shares bi and reconstruct the
original secret M.

The best known threshold schemes are the Mignotte, Asmuth-Bloom, Blakley and Shamir secret
sharing schemes which utilize the multiplicative groups of a large prime order (Table 1) [1, 2].

The newer cryptanalysis methods and tools, as well as the quickly growing power of the
computer systems, demand the further increase of the secret sharing scheme’s parameters. This
leads to the increased resource demand and complexity of the basic field operations. However, these
problems may be solved by implementing the secret sharing schemes based on the technique of
elliptic curves (EC). This allows to decrease the size of the scheme’s parameters and improve its
cryptographic strength [4 ... 6].

Development

The aim of the present paper is to implement the threshold schemes of secret sharing based on
the elliptic curves.

The cryptographic systems based on elliptic curves (Elliptic Curves Cryptography — ECC)
[7 ... 10] belong to a class of systems with public key. The security of ECC is generally ensured by
the complexity of the discrete logarithm calculation over a group of points on elliptic curve (Elliptic
Curve Discrete Logarithm Problem — ECDLP) [4, 5, 7]. The solution of the ECDLP is more complex
than that of the discrete logarithm problem (DLP) over the prime field Z,. This is the main advantage
of the use of ECC which provide the same level of strength while using the numbers of the smaller
size if compared to the more traditional cryptographic systems relaying upon the complexity of
factorization or DLP over the finite field. So, for the same size of numbers, the security level of the
cryptographic systems with ECs is much higher. Many studies reported [1, 2, 4, 5, 8, 10] that the
cryptographic systems based on EC excel the other systems with public keys in two parameters —
the level of strength per bit of a key, and the operation speed when implemented in software or
hardware elliptic curve known to all the parties; #E,(a, b) is the order of the EC group; M — the secret
put into the point Py on the EC.

In the present paper we suggest the modified Shamir and Blakley threshold schemes of secret
sharing based on ECs.

Modification of the Shamir threshold scheme. The parameters of this scheme are: n — the
number of secret shares; m — the minimum number of users able to reconstruct the secret; Ey(a, b)
is an



The dealer chooses random points on the elliptic curve P4, Po, ..., Pm1 and composes a secret

polynomial F(X) = Py + P1X + Pox2 + ... + Py xM 72,
Secret sharing. The dealer calculates the secret share for each user A::

F(1))=Pu+P1+ P2+ ... +Ppy;
F(2) = Pu+ 2P+ 22P, + ...+ 2™ 1p o (1)

F(N) S Pw+nP1+n?Py+ ...+ n" 1P, .

The users A receive the secret share F(i) together with the number i.

Secret reconstruction. Having the different shares F(i), m users are able to reconstruct the
polynomial and the secret Pu. The system of linear equations (1) can be solved with respect to the
unknown points Py, P1, P2, ..., Pm-1 using the Lagrange polynomial:

F(x):ZIi(x)F(i)(mod p), 2)
where li (x) :H X% (mod p).
Xi _Xj

i#]

Table 1.
Threshold secret sharing schemes

Scheme name | Description
1 2

m
A secret M is chosen so that B < M < a, where a=][p;,
i=1

n-2
B= Hpn,i, p1 < p2 < ... < pn are the coprime numbers.
i=0

Mignotte Secret sharing.

The secret shares are calculated as bi = M mod p; for each
1<isn.

The users obtain the numbers {pi, bj}.

Secret reconstruction. A system of congruences M = bj modp;

is solved.

The prime numbers ps, p2, ..., pr are chosen so that
PL<p2<..<pnand YM <p << "IM forall1<i<n.

Secret sharing.

Modified The secret shares are calculated as bi = M mod p; for each
Mignotte l1<isn.

The users obtain the numbers {pi, bj}.

Secret reconstruction. A system of congruences M =b; modp; _

is solved.

n+ 1 vectors Vo, V4, ..., Vnh and a vector U of dimension m are
chosen. The secret M =U xVq (the vector Vo is known to all the
users).

Secret sharing. The secret shares are calculated as by = U xV;
for each 1 <i < n. The users obtain the numbers {Vi, bi}.

Secret reconstruction. A system of equations U = b; xV; is solved
with respect to U, and then the secret is calculated as M = U x V.

Karnin-Greene-
Hellman




Asmuth-Bloom

A prime number g is chosen so that g > M, and n coprime numbers so
that:

Vi, pi>0; Vi, pi<pus prop2 o Pn >0 Prome o Po

The number q is known to all the users.

Secret sharing.

A random number r is chosen, and the value M'= M +rq is
calculated.

The secret shares are calculated as bi = M’ mod p; for each
1<isn.

The users obtain the numbers {pi, bj}.

Secret reconstruction.

A system of congruences M’ = bim mod pi._ is solved with respect

to M" and the secret is calculated as M = M'mod q.

Blakley

A prime number p is chosen so that p > M, and the whole
(random) numbers

X2, X3, ..., Xm € Zp. The secret point is M, X2, X3, ..., Xm.
Secret sharing.

The secret shares are calculated as

bi = aiM + azXz + ... + amixm (Mod p).

The users obtain the numbers {aui, az, as;, ..., ami, bi}.
Secret reconstruction.

A system of congruences

aimM + azmX2 + ... + ammXm = bm (Mod p) is solved.

Shamir

A prime number p is chosen so that p > M, as well as the random
numbers ai, a, ..., an1 € Zp and

FX)=EM+ax+ax?+...+ amna xm‘l(mod p) is the secret

polynomial.
Secret sharing.
The secret shares are calculated as
F() = M+ias +i2az + ... + i"ta,_, (mod p) foreach 1 <i < n.
The users obtain the numbers {F(i), i}.
Secret reconstruction.

m-1

A system of congruences M + ia; +i%a; + ... + i am1
= F(i))(mod p) is solved.

The F(0) coefficient in the polynomial (2) determines the chosen point of the secret M = Pp.
Example of the Shamir threshold scheme with EC. Suppose we have to implement a (4, 5)-
threshold scheme of secret sharing (m = 4, n = 5). Let Ex1(0, —4) be the elliptic curve corresponding

to the equation y? = x3 — 4; #E211(0, —4) = 241; p = 211 and the secret is M = Py = (5, 200).

The dealer chooses random points on the EC P11 = (175, 155), P, = (198, 139), P3 = (150, 126)

and composes the secret polynomial:

F(x) = (5, 200) + (175, 155)x + (198, 139)x? + (150, 126)x°.

Secret sharing. For each user A the dealer calculates the corresponding secret share:

F(1) = (5, 200) + (175, 155)+ (198,139) + (150,
126) = (13, 100) + (2, 2) = (169, 179);

F(2) = (5, 200) + 2(175, 155)+ 22(198,139) + 23(150,
126) = (74, 201) + (147, 114) = (95, 194);

F(3) = (5, 200) + 3(175, 155)+ 32(198,139) + 33(150,
126) = (17, 30) + (137, 37) = (62, 152);

F(4) = (5, 200) + 4(175, 155)+ 42(198,139) + 43(150,
126) = (195, 139) + (16, 100) = (19, 174);




F(5) = (5, 200) + 5(175, 155)+ 52(198,139) + 53(150,
126) = (2, 2) + (155, 96) = (21, 87).

The users receive their secret shares F(1) = (169, 179), F(2) = (95, 194), F(3) = (62, 152),
F(4) = (19, 174), F(5) = (21, 87).

Secret reconstruction. Suppose the users Az, As, As, As pool their shares (95, 194), (62, 152),
(19, 174), (21, 87) and use the Lagrange polynomial to obtain:

X) = (x=3)(x—4)(x—5) 1

I2( (2-3)(2-4)(2-5) mod241= ‘g(x —3)(x—4)(x —5)mod241=

- 4o(x3 —12x2 £ 47x — 6o)mod 241= (40x3 +2x2 +193x +1o)mod 241;

=(x—2)(x—4)(x—5) =£ B B B _
I3(x)_(3_2)(3_4)(3_5)mod241_2(x 2)(x—4)(x-5)mod241=

- 121(x3 ~11x2 +38x — 4o)mod 241= (121x3 +115x2 +19X + 221)mod 241;

=(x—2)(x—3)(x—5) =_l B B B _
I4(x)_(4_2)(4_3)(4_5)mod241_ 2(x 2)(x—3)(x—-5)mod241=

= 120(x3 —10x2 + 31 — 3o)mod 241= (120x3 +5x2 +105x + 15)mod 241;

X) = (x=2)(x=3)(x-4)
5-2)(5-3)(5-4)

5 ( mod24lz%(x—2)(x—3)(x—4)mod24ls

- 201(x3 _9x? 126X — 24)mod 241= (201x3 +119x2 +165x + 237)mod 241.

The users A;, As, A4, As reconstruct the secret polynomial and calculate the secret point Py:

F(X) = (95, 194) 15(x) + (62, 152)I5(x) + (19, 174)I4(x) + (21, 87)I5(x) =
= (95, 194) (40x3 +2x2 £193x + 10) + (62, 152) (121x3 +115x2 +19x + 221) +

+ (19, 174) (120x3 +5x2 +105x + 15) + (21, 87) (201x3 +119x2 +165x + 237) =

= (183, 153)x3 + (55, 174)x? + (189, 113)x + (94, 154) + (118, 56)x> + (21, 124)x° +
+ (87, 50)x + (133, 48) + (52, 17)x® + (67, 154)x? + (125, 59)x + (55, 174) +
+ (130, 203)x3 + (1, 182)x? + (192, 10)x + (191, 196) = (150, 126)x3 + (198, 139)x? +
+ (175, 155)x + (5, 200);

F(0) = (95, 194)1,(x) + (62, 152)13(x) + (19, 174)1,4(x) + (21, 87)I5(x) = 10(95, 194) +

+221(62, 152) + 15(19, 174) + 237(21, 87) = (94, 154) + (133, 48) + (55, 174) +
+ (191, 196) = (5, 200).

The secret point M = Py = F(0) = (5, 200) is reconstructed by the users Az, As, A4, As (Fig. 1).

Let us now consider the case when only three users try to reconstruct the secret — the users Aa,
Az, As or As, A4, As. The reconstructed polynomial for the first group (A1, Az, As) would be
F(x) = (119, 98)x? + (125, 59)x + (93, 134), and the point P = (93, 134) # Pw, so the secret is not
reconstructed (Fig. 2). The second group (As, A4, As) would reconstruct the polynomial
F(x) = (189, 113)x? + (19, 37)x + (36, 134), and the point P = (36, 134) # Py, and again the secret is
not reconstructed (Fig. 3). So, by joining the m — 1 secret shares, the users reconstruct a random
number on EC P # Pw, which gives no information on the original secret value M = Py.

Modification of the Blakley threshold scheme. The parameters of this scheme are: n — the
number of secret shares; m — the minimum number of users allowed to reconstruct the secret;
E,(a, b) is an elliptic curve; #Ey(a, b) is the order of the curve group; M — the secret put into the point
Pwm on the EC. The dealer chooses the random points P», Ps, ..., P on the elliptic curve.

Secret sharing. For each user Ai the dealer chooses the random coefficients auj, az, asi, ..., ami
distributed uniformly over Z,, and calculates the shares:



bi = a1iPw + axP2 + asiP3 + ... + aniPm. (3)

The users Ai receive the numbers {auj, az, asi, ..., ami, bi}.
Secret reconstruction. In order to reconstruct the secret M = Py having b; shares, one has to
solve the system of equations:

a;Py +a,,P, +a5,P, +...+a,,P, =b;
a;,Py +a,,P, +ag,P; +...+a,,P, =b,;

a, Py +a,,P +ag,, Py +... +a,,Py, =y,

(4)
and obtain the secret point Pw.
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Fig. 1. Secret Py reconstruction by the users Az, As, Az and As:
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Fig. 2. The secret is not reconstructed by the users Az, Az, A3
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Fig. 3. The secret is not reconstructed by the users As, As, As

Example of the Blakley threshold scheme with EC. Suppose we have to implement the (6, 7)-
threshold secret sharing scheme (m=6, n=7) and let the Eai(-5,90) be the elliptic curve
corresponding to the equation y?=x3—5x+90; #Eui(-5,90)=379; p=401 and the secret
M = Py = (326, 344).

The dealer chooses the random points on EC: P, = (120, 373); P; = (212, 272); P, = (185, 95);
Ps = (352, 162); Ps = (272, 105).

Secret sharing. The dealer calculates the secret shares for each user:

— for A1 choose the coefficients ai11 = 25, a1 =4, az1 = 1, as1 = 87, as1 = 13, as1 = 55 then
b1 = 25 (326, 344) + 4 (120, 373) + (212, 272) + 87 (185, 95) + 13 (352, 162) + 55 (272, 105) =

= (354, 382) + (47, 234) + (212, 272) + (296, 245) + (197, 65) + (233, 196) = (199, 150);

— for A2 choose the coefficients a1, = 17, a2, = 129, az, = 7, au2 = 49, as» = 91, as2 =5 then

b, = 17 (326, 344) + 129 (120, 373) + 7 (212, 272) + 49 (185, 95) + 91 (352, 162) + 5 (272, 105) =
= (322, 26) + (326, 57) + (157, 332) + (18, 346) + (151, 158) + (308, 95) = (199, 251);

— for A3 choose the coefficients a1z = 231, a3 = 63, azz = 9, aus = 27, as3 = 3, agz = 89 then

bs = 231 (326, 344) + 63 (120, 373) + 9 (212, 272) + 27 (185, 95) + 3 (352, 162) + 89 (272, 105) =
= (110, 35) + (277, 29) + (254, 369) + (322, 26) + (91, 378) + (80, 307) = (157, 332);

— for A4 choose the coefficients ais = 32, axs = 8, az4 = 301, ass = 29, ass = 57, ass = 3 then

bs = 32 (326, 344) + 8 (120, 373) + 301 (212, 272) + 29 (185, 95) + 57 (352, 162) + 3 (272, 105) =
= (125, 11) + (193, 161) + (360, 335) + (230, 1) + (239, 209) + (194, 48) = (197, 65);

— for As choose the coefficients ais = 19, axs = 289, ass = 7, ass = 43, ass = 4, ags = 63 then

bs = 19 (326, 344) + 289 (120, 373) + 7 (212, 272) + 43 (185, 95) + 4 (352, 162) + 63 (272, 105) =
= (242, 231) + (107, 151) + (157, 332) + (326, 57) + (127, 357) + (375, 235) = (358, 14);
— for As choose the coefficients ais = 277, az = 9, ass = 71, ass = 35, ass = 42, ass = 6 then



bs = 277 (326, 344) + 9 (120, 373) + 71 (212, 272) + 35 (185, 95) + 42 (352, 162) + 6 (272, 105) =
= (127, 357) + (351, 177) + (110, 35) + (63, 20) + (195, 89) + (305, 372) = (62, 77);
— for A7 choose the coefficients a7 = 8, ax7 = 39, asy = 301, as7 = 23, as7 = 89, as7 = 7 then
b; = 8 (326, 344) + 39 (120, 373) + 301 (212, 272) + 23 (185, 95) + 89 (352, 162) + 7 (272, 105) =
= (63, 20) + (379, 299) + (360, 335) + (241, 202) + (61, 227) + (370, 378) = (30, 139).
The users A receive the numbers:

A: = {25, 4, 1, 87, 13, 55, (199, 150)};
A, = {17, 129, 7, 49, 91, 5, (199, 251)};
As = {231, 63, 9, 27, 3, 89, (157, 332)};
As=1{32, 8, 301, 29, 57, 3, (197, 65)};
As = {19, 289, 7, 43, 4, 63, (358, 14)};
As = {277, 9, 71, 35, 42, 6, (62, 77)};
A- = {8, 39, 301, 23, 89, 7, (30, 139)}.

Secret reconstruction. Suppose the users A1, Az, As, As, As, A7 pool their shares and compose
the system of linear equations:

25P,, + 4P, + P, + 87P, + 13P; + 55P; = (199, 150);
17P, +129P, + 7P; + 49P, + 91P; + 5P, = (199, 251);
32P,, + 8P, +301P; + 29P, + 57P; + 3P, = (197, 65);
19P,, + 289P, + 7P, + 43P, + 4P, + 63P, = (358,14);
277P, + 9P, + 71P, + 35P, + 42P; + 6P; = (62, 77);
8P,, +39P, + 301P; + 23P, + 89P, + 7P, =(30,139).

©®)

This system of linear equations may be solved using the Gauss method, through the Cramer’s
rule, the matrix method or the method of substitution. Let us solve the system (5) using the
substitution.

25P,, = (199, 150) — 4P, — P, — 87P, —13P, —55P,;
5P, = (107, 250) + 24P, — 5P, — 67P, +184P;

117P, =127P, — 71P, — 301P, — (328, 85);

110P, = (221, 44) + 94P, + 306P;;

112P, = (235, 237) — 308P;;

123P; = (30,139) - (120,28) = (354,382).

P,, =(387,116) - 364P, — 91P, — 337P, — 46P, — 78P;

P, = (254, 369) + 308P, — P, — 165P, + 340P;

P, = 27P, — 33P, — 252P, — (47,167);

P, =(342,39) +118P, + 368P;;

P, = (375, 235) - 287P;;

P, =(272,105).




P, =(387,116) - 364P, — 91P, — 337P, — 46P, — 78P, =
= (387,116) - 364(120,373) - 91(212,272) - 337(185,95) - 46(352,162) - 78(272,105) =
= (387,116) - (238,58) - (237,114) - (197,336) - (243,53) - (109, 252) = (326,344);

P, = (254, 369) + 308P, — P, — 165P + 340P, =
= (254, 369) + 308(212,272) - (185,95) - 165(352,162) + 340(272,105) =

(254, 369) + (110, 366) - (185,95) - (118,395) + (249, 296) = (120,373);

P, = 27P, - 33P, - 252P, - (47,167) = 27(185,95) - 33(352,162) - 252(272,105) - (47,167) =
(322,26) - (361,394) - (149,152) - (47, 167) = (212,272);

(342,39) + 118P, + 368P, = (342, 39) + 118(352,162) + 368(272,105) =

(342,39) +(2,331) +(338,132) = (185,95);

P, = (375, 235) - 287(272,105) = (352,162);

P, =(272,105).

P,

The secret M = Py = (326, 344) is reconstructed by six users A1, Az, As, As, As, A7 (Fig. 4).

.
$

_ points on the elliptic curves Euu (—5, 90);

- secret share points the users .4, 45, Ay, A5, Ag, A3
- point secret Py,

Fig. 4. Secret Py reconstruction by the users Ax, Az, As, As, As and A7

Let us now consider the case when m — 1 users try to reconstruct the secret. The users have to
solve the underdetermined system of linear equations, since the number of equations is less than
the number of unknowns. Such system has either infinite number of solutions or none at all.

Conclusions

The secret sharing schemes possess the quality of information-theoretic strength. The secret
sharing scheme is called ideal if each of the shares consists of the same number of bits as the whole
secret [2, 3]. The secret sharing scheme is called perfect if the secret shares of any non-qualified
coalition of m — 1 users provide no information on the value of the secret [2, 3].

The modified Blakley secret sharing scheme with EC is not ideal, since the size of each share
is m times larger than the secret itself. However, this scheme is perfect, since the system of m—-1
linear equations with m unknowns has infinite number of solutions. Therefore, the reconstructed
secret M = Py can be any point on EC.

The modified Shamir secret sharing scheme with EC is both perfect and ideal. It is ideal because
each user receives the secret share F(i) of the same size as the secret M = Pw. It is perfect because
by joining less than m secret shares, the users obtain a random point on EC P # Py, which provides
no information on the real secret M = Pw.

The suggested secret sharing schemes based on the group addition law for the elements of the
additive Abelian group on EC, excel the similar schemes based on the modulo multiplicative groups
in cryptographic strength. Additionally, the complexity of the transformation in the Abelian group on

EC can be estimated as O(Iog2 p), and in the multiplicative group on a field — as O(Iog3 p), so the
advantage of the use of ECs is obvious. The elliptic curves recommended by FIPS 186-4 (Appendix

D: NIST Recommended Elliptic Curves) [11], SEC 2: Recommended Elliptic Curve Domain
Parameters [12] and DSTU 4145-2002 [13] can be used to implement such secret sharing schemes.



The developed threshold secret sharing schemes with EC can be used in various tasks of the
data storage, processing and transfer, the key management, the secure electronic voting and other
areas where the protection against the unauthorized access is critical.
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