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Abstract: The article presents studies of procedures for generating error-correcting codes for various
telecommunication technologies. The article is focused on evaluating and identifying mechanisms for
adding redundancy to signal-code structures in secure information channels. An important focus of this
article is the proposed comparison of the formats of error-correcting codes, the structure of code
structures, generator polynomials, code words, and generator matrices. The researches including the
analysis of the specifics of inclusion of redundancy in the code structure are given, the general
mathematical models of constructive synthesis of error-correcting codes are described. The result is
achieved by analyzing convolutional codes, Reed-Solomon codes, turbo codes (TC) and polar codes,
which are currently widely used for 5G mobile technology. The verification of the effectiveness of signal-
code structures of noise-correcting codes was carried out by the method of mathematical modelling for
various telecommunication channels by determining the energy gain of coding (EGC). The performance
of the codes was evaluated by establishing a comparison of the coding energy gain for the basic
constructions of the codes taken into consideration. It is shown that error-correcting coding is associated
with the addition of redundancy. This introduction of redundancy leads to the possibility of eliminating
errors in decoding and the resulting error probability at the output of the decoder is reduced compared to
uncoded transmission of information in communication channels. The results a study the energy efficiency
of turbo codes, convolutional codes, polar codes, low-density parity-check codes, and Reed-Solomon
codes are presented. The EGC was about 6 dB. It has been found that enlarging block size of TC, which
is decoded, entails appearing of “saturation” effect. For the researched SCC based on TC the values of
EGC reached 2 dB for BER level — 10E-4. The possibilities of eliminating the saturation effect of turbo
codes using concatenated coding are evaluated. It is assumed that the results proposed in the article will
be useful in choosing coding schemes in modern information networks.

Key words: telecommunication, encoder, information, error correction, redundancy

OCOBJIUBOCTI ®OPMYBAHHA KOOOBOI HAQJIULLKOBOCTI Y KAHANAX
NEPEOAYI IHOOPMALLIT

Botiko FO.M., 8.m.H., npogh. XmenbHUYbKUl HauioHanbHUl yHisepcumem, XmenbHuubkud, YkpaiHa.
boiko_julius@ ukr.net

CemeHko A.l., 8.m.H.,npoh. BiOkpumul mixxHapoOHUU yHigepcumem po38umky oOUHU
«YkpaiHa»,Kuie, Ykpaina. setel@ukr.net

’smin I.C., K.m.H.,00y. XmenbHUULKUU ronimexHiyHuti gbaxosuli Konedx HauioHanbHoO20
yHisepcumemy «JIbgiecbka nonimexHika», XmenbHuybKul, YkpaiHa. ilkhmel@ukr.net

AHomauis: B cmammi npedcmasrneHi docridxeHHs rpouedyp chopmMmyeaHHsi Kodie 3 surnpasreHHs
rnomusnoKk Ornsi pisHUX mersieKoMyHikauiiHux mexHonoeil. Cmamms 3ocepedxeHa Ha OUiHui ma
ideHmucpikauii mexaHiamie dodasaHHs Hadnuwikoeocmi 00 cuaHarnbHO-KOO08UX CMPYKMYP y 3axullieHuUx
iHgbopmauitiHux KaHanax. HaeedeHi 0OocnidxeHHs eKnwoYarome aHaniz cneyugiku 0odasaHHs
Hadnuwkoeocmi 8 cmpykmypy KOOy, OnucaHO 3azalibHi MamemamuyHi MoOesii KOHCMPYKMUBHO20
cuHme3sy Kodie 3 surnpassieHHsIM MOMUIIOK. Pe3ynbmam 0ocsieaembCsi WIISIXOM aHalslisy 320pMKO8UX
kodis, kodig Pida-ConomoHa, mypbo-kodie i nonspHux kodie, siKi 3apa3 WUPOKO 8UKOPUCMO8YOMbCS 0511
MobinbHUx  mexHonoeziti  5G. [lepegipky egekmusHocmi  cueHalbHO-KOO08UX  KOHCMPYKUIU
3agadocmilikux kodig rnposedeHo MemoOoOM MameMamuyHo20 MOOes8aHHs Ons  Pi3HUX
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meneKkoMyHiKayiliHuX KaHaslie WisixoM 8U3Ha4YeHHs eHepaemuyHo20 suzgpauwly KoOy8aHHs.
Knrouoei cnosa: menekomyHikauii, kodep, iHgpopmauisi, 8UNPaseHHs1 MoMUsIoK, HaluuwKosicms

Introduction

The rapid development of telecommunication technologies at the present stage, the
introduction of communication standards the fourth (4G) and fifth generations (5G) [1, 2], the
development of satellite communications, telemetry systems, etc., poses quite specific tasks for
researchers related to ensuring the necessary quality indicators of digital information
transmission channels. The important task of ensuring reliable transmission of digital data over
different communication channels is more relevant than ever. The solution of this problem lies
in the plane of application noise-correcting coding in such channels [3].

It should be noted that the development of telecommunication technologies, the emergence
of new digital standards contributes to an increase in the speed of transmission and the volume
of transmitted data, and their volume is increasing every year. Naturally, the requirements for
the applied codes and methods for their encoding and decoding are increasing. Thus, modern
coding systems, in addition to high resistance to interference and reliability in error correction,
must have extremely high speeds in data processing [4]. The development of coding theory
allows us to state that an effective direction in the construction of decoder circuits is the direction
associated with the use of a significant number of high-speed elements of microelectronics. In
this case, it is expedient to refuse from long feedback channels, which directly affect the
reduction in the rate of data transmission advancement. In addition, the implementation of
decoding schemes should, if possible, avoid the situation when the number of calculations per
decoded symbol turns out to be a random variable, and more complex decoder schemes should
be built to perform efficient decoding [5].

Coding theory is an applied science [3, 5]. It is integrated into the tasks being solved,
including means of telecommunications, radar, measuring, computing and control equipment.
In this case, the fact of the possibility of applying the obtained results, their competitiveness in
comparison with non-coded methods of error protection is of great importance. Practical
achievements of coding theory are now well known [6]. However, the most widely used at the
present stage of development of telecommunication technologies are such coding methods as
convolutional codes (CC), Reed-Solomon codes (RS), turbo codes (TC), low-density parity
codes (LDPC) [1], polar codes (PC), which became the basis for the deployment of 5G maobile
telecommunications [7-10].

Application of spectrally effective modulation methods, effective coding methods, in
particular signal coding construction (SCC), creates preconditions to research basic parameters
of signal processing systems, telecommunication systems and optimize data decoding
algorithms. The actual problem here is in finding noise immunity for modulation methods,
benefits from coding, energy gain, symbol error probability benefits for receiver, acceptable code
redundancy, complexity and rate of codec and synchronizing received signals. Conception of
improving noise immunity in telecommunication systems, that belong to 4th and 5th generations
[10, 11] and are used in conditions of high noise and hindrances becomes actual for
communication systems developers, especially when data transmission standards are rapidly
rising and taking into account the world trends and requirements to operation of data processing
devices [12].

Noise-immune coding is necessarily associated with the introduction of symbol redundancy,
which, in the case of a constant information source rate, leads to a decrease in the duration of
the symbols and, for a constant transmitter power, to a decrease in the energy that falls on one
symbol. It should be noted that in this case the probability of error increases. However, due to
error correction during decoding, the resulting error probability at the output of the decoder will
be less than in the case of uncoded transmission of information. An important indicator of coding
efficiency is the energy gain resulting from coding (EGC) [4], which is generally determined
through the difference between the signal-to-noise ratios in the case of uncoded and coded
transmission, provided that the same bit error probability in the channel is provided.

Thus, the proposed article presents the problem of analyzing the principles of the formation
of redundancy in error-correcting codes. For analysis, the above codes are taken - convolutional,
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Reed-Solomon, turbo codes and polar codes. As a result of the analysis, it is necessary to obtain
generalized principles for constructing codes, as well as comparative characteristics of codes
for different degrees of redundancy. The subject of the research of the article is the methods
and means ensuring the noise immunity telecommunication systems of information transmission
based on the definition the structure of the code structure. The paper describes a set of
scientifically based theoretical provisions, as well as practical recommendations and proposals
for the development of mechanisms for a formalized description of a methodology for increasing
the efficiency of coding / decoding in telecommunication information transmission systems.

Theoretical Description

Error Correction Codes (ECC) are a sequence of numbers generated by special algorithms
to detect and correct errors in data transmitted over noisy channels. Error correction codes
identify corrupted bits and their location.

Let's start with convolutional codes.

In convolutional codes, the input bits are not divided into blocks, but are transmitted as bit
streams, which are convolved into the original bits based on the logic function of the encoder.
Also, in convolutional codes, the source stream depends not only on the current input bits, but
also on the previous input bits stored in memory.

To generate a convolutional code (CC), information is sequentially passed through a linear
shift register with a finite number of states. The shift register consists of (bit) stages and logic
function generators. The convolutional code can be represented as (n, k, K), where:

- k - the number of bits shifted in the encoder at one time. Usually, k = 1;

- n - the number of encoder output bits corresponding to k information bits:

- K is the number of states of the shift register;

- Code rate, R, = k/n;

- the sequence of input bits is transmitted to the encoder sequentially, starting from the last
bit of the block.

Convolution code generation example is presented in fig. 1. Consider a convolutional
encoder with k=1, n=2 and K=3. Code rate: R, = k/n = 1/2.

| @ —e cl

\

Input stream: Encoded
1011 ——» 0 0 0 outputs

3 bit Shift register ; ‘ | - /

—y
(right shift) present to 0 @/2 c0

Boolean functions XOR operation

The orange cells

represent the state of

of corresponding bit positions in
the encoder. P g P

the shift register
Fig. 1. Convolution code generation

The value of the bits at the output of the convolutional encoder is calculated by the logical
function "exclusive OR" (modulo 2 additions, XOR), which has the following graphic symbol and
truth table 1:

For the XOR function, a unit at the output of a logic element appears when only one is active
at one input. If there are two or more units at the input, or zero at all inputs, then the output will
be zero. The change in the state of the registers and the signal at the outputs of the encoder,
depending on the input information sequence, is shown in table 2.
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Table 1. Truth table

X1
—_—Y
X2

INPUT X1 INPUT X2 OUTPUTY
0 0 0
1 0 1
0 1 1
1 1 0

Table2.
Changing the state of the registers and the signal at the outputs of the encoder depending on
the input information sequence

SHIFT REGISTER STATUS OUTPUT C1 OUTPUT CO
bl b2 b3 bl D b3 b1 D b2 D b3
0 0 0 0 0
1 0 0 1 1
1 1 0 1 0
0 1 1 1 0
1 0 1 0 0

That is, if the input sequenceis: 1011

The output will be the sequence: 0010101 1.

Now let's consider how redundancy is formed in Reed-Solomon codes.

Unlike coding with “soft decision” used for convolution codes (CC), the output of decoder
RS is “hard”, so decoder acts on alphabets symbol that is used in coding. Noteworthy is that
decoder RS creates undistorted sequence in the output if received sequence of symbols differ
from the real word by t symbols maximally [5]. Decoder automatically detects information on
number of errors. In forward error correction system, the RS code (255, 239) will be used that
is highly effective in the packet error medium. The code construction consists of: code word
length n=255 bytes; number of information symbols in data block k=239 bytes; number of errors
fixed in code word t=(n — k)/2=8; number of errors detected in code word 2t =16. Fig. 2
represents RS code (255, 239) construction.

Code size 2040 bits

A
A

8x239 information bits i 8x16 verification bits

Y

<
«

»

c.
v3

A A

239 information symbols 16 verification symbols

Lt i}

A4

Fig. 2. Reed-Solomon code (255, 239) construction

In error correction scheme codec processes data block (information bytes 1...239) and
calculates verification symbols (bytes 240...255), fig. 3.
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CRCRHONG b

| k7i| k6i| kSiI k4i| k3i| kZil klil kOil
1 2 3 4 5 6 7 8

I d7i| d6i| a'5i| d4i|d3i| der dliI dOiI
1 2 3 4 5 6 7

Fig. 3. Code word construction for coding with noise immunity and error correction

Bytes that belong to code word x are represented as:
x+16( —1),j = 1...255. 1)
The generator polynomial is represented as:
G(2) = [1i2o(z — ), )

where a — root of binary primitive polynomial of type: x8 + x* + x3 + x2 + 1.
The code word construction will be represented by polynomial as:

Y(z) = K(2) + D(2) 3

that is a summation of information and verification bytes, Fig. 4.
Information bytes will be represented by the polynomial:

K(Z) = K254 * 2254 + K253 : 2253+... +K16 * 216 ) (4)

where K;(j = 16...254) — information byte given by element of the Galois field GF(256), then
I(j == k7] . a7 + k6] . a6++k1] . al + kO]
Such construction is described by: bit k7 ; — most significant bit, and k; — least significant bit;

byte K,:, — corresponds to first byte in code word, and K;, — 239.
The pairing verification bytes are represented as:

D(Z)=D15]"le+D14_'Zl4+...+D1'Zl+D0 (5)

where D; (j =0...15 — verification byte given by element of the Galois field GF(2%) and D; = d; -
a’ +dgj-a+...+dyj - a' +dy;.

Bit d,; is most significant bit, d,; — least significant bit of pairing verification byte. Byte
corresponds to byte 240 of under-feed which is responsible for coding with forward error
correction (FEC) and byte R, corresponds to byte 255.

The verification bytes D(z) will be calculated as:

D(z) = K(z) modY (2), (6)

where mod — module calculated by generator polynomial Y (z) with elements of GF(28). Each
element in Galois field GF(28) will be determined by primitive polynomial: x8 + x* + x3 + x* + 1
. Hemming distance of RS code (255, 239) — d,,,;, [5].

In error correction mode code can correct up to 8 errors of symbols in code word FEC and
can detect up to 16 errors of symbols in code word FEC on error detection mode [1].

Coding is performed with reverse Fourier transform:
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cj/ =C(z)) , (7)

where z=2 — primitive element of the field.

Conditions to be considered are: forming SCC requires identification which elements are
informational and which are verifying (redundant). Mention was made that number of redundant
symbols should be twice higher than the number of error symbols which should be renewed. If
the double error is to be corrected (t = 2 — error multiplicity), then four verification symbols should
be used correspondently.

Decoding is conducted by the formula:

C]'=C/(Z_j) (8

Counting redundant symbols is sufficient to verify if information is not distorted. If their
number equals zero then errors are absent. To correct an error, first of all, the position of error
symbol should be defined. This requires calculation of error locator's polynomial whose roots
will point to error positions. The locator polynomial is represented by matrix as: L = [1, Iy, I, ...

l].
Matrix and vector-column will be formed, which is required for calculation of error locators
L. This process is formalized as:

Si—1 ... S S, I

SZt—Z St St—l lt
St-2

Ji =< ) 9)
Sat-2

The reverse matrix G~ will be calculated taking into account calculation rules in the Galois
field. Summarizing error vector with distorted code sequence will result in correct coded
sequence whose decoding will deliver correct information symbols.

Coder presents digital machine where all operations are performed in the Galois field by
module of primitive polynomial. The information in byte form is incoming to codec’s input.
Information symbols are going to codec’s output with no delay in case of switches P1 and P2
are in position 1. After k information symbols come, codec’s input switches off, P1 and P2 are
in position 2 and n — k verification symbols, which are contained in the shift registers (fig. 4), are
coming to the output.

The represented coder scheme is specific in having N registers. In the scheme the principle
of block interleaving is used, which can be described by matrix of X rows and Y columns. In this
case data is read by columns in transmitter and by the rows in the receiver. Parameter Y equals

to the length of code word in block code. The advantage is obtained by: since RS code coding

gives block length multiple of X-Y, the scheme is obtained, in which register cleaning process is
absent.

0(}.(1‘) |
vl |
p1 / Codec
_ _ input
P&
| A [ | &
! |} P2
| %vl
$ $
=1 —1 | Codec
= —1 | output
1 T

Fig. 4. RS coder scheme with interleaving data: R — shift register; P - switches; a — Galois field
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Such scheme redundancy, which is due to presence of interleaver, will be zero. Scheme of
such coder cyclically processes input information sequence in form of bytes.
The general structure of the frame used in channel coding is shown in fig. 5.

I data block Transmitted block  Received Output data
e Gt e of data data block block
P 10200 b, /=5 10200 b, /=5 8920 b, I=5
—p| Coder RS |—p 57 —p| Decoder RS -
Data link
Frame structure of the data packet (8920 b)
= — -
Ej (HDR) I User data )) | Add. container I
~ In A e -
~ <4 » _ -
ﬂPB (32b) | Encoded blocked RS JCB RS code]PB (32b) | §
<
from 1 to 5 - 223x8 bits 1280 b

8920 b for /=5

The transmitted data block is 10200 bits

Fig. 5. Frame structure of a data packet for transmitting information by the RS code: ID - the name
of the input frame data (header); PB - check bits; CB - synchronization control bits, I=5 - interleaver length

Let us now consider the principles of redundancy formation in the design of TC.
The code word is represented by 16-bit construction of Hemming block code (16, 11). Such
code contains 11 information bits and 5 verification ones, fig. 6.

[B|B|[B|[B|[B|[B|B|B|B|5B]|B]|w

Fig. 6. Code word to build turbo-code: IB — information bits; VB — verification bits

Fig. 7 demonstrates results of building TC as two-dimensional construction 16x16 bits. The
turbo-code synthesis is represented by the following sequence. The matrix is formed whose
base is made of 11 input bits: matrix 16x11 and verification bits.

Noteworthy is that in matrix cells, shown in Fig. 6, various codes can be used: Hemming,
Golay and others. Vertical blocks in code word can be built with Golay code, and horizontal ones
— with Hemming code for an instance. Then we obviously obtain two-dimensional turbo-code.

Fig. 8 demonstrates process of building turbo-code as three-dimensional construction. To
correct productivity of turbo-code decoder considered in the decoder is offered to be improved
by including scaling block. The idea is that outer information is multiplied by the specified scale
before it is put again in the input of component decoder through the scheme of iterative decoder.

Fig. 9 shows the simulation scheme of decoder construction described above. Simulation is
conducted within the research framework of telecommunication system for transmitting data with
turbo-coding.

The scheme can be divided into APP-decoder, interleaving blocks, scaling sub-system —
Scaling. The logarithmic ratio of likelihood functions for each information symbol v, is represented

as.
p(w=+1)

Gu) = In [E=0] -k (10)

where p(u; = n) — event probability u; =n andu; =n .
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Fig. 7. Code word for building two-dimensional turbo-code: VV — vertical verification bits; PB — pre-

implementation verification bits

Decoder SISO1 (Inner Decoder) on the base of information received from transmission
channel assesses information bits with account for scale. Then outer information is formed from

made assessment G(ué |y) with account for scale by excluding a priori information and systematic
symbols received from the channel. This process is formalized as:

Gl (w) = Gl 17) = Gayis — G(uy),

where for discrete Gaussian channel without memory (AWGN) member G, = 2/0? will determine

IB|IB|IB|IB|IB|(IB|IB|IB|IB|IB|IB
IB|IB|IB|IB|IB|IB|IB|IB|IB|IB|IB
IB|IB|IB|IB|IB|IB|IB|IB|IB|IB|IB
IB|IB|IB|IB|IB|IB|IB|IB|IB|IB|IB
IB|IB|IB|IB|IB|IB|IB|IB|IB|IB|IB
IB|IB|IB|IB|IB|IB|IB|IB|IB|IB|IB
IB|IB|IB|IB|IB|IB|IB|IB|IB|IB|IB
IB|IB|IB|IB|IB|IB|IB|IB|IB|IB|IB
IB|IB|IB|IB|IB|IB|IB|IB|IB|IB|IB
IB|IB|IB|IB|IB|(IB|IB|IB|IB|IB|IB
1B 1B 1B

channel reliability, and o2 — noise dispersion.

Information bits of
two-dimensional
turbo-code

Fig. 8. Code word for building three-dimensional turbo-code: VB — verification bits of three-

dimensional realization

Verification bits

Information bits

of three-dimensional
turbo-code

Verification bits
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Bipolar  —m® J_LL
Int Converter

Fig. 9. The frame of subsystem simulation scheme for turbo-code decoder

Second SISO2 (Outer Decoder) uses received information (a priori) for self-assessment
with account for scale k..

For Gaussian channel, in which noise has zero mean value and dispersion ¢2, when a priori
probability is replaced for probability density function, the following expression will be obtained:

kai'm f@,
pTH exp[ X kJ(rlm)

m 02

A 2X 2X
A(dy) = m exp| —& = m, exp| —= |}
(dy) = my p( o2 T p[ -2 jnk 1 (12)

o,m
YV f(0,
Za[(n eXp{ (52 k-f—l ™
m

where 1, = n,ﬁ/ng — will be input ratio of a priori probabilities (a priori likelihood), and my — outer

output likelihood received in a moment k — correction (correction member) of coding, which

changes input priori information of data bits. In turbo-code such correction members pass from

one decoder to another in order to improve ratio of likelihood functions for each information bit

and in such way to minimize decoding error probability. Thus, decoding process is followed by
A

using equation (12) to obtain several iterations A(d;). Outer likelihood r;; obtained from concrete
iteration substitutes a priori likelihood w4 for the next iteration.

TS and convolutional codes are typical for use in 4G telecommunications. Consider the
principles of redundancy formation for the code that is typical for 5G [9].

Consider a polar code encoder with N=4 bits input. The polar code of this data vector is
calculated by the expression: x¥ = ulGy. Here x¥, is a code vector containing N bits. G is a
generator matrix and is calculated by the expression: Gy = ByF®™". F is the Kronecker matrix.
The matrix By is calculated using the following expression: By = R,\,(I2 ®BN/2). Ry Is the
permutation operator. I, - information array. A polar encoder of a 4-bit long data vector is shown
in the Fig. 10 below.

| |
U, V! X1 LM
- — i W i >
| |
L | P W J >
u >< 'i_f_f_: S ———— :_I y’;
. Vs AN L T
| |
| |
Uy Vi, \+/ X4 | V4
>_ - T W T ’
| |

)

Fig. 10. Polar coding scheme
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Consider an example of how a polar encoder works without moving. Let: K=132 —
informational message length; E=256 is the length of the rate-matched output block [13].

Next comes the construction of the polar encoder. The MATLAB function returns an N-bit
vector (N=256) as the original data, where the K elements in the original data will be 0 (the
location of the information bits. K=132), and the N-K elements in the original data will be 1 (frozen
bits). positions N-K=124). E is the length of the output at the agreed rate, and Nwuax is the
maximum value of n (9 or 10). The code rate is defined as K/E.

As a result of constructing the encoder, indexes of the location of frozen bits and parity bits
are determined.

Next, the generator matrix G is defined as the nth order of the products of the Kronecker
matrix [13], n=8:

10
c;_|1 { (13)

As a result, the matrix G will have dimensions of 256x256 elements.

For polar coding, the mod 2 product operation of the generator matrix and the input data
array is performed.

Below we present the MATLAB program code designed to generate polar codes.

MATLAB code for polar encoding CRC-Aided Polar.

K=132; % Message length

E = 256; % Rate matched output length 256

in = randi([0 1],K,1); % Generate random message
nMax = 10; % maximum n value for N

ilL = false; % input interleaving

outl = nrPolarEncode(in,E,nMax,ilL); % Polar encode

% Get frozen bit indices and parity-check bit locations
[F,qPC] = nr5g.internal.polar.construct(K,E,nMax);
N = length(F);
nPC = length(gPC);

inintr = in;
% Generate u
u=zeros(N,1); % doubles only
% CRC-Aided Polar (CA-Polar)
u(F==0) = inintr; % Set information bits (interleaved)
% Get G, nth Kronecker power of kernel
n = log2(N);
ak0=[10;11]; % Arikan's kernel
allG = cell(n,1); % Initialize cells

fori=1:n

allG{i} = zeros(2/i,2M);
end
allG{1} = ak0; % Assign cells
fori=1.n-1

allG{i+1} = kron(allG{i},ak0);
end
G = allG{n},

% Encode using matrix multiplication
outd = mod(u™*G,2)";
out = cast(outd,class(in));

Estimation of Encoding Gain

This section presents the experimental results of performance evaluation of various error-correcting
codes. The noise immunity was evaluated by determining the energetic coding gain, the method for
obtaining which is described above in the text of the article. This assessment is rather arbitrary. First of
all, as described in the article, a certain signal-code constructing (SCC) finds application in a certain
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telecommunication technology for solving specific buildings. In this case, the structure of the error-
correcting code, the requirements for its noise immunity, the main indicators: code rate, redundancy,
degree of interleaving, degree of puncturing, and others, will differ significantly. However, the invariance
with respect to certain parameters of the SCC will make it possible to obtain a certain, general graph of
noise immunity. Such a graph will make it possible to assess in general the possibilities of the codes
taken for consideration in terms of energy efficiency, approaching the Shannon boundary. This is the
essence of the results presented in this section.
Fig. 11 shows the dependencies of BER on the corrective ability of RS codes. In particular,
the simulation results make it possible to establish that the code RS (255, 173) has the best
performance in the case of t=41.

1 - DOPSIK

- CC{171. 133} hard dec.
- RS (255, 223) hard dec,
4 - RS (255, 239) hard dec.

2,
Ly
g’

G 41'\

a b

Fig. 11. Dependencies for assessing the noise immunity of RS codes: a - 1 - (255, 173); 2- (157,
125) 3 - (255, 223), 4 - (97, 81), 5 - (255, 239); 6 - (204, 188); b - to determine the energy gain of coding

Unlike the "soft" decisions used for convolutional codes, the output of the RS decoder is
"hard" so that the decoder acts on the character of the alphabet that is used in the encoding. It
is important to note here that the RS code decoder creates an undistorted sequence at the
output if the sequence of received symbols differs from the real word by no more than t symbols,
which was shown in [4]. In this case, the decoder automatically sets the information about the
number of errors.

On Fig. 12 and Fig. 13 shows the results of the study of noise immunity for concatenated
codes according to the SCC: RS(255, 223)+CC and RS(255, 239)+CC and convolutional codes.

SRtk E=ru=
. T ;TR
ﬁ' . ‘ \\\ \\k\_ = P \\ *lh *V%\ S
x NN T SRR
e N
P S=s

F‘#\" \ N === TE

1.5 V 1.5 6 7.5

N

Fig.12. Plots of BER from (E,/N,) for convolutional Fig.13. Plots of BER from (E,/N,) for

and concatenated code at different coding rates at: convolutional and concatenated code at different

t=16: 1 - RS+CC(255, 223), R=1/2 ; 2- RS+CC(255, 223), coding rates at: t=8: 1 - RS+CC(255, 239), R=1/2 ; 2

R=3/4, 3- RS+CC(255, 223), R=7/8; 4 - RS(255, 223); 5~ - RS+CC(255, 239), R=3/4, 3- RS+CC(255, 239),

CC R=1/2; 6- CC R=3/4; 7- CC, R=7/8; 8- uncoded QPSK R=7/8; 4 - RS(255, 239); 5 — CC R=1/2; 6 - 3K, R=3/4;
7 - CC R=7/8; 8 - uncoded QPSK

The results of the study allow us to establish that the efficiency of using concatenated codes
is higher than when using RS codes separately (compare, for example, Fig. 12, 1 and Fig. 12,
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5, the energy gain is almost 3.2 dB (BER=10E-7).

Let's consider how the number of iterations affects the decoding efficiency and noise
immunity of turbo codes. Used turbo code: TC (7, 5)s with rate R=1/2 with puncturing (perforated
code), frame length for interleaving 1=400 bits. Decoding was performed according to the log-
MAY algorithm. On fig. Fig. 14 shows the dependence of the error probability on that obtained
in the simulation. The axes are, respectively, the bit error probability (BER), the signal-to-noise
ratio in dB, and the number of iterations during decoding. The simulation result is a surface
formed by sections, each of which determines the dependence of the bit error probability on a
fixed number of iterations. An analysis of the graph allows us to establish the following: code
characteristics and noise immunity improve with an increase in the number of iterations,
however, after the seventh iteration, this improvement is rather insignificant. We use the
proposed modified SCC: RS (255, 223) + TC (I = 16384 bits; 15 iterations) + DQPSK and present
noise immunity graphs. Decoding was performed using the log-MAP algorithm (fig. 15).

Quantity of iterations Quantity of iterations

1,00E-01-1,006+00
~ e =3 m 1,00E-02-1,00E-01

BER
1,00E+00 =L |

1,008-01 -
1,006-02 -
1,00e-03 -
1,00E-04 —'7

1,00E-05 =

1,00E-06 —=
o,s

1.5 5 oy

== 3 E, /Ny s 2 E,IN,

Fig.14. Dependences of noise immunity for the Fig.15. Noise immunity dependences for the

proposed TC on the number of iterations offered SCC in case of changing iteration quantity
inTC

= 1,00E-13-1,006-12

= 1,00E-14-1,006-13

The offered scheme has removed TC saturation effect for the offered codes and allowed to
obtain EGC at the level of 3.1 dB (BER=10E-8)

In order to compare the codes described above in the article, we determined the
performance of the RS, CC, LDPC (Low-density parity-check code) [9], TC and polar codes.
Mathematical modeling used SCC with QPSK, code rate 2/3,fig.16.

0
L Reed-Solomon
""""""""""""""""""" L ——-'LDPC
-1y T —— Polar
10 N Ta e Convolutional
™~ e —%— Turbo

Bit Error Rate

Eb/No (dB)

Fig.16. Noise Immunity Graph to Compare Energy Efficiency of CC, TC, RS, Polar Code and LDPC

Conclusions

The conditions for increasing the spectral and energy efficiency when establishing the
evaluation requirements for digital telecommunications transmission systems are determined.
The analysis noise-immune coding algorithms in telecommunication systems of information
transmission is carried out. The features the implementation of noise-immune coding algorithms

23



THdoxoMyHIKaIiiHI Ta KOMIT FOTepHi TexHOJIOTii, Ne 2 (04), 2022

in telecommunication channels information transmission with digital modulation types are
considered. The features of the use error-correcting codes in digital telecommunication systems
for information transmission are determined. Practical recommendations are given on the
structure, redundancy and form of SCC in solving the problem increasing the noise immunity of
information transmission under conditions of a real interference complex.
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AHomauisi: Y cmammi po3arisiHymo Memoou pO3WUPEHHS criekmpa maliMepHUX cUgHarnbHUX KOHCMpYKU|d.
ns cucmem padio3s’sisky, WO npauroroms 8 ymMosax padioesleKmpPOHHO20 KOHQIIKMY, MPONOHYEMbCS
sukopucmoasysamu wymoro0libHi matimepHi cuzHasnu. Lle 0o3gorisie nidsuwumu iHghopmauitiHy, cmpykmypHy ma
eHep2emuyHy Mnpuxo8aHicmb Cu2HarbHUX KOHCcmpyKuil. [lpoeedeHo aHanis enacmueocmeli malimepHUx
CU2HalbHUX KOHCMPYKUiti, wo 0ae 3Moay 8usieumu neeHi nepesaau Herno3uuitiHux cuzHarie neped no3uyiiHuUMU.
CmpykmypHa ripuxogaHicmbs malMepHUX CUgHanig 3anexums ei0 napamempig npucmpor KodyeaHHs. Takox
malMepHi cusHanu MOXHa eukopucmogsyeamu sik 3asadocmilikuli ko0, Onsi ikoeo He nompibHi dodamkosi
repesipoyHi enemeHmu. 3a paxyHOK 3MiHU rapamempie nobydosu malMepHUX cuzaHaslie iCHye MOX/ugicmb
3MiHrO8amMu KopuaysarsibHy 30amHicme KOOy, a makox ¢hopmyeamu pi3Hi aHcambni cugHanbHUX KOHempykuid. Lle
rnomeHruitiHO 36inbWye cmpykmypHy ma iHghopMauitiHy npuxogaHicms malMepHUX cueHariia.

EHepeemuyHa npuxosaHicmb OocsizaembCs 3a O0MOMO20K0 Pi3HUX Memodie PO3WUPEHHST criekmpa
biHapHO20 cueHany: rceesdosunadkogoz2o MepeckokKy poboyoi Yacmomu; MPsSMO20 PO3WUPEHHS criekmpa
ricegdogunadkoguUMU r10ci008HOCMAMU; JliHIGHOI YyacmomHoi mModynsuii. O0Hak po38UMOK padiomexHiYHUX
3acobie repexorineHHs WUpPOKOCMYy208UX cuzHarsie nompebye makox YCKIaOHEeHHS CMPYyKmMypu cueHabHUX
KOHCMpyKuiti. BukopucmaHHsi maulMepHUX cueHanie 0a€ Moxugicmb cuHmesyeamu 6inbw CckIadHi
wymonoOdibHi cueHarnbHi KoHecmpykuyii. Lje do3eonume nidsuwumu cmpykmypHy npuxogaHicmb ma ycKknadHuUme
pO3KpumMmMs cmpykmypu cuzgHany 3acobamu padiomexHiyHOI po3eiOKU CynpomueHuka. Takum YuHOM,
0brpyHmoegaHuUM € po3pobka ma 800CKOHaIeHHs Memodig po3WUPEHHST criekmpa maltmepHuUXx cuzgHanige. O0Hak
MemoOu PO3WUPEHHS CrieKmpa CcuzHarsig po3pobrisanucs 8UKTIOYHO O MO3UyiliHUX KOO8, MOMy He MOXYymb
6ymu 3acmocosaHi 00 malmepHuUx Herno3uuiliHux cuzHanie. Haykoei pobomu, ski npucesdeHi A0CiOXeHHH
wymornoOQibHUx malMepHUX cu2Haslie, He [108HOK MipOoK BUCBIMITIOIOMb an2opummMmu nepemeopeHHs
8Y3bKOCMY208020 CU2Hasy Ha wupokocMyeosul. Lle cmarno npugsodom 05151 nodarnbuwio2o A0CHiOKeHHS 8 UbOMY
HarnpsiMKy, momy memoto yiei pobomu € cuHme3s wymornolGibHUX maliMepHUX CueHarlbHUX KOHCMpYyKUid.

Knroyoei crnioea: rnpuxogaHicmb, PO3WUPEHHS criekmpa, WymMornolibHi cuaHanu, 3axucm iHgopmauil,
MoAdyrAyis, cnekmp.

METHODS OF INCREASING SECRECY OF INFORMATION TRANSMISSION BASED
ON EXPANDING THE SPECTRUM OF TIMER SIGNALS
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Abstract: The article considers methods of expanding the spectrum of timer signal constructions. For radio
communication systems operating in conditions of electronic conflict, it is proposed to use noise-like timer signals.
This will increase the information, structural and energy secrecy of signal constructions. The analysis of the
properties of timer signal constructions was carried out, which made it possible to identify certain advantages of
such non-positional signals over positional ones. It has been established that the information capacity of timer
signals is greater than bit-digital code. The structural secrecy of timer signals depends on the parameters of the
encoder. Also, such signals can be used as an error-correcting code, which doesn’t require additional check
elements. By changing the parameters of contracting timer signals, it is possible to change the corrective ability
of the code, as well as to form different ensembles of signal constructions. This potentially increases the structural
and informational secrecy of timer signals.
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Energy secrecy is achieved by using various methods of expanding the spectrum of binary signal: random
jumping of the operating frequency; direct spectrum extension by random sequences; linear frequency
modulation. However, the development of radio engineering means for intercepting broadband signals also
requires the complication structure of signal constructions. The use of timer signals makes it possible to form
more complex noise-like signal constructions. This will increase structural secrecy and complicate the disclosure
of the signal structure by means of enemy electronic intelligence. Thus, it is justified to develop and improve
methods for expanding the spectrum of timer signals. However, signal spreading methods were developed
exclusively for positional codes, and therefore cannot be applied to non-positional timer signals. Scientific articles
devoted to the research of noise-like timer signals don’t fully cover the algorithms for converting narrowband signal
into wideband one. This was the reason for further research in this direction, so the aim of this article is the
synthesis of noise-like timer signal constructions.

Key words: secrecy, spectrum spreading, noise-like signals, information security, modulation, spectrum.

BcTtyn

MigBULWEHHA 3aBagoO3axMLLIEHOCTI cUCTeM pagio3s’ssky [1,2] € npiopuTeTHUM HanpsiMOM MO
3axucTy nepegasaHoi iHopmalii Big HecaHkuioHoBaHoro goctyny (HCL). 3aBagosaxuwieHicTs [2] €
KOMIMSEKCHMM MOKa3HMKOM, 3a JONOMOIOH SIKOrO OLHIOETECA ePEKTUBHICTb KOHMIAEHUINHOT cUcTEMM
panio3s’a3ky. OCHOBHUMM MOKa3HMKaMX 3aBag03axMLEHOCTI €. 3aBafdoCTIAKICTb | NMPUXOBAHICTb.
Po3pi3HAIOTL pisHi BUOW NPUXOBAHOCTI: eHepreTudHa, CTPYKTYpHa, iHhopMaLiinHa, NpocTopoBa Ta iHLUi.

YcKnagHeHHs CTPYKTypW curHany [O3BOMSE€ BUPIWWTM psa  3aBAaHb NO  3abes3neyveHHio
NPUXOBAHOCTI CUrHANbHUX KOHCTPYKUiA Yy BMMAAKy MNEPEXONSIEHHS CeaHCy pafio3B’siaky 3acobamwu
pafioTexHiYHOT po3BigKM NPOTUBHMKA. B cyyacHMX 3aBafo3axulLEeHMX cuUcTemMax pagiosB’a3ky
NPUXOBaHICTb NepefaBaHHA 3abe3neyvyeTbCsl 3a paxyHOK 3aCTOCyBaHHS LWYMONOAIGHNX curHanis [1,2].
[na uiel 3agadi BUKOPUCTOBYHOTLCS Pi3HI METOOM PO3LLUMPEHHA CnekTpa curHany: ncesgoBUnNagkoBmi
nepeckok pobo4voi 4acToTh; MpsMe pPO3LIMPEHHS ChNekTpa 3a [AOMOMOrol MNCEeBAOBUMNAAKOBUX
nocnigosHocten (MMPY); niHinHa vactotHa mopgynauia (JIYM) [7]. Bigomo [1,2], WwWo TeopeTnyHor
OCHOBOK ANns (hOopMyBaHHSA LWYMOMNOAIOHMX curHamniB € npouec po3WMPEHHS crekTpa OiHapHOI
nocnigoBHoCTI. MNoganbLuniA PO3BUTOK TEOPIT LYMONOAIGHMX CUrHAmIB OPIEHTOBAHWUI HA 3aCTOCYBaHHS
TauMepHUX curHanbHUX KoHcTpykuim (TCK) [3-6], aki € HenosuuinHumu. [lpouec dopmyBaHHS
wymonogibHmx TCK noTtpibye iHWOro anroputmy, TOMY LWO iCHYHOYI MeToaM PO3LUMPEHHS ChekTpa
30e0inbworo opieHToBaHi Ha Mo3uuiviHi curHanu. OBrpyHTOBAHICTb 3aCTOCYBaHHS LIYMONoOAiGHMX
TaMEpPHUX CUrHaniB NOSACHIETLCA HEOOXIQHICTIO yCKNagHEHHS CTPYKTYPU CUrHaNbHUX KOHCTPYKLi
OnNs 3aBOaHHA NigBULEHHS iHhOpMAaLINHOT Ta CTPYKTYPHOT NpMX0oBaHOCTI [3-6].

TakMM YMHOM, MOXHa Bi43HAYMTKM, WO 3aCTOCYBaHHSA LUYMOMNOAIOHMX TalMepHUX CuUrHanis €
NPiOpUTETHMM  OOCAIMLKEHHAM Ond  3aBAaHHA  NiABMLLEHHSA  3aBafOCTIMKOCTI  nepegaBaHol
KOHdigeHUinHoi iHdopmauii B kaHanax pagio3s’sisky [1]. OcobnuBicTb 3acToCyBaHHS TalMEPHUX
CUrHanie nondarae B TOMY, WO BOHM BiQHOCATLCS 0 Kracy HEeno3nuiMHMX CUrHaNbHUX KOHCTPYKLIiM Ta
MaloTb psag nepesar B MNOPIBHSAHHI 3 MO3ULINHUMK, a TakoX AedKi Hefoniku. Ha OoCHOBI TaMepHUX
CUrHaniB MoXHa peanisyBaTu 3aBafoCTilike KogyBaHHS 6e3 O4odaTKOBMX MEPEBIPOYHMX EITEMEHTIB.
3miHa napameTpiB npucTtpoto kogyeBaHHa TCK gossonse dopmyBaTu pisHi aHcambni curHambHUX
KoHCTpyKUi [8,9]. Taki BnactmBoctTi TCK possonsioTb BupiwyBaTh 3aBAaHHA MO 36inblUEHHIO
iHopmaUinHOT Ta CTPYKTYpHOI npuxoBaHicTi. MeTtoto paHoi poboTn € cuHTe3 LwymonogibHux
TaMEepPHUX CUrHaNbHUX KOHCTPYKLIN Ha ocHoBi meToais MNMPY.

BukoHaHHA gocnigkeHb

B ymoBax pagioenekTpoHHOro KoHQmikty [1,2] HanyacTiwe B cucTtemMax panio3B’aA3Ky
3aCTOCOBYETBCHA MEeTO PO3LUMPEHHA CneKkTpa iHpOopMaLIMHOrO BY3bKOCMYIrOBOrO CUrHamy Ha OCHOBI
MrPY [2]. TlosicHOETbCA Le MOXNUBICTIO 3abesneyeHHd AOns nepesaBaHOro curHamy MeBHol
eHepreTUYHOI NPMUXOBaAHOCTI, AKa AOCAraeTbCs 3a PaxyHOK 3MiHM YaCTOTU HOCIMHOrO KOSIMBaHHA ANs
ofHoro abo Kinbkox 6iT y 3agaHOMy AOCTaTHLO BENMKOMY fiana3oHi YacToT. 3aKkoH 3MiHV nepeaaBaHoi
4acTOTM HOCIMHOIO KONMBaHHSA BiAOMUI TiNbKM NepefaBayvesi Ta NpurMMayeBi, Ta MOXe 3MiHIBaTUCH
Bif, OQHOro ceaHcy nepefadi 4o iHworo. NepexonneHHs Takoro curHany 6e3 3HaHHA LbOro 3aKoHy
3MiHM YacToT Moxe ByTu nuwe 3a AONOMOroH LWMPOKOAiana3oHHOro ckaHepa npuriMaya NnpoTUBHMKA,
LLIO He 3aBXau MoXe ByTun ycnilHMUM MpU BENUKIN KiNbKOCTI Npautoounx pagioctaduin 3 MMNPY. IcHye
Kiflbka BapiaHTiB po3lMpeHHs cnekTtpa 3a gonomoroto IMIMPY. B 3anexHocTi Big KinbkocTi OIT, Wwo
nepenarTbCca Ha OAHIN YacToTi PO3Pi3HATL WBUAKY i noBinbHY MNIMNPY [2].
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Mpw weuakin MINPY TpuBanicTe NnepefaBaHHA OAHOMO iHOpMaLiNHOro enemeHTa to po3psiaHo-
LUMpPOBOro Kogy Ha OAHIN YacToTi Moxe ByTu:

tnep < tO : (1)
Mpw NOBINBHIN NNPY Ha OAHIN YaCTOTi Afnpq nepenaeTbes Kinbka oit, T06T0:

t >t
Tiep 0 . @)

Po3rnsaHeMO MOXNUBICTb pPO3LUIMPEHHA CnekTpa TarMMepHoro curHany [3] 3 ypaxyBaHHAM
ocobnmBocTen noro Nobygoeu. TanmMepHUIn curHan € Heno3nuinHKMM, i 6a3oBUM 4YacoBMM EFTEMEHTOM
Ansa noro nobynosu € iHTepean Yacy A. [lani 3agaetbes iHTepsan nobyaosu TCK:

Tc:nto, (3)
Je n — KinbKiCcTb eniemeHTiB HanksucTa to .
B 4acoBux rpaHnusix cUrHanbHOT KOHCTPYKLiT Tc TpMBanicTb iMNynsLCiB :

te =to + AxI, 4)
nele0,1,2,3,... ikpatHe A=to/s (s € 2, 3, ... K).

BigcTtaHb mixk 3HauyLwmmMm momeHTamm Mogynsuii (3MM) (t. = to ) He MeHLua 3a iHTepBan HaiikeicTa

( to Z]/ AFC ) i KpaTHa enemeHTy A. Taka ymoBa 403BOMSIE YCYHYTU MPKCUMBOJSbHI cnoTBOpeHHs B TCK.

Uncno s nokasye, HacKinbKy MeHLe 4YacoBuii iHTepBan A no BigHOLLIEHHIo A0 to. Yucno nepexoadis | B
TCK moxe 6yTu pisHMM i 3MiHIOBaTUCA B MeXax i =1,2, ..., n—1.

Ha puc. 1 (a) HapgaHa yacoBa giarpama peanisauii TCK Ha iHTepBani TC = 4t0.

Ak 6avmmo, TpmsanicTe imnynbcy TCK t. moxe 6yt binbLue to, ToMy 3actocysaTtn ymoBy (1) abo
(2) NS po3LMPEHHS CNEKTpa TaluMEpPHUX CUrHaniB 3a 4ONOMOroto Wweuakoi abo nosinbHoi MMNPY He €
MOXnuemnm. To6TO, OCHOBHOM Npobnemoto Anst uboro € HenosuuinHicte 3MM B TCK no BigHOLWEHHIO
0o iHTepBany Hanksucra to.

PoswupenHs cnekmpa TCK 3a dornomozoro memody weudkoi MNNPY
PoarnaHemMo BMnagok, Konu TpuBanicTe nepegaBaHHA Ha YacTOTi HOCIMHOIO KOSIMBAaHHSA tnep <t0 Ta

tnep <A, Lle nae moxnueicTe peanidyBaTu weunaky MNINPY, Bukopuctosytoum iHTepean A ans nepegavi
OAHiel abo Kinbkox YacToT. [ns peanisauii Lboro MeToay 3anponoHOBAHO CrnoYaTKy BUKOHATU Npsame

po3wunpeHHs cnektpa TCK 3a gonomoroto nceBooBMNAAKOBOI MOCMIAOBHOCTI C(TC) (puc. 1 6) 3
TpuBanicTio imnynecy 7 .

Cniektp TCK X (tc) PO3LUNPIOETLCA 3a JONOMOrOK eNeMeHTIB :

T=A/] (5)

ae j=1,2,3,...—KnbkKicTb enemeHTiB 7 Ha iHTepBani A.

MepetBopeHHs TCK 3a gonomorow nceeAoBUNaAKoBOI MOCAISOBHOCTI C(Tc) (puc. 1 (6)) B
LUMpoKocMyrosu curHan (puc. 1 (B)) BigbyBaeTbCA 3a HACTYNHO (POPMYIOH:

XCKK (TC ) = XTCK (tc )X C(TC) . (6)
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[ani BigbyBaeTbCsl poO3WIMPEHHS cnekTpa Bxe wwupokocMmyroBoro TCK XCKK(TC) 3a OOMNoOMOrok
weugkoi MNrPY (puc. 1 (r)):
U (1) = %, (T W cos(a(g 01), )

Ae cos(w(g(t)t)) — Habip YacToT, AKui sBNsAe CobO MYHKLIIO Bif KOLAOBOrO cUrHany g(t).

PoswupenHs cniekmpa TCK 3a 0ornomozoro memoOdy noeinbHoi MNrNPY
Ons wmetoagy nosinbHoi TMPY npum poswwupeHHi cnektpa 6iTiB po3pagHO-LUMAPOBOro Kogy

LWBWAKICTb 3MiHM YACTOTM HOCIMHOro KonvBaHHA Oinblle B Kinbka pasiB iHTepBany HariksicTta to. B

TaMepHUX curHanax A<t0, TOMY 4ac 3MiH/ 4aCTOTU HOCIMHOMO KOMUBAHHA T,,, .. 4718 MNOBIMbHOI

MrPY 6yae BusHavatTucs 3 ypaxyBaHHAM enemeHta A, To6To:

Ty g = AZ (8)

Ae z=2,3, .., M — KiNnbKiCTb eNieMeHTiB A Ha iHTepBani T, ,..; M =ns.

T Ar
|_ fo =aa P o = s fo =5
L 1~ o - i :I :
Zoeu ) I Y Fo = = fo =T
S a - a - - - - | : —
[ | I | | | | 1 1 | 1 1 1 £
{7} | [ | ]
= ay
11 1 1 11 1 ] 1 1 | I | I | | I | :
tr LI 1T T 1 1T 1 T 1 LT 1 LT 1
—_ o)
| 1 1T 1 | I 11 2
I (| T T 711 L1 1 L1 T T 1 L1 T | I | | - |
] E}
T [ [ ‘[ B B T 1 T AN [ [ [ AR B | ’s
- | Fu 7= 1= T
I £ I I rA
s 1 1T 1 T = 1 1 B 2N B 1 1= 1 1
S [ e Fa i P ]
I3 FEEI | | ] 1T N B -
e S e I
a i | I 3 7 i b=l [
Forgre 2 (2 2
1 2 3 4 5 & 7 2 @ 10 11 1z 13 14 15 15
iz [ | | I |
11
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» :Iilﬁ
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Pwuc 1. Po3wwupennsa cnektpa TCK XTCK (tc) 3a gonomoroto MBI (B), meTogamu WwBMAKoI (r) Ta NOBINBLHOI (4)
MMPY, 6aratokaHanbHoi MNIMNPY (e) Ha iHTepBani TC = 4t0
Mpwn BMBOpPI YacoBoro iHTepBany 3MiHM 4acTOTM HOCIMHOIO KonmBaHHA cnig 6patv 4o yBaru, Wwo

npy 36iMblUEHHI 3HAYeHHA T, .., WMOBIDHICTb YypaKeHHs 3aBafol0 curHany B papiokaHari
nigemwyeTtbcs. Ha puc. 2 (g) HagaHO npouec po3LWMPEHHST cnekTpa meTtogomM nosinbHoi MMNPY 3
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iHTepBanoMm T, ... =4A, Ae Zz=4. Akwo z=M, ToAi 3MiHa 4YaCTOTU HOCIMHOIMO KONMMBaHHA

BiabyBaTUMETbLCA Ha iHTepBani:

Tymre =T, 9

TO6TO OANSA KOXHOI CUrHanbHOI KOHCTPYKLUITl. 3a ymoBu (9) KOXHaA TaMepHa CUrHanbHa KOHCTPYKLIS
nepegaeTbCAa Ha NEBHIN YaCcTOTi HOCIMHOIO KONMBAHHA.

BoueBnap, WO NSl BU3HAYEHHSA 3HA4YyLWMX MoOMeHTIB BigHoBneHHs (3MB) dpoHTtie TCK [3 JHa
npuMarbHii CTOPOHI HEOBXiAHO B NepeaaBadyi Nicnsa NPSIMOro po3LUMPEHHS CNeKTpa BUKOPUCTOBYBATU
nonepegHio MaHinynsuito enemeHTtiB A abo 7 (3a ymosu, wo 7 #A), Hanpuknag, ®M-2, ®M-4 abo
KAM-4. Tak npun ®M-4 abo KAM-4 (kBagpaTypHa-amnniTyaHa moAynsuid) mMoxHa 3abesneuvnTn
30inblleHHs LWBMAKOCTI NepefaBaHHA iHOpMauii 3a paxyHOK TOro, WO Ha OAHY CUrHarnbHYy
KOHCTPYKLi0O aHanoroBoro curHamy nepegawTbcs ABa enemMeHTM A B NOpiBHAHHI 3 OM-2.
3actocyBaHHA Oinbl CcKNagHWxX BWAIB MoAynsauii Ana NigBUWEHHS LWBWAKOCTI nepefaBaHHSA
iHdopmauii, Hanpuknag, KAM-8 abo KAM-16, npusBege A0 3HWKEHHSA 3aBafOCTIMKOCTI CUCTEMM
pagiosB'asky.

Ona metoay wenakoi MNMMNPY (puc. 2 (B)) yacoBum iHTepBan HECy40i YacToTn

MeHLUle enemeHTa A

T, ey 30IFAETHCA 260

TB TITr P4 S A ) (10)

Cnig 3a3HaunTy, wo metoa weuakoi MNMMNPY GinbLu cTinkmin 4o 3aBag. Y pasi BnnvBy BY3bKOCMYroBOi
3aBagn, sika CMOTBOPIOKE CUrHaM B NEBHOMY MigkaHani, He BigOYBaeTbCA MOBHOrO CNOTBOPEHHSA
CUrHanbHOT KOHCTPYKLIi, TaK SIK piBEHb IMMYNbCy B MeXaX t, = t, + kA NMOBTOPIOETHCS MO A Kinbka pasis

Ha Pi3HMX YaCTOTHUX NigkaHanax. Sk npaBuno, Take CNOTBOPEHHS NPU3BOAMTL A0 APOBNEHHs O4HOro
abo pekinbkox imnynbciB TCK, Wo BUABNSETHCS NpuiMademM npu aemoaynsiuii.

Mpwn nosinbHin MNMNPY BNnNuB By3bKOCMYroBoi 3aBagn MOXe NPUBECTU [0 CYTTEBOIO CMOTBOPEHHS
CTPYKTYpPWU TaMepHOro curHany, Lo YCKNaaHe NpoLec Noro BiHOBIEHHA Ha NPUAMaribHIA CTOPOHI.
OpaHak uen meToA NpocTilWni B peanisauii, Hixx metog wseuakoi MNrPY.

PoswupenHsi cnekmpa TCK 3a dornomozoro memody bazamokaHarnbHoi weudkoi MNrNPY
Ha puc. 1 (e) HagaHo meTop GaratokaHanbHoi wsuakoi MIMPY Ha ocHosi TCK. 3a paxyHok

nepenaBaHHA OOHOro efnieMeHTa A Ha pi3HI/IX YacToTax HOCIMHOro KONMBaHHSA fi Len metoq A03BONSe

NiABULMTK CTIRKICTb CUCTEMUN Padio3B’dA3Ky 40 3aBaf. BukopucTaHHs HenapHoOro Yicna nigkaHanis fi

, Hanpwuknag, w = 3 (puc. 1 r), 4O3BONUTL peani3yBaTn OLiHKY SKOCTi NPUAHATOro enemeHta A 3a
MaXXOpUTapHUM MPUHLUMOM, WO CYTTEBO MiOBULLNTE 3aBafOCTIMKICTb cucTeMU papfioss’sisky. [Npu
LbOMY OCTaTOYHE pileHHa npo ctaH npunHAToi TCK Gyae 3aiicHIOBaTMCA LUASIXOM BU3HAYEHHS
NPUHANEXHOCTI 1T 40 NIAMHOXWHU [03BOMEHNX Ta HEJ03BONEHUX CUTHANBbHUX KOHCTPYKLIN.

Ha puc. 2 HagaHO CTPYKTYpHY CXemy 3aBafo3axvLeHOi CUCTEMW 3B’A3Ky 3 LUyMONoAibHMMu
TamepHumm curHanamu. [kepeno nosigomneHHs (OI) Bugae Ha npucTpin 3aBagoCTIMKOMoO
kogyBaHHs (M3K) po3psagHo-undpoBoro kogy iHopmadiiHy ABiikoBy nocnigoBHicTb K . MN3K BukoHye
3aBafocTillke KoayBaHHA Ta gobasnse [0 iHPOpMAaLiMHOI NOCNiA0BHOCTI nepesipoyHi cumsonu |,
TOGTO 3aranbHa AoBXMHa koMbBiHauii [3]:

n=Kk+r. (11)

3 Buxogy MN3K enemeHTn PLK noctynatotb Ha kogep TaimepHux curHanis (KO TCK). ChopmoBsaHi
TCK 3 Buxogy KOTCK nogatoTbcs Ha NOMHOXYBaY, Ae BiabyBaeTbCs PO3LUMPEHHS CNeKTpa TauMepHUX
CUrHanise 3a 4ONOMOror NCeEBAOBMMNAAKOBUX NOCNIAOBHOCTEN, Hanpuknag Yonuwa. [ani B npuctpoi Moewm
BiabyBaeTbCcA (ha3oBa MaHinynsAuis enemMeHTiB po3LupeHoi nocnigoBHOCTI. MoMHOXyBa4 3a
AOMNOMOrOK  4acTOT HOCIMHOMO KOMUBAHHSA, WO (OPMYKOTLCS CUHTE3aTOpOM poboymx 4acToT,
NepeHOCATbCH B CNEKTP BUCOKMX YaCTOT.

Takum 4mMHOM, Npouec PO3LUMPEHHS crekTpa BigbyBaeTbCA 3a paxyHOK OBOX MeTOAiB: NpsiMOro
po3wmnpeHHs cnektpa Ta weunakoi MIMPY. NeHepaTop Knto4iB CNyxmntb Anst opMyBaHHsS napameTpis
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TauMepHNX CUrHanis Ta 3aKoHy reHepyBaHHS MNCEBOOBUMAOKOBUX MNOCMIAOBHOCTEN CUHTEe3aTopa
poboumx yacTtoT. PoboTa reHepaTopa KntodiB BiaOyBaeTbCA 3a 4OMNOMOrol BXiQHUX NapameTpiB.

MepenaBay Mpuiimauy
! '
M3K KO
n AK AKn
________________ :
 — Mom ] x —— Kanan —— x | AMom
' _______ 1
} *
eHepaTtop CwuHTesatop K CwuHTesatop eHepaTop
nceBaoBUNaaKOBUX po6o4mx —__nhadan_ __ po6oumx nceBgoBUNAaKOBMX
MoCniAOBHOCTEN yacTtoT CUHXpOHI3aLl! yacTtoTt nocnigoBHocTeN
A ) | A
eHepaTop MpucTpin [eHepaTop MpucTpin
knowis [ |  ynpaeninna [ knouis [ | yrnpasniHHs 0
BxigHi pani BxigHi gaHi

Puc. 2. CTpykTypHa cxeMa 3aBafgo3axuileHoi cuctemu 38’a3ky 3 TCK ta IMMPY: AN — gxepeno nosigomMneHHs;
M3K — npuctpin 3aBagocTinkoro kogyBaHHa PLIK; KO — npuctpivi kogyBaHHA TCK; Meom — casoBuin maHinynsaTtop; OMom —
AemoaynsTop hasosux curHanis; X1 — noMHoxysau; | — iHTerpaTtop; Bl — BupiluansHuil npucTpiit

BucHoBku

1. 3anponoHoBaHMn MeToad (HOpMYBaHHS LLIYMOMOAIOHMX CUrHamiB Ha OCHOBI HEMO3WULIMHUX
TaMepHUX CUTHaNbLHUX KOHCTPYKLIA BUMAarae 3acTOCyBaHHS OBOX eTaniB pO3LUMPEHHA crekTpa, Lo
[003BOMA€ BUPILLNTU psa 3aBAaHb 3 NiABULLIEHHS NPMXOBAHOCTI Ta 3aBaA0CTINKOCTI.

2. Ha nepwomy eTani nponoHyeTbecs npsiMe po3wmnpeHHs cnektpa TCK 3 maHinynsuieto enemeHTiB
ncesoBUNAAKOBOT NOCNIAOBHOCTI, WO MiABULLYYE CTPYKTYPHY NMPUXOBAHICTb CUTHANbHUX KOHCTPYKLIN,
a TakoX Bupiwye npobnemy BusHadvyeHHs 3MB B npunmaui.

3. Ha gpyromy etani BAKOPUCTOBYETLCA OAMH i3 po3rnsaHyTux metoAis MNIMPY, npu ubomy nepeHoc
crnekTpa B 06nacTb BUCOKMX YaCcTOT BiAOyBaeTbCA AN 0QHOro abo KinbKOX eNeMeHTIB pO3LUMPEHHS
nceBgoBUNALKOBOT NOCAIAOBHOCTI. TakoX MOXMIMBMIA BapiaHT 3acTocyBaHHs weuakoi MNMIMPY 3a ymoswy,
KONW TpuBanicTb nepegaBaHHA 4aCTOTW HOCIMHOIO KOMMBAHHS MEHLUE 3a €efleMEHT PO3LUMPEHHS
nceBaOoBMNAAKOBOI MOCHIAOBHOCTI.

4. 3actocyBaHHA ABOX eTaniB po3wupeHHs cnektpa TCK notpebye ycknagHeHHs cuctemu
pafio3B’aA3Ky, B fKi NOTPIBHO 3acTocoByBaTW LOAATKOBI MPUCTPOI: B NepedaTtyuky — Le NpUucTpin
NPAMOro po3LUMPEHHS CNEKTpa, a B NPUMMadi — NPUCTPIN KOPENALIMHOro Npunomy.
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OCOBJIMBOCTI IHTErPALII CACTEMU YACY TA YACTOTHU
PHAOB PALOIOTENECKONA B HALUIOHAJBHY CNYXBY €EAUHOIO YACY
TA ETAJIOHHUX YACTOT
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MacmyweHko I.M. WIRCOM, Kuis, YkpaiHa. inp@wircom.ua

AHnomaujisi: Cmammio npucesideHo ocobsiugocmsim MooepHidauii HauioHanbHoiI cyx6bu eduHoeo Yyacy ma
emarsioHHux 4yacmom (HCEYEY) dns nideuweHHs ii HaditiHocmi ma docmyrnHocmi 87151 Kopucmyesadie 3a paxyHoK
BKIIIOYEHHSI 8 i cknad cucmeMu 4Yacy ma 4dacmomu, sika pos3pobrieHa 0nsi 3abesnedeHHs nompeb PH/B
(PadioiHmepgpepomempis 3 Had/[Joszoro basorw) padiomeneckorna. B pobomi nodaHo xapakmepucmuku, sKi
rnosuHHa 3abesnevyysamu cucmema Yacmomu ma vacy PH/E padiomeneckona. Po32sisHymo OCHO8HI npuHyunu
nobydosu cucmemu Yyacmomu ma 4dacy PH/B padiomeneckona RT-32 Ha 6a3i aHmeHHoOi cucmemu MARK-4B
ma mexHidHi nepedymosu 0ns ii iHmeepauii 8 HCEYEY. Hagedeni npuknadu mexHi4HUX piweHb 3 nobydosu
cucmemu Yacmomu ma 4vacy PHb padiomeneckona, Moxnusocmeli 0bMiHy cusHanamu mOYHO20 4Yacy o
ONMUYHIU MepexXi 3a2asibHO20 KOPUCMY8aHHS MiXK MakoK CUCMEMOI0 ma emasioHaMu Yacmomu ma qacy, sKi
8xo0simb 0o cknady HCEYEU.

Knroyvoei cnoea: padiomernieckor, CUHXPOHI3auisi Yacy, CUHXPOHI3auis yacmomu, cry»6a eduHoeo Yacy ma
emaroHHuUx 4yacmom, masep, PH/b, RT-32, VLBI, EVN, BIPM, GPS, GNSS, PTP, PTSS, UTC, ITU.

FEATURES OF THE VLBI RADIO TELESCOPE PRECISE TIME SCALE SYSTEM
INTEGRATION INTO THE NATIONAL TIME SYNCHRONIZATION AND REFERENCE
FREQUENCIES SERVICE

Viktor Gaidamanchuk, Ph.D.WIRCOM, Kyiv, Ukraine. gva@wircom.ua
Mykola Matvienko. WIRCOM, Kyiv, Ukraine. mnv@wircom.ua
Ihor Pastushenko. WIRCOM, Kyiv, Ukraine. inp@wircom.ua

Abstract: The article is devoted to the problems of the possibility of expanding the time synchronization and
reference frequencies service by including in its composition a time and frequency system designed to meet the
needs of the VLBI radio telescope. The paper presents the characteristics provided by the frequency and time
system of the VLBI (Very Long Baseline Interferometry) radio telescope. The basic principles of building the
frequency and time system of the VLBI radio telescope and the technical prerequisites for its integration into the
time synchronization and reference frequencies service were considered. Examples of technical solutions for
building frequency and time system for VLBI radio telescope RT-32 Zolochiv and delivering accurate time signals
to remote users based on modern ITU-T and IEEE recommendations are given. These technical solutions can
be successfully taken into account during the development and modernization of the time synchronization and
reference frequencies service. The main factors that ensure the compatibility of the time and frequency system
of the VLBI radio telescope and time synchronization and reference frequencies service are considered. The
need to improve the frequency and time system of the VLBI radio telescope by means of the addition of atomic
standards and the use of system solutions for the organization of the group time scale is substantiated, which
makes it possible to achieve the level of characteristics that provide both the requirements for the frequency and
time stability of radio telescopes of the European VLBI Network (EVN) level and allow to integrate into the National
time synchronization and reference frequencies service. The results of the research also demonstrate the
possibility of integrating the frequency and time systems of the VLBI radio telescope and National time
synchronization and reference frequencies service using PTP IEEE 1588-2008 protocol (Profile PTP unicast ITU-
T G.8275.2) and the DWDM public optical network «Eurotranstelecom» (Ukraine) for their connection at distances
up to 760 km.

Key words: radio telescope, timing, time synchronization and reference frequencies service, time scale
system, maser, VLBI, RT-32, EVN, BIPM, GPS, GNSS, PTP, PTSS, UTC, ITU.
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Bctyn

Mopsa 3 nigBULLIEHHSM BMMOP A0 TOYHOCTI Yacy NiABULLYIOTbCHA TaKoX BUMOrM OO HaZiNHOCTI
3abe3neyeHHs curHanamm CUHXPOHI3auii Yacy B Pi3HUX rany3six KpUTUYHOI iHppacTpykTypu. Ak
BiJOMO, HanbiNbLl PO3MNOBCIOMKEHMM Ta AOCTYMHUM JPKEPESTIOM CUrHariB CUHXPOHI3aLii TOYHOro Yacy
€ curHanu GPS, ane BoHW, SK i curHanu iHwux cuctem GNSS, Bpasnuei 4o pisHOMaHITHUX nepeLukos,
Lo He 3abes3neyye BMCOKOI HALIMHOCTI OCTaBKM CUrHanMiB CMHXPOHI3aLii TOYHOrO Yacy A0 KPUTUYHO
YYTIAMBMX OO0 TOYHOCTI cnoxueadiB. Kpim Toro, BOHM BpasnmBi TakoX 40 NPUPOLHMX AecTabinisytoumx
dakTopiB, TakMx SIK BNy4YaHHA 6rMckaBky, 0OMep3aHHA aHTEH, COHAYHI cnanaxun, atMocdepHi asuwa.
3arpo3y ana cuctem GNSS cTaHOBNATL TaKOX HaABMUCHI Nepewkoan, SIKi MOXYTb crewianbHO
3aCTOCOBYBATUCH 31TOBMUCHUKAMW.

Acouiauis TenekoMyHikauinHnx opranisaudin CLUA (ATIS) gns 30inblieHHs HagiMHOCTI cuctem
CUHXPOHI3aLii Yacy pekoMeHaye BUKOPUCTOBYBATU B SIKOCTI pe3epBHUX CUrHANW Bif anbTepHaTUBHUX
0o GNSS pxepen 4acy BignosigHoi akocTi [1]. OgHum i3 BUpileHb NpoBnemMn € BUKOPUCTAHHS
CUrHaniB TOYHOro Yacy HauioHanbHOI crykbu eguHoro 4acy i etanoHHmx vYactot (HCEYEY) [2]. Onga
LbOro Mepexa, Mo SKin HeobXigHO OOCTaBUTWM CUrHam CUMHXPOHI3auii yacy OO cepBepiB 4vacy 3
MiHiManbHOK NOXMOKOD, MOBMHHA OXOMSIIOBATM BENUKY MAOLLY i 3aTpMMKa CUrHany no niHii 38’A3Ky
(onTMYHOMY BOMNOKHY) Mae OyTun MiHiManbHO, a TOMy € OoUiNbHMM nNparHyTh go nobygoen HCEYEM
Ha OCHOBI aHCaMbJI10 eTanoHiB 3 iX oNTUMarbHUM HAabVXKEHHAM 40 CNOXKMBaYiB CUrHanMIB B perioHax.
Mpn ubOMy Ayxe BaXnMBUM CTae abo CTBOPEHHSI 4OAATKOBMX €TanoHiB ANA AOCArHEHHS Uil MeTu
abo iHTerpauis B HCEYEY Bxe HasBHMX B KpaiHi TEXHIYHMX pilleHb, SKLLIO iX piBEHb XapakTepUCTUK
BignoBigae BMMoram o eTanoHiB, 3 Skux cknagaetbca HCEYEY.

BesymoBHO, 00 ogHUX 3 HaMBiNbLW BiANOBIAHMX ANSA AOCArHEHHSA TaKol METUM TEXHIYHUX pilleHb
HanexaTb CMCTEMW 4acToTW Ta Yacy, ki 3actocoBytoTbess B PHOB pagioteneckonax. Tomy y pasi
HaaBHOCTI B KpaiHi PHOB pagioTeneckonis € pauioHanbHUM po3rngagaTtu IX CUCTEMU YacTOTK Ta Yacy
SIK HasgBHMI pe3epB Ana iHterpadii B HCEYEY 3 meTow nigBuweHHs €K 1 HagiMHOCTI, Tak i
perioHanbHOI AOCTYMHOCTI ii CepBiCiB, 3BaXaluMm Ha MEBHI MepexeBi OOMEXEHHs1 [OO0CTaBKu
NpeuunsinHMX CUrHanis Yyacy cnoxxvesadam.

BukoHaHHA pocnigkeHb

Ha puc. 1 npeacrtaBrneHi xapakTepUCTUKM aTOMHMX CTaHOapTIiB 4YaCcTOTW, Ha OCHOBI SIKUX
npauroTb CUCTEMM YacTOTU Ta Yacy pagioteneckonis PHAOB [3] i ki Takox BXoAsaTb SIK eTanoHu 4o
cknagy HCEYEY. Cuctemun yactotn Ta yacy PHOB pagioTeneckonis, a TakoXX NepBUHHI Ta BTOPUHHI
eTanoHun Yyactotu Ta Yacy HCEYEY 6asytotbca Ha hopMyBaHHI aBTOHOMHOI aTOMHOT rpynoBOi LLKanm
yacy 3 BMKopucTaHHaM aTomHux (Maser, Cs) cTaHaapTiB 4acTOTM 3 MOXITMBICTIO 3BIPEHHS L€l LUKanm
3 HauioHanbHow Lwkanow 4Yacy abo wkanot yacy UTC 3 BUCOKOK TOYHICTIO. BigoMnm TexXHiYHUM
pileHHAM NnobyooBm Taknx cucteM € po3pobka komnaHii Symmetricom — Precise Time Scale System
(PTSS) [4].

e s AT WO TIA > Pezepene Sowepenc
P s 58

BIAKOCH BIAXHNEHNA INTepBany vacy/
CrablnuhicTs vacroru

Puc.1. Xapaktepuctmku aToOMHUX CTaHOApTIB Ta rpynoBOi aTOMHOT LWKanu Yyacy
cuctemn vyactotu Ta Yacy PHOB paagioTeneckona nicns ii y4OCKOHaNEeHHs
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Lle NOBHOUIHHUM anapaTHO-NPOrpaMHUN KOMMIEKC 3 MOXMUBICTIO (POPMyBaHHA aBTOHOMHOT
aTOMHOI WKanu 4acy Ha 6asi atomHux ctaHgaptie Yyactotm (Maser, Cs), dyHKUiED 3BipEHHS L€l
wkanu 3 wkanamm Yacy UTC 3 BMCOKOK TO4YHICTIO Ta 6a30 AaHMX PO3XOMKEHHS LMX LuKar.
Bpaxosytoum Le, cuctema yactotu Ta yacy PHOB pagioteneckona npu 3acTocyBaHHi BignoBigHOMO
piBHA 006nagHaHHA TEXHIYHO MOXe 3abe3neunTy piBeHb NapameTpiB, KU 3a40BOSMIbHUTL BUMOram
HCEYEMY [5]. CTpykTypHa cxema 6a30BOro TEXHIYHOIO PilLIEHHS Takol cucteMm YyactoTtu Ta vYacy PHOB
panioteneckona RT-32 [6,7], peanizoBaHOro Ha ocHoBi obnagHaHHs Microchip, npeactaeneHa Ha
puc. 2. 30BHIWHIM BUrNS4 cTeHAa 3 obnagHaHHAaM, sike BXOAUTb A0 CKnagy CMCTEMM 4acToTK Ta Yacy
PHIB pagioteneckona RT-32 — Ha puc. 3.

Pe3ynbTaTtn BM3HAYEHHA MOXMOKNM BMMIPIOBAHHA PO3XOMKEHHA aBTOHOMHOI LWIKanM 4Yacy (Ha
OCHoOBI LiesieBoro ctaHgapTy 5071A) Ta wkanu yacy UTC, cdhopmoBaHoi PTP cepsepom TimeProvider
4100 (Buxig 1PPS) npotarom 11-T1 gi6 B npoueci gocnigHoi ekcnnyaTtauii (CKB noxubku, He BinbLue
8,48 HC) nogaHi Ha puc. 4.

B noganbliomy Taka cuctema yacy Ta 4acToTy Moxe OyTy BOOCKOHaneHa 3a paxyHoK AodaBaHHSA
aTOMHUX CTaHOapTiB Ta BMKOPUCTAHHS TPYNOBOI WKanu 4vacy (puc. 5, 6), Wo A03BONUTbL NpU Takil
peanisauil OOCArHyTU PIBHA XapakTepuctukn «[pynoBa aTtomMHa LWKanay», nogaHol Ha puc. 1, i
edekTMBHO 3abe3nevyBaT sIK BUMOrM OO0 CTabinbHOCTI 4acToTM Ta 4acy cyvacHux mepex PHOB
pagioteneckonis, Taknx sk EVN (European VLBI Network), Tak i Bumorn go HauioHanbHUX eTanoHis
4yacToTu Ta Yacy BignosigHo go sumor BIPM [8].

(-~~~ ~—~——~ | (T T T T T T T =
| LWkana vacy PT-32 LLikana vacy UTC |
| : : yurc (GPs} UTC(UA)|
— ' :
| MHM 2020 l I |
| 5071A | 15 ) Pl | |
CNT-91
| ncy U | | |
\ 1 | | P
: 1PPS | | |
10MI " | | |
| 2 | Cepeep CYYC | 1PPS ¥ .
| | (MKs : : |
| 1PPS | M3 06pobku I Time Provider 4100 I |
Batnx) Ii%; aster
| | wye-| 1pP5 |
| | UTC(UA] :
A
| i )|
1 \
| | L %18 | | 3acobn KaniGpyBaKHA | | ks |
| BOCPT-32 | : uTC (6P| 1 BOC (BEYY) |
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- s | | | M v |
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Puc. 2. CtpykTypHa cxema cuctemun yactoTtu Ta yacy PHOE pagioteneckona
RT-32
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Puc. 3. 3oBHiwHin Burnag cuctemmn vyactotu Ta Yacy PHOB pagioteneckona
RT-32 3onouis

BaxnuBmm TexHIiYHMM 3aBAaHHAM, sike HeOOXiAHO BMPIWUNTM ANS peanisauii iHTerpauii cncremm
yactoTtu Ta yacy PHIB pagioteneckona B HCEYEMY, € ii nig’egHaHHs 3a 4OMNOMOMoK ONTUYHMX YK

CYNYyTHUKOBMX TEXHOIOrN A0 0AHOro 3 HauioHanbHWX eTanoHis Ang nposefeHHs nepiognyHnx
ceaHciB 3BipeHHs X Wwkan yacy [9].
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Puc. 4. Moxnbka BMMipIOBaHHA pO3XO4KEHHS aBTOHOMHOI LWKanu Yacy Ta wkanu yacy UTC B npoueci gocnigHoi
ekcnnyartauii cuctemm vYacy Ta yactotm PHOB pagioteneckona RT-32 3onouvis
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BHMIDIOBAHHSA 1PPS (UTC)

Puc. 5. CTpykTypHa cxema popMyBaHHsI rpynoBoi aTOMHOI Wwkanu Yyacy PHOB
pagioTeneckona
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Mpn ubomMy gonst 3abesnedeHHs BignosigHoi HopmaTueam HCEYEY gakocTi nepenadi MiTok yacy
Mo NakeTHIN Mepexi cnig BpaxoByBaTU MOXIMBI CKNaaoBi MOXMOKK, SIKi BUHMKAKOTb NPU MPOXOLAXKEHHI
NnakeTiB MO Mepexi, — NOCTiNHY CKNagoBy MOXMOKM, sika BUHUKAE 3@ pPaxyHOK HasiIBHOCTI MepexeBoi
acumeTpii Ta 3aTpuMkM Oydepusadii nakeTiB, | AMHAMIYHY ckragoBy noxmbkn. Takox Tpeba
BpaxoByBaTH, O Npu BUKOpUCTaHHI npoTtokony PTP IEEE 1588—2008 acumeTpis 3aTpuUMKKU nakeTis
BUHWKAE N BHACMIQOK 3MiHM LUBUAKOCTI iHTepdency enemeHTiB mepexi PTP.

KOHTPONKO
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Puc.6. CrtpyktypHa cxema cuctemum dactotm Ta vacy PHOB pagioteneckona
3 BUKOPUCTaHHAM rpynoBoi aTOMHOI LWKanu yacy

IHTerpaudis cuctem dacy Ta u4actotm PHOB pagioteneckonis B HCOYEY aktueBHO
BNpPOBaaXyeTbCs B pidHUX kpaiHax €C [10]. MNepegaya eTanoHHWX curHanis Yacy Ta Yactotu Big PHOB
pagioTeneckoniB 0O HauiOHaNbHMX €TasoHIB Yacy Ta 4acTOTM i B 3BOPOTHOMY HanpsiMKy MOXe
34INCHIOBATMCh NO OMTUYHIK MiHIT 3B’A3KY Pi3HUMM MeToAamm (04HO- abo 4BOCTOPOHHBLOK Nepeaaveto
OMOPHMX CUrHaniB 4acTtoTu Hecyyoi abo MopgynboBaHoOi, 3a npoTtokoriom PTP 3 npouenypoto
KanibpyBaHHs Ta KomneHcauii acumeTpii). Ona 38’asky mix PHOB pagioteneckonamu Ta
HauioOHanNbHMMK eTanoHaMM BUKOPUCTOBYOTLCS «TEMHE» OMTUYHE BOSNTOKHO Ta DWDM kanan.

B pekomeHnpauiax ITU-T G.8271 [11] nepenbadeHi 3acobu Ons KoMneHcadii acuMmeTpii, sika
BMHMKNA 3a paxyHok Oydepusauii kagpis. OuikyBaHy acMMeTpil0 MOXHa OUHUTK, CIMPaYnUChb Ha
po3mip nakeTa nosigomneHe PTP Ta wBuAakicTb iHTepdencis.

Taky acumeTpito Mmoxxe ByTn KOMMEHCOBAHO 3a AOMOMOrOK MeXaHi3aMy KoMneHcauii acumeTpii
(po3gin 11.6 IEEE 1588-2), anroputm AKOro BMKOPMCTOBYHOTb Cy4acHi CepBepu 4acy, Hanpuknag,
TimeProvider 4100, sikun ©yB BUKOPUCTaHWI B XOA4i OOCNIAXEHb.

MprynHaMmn BUHUKHEHHSA acuMeTpIl, Hanpuknag, npu 3acToCyBaHHI ONTUYHUX MEPEX TaKOX €:

* BUKOPUCTaHHSA Pi3HNX JOBXMH XBUIlb B MPSIMOMY Ta 3BOPOTHOMY HanpsiMKax npy 3acTOCYBaHHI
TexHororii DWDM B onTu4Hin Mmepexi;

* nepegaya curHanis CUHXPOHi3auil Pi3HUMN BONIOKHaMU;

Pi3HMI NOKa3HWK 3aroMIieHHs BONOKOH. NMpoBeaeHi TeCcTyBaHHA AKOCTI nepegadi MiTOK .4acy Ha
3aranbHy BiacTaHb 760 kM (puc. 7) 3 BuKopucTaHHAM TexHornorii DWDM ta APTS pos3BonstoTb Ha
OCHOBI OTpMMaHUX pe3ynbTaTiB CTBEPAXKYBATU MPO MOXMNUBICTL 3abe3neunTn nepegady MiTok Yacy Ha
piBHi, wo Bignosigae Bumoram o HCEYEY. [na TectyBaHHA ©Oyno BMKOpUCTaHO obGnagHaHHS
Microchip TimeProvider 4100 Software Version 1.0.5 3 BukopuctanHam Profile PTP unicast ITU-T
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(G.8275.2 mepexeBoro npoTokony cuHxpoHisadii yacy PTP IEEE 1588-2008 3 HanawwTyBaHHAMM: (One-
step, Sync-64/s, Delay-reg—64/s, Announce-4/s). OgumH 3 3 pgBox TimeProvider 4100
BukopuctoByBaBcd sk «Grandmaster PTP», a iHwun sk «Client PTP». KoHTpomnb TOYHOCTI
CUHXPOHiI3aLii 4acy 3aifcHioBaBCa 3a Jornomorol BOygoBaHol dyHkuii TimeProvider 4100 —
MOHITOPUHIY TOYHOCTI CUHXpOHi3aUii Yacy. lNakeTHe HaBaHTaxeHHSa Ethernet mepexi npu TecTyBaHHI
He nepesuLLyBano 20%.

BignosigHO 40 BUCYHYTUX BUMOT 3 TOYHOCTiI CUHXPOHI3aLii Yacy Npy MOAepHI3aLii HauioHanbHoI Mepexi
€OMHOTO Yacy HeobxioHO BpaxyBaTW BULLEe HaBedeHi MPUYMHW BUHUKHEHHS MOXWOKM 4Yacy Ta B pasi
HeoOXigHOCTI 3acTocoByBaTVM TexHonorii KomneHcauii acumeTpii (APTS) Ta pisHOMaHITHI pexumu,
nepenbaveHi npotokonamu PTP IEEE 1588-2008 [12].

e DWDM onru4iaa
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Puc.7.Cxema BUMIiptOBaHHSI NOXMOKN CMHXPOHI3aLlii Yacy npy BUKOPUCTaHHI npoTokony PTP
1588 Ha maricTpanbHin onTu4Hii mepexi DWDM «EBpoTpaHcTENnekom»

lMpoBeaeHi TeCcTyBaHHS SKOCTiI Nepeaadi MITOK Yacy Ha 3aranbHy BigcTaHb 760 kv (gus.puc. 7) 3
BUKOpUCTaHHAM TexHonorin DWDM Tta APTS [o03BONSAOTb Ha OCHOBI OTpMMaHWX pesynbTtatiB
CTBEpPAKyBaTV NPO MOXNMBICTb 3abe3neunTn nepegady MiTOK Yacy Ha piBHi, LLO BiANOBigae BMMOram
po HCEYEY. Ina TectyBaHHsa 6yno BukopuctaHo obnagHaHHsa Microchip TimeProvider 4100 Software
Version 1.0.5 3 BukopuctaHHam Profile PTP unicast ITU-T G.8275.2 mepexeBOro npoTokomny
cuHXpoHi3auii Yyacy PTP IEEE 1588-2008 3 HanawTyBaHHAMUK: (One-step, Sync—64/s, Delay-reg—64/s,
Announce—4/s). OguH 3 3 aBox TimeProvider 4100 BukopuctoByBaBcsa sk «Grandmaster PTP», a
iHwun Ak «Client PTP». KOHTponb TOYHOCTI CMHXPOHi3auii 4yacy 34iiCHIOBaBCA 3a [OMOMOrow
BOypoBaHoi yHkuii TimeProvider 4100 — MOHITOPMHIY TOYHOCTI CMHXPOHIi3auii 4acy. [lakeTHe
HaBaHTaxeHHs Ethernet mepexi npu TectyBaHHi He nepesuLlyBano 20%.

BucHoBKkuM

PosrnsHyTi ocobnueocTi iHTerpadii cuctem yacy ta yactotm PHOB pagioteneckonis B HCEYEY
Ta nposefeHi OOoCniMKeHHs [O03BOMNATb CTBEPOXYBATW, WO TEXHIYHUA piBEHb CUCTEM Yacy Ta
yactotn PHIOB pagioteneckoniB, CydacHUX OMTUYHUX MEPEXEBMX TEXHOMOMN Ta LOCArHEHHS B
peanisauii BAKOPUCTaAHHA CUMHXPOHi3auii Yacy BignosigHo 00 BuMor npotokony PTP 1588 moxyTb
edeKkTMBHO po3wmnpuTn moxnmsocTi HCEYEY, ocobnumBo 3a paxyHOK pe3epByBaHHS Ta NOKPALLEHHSA
perioHanbHOT po3ranyXeHoCTi Ta HabNMXKXEHHSA 0O KOPUCTYBauiB.

HaBegeHi pesynbtatm OEMOHCTPYHOTb, SK 3a gonomorow npotokony PTP 1588 Tta ontu4yHOi
MepexXi 3aranbHOro KOPUCTyBaHHA MOXHa peanisyBaTu iHTerpauito cuctemu Yactotu ta yacy PHOB
pagioTeneckona Ta CTBOPUTU MEPEXY CUHXPOHi3aLii yacy BignosigHo 0o Bumor HCEYEMY.

38



THdoxoMyHIKaIiiHI Ta KOMIT FOTepHI TeXHOJIOTii, Ne 2 (04), 2022

Tpeba 3asHaunTK, WO B Mpoueci docnipkeHb npu 3abes3nedeHHi BkasaHMX yMOB Ta Mpu
BukopucTarHi onuin High-Performance Boundary Clock Ta Enhanced Primary Reference Time Clocks,
sIKi AOCTYMHI B CydacHUX cepBepax vacy, noxmbka yacy He nepebinbuwyBana 10 Hc.

PoswunpernHs HCEYEY 3a paxyHok iHTerpauii B HEl cucteMm 4acTtoTu Ta Yacy pagioteneckona
PHIB, BukopnCTOBYIOUM MPY LIbOMY BXe iCHYIHOYY HauioOHanbHy MepexeBy iHppacTpyKTypy Ha OCHOBI
ONTUYHUX NiHI 3B’A3Ky JO3BOSUTb:

- 3abe3neunTn JOCTYN KPUTUYHMX OO0 TOYHOCTI Yacy ranysen YkpaiHu, B TOMy 4ncri 060poOHHOro
Npu3Ha4YeHHs, 40 HadiNHUX curHanie TouHoro yacy HCEYEY;

- NigBULLNTKN HaZIMHICTb Ta TOYHICTb 9K cucTemMu YacToTn Ta Yacy PHIOB pagioteneckona, Tak i
eTtanoHiB HCEYE\Y;

- B nepcnektuei 3abe3neyntb MOXNMBICTb npuegHaHHa HCEYEY go mikgepkaBHUX Mepex
CUHXPOHiI3aLii Yacy i YacToTu.
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AHomauiss: B pobomi HagedeHO npuHyunu yHKUIOHy8aHHsI ONMuUYHUX nidcumnosadie, ma ix
KOHcmpykmugHoi nobydoeu. Kpim mozo HabaHo ocobriugocmi ix 8UKOpUCMaHHS Ha OMUYHUX Mepexax 36’s3Ky
CbO200HIWHbLO20 MOKOsiHHS. lokasaHo 8idMiHHOCMI ix Mobydosu 8 3anexxHocmi 8id crieyugiku nocmasneHux
3ae0aHsb.

FEATURES OF THE APPLICATION OF OPTICAL AMPLIFIERS ON MODERN
DWDM COMMUNICATION NETWORKS

Oleksander Manko, Dr.habil.,Prof. Kyiv Professional College of Communications, Kyiv, Ukraine.
manko_kiev@ukr.net

Liudmila Kharlai, Ph.D., Ass.Prof. Kyiv Professional College of Communications, Kyiv, Ukraine.
Lharlay@i.uaM

Abstract : The paper presents directions for the further development of modern fiber-optic
communication. The need for a constant increase in the information-throughput capacity of optical communication
lines, associated with the increase in the information-throughput capacity of an optical fiber, is noted. The
principles of DWDM technology, which allows to meet the growing needs for increasing this capacity, are
considered. The high number of regenerators on optical transmission lines for the introduction of DWDM
technology was noted, and a conclusion was drawn about the expediency of using broadband optical amplifiers
instead of regenerators, which amplify the optical group signal in a purely optical form, without converting it into
electrical form.

The work also shows the advantages of using optical amplifiers on transmission lines, in particular, the
possibility of implementing very long systems without regenerators, but only with amplifiers. In addition, the
problems that can be encountered when using optical amplifiers, and which are caused by nonlinear effects in
the optical fiber, are given. A list of these effects and ways to reduce or avoid them is provided.

Types of optical amplifiers for achieving certain technical characteristics are presented. In particular, these
are booster amplifiers, pre-amplifiers and linear amplifiers, the use of which is connected with the solution of
certain technical problems - noise reduction, power increase, etc.

The construction of systems with the involvement of optical amplifiers, which include the complex use of
amplifiers along with receiving or transmitting equipment, is shown.

Three main types of optical amplifiers are described and characterized according to the principle of
operation. Namely: a fiber optic amplifier on an erbium-doped fiber, a semiconductor amplifier and an amplifier
based on the effect of forced Raman scattering. A comparative analysis of their characteristics was carried out.

Conclusions have been made regarding the features of the application of various types of optical
amplifiers in communication networks.

Key words: Optical amplifier, optical fiber, stimulated emission, nonlinear effects, noise characteristics

Bctyn

OnTuyHe BONOKHO Mae Benu4esHy iHpopMauinHO-NponyCcKHY 3aaTHICTb. | We He Tak AaBHO He
YSIBMIANOCh, LWO BOHa Konu-Hebyab byae 3atpebyBaHa, ane nonut Ha 06MiH iHdopmalLieo Bunepeans
yCi ouikyBaHHA. [locTynoBe nMigBULLEHHA LWBMAKOCTI nepedaBaHHs cebe Buyepnano, OCKiNbKu
noTeHuianbHi MOXIMMBOCTI €NEKTPOHIKN BXe He Mornu 3abes3neynTn noTpibHy wseuakogito. Hantm
edrekTUBHE pilleHHa OonoMorna iCHylya KriacuyHa TeXHOSOrd 3 YaCTOTHUM PO3AiNeHHAM KaHanis.
Llen npmvHumn ©yB noknageHui B OCHOBY idei o6’€QHaHHA OMTUYHUX CUrHaniB OEeKifbKOX CUCTEM
nepegaBaHHsA B OQHOMY BOJIOKHI. B SIKOCTi HECy4oi JOBXUHN XBUNI 1151 KOXKHOrO kaHany Bubupanach
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LiNIKOM BM3Ha4eHa — Taka, Wob cnekTpu curHanis B ONTUYHOMY fiana3oHi He nepeTuHanucs [1,2]. s
TexHornoris oTpumana Hazsy WDM a6o DWDM B 3anexHOCTi Bif, iHTepBany Mk kKaHanamu.

MapanenbHO 3 NOSIBOK HOBOI TEXHONOTII 3’ABUNUCL Npobnemu, siki HeobxigHo Byno BMPILLKTMK.
"onoBHOK Npo6Gremoto cTana pereHepauisi BEMMKOI KiNbKOCTI KaHaniB, OCKifibku GaratokaHanbHUN
rpyrnoBuN curHan, Hacamnepea, Tpeba 6yno po3ginuTy, NOTiM NOAATU KOXEH Y CBOE BOJIOKHO Ta Ha
BXif, CBOro pereHepaTtopy. A nicnsi npoBeAeHHs onepawii pereHepadii 3HoBy ob’egHaTn B OAHOMY
BOJSIOKHI. TaK SK KiNbKICTb pereHepaTopiB y KOXXHOMY BYy3ri JOpiBHIOBaNa 4YMcry OonTUYHMX KaHanis, a
KiNbKICTb KaHaniB gocsarana OeKifbKoX OecsaTKiB i MOoCTynoBO 3pocTasnia — BignoBigHO 3pocTana i
BapTiCTb NiHii nepegaBaHHA. HeobxigHO Gyno 3HanTV edheKTMBHE BUPILLEHHSA Uil Nnpobnemu, i BOHO
Oyno 3HangeHe 3 NosBOK ONTUYHUX MigcumnoBavis [1].

Takuin BanIMBUM napameTp ONTUYHOI CUCTEMWU NepefaBaHHsl, SIK OOBXMHA pereHepauinHol
(nigcvnoBanbHOI) AinNbHULI 3a3BMYat 0OMeXyeTbCsl BTpaTtamn y niHiitHoMmy BoOnokHi [3]. Ans gocutb
AOBIrMX ONTUYHUX MiHIN nepefaBaHHA OOMEXEHHS!, WO BHOCATb BTpaTW, TPaauUINHO AonaeTbecs 3a
AOMOMOroK0 pereHepaTopiB, B AKMX ONTUYHUIM CUrHaM CnoyaTKy MNepeTBOPHETLCA B eNeKTPUYHUIN
CTPyM, a MoTiM pereHepyeTbcs 3a OOMNOMOroK BiAMNOBIOHMX E€NEKTPOHHUX CXEMHUX pilleHb. Taki
pereHepaTopu CTalTb OOCUTb CKMagHUMKU Ta OPOrMMU Of11 CUCTEM 3 MYNbTUMMEKCYBaHHAM 3a
OoBXuHoto xBuri (DWDM), OCKinbK/ KOXeH KaHan noTpebye okpemoro pereHepartopa. Npu ubomy ans
nornepeaHbOro pPo3difieHHst Tpyny KaHaniB Ta noganblioro ob’edHaHHsI Micns npouecy pereHepawii
HeoOXxigHa HasiBHICTb AEMyIbTUMAEKCOPY Ta MynbTUMMEKcopy, siki cami no cobi € cknagHumm
ONTUYHMMKM NpUCTPOAMMK. BpaxoByroum Ton hakT, WO KiNbKiCTb ONTUYHMX KaHaniB cydacHux DWDM -
CUCTEM MNepeBULLYE OeKinbka OeCATKIB, BApTiCTb OONagHaHHSA 3HAYHO 3pocTae. AnbTepHaTUBHUM
niaxia aAns KoMneHcauii umMx BTpaT nepenbadae BUKOPUCTAHHA OMTUMYHUX nigcuntoBadiB [4], sKi
NigCMMOKTb FPYNOBUA ONTUYHWIA CUTHanN y BU3HAYEHIN CMy3i 4acToT, WO cknagaetbes 3 H6aratbox
kaHanie, 6eanocepeaHLO, HE BUMarak4m Moro NepeTBOpeHHs B enekTpnyHmi Bug. MNpotarom 1980-x
pokiB 6yno po3pobneHo kirlbka TUMiB ONTUYHMX NIACUMOBAYIB, @ BAKOPUCTaHHSI ONTUYHMX MigCKIoBadyiB
A55 ONTUYHMX CUCTEM BENUKOT JaNbHOCTI OTPUMAro LUMPOKE PO3MNOBCIOMKEHHSA npoTarom 1990-x.

OntnyuHi nigecmnmoBadi (OlN) abo (Optical amplifiers (OAS)) — ue npucTpoi, 3acHOBaHi Ha
npuHUunnax oyHKUioHyBaHHSA rnasepis [5]. BoHW oTpuMytoTb Ha BXOAi rpynoBUN CUrHan, LWo CKNaJaeTbes
3 pagy OMTUMYHUX KaHaniB, KOXEH 3 SAKMX 3HaXOOAUTbCS Yy MeXaxX BM3HA4YeHOro Aianas3oHy (BikHa
NPO30POCTi) ONTUYHUX YACTOT, i OQHOYACHO NOCUSIOIOTL YCi KaHanM Ha CBOI AOBXWMHU XBUIi KOXEH.

3actocyBaHHs Ol B onTUYHMX cucTeMax nepegadi gae psig nepesar. [0NoBHOW cepen UMx
nepesar € MOXMMBICTb pearnisyBatn CUCTEMMU OyXe BENUKMX OOBXWH Be3 pereHepartopis, a nvwe 3
nigcuntoBadamu. PosroptanHs Oll, AMOBIpHO, A403BONUTE BMBECTM 3 eKcnryaTtauii 6arato iCHyrumnx
3BUYANHUX [AiNbHUUb pereHepauii Ta, y BWMNagKy NPOEKTYBaHHS HOBMX MapLipyTiB, 3pobuTb
HenoTpibHMM  nobyaoBy OaraTbOX pereHepauiiHMX AinbHUUb, 3aMiHMBLUM pereHepaTopu
nigcuntoBadamu [5]. Ol TakoX [03BONATE PO3rNggaTU HOBI apXiTEKTYpU OMTUYHUX CUCTEM OIS
3aCTOCYBaHHSA B HA3eMHMX i NiABOAHMX Mepexax AanbHbOro 3B’a3Ky Ta goctyny. [lBoma npuknagamu
LUbOro € MyrnbTUNEKCYBAHHA 3a OOBXWHOK XBWAi Ta NPOrpaMm «Toyka-6arato TOYOK», Migxoau, SKi
paHille BBaXanucs Haas3BMYanlHO ckrnagHumu Ta goporymun. Of1 TakoX NPOMNOHYHTb MOTEHLINHI
nepesaru LLOAO BapiaHTiB OHOBIIEHHS Mepexi Yepes iX HesanexHicTb Big dopmarty moaynsauii Ta
LUBNAOKOCTI Nepenadi gaHux.

OpHak 3actocyBaHHs OI1 TakoX BUSABMNSAE PU3MK HOBUX MOTEHUINHO CEpMO3HMX 3arpo3 Ans
HOPMarbHOro (YHKUIOHYBaHHS ONTUYHOI CUCTEMM MNepefaBaHHs, SIKi € HacnigKOM BUCOKMX PiBHIB
NOTY)XHOCTi curHany Ha Buxogi Ofl, i Benuknx BigcTaHewn MiX NyHKkTamu pereHepauii. Lli edektn
nepefaBaHHA BU3HA4YalOTbCA HEMIHIMHICTIO ONTUYHOrO BOMOKHA, epekTamm nongpusadii Ta edpekramu,
3yYMOBJSIEHMMU XapaKTepucTukamu nigcuneHHs camoro Ol [6,7]. XpomaTuyHa OMCMeEpCisa TakoX CTae
BCe Oinbll BaXnMBOK ANA AOBMMX HepereHepoBaHuMx cuctem, 3 YyBiMkHeHumun OI1. Kpim Toro,
OUCNepCinHi XxapakTepuUCTUKM BOMOKHa BMNNUBAKOTb Ha piBeHb BMMAMBY MOpYLUEHb (PYHKUiIOHYBaHHS
cUCTeMM NepedaBaHHs, BUKNMKAHOIO AeKiflbkoma OMIHYOUYMMU HENIHINHUMK edheKkTamu.

Ol 3HaxoasATb 3acToCyBaHHSA SK B OAHOKaHanbHUX Tak i GaraTokaHanbHux cuctemax. Ha
A04aToK A0 NOoripweHb NepefaBaHHs, WO MaloTb MicLe B O4HOKaHanbHUX cuctemax, baraTokaHanbHi
CUCTEMU TaKOX MOXYTb OTpPUMATW MOripLEHHs napameTpiB nepefaBaHHA Yepe3 NeBHi HemniHinHi
edekTn. BoHM BKMOYaOTh YOTMPUXBUbOBE 3MilyBaHHA (Four-Wave Mixing - FWM), nepexpecHy
dasoBy mogynsuito (Cross Phase Modulation - XPM) i, noTeHuiiHO, Yepe3 BUMyLleHe KoMmGiHaLiiHe
poscitoBaHHa (Stimulated Raman Scattering - SRS) [6,7]. Ak Hacnigok, npuv NpPOEKTyBaHHI
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DOaraTtokaHanbHUX CMCTEM HEOOXiAHO BXMBaATU 0COGNMBMX 3anoBiXKHUX 3axoniB, Wo0 YHUKHYTU LbOro
LWKIANMBOro BrnvBy abo 3MEHLLMTUN NOrO.

Buau ontnyHux nigcunoBaviB

BycmepHul nidcunroeay (Booster (power) Amplifier — BA)

BbyctepHui nigcuntosad (B, nigcuntoBay noTyxHOCTi) — ue OlN-nNpucTpint BUCOKOT NOTYXKHOCTI,
SIKUN BMKOPUCTOBYETbCA ©e3nocepenHbO Mnicnd ONTUYHOrO nepedaBadva Ans MigBULLIEHHST PiBHSA
NOTY>XHOCTI noro curHany [8]. Bl He noTpebye cyBoprx BUMOr 40 WyMy Ta ONTUYHOI (pinbTpaLii.

3actocyBaHHs Bl (4acTo B noegHaHHI 3 nonepeaHiMuy nigcunioBadamMmm) € ayxe npmsabnmemm,
ocobnMBO B TUX BUMNagkax, KOnMM MNPOMDKHI nigcuntoBadvi B niHil HebaxaHi abo HemocTynHi, sk,
Hanpuknag, y nigBogHux cuctemax. Y Oyab-aKOMy BMNaAKy, MeHLIa KinbKiCTb MPOMIKHUX MYHKTIB
niacMneHHs o3Hayae NpocTile 06CnyroByBaHHA ANs oneparopa Mepexi.

Uepe3 BIOHOCHO BWCOKMIM piBEHb BXiAHOI MOTY)XHOCTI HebaaHuWh LWyM MigcuneHoro
cnoHTaHHoro sunpomiHioBaHHsA (Amplified Spontaneous Emission - ASE) [7,8], 9kuin 3a CBOELO CyTTHO
NPUCYTHIN 4Yepes3 cTaTUCTUYHMIK npouec reHepauil ¢oToHiB BcepeamHi Ol, 3asBuMyan He3Ha4yHUMN.
OpHak 3actocyBaHHA Bl moxe npu3BecTM [0 NOpyWeEHb pPexXuMMy nepedaBaHHS CUCTEMM,
CAPUYNHEHMX HENIHIMHICTIO BONOKHA, Yepe3 BUCOKI PiBHI ONTWUYHOI MOTYXHOCTI, cTBOptoBaHi bIl, i
BENWKY [OOBXMHY iHTEpakTMBHOI B3aemopaii (poToHiB, Ky 3abesnedvye BianoBigHa AOBXWHA
nigcunoBanbHOI OiNbHUL,.

lMonepedHit nidcumrosay (Pre-amplifier — PA)

MonepeaHnin nigcunosad (MM) — ue npuctpin Ol 3 Ay)Ke HU3BKUM pPIBHEM LIYyMY, SIKUIA
BUKOPUCTOBYETLCS Ge3nocepenHbo nepen OonTUYHUM NpuAMadem Ans NigBULEHHS MOro YyTiMBOCTI
[7]. HeobGxigHW HM3bKMIA piBEHb LWYMYy MOXe OyTu [OOCArHYTUA 3a pPaxyHOK BUKOPUCTaHHS
BY3bKOCMYrOBMX ONTUYHMX PinbTpiB. Y LboMy BUnagky 6yno 6 BurigHo aBToMaTWyHEe HanalTyBaHHS
LleHTpanbHOI JOBXMHWU XBUNI inbTpa nonepeaHboro nigcunioBayvya Ha AOBXUHY XBWUII nepedasaya,
OCKiNbKM Ue [o3Bonuno 6 NOM’AaKWWTA BUMOMM SK OO MOYATKOBOrO AOMYCKY AOBXWMHWU  XBW
nepegasava, Tak i 4O MOro AOBrocTPOKOBOI CTabiNbHOCTI.

Ak 3a3Havanocsa padiwe, BukopuctaHHsa MMM (y noegHaHHi 3 BIN) € npoctum 3acobom peanisadii
3Ha4HOrO 36iNbLlUEHHA eHepreTMYHOro NoTeHLiany cucTtemMmn nepegaBaHHs.

JliHiGHUG niocunroeay (Line Amplifier — LA)

JTiHinHnA nigevmiosay (J1M) — ue manowymHuin OlM-NpUCTpin, SKMA BUKOPUCTOBYETLCA MiXK

pereHepauiiHUMKM NyHKTaMM MiHIMHOro BONOKHa Ang 36inblUeHHs BiACTaHi Mk pereHepaTopamu abo, y
BMNaaKy 3 6araToTOUKOBUM 3'€4HaHHAM, OS1S KOMMNEeHcaLlii BTpaT Ha po3rany>XeHHs B ONTUYHIN Mepexi
poctyny [7,8].
Ak 3a3Havanocs paHiwe, MiHiNHI NigcunoBadi MoXyTb 3aMiHUTK aeski abo BCi 3BUYaiiHi pereHepaTopm
B CEKUiFX OMTOBOSIOKHA Ha Benuki BigcTaHi. MoxHa ysBuTW, WO 6inbll HiXK OAMH 3BUYANHUN
pereHepaTop MoOxe OyTn 3amiHeHun ogHum JIIM, 3 O4eBMOHOK NepeBarold 3MEHLUEHHS KifbKOCTi
obnagHaHHa B niHiax nepepgadi. Kpim Toro, B ManbyTHbOMY MOXNUBI CUTyaLii, KONM B MiKMICbKUX
Mepexax 3'aBnATbCA AK NiHiNHI nigcunioBadi 4ns KOMMeHcauii 3aracaHHsa curHany, Tak i 3BMYaiHi
pereHepaTopu sl KOMMEeHcaLii CMOTBOPEHb CUrHany.

Tunoa koHirypauia Ol (ak J1) y 6araTtokaHanbHin cuctemi nepeaaBaHHA nokasaHa Ha puc.1.
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Pwuc.1. NiHinHuia nigcunioay B 6aratokaHanbHOMY 3aCTOCYBaHHi

Ha cTopoHi nepegasaHHs n curHanis, WO HAAX0A4aTb Big N ONTUYHUX NepedaBadis, Tx1, Tx2, .
. TXN, KOXXEH 3 AKX Ma€ YHikanbHy AOBXUHY XBuAi, A1, A2, . . . A n, BiaANOBigHO, 00'€QHYIOTHCS ONTUYHUM
mMynbTunnekcopom (OM). Ha npunManbHin CTOPOHI N CUrHaniB Ha CBOIX JOBXMHAX XBUIMb - AL, A2, . . .
A n, po3ainaTbea onTUYHUM aemynbtunnekcopom Ol (OD) i HanpaBnATECA 4O OKPEMUX ONTUYHUX
npunmadie Rx1, Rx2, . . . Rxn BignosigHo.

lMepedasay 3 onmuyHum nidcunroeayem (Optically amplified transmitter (OAT))

Mepenasav i3 onTnyHUM nigcuntosayvem — MNMOIMT (OAT) — ue nigeuctema Of, y akin
nigcunioBad NOTY)XHOCTI IHTEMPOBaHO 3 Na3epHMM nepegaBadveM, y pesynbTaTi Yoro CTBOPHETLCS
nepegaead BUCOKOI MOTYXHOCTI (puc.2) [8].

HB Jeop+

Puc. 2. MNobynosa nepefasava 3 ONTUYHUM MiACUNIOBAYEM: S - KOHTponbHA ToYKa B ONTUYHOMY BOJIOKHI nicns
onTnyHoro 3’eaHaHHga (C) MOr

Cnocib 3actocyBaHHs Ol (OAT) 3aranom Takum camun, sk i ans br.

lMpuiimay4 3 onmuYyHum niocuneHHsim (Optically amplified receiver — OAR)

Mpunmad 3 onTnyHum nigennexHHam MpOIlT (OAR) — ue nigcuctema OA, B sKi nonepeaHin
nigcunoBaY iIHTErpoBaHoO 3 ONTUYHUM NpUMMaYeM, LWo 3abesneyye BUCOKY YyTNUBICTb NpunMaYda
(pnc.3) [8].

Cnoci6 3actocyBaHHs MpOI1 3aranom Takum camun, sk i ana Mrl.

R

o] > H e

Puc.3 . MNMobygosa npunmaya 3 ONTUHHMM nigcunoBavyeM: R KoHTponbHa Touka B ONTUYHOMY BOMOKHI Nepes
onTUYHUM nig’egHanHam (C) MpOr
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Tunu onTYHKMX niacunoBaYiB

IcHye kinbka TuniB Oll. Cepen Hux: neroeaHun epbiem BONOKOHHWMIA migcuntoBady (EDFA),
HaniBNpoBigHMKOBI onTu4HI nigcuntoBadi (SOA), pamaHiBcbki nigcuntoBadi [5,6]. Ol notpebytoTb
eneKkTpmnyHoi abo ONTUYHOI eHeprii 4Ns NnepeBedeHHs1 ENEKTPOHIB Ha BULLMIN €HEPreTUYHUA PiBEHb.
EHepris, sk npaBuno, 3abesnedyeTbCca 3a 4ONOMOro BBEAEHHSA enekTpuyHoro ctpymy (y SOA) abo
ONTMYHOro BUMNPOMIHIOBaHHS B nigcuniosadvax EDFA ta PamaHa.

MMidcumoeayi muny EDFA (Erbium-doped fibre amplifier)

EDFA — Ue cerMeHT ONTUYHOro BOSIOKHA AOBXWHOK Bif KifTIbKOX METPIB A0 KifTbKOX AEeCATKIB
METpIB, 40 SKOro A0OAETbCA pPiAKO3eMeNnbHUN enemMeHT epbin. [oHn epbito MOXyTb 30yoKyBaTMCA 3a
AOMOMOrOK HakadyyBaHHS Ha KiflbKOX OMTMYMHWMX 4YacToTax. [Bi Hambinbll 3pyyHi OOBXMHM XBUII
30yKeHHs - 980 Hm i 1480 Hm [3]. Konu ui OBXMHM XBUIi NOLMPIOIOTLCSA Yepes3 akTUBHE BOJTOKHO,
iOHM epObito 30ymKYHTbCS, | BXIAHUA OMNTUYHWIA CUrHaN MOXe OyTW MOCUNEHMA CTUMYIbOBaHUM
BUMPOMIHIOBaAHHSAM, BUBIMBHAKOYN €HEPrilo eNekTPoHIB ANns reHepauil )OTOHIB Yy AianasoHi SOBXMWH
xBunb 1530-1565 HM (C-gianasoH). 3MiHMBLUX KOHCTPYKLUIO nigcuntoBaya, uen gianasoH TakoX MoXHa
3MicTUTK Ao Ginbl gOBrnx xBunb (L-gianasox).

OcHoBHa cTpykTypa EDFA cknagaeTtbcs i3 3'eqHyBanbHOro NpUCTpOo, BOMOKHA, JIErOBaAHOMoO
epbiem, i ABoOX idonsTopiB (MO OAHOMY Ha KOXXHOMY KiHLi) (puc. 4).

Pump

980 or 1480 nm Erbium

doped fibre Amplified
Isolator — signal

out

Signal
in

—_— Coupler

HE-OF[08)_F5-7

Pwuc.4. MNpuknag nobynoswu nigcuniosada EDFA

BornokHo, No akomy nepefaeTbCca CUrHan, MigKNioYaeTbca vepes i30ndaTop, AKUA KPUTUYHO
3MeHwWwye Biabute B 3BOPOTHOMY HaMNpPsMKy CBiTNo. EDFA CTUMYRIOETbCS NasepHUM AXeperom,
BIJOMUM $IK fnasep HakadyBaHHSA. [1OTYXHICTb HakavyBaHHs (Ha xBunax gosxuHoro 980 HM abo 1480
HM) nogaeTbca B EDFA pasom i3 BXiAHMM curHanom gaHux. HakadyBaHHA 30ymxKye nerytodi ioHu
BOSIOKHA, WO NPU3BOAMTbL A0 MIOCUIEHHA CUrHany AaHux, SKUA NEeXUTb B OKOMi AOBXWH XBUIlb B
obnacti 1550 HMm.

Midcunreayi muny SOA (Semiconductor optical amplifiers)

disnyHMn  MexaHiaM, Wwo 3abesnevye NigCUNEHHS B HaMiBNPOBIOHUKOBUX  OMTUYHUX
nigcvnoadax (SOA), BiApi3HAETLCA B Pi3HUX acnekTax Bif BuLe3asHadeHux nigcuntosadis EDFA. Mo
cyTi, SOA — e HaniBnpoBiAHWKOBI Nasepn 6e3 3BOPOTHOroO 3B’A3KY 3 ONTUYHUM PE30HATOPOM (rpaHi
Yina MaroTb NOKPUTTS NPOTU BIABUTTSA), TOMY iHBEPCis HACeNeHOCTi eNeKTPOHIB reHepyeTLCS B aKTUBHIN
obnacti 3a [ornoMorol enekTpuyHoro ctpymy [4]. CTumynboBaHe BWUMNPOMIHIOBaAHHSA (OTOHIB
BiAOyBaeTbLCA Yepes3 NpoLecn enekTPOHHO-OIPKOBOI pekoMmbiHauil 3 MOPOOXKEHHSIM HOBUX (DOMOHIE,
BUKIMUKaAHUX CU2HanbHUMU (bomoHamu (Ha O0exuHax Xeursb, WO 6x00smb 00 CMyau MOCUSIEHHS
HaniernpoeiOHUKo8020 Mamepiary).

Midcunroeayi Ha e¢pekmi PamaHa (Raman amplifiers)

MigcunioBadi 3i CTUMYNbOBaHMM KOMOIHALIMHMM po3citoBaHHAM, TOBTO nigcuntoBadi Ha edekTi
Pamana (SRS) — ue HeneroBaHi BOMOKOHHI NiACWIOBaYi, SIKi BUKOPUCTOBYKOTb BWCOKOMOTYXXHE
HakadyBaHHS, WO6 ckopucTaTUCA HEMiHINHUMK BRNAacTUBOCTAMM 3BMYAMHOINO OMTMYHOrO BOJSIOKHA
[5,9,10]. Ha puc. 5 nokasaHo, sk BONIOKHO MOXHa BUKOPUCTOBYBATH SIK paMaHiBCbKMiA nigcuniosay.
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m:
—_—
Filter
m! m!
Fib |
ore coupler 1 .
HE-OF [08) F5-8 P Fibre

Puc.5 . MigcunioBad Ha edhekTi PamaHa

HakayyBaHHS Ta cuUrHan BBOOATLCS Y BOSIOKHO 4Yepe3 BOSMOKOHHUW 3’eAHyBa4y. EHeprig
nepefaeTbCs Bif curHany HakadyBaHHS [0 iHpopmauinHoro curHany yepes SRS (CTumynboBaHe
pamMaHiBCbKe PO3CisiHHS), KONM OBa MYyYKW CHINbHO MOLUMPIOKTLCA BCEPEAWHi BOMOKHA. [MpomeHi
HakadyBaHHS Ta CUrHamny 3yCTPIiYHO MNOLUMPIOTLCA Y KOHAirypauii 3BOPOTHOrO HakadyBaHHS, sKa
3a3BuYa BUKOPUCTOBYETLCS Ha NPaKTuUL.

PamaHiBCcbki migcuntoBadi  3anexHO BiO KOHCTPYKUil HasmBawTb po3nogifibHuMn  abo
ANCKPETHUMM. Y OUCKPETHOMY BMNAAKy AUCKPETHUIA NPUCTPIA BUTOTOBIIAETLCA LUMISAXOM HAMOTYBaHHS
1-2 KM cneuianbHO NiAroTOBNEHOro BONOKHA. BONOKHO HakavyeTbCs Ha OOBXMHI xBuni 6nmnsbko 1,45
MKM OS5 nocuneHHs curHanie 1,55 Mkm. Y pasi posnogineHoro PamaHiBCbKOro nigcuneHHsa Te came
BOJIOKHO, SIKe BMKOPWUCTOBYETbCS ANA nepegadi curHany, TakoX BMKOPUCTOBYETbCS ANSA NiOCUMEHHSA
curHany. CBiTNO HakadyBaHHA 4acTO iHXEKTYETbCS Yy 3BOPOTHOMY HanpsMKy Ta 3abesnevye
NiACUNEHHS Ha BiQHOCHO BeNWKMX BiacTaHsx (> 20 km).

HanmBaknueiwow ocobnmeicTio PamaHiBCbKMX MigCcuItoBaYviB € LUMPOKMIA diana3oH NponyckHOI
30aTHOCTI, KM MOXE MOLUMPIOBATMUCA Ha NOBHWUA kopucHuin cnektp Big 1300 Hm go 1600 Hm 6es
obMexeHb Woao 36inblIeHHs NPONyCKHOI 34aTHOCTI, sika 3abes3nevye LWBMAKICTb NepefaBaHHs, Lo
nepesulye TepabitTn 3a cekyHay [5,10]. 3 iHworo Goky, pamaHiBCbke MigcuneHHst noTpebye nasepis
HakadyBaHHA 3 BUCOKOK ONTUYHOK MOTYXHIiCTO (> 1 BT),Ta 3 noe’ssaHumu 3 yum rnpobremamu
KepysaHHs memrepamypoto, a makox rpobrnemamu 6e3neku.

Po3nodineHi PamaHiecbki niocunrosayi

PoanogineHi PamaHiBcbki nigcuntoBadi — Ue nigcunioBadi, y Gkux edekT nigcuneHHs
OOCAraeTbCs 3a AONOMOrok NiHIMHONO ONTUYHOrO BOMOKHA, O BUKOPUCTOBYETLCA ANSA NepeaaBaHHs
[5]. Taki nigcunioBadi BBaXKatOTbCA PO3MOAINIEHMMUN, OCKINbKM YacTuHa abo Bce nNiHiMHE BOMNOKHO
BUKOPUCTOBYETLCA ANA nigcuneHHs. PosnogineHi PamaHiscbki nigcvnioBayi MoXHa [00aTKOBO
knacudikyBaTu Ha Tpu nigkateropii.

PamaHiBCbkMIiA nigcunioBay 3i 3BOPOTHUM HaKadyBaHHAM: €Hepris HakadyBaHHA Ta curHan
NOLLIMPIOITECA B MPOTUNEXHUX HarpsaMKax Y niHIMHOMY OMTUYHOMY BOJOKHI. Lli pamaHiBCbKi
nigcunoBadi MOXyTb PO3TaLLIOBYBATK AXepero HakadyBaHHSA No6nuay npurnMmaya, a BUNPOMIHIOBaHHS
Haka4yyBaHHS PO3MNOBCHOOKYETLCS B MPOTUMNEXHOMY HanpsiMKy MO BiAHOLIEHHK OO0 iHopmauiniHoro
curHany (Puc.6, ne RPi — onopHa To4ka BXiQHOro curHamny CUCTeMu 3i 3BOPOTHUM HaKayyBaHHAM,
RP0O — onopHa Touka BUXIOHOrO curHany 3i 3BOPOTHMM HakayyBaHHAM i GMP — Touka BUMIpIOBaHHS
nigcuneHHs).

Signal RP,
- 11+
Transmission
fibre

RP,

Raman
pUImp

Puc. 6. PamaHiscbkuii nigcuniosay 3i 3BOPOTHUM HakayyBaHHAM

Takum 4YMHOM, HakadyBaHHSA HaWCWnbHiWeE 6ina npurMMada Ta Hawncnabkiwe 6ins mxkepena
curHany. Take posTallyBaHHS Mae BaxnvBy nepesary: OinblUni piBeHb MOTYXXHOCTI HakayyBaHHS
3HaxooMTbCA TaMm, Ae BiH Hanbinbwe noTpibHWA (Ha BigganeHin BiACTaHi Big mkepena curHany) i
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MEHLWKUN piBeHb Nobnuay mkepena curHany. OTXe, curHan Hambinblle NOCUNIETLCS Tam, A€ BiH
Harcnablmn, i MeHwe TaMm, ge BiH HaUCUMbHILLWNA.

PamaHiBCbkMI nigcunoBad i3 NpsAMMM  Haka4vyBaHHAM: €HEpria HakayyBaHHSA Ta CUrHarn
CMifIbHO MOLLMPHOKTLCS B340BX ONTUYHOrO BONIOKHA NepefaBaHHs B OgHOMY HanpsMmky (puc.7, ae FPi
— OMnopHa TOYKa BXIiQHOro CUrHany cuctemMum 3 NpsiMMM HakadyBaHHAM, FPO — onopHa Toyka
BMXIQHOMO CUrHany cuctemum 3 NpsiMMM HakadyBaHHAM, @ GMP — To4yka BMMIptOBaHHA NiACUIEHHS).

Transmission
fibre

Puc. 7. PamaHiBCbKMI NigcunoBay 3 NPAMUM HakavyyBaHHAM

PamaHiBCbKMI nigcunoBay i3 ABOHaNpaBfieHMM HakayyBaHHAM: eHeprist HakavyyBaHHS
nogaeTbcs Ha obmnaea KiHUi BONTIOKHa nepegaudi.

Lia koHdirypauis cknagaetbecs 3 ABOX MKepen HakayyBaHHA: OQHOIo Ha CTOPOHI
nepegaBaHH4, a iHLWIOro Ha CTOPOHI NPUNMaHHS, NPUYOMY KOXHE [XKepeno npautoe Ha pisHUX
OOBXMHAaX XBUIb, Hanpuknaa. wob 3aa0BONbHUTU OgHOYacHe nocuneHHs C- Ta L-gianasoHy abo
peanisyBaTy nesHy popMy 3aneXHOCTi BUXIOHOT MOTYXXHOCTI Big JOBXMHN XBUIi BUKOPUCTOBYBaHMUX
KaHanis. Y ubOMy BMNagKy YacTvHa eHeprii HakavyyBaHHSA MOLIMPIOETLCS Pa3oM i3 CUrHamnom, a
YyacTMHa eHeprii HakadyBaHHA MNOLLMPIOETHCH NPOTM HaNPSIMKY CUrHany B cepefoBuLLi nepenadi
(pnc.8).

RPF, GMP

a

Transmission
fibre

Puc.8. Pamanisecbkuli nidcuntosad 3 0goHarnpasneHuM Hakady8aHHsIM

HuckpemHi PamaHiecbki nidcunroeayvi

OVcKpeTHMI pamaHiBCbKMA nigcunoBady — Ue nigcunioBad ONTUYHMX CUrHanie, edqekT
NigCUNEHHS SKOrO AOCAraeTbCsa 3a AONOMOro ePeKkTy CTUMYSbOBaHOMO KOMGiIHALIMHOIo po3CitoBaHHS
ONTUYHUM BOSMOKHOM, A€ BCi (i3WYHIi KOMMOHEHTU nigcunioBava MOBHICTIO MICTATbCSA BCeEpeauiHi
npuctpoto (Pnc.9, ge Ai Ta Ao no3Ha4varoTb BXigHI Ta BUXigHI onopHi ToukmM) [5]. Y GaraTbox Bunagkax
BMKOPWUCTOBYETLCA CreuianbHe ONTUYHE BOSOKHO (KPiM MiHIMHOrO BONOKHA nepegaBaHHs), LWwob
3MEHLWNTM HEOBXiaHY NOTYXHICTb HaKkavyyBaHHS ANst AOCATHEHHSI NEBHOMO KOEMILIEHTY MiACUMEHHS.

Signal

Puc. 9. OuckpeTHnin PamaHiBcbkuin nigcunioBay

3actocyBaHHs EDFA, SOA ta PamaHiBCbkuX nigcunioBavis
Ha uei yac EDFA npegctaenstoTb coboro HangockoHaniwy TexHonorito OFA Ta nowmnpolTbCs
Ha PVHKY NpOTAroM GaraTbOX POKIB i BUPOONAKOTLCS Pi3HMMM CBiTOBUMU BMpOGHMKamn. EDFA OA
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ocobnueo npusabnmeun ana ontTudHMx cuctem DWDM i LWMPOKO BMKOPUCTOBYETbCA AN LMX
3aCcTocyBaHb

3 iHworo 6oky, SOA Bce wWe nepebyBaloTb Ha cTagil gocnimkeHb i po3pobok. CborogHi ix
BUpobnsie oyxe mMano BMPOOHWKIB, Mpy LbOMY pearnibHUiA BUXig HU3bKuA. HesBaxaroum Ha Te, Lo
TexHornoris SOA 6a3yeTbcs Ha Ayxe obpe OCBOEHIN HaNiBNPOBIAHMKOBIV Na3epHin TeXHONOrii, MalTb
MiCLEe AeKinbka BaKIMBUX Npobnem, WO MnoB’dA3aHi 3i 30MpaHHsM, 0OpPOOKOHD, MOKPUTTSAM MPOTU
BigONUcky Ta NondApusauinHOK YyTMBICTIO, LWE HEe 3HaWWWNM 3a4O0BiNbHMX pilleHb O MacoBOro
BnpobHuuTBa. Kpim Toro, nonboBi BunpobysaHHs SOA noyanucsa HeWo4aBHoO, i Ha CbOrOAHILLHIN OeHb
iCHY€e nuwe obmexxeHun gocsia BukopmuctaHHs SOA y nonboBMx yMoBax. Ha cyyacHoMy eTani po3BUTKY
TexHonorii SOA HanbinblWw NPUNHATHUM € 3acTocyBaHHA SOA, sK ONoKiB MNiACUNEHHS B ONTUYHUX
cucTtemMax TUMY «TOYKa-TOYKa», TOOTO — AOMOMDKHI MmigcunioBadi, iHTErpoBaHi 3 BUMPOMIHIOYMM
na3epoM, HaBiTb HE3BaXato4n Ha Aeski OOMEeXEeHHS 3 TOUKM 30pYy BUXIAHOT MOTY>KHOCTI.

Mpobnemun, noe’a3aHi 3 3actocyBaHHAM SOA B AKOCTI NiHINHUX Ta NonepeaHix niacunioBadis
(Taki sk nonsipu3auiHa YyTNMBICTb i BiQHOCHO BUCOKMI KOeilieHT wyMy) Ha cTagii BupiweHb. SOA
MalTb BENWKMI NOTeHuian Ak (yHKUiOHanbHi NPUCTPOI B ONTUYHMX KOMyTaTopax, Wwob ogHo4vacHo
3a6e3neunTn pyHKLUiT NiaCUNEHHSA Ta LWBMAKOrO CTPOOYBaHHSA, a TaKoX B iHLLIMX NPUCTPOSAX 06pobKM
curHanis (nepeTBoproBaYi AOBXMHU XBWUAi, ONTUYHI MyNbTUNIIEKCOPU Ta AEMYNbTUNIIEKCOPN), 3aBASKN
CWUNbHIN HENIHINHIN peakuii, Ky BOHM MalTb Yy PEXUMI HacU4eHHA. BOHM Takox MOXyTb OyTh
iHTEerpoBaHi B MaTpuLi ONTUYHMX NepemMukadiB 4na KomneHcawii BHYTpPILLHIX BTpaT camux maTpuub [5].

PamaHiBcbki nigcunoBadi B OCHOBHOMY BUKOPUCTOBYKOTBCA B CUCTEMAaX nepedaBaHHA Ha
naneki abo Hagaaneki BigcTaHi 3 Ay»ke BMCOKO NPOMYCKHOK 34aTHICTHO, A€ MOripLEHHS CUrHany 4yepes
wym EDFA Henpunyctumo abo HeobxigHa onTuU4Ha cMyra MpOMnyCKaHHsA € OinbLuol, HiXK MoXxe
nigTpumyeatn EDFA. OcobnuBo po3noaineHi pamaHiBCbKi NigcunoBayi MOXyTb JONOMOITM NOKPALLUTI
BiQHOLWIEHHS onTu4Horo curHany go wymy (OSNR), BMKOPUCTOBYHOYM BOJIOKHO Nepepadi sik akTUBHE
cepeposule [4]. Yepes BUCOKY BapTiCTb KOMMOHEHTIB, CMPUYMHEHY BUCOKOK MOTYXKHICTIO
HakadyyBaHHs, Uen Tun nigcunioBada He BCTAHOBMIOETBCH LWWMPOKO B CydacHin Mepexi, ane
NpU3Ha4YeHnn NS KOHKPETHUX 3aCTOCYBaHb.

BucHoBku

3acTocyBaHHSI BOJTOKOHHO-OMTMYHUX MiACUITIOBAYiB BiOKPUIIO HOBY €py BOJTOKOHHO-OMTUYHUX
TexHonorii. CTano MoXnMBuM nepedaBaHHst 6e3 pereHepartopiB Ha BigcTaHi 4o 1000 km i 6inbwe. Ha
Len Yac MOXHa CTBepA)KyBaTW, Hanpuknag, wo piweHHa Ha ocHoBi EDFA nepesipeHi npakTukolo,
HafinHi, NOPIBHAHO He JOpOori, 4OCUTE eheKTUBHI Ta HE MalOTb KpaLLuX anbTepHaTuB Npu ByaiBHUUTBI
6araTokaHanbHMx (DWDM) npoTsKHMX BONIOKOHHO-ONTUYHUX CUCTEM NepedaBaHHSA 3 BiCTaHHIO MiX
nigcvnoBadamu nopsigka 60 — 120 km. B Tom e yac PamaHiBCbKi ONTWMYHI nigcunioBadi MoxyTb 6yTu
edekTUBHO BMKOPUCTaHI Ha NigBOAHUX, B TOMY YNUCITi MOPCBbKUX Ta TPAHCOKEAHCLKMUX MiHIsSX.
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BIBPATOPHA AHTEHHA PELUITKA ANt MOBITbHOI LU®POBOI IOHOC®EPHOI
CTAHUII

DOI 10 36994 / 2788- 5518- 2022-02-04-05

lNo4epHsiee B.M., 8.m.H., npogh. [epxasHuli yHisepcumem iHmenekmyarnbHUX mexHosoaid i
38’sa3Ky, Kuie, Ykpaina. vpochernyaev@gmail.com
Mazomedoea M.C, Kuiscbkuli chaxosuli konedx 36’sa3ky, Kuis, YkpaiHa. kkz.praktika@ukr.net

AHomauisi: Y cmammi po3pobreHo i 00crnidxXyembCcs KOHCMPYKUis 8ibpamopHOi aHmMeHHOI pewimku 0ns
MOob6inbHOI yughpoesoi ioHocghepHoi cmaHujii. NMpu subopi muny aHmeHu Ansi MobinbHOI YugpPo8oi ioHOChepHOT
cmaHuji 839mo 0o ysaeu makKi OCHOBHI XxapakmepucmuKu, SIK WUPOKOCMy208icmb, KoegiuieHm KopucHoi Oi,
egekmusHicmb riputiomy npu Manux Kymax Micys, HaditiHicmb i npocmoma koHcmpykuii. [MokazaHo Osa
g8apiaHmMu KOHCMPYKUii 8ibpamopHoi aHmeHHOI pewimku 0ns MobinbHOI yughpoeoi ioHocghepHOi cmaHUuji.
BubpaHo eapiaHm KOHCMPYKUiiT aHMeHHOI pewimku 3 20pu3oHmanbHuUMu eibpamopamu. B sxkocmi
KoaKcianibHo20 Kaberito 3arporioHo8aHO KOHCMPYKUIi0, 8 SKil e8HympiluHili Npoe8iOHUK Mae rpopisi, wWo
3abesneyyroms UWUPOKOCMYy208iCmb aHmeHo-ghidepHO20 mpakmy. Y KOHCMpyKUii eibpamopHOi aHmMeHHoI
pewimku sukopucmosyemscsi noHad 20 mesiecKoniYHUX CMPUXHI8 3amicmb 3euydaliHux cmarnesux opomie
cmaHOapmHoi  KOHCMPyKUii. [TonoXeHHsIM wWyHma 6 KOHCMPYKUii aHmMeHHOI pewimku, Wwo epae posb
Memarnegozo i3onsmopa, e0aembcsi 00Moe2mucsi 3a008iflbHUX iMMIedaHCHUX XapakmepucmuK y WUPOKIt cMya3i
yacmom. HaesedeHo epacpiku 3anexxHocmi koeghiuieHma KopucHoi Oii 8i0 Kyma micusi Orsi eepmuKkaibHo20 ma
20pU30HMarnbHO20 8ibpamopis. 3asHa4yeHo, WO y 8ibpamopHOi aHMeHHOI pewimku dekamempoeozo diana3oHy
xeusnb OOUiNIbHO BUKOpUCMoO8y8amu YKopoYeHi eibpamopu. Bi6pamopHi aHmeHHy pewimku 00CnidKeHo
MampuyHUM MemodoM. SKWO yseumu KOXeHy UUmiHOPUYHY aHmMeHHy pewimky sk 6a2amoronoCHUK, mo
po3pobrieHa eibpamopHa aHmMeHHa pewimka € kackaOHe 3'¢OHaHHS d80x bazamornontocHuKig. []ocnidxeHo
WUPOKOCMY208€ Y3200)K€HHSI aKMUBHUX HagaHmMaxeHb 3a 00roMozot0 y3200Ky8arnibHO20 mpaHcghopmamopa.
EkeieaneHmHa cxema makoeo y3200XysanbHo20 mpaHcgopMamopa epaxosye iHOyKmueHicmb po3citoeaHHSI ma
EMHOCMI repe8uUHHOi ma 6mopUHHOI OBMOMOK, a maKkoX €MHiCmb 38'A3Ky MiX Humu. HaeedeHo zpadpiku
3anexHocmi napamempy MaKCUMarsibHO-M/I0CKOI ma 4ebuuweschbKoi Xapakmepucmuk 8i0 3Ha4yeHb
MaKkcumMmarnbHo20 KoedgbiuieHma eiobumms ma 3anexHocmi MakcumaribHo20 KoedbiuieHma eidbumms 8id
1omoyYyHoi yacmomu.

Knroyoei cnoea: sibpamopHa aHmeHHa peuwimka, MobinibHa uugposa ioHocghepHa cmaHuyis, Oiacpama
cripsimosaHocmi, koegiyieHm cripsimosaHoi Oil, koegpiyieHm KopucHoI dii, 6a2amornontoCHUK.

VIBRATORY ANTENNA REMAINDER FOR MOBILE DIGITAL IONOSPHERIC STATION

Vitaly Pochernyaev, Dr.habil., Prof. State University of Intellectual Technologies and
Communications, Kyiv, Ukraine. vpochernyaev@gmail.com

Marija Mahomedova. Kyiv Professional College of Communications, Kyiv, Ukraine.
kkz.praktika@ukr.net

Abstract: The article develops and investigates the design of a vibrating antenna array for a mobile digital
ionospheric station. When choosing the type of antenna for a mobile digital ionospheric station, such basic
characteristics as broadband, efficiency, reception efficiency at small angles, reliability and design simplicity are
taken into account. Two options for the design of a vibrating antenna array for a mobile digital ionospheric station
are shown. The variant of the design of the antenna array with horizontal vibrators was selected. A design of
coaxial cable in which the inner conductor has slots that ensure broadband antenna-feeder path is proposed. The
design of the vibrating antenna array uses more than 20 telescopic rods instead of the usual steel wires of
standard construction. The position of the shunt in the design of the antenna array, which play the role of a metal
insulator, manages to achieve satisfactory impedance characteristics in a wide frequency band. Graphs of the
dependence of the coefficient of effective action from the angle of location for vertical and horizontal vibrators are
given. It is noted that it is advisable to use shortened vibrators in the vibrating antenna array of the decameter
waves range. Vibrating antenna arrays were investigated by the matrix method. If you imagine each cylindrical
antenna array as a multipole, then the developed vibrating antenna array is a cascade connection of two
multipoles. Broadband matching of active loads using a matching transformer was investigated. The equivalent
circuit of such a matching transformer takes into account the dissipation inductance and capacitance of the
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primary and secondary windings, as well as the coupling capacitance between them. Graphs of the dependence
of the maximum-flat and Chebyshev parameters from the values of the maximum reflection coefficient and the
dependence of the maximum reflection coefficient from the current frequency are given.

Key words: vibrating antenna array, mobile digital ionospheric station, directional diagram, coefficient of
directional action, coefficient of useful action, multipole.

BcTyn

BukopnCcTaHHs BUCOKOHaNpaBfiEHNX aHTEHHWX PeLLiTOK B Aiana3oHi AekaMeTpoBUX XBWSlb
[03BONSE CYTTEBO NiABULLNTU HAAINHICTb Ta CTiIMKICTb 3B'AA3KY B LibOMY [iana3oHi, 3MEeHLMBLUN piBEHb
3aBMUpPaHHS CUrHany Ha Tpaci ioHOCHepPHOro 3B'A3Ky.

OOuH i3 MepcneKkTMBHUX LUMSAXIB PO3BUTKY pPadiopo3Bigku, pagioenekTpoOHHOro MNogaBfEHHS,
nokauii Ta 3B'A3Ky 3aCHOBaHWM Ha NPOLECi HEMiHIMHOI B3aeMOAil MOTY)KHOI0 €feKTPOMAarHiTHoro
BUMNPOMIiHIOBaHHA AianasoHy YKX 3 ioHocepoto 3emni. TexHiyHOW peanisauieto Uboro Hanpsamky €
CTBOPEHHSA MOOINbHOI LMdpoBOi iOHOCHEPHOT CTaHUil 3B’sI3KYy, LLO BUKOPUCTOBYE €(EKT LWTY4YHOI
ioHocdepHoi HeogHopigHocTi (LWIH) [1]. TopusoHTanbHui po3mip LIH Bu3Ha4aeTbCca LLUMPUHOKD
aiarpamu cnpsamosaHocTi (JC) aHTeHn, a BepTUKanbHU — NOTYXXHICTIO HarpiBy Ta (o OHOBUMM YMOBaMMU
Ha BUCOTI HarpiBy. [na Lboro ioHocdepHi CTaHuii NOBUHHI B6yTn obnagHaHi aHTEHHUMK rpaTamu 3
B1cokum koediuieHT cnpsimoaHoi gii (KCL) ta AC i3 HM3bkum piBHEM GivyHMX nentocTok. Kpim uporo,
aHTEeHHa pewiTka ana poboTn B AyNSEKCHOMY pexuMMi Ha NpUMoMi NoBMHHA 3abeaneyyBaTy CEKTop
kyTiB 5° ... 25° npu nanbHocTax noHag 1000 kwm.

Taka cTaHUuiqa € cTaHuie NoABIMHOMO NPMU3HAYEHHS | MOXE BUKOPUCTOBYBATUCD:

- y BIICbKOBMX KOHAMIKTax i 6OMOBKX gisiX;

- B YMOBax HaA3BMYaNHUX CUTYaLiln, KK NPU eKOMNOTiYHUX | TEXHOreHHMX KaTacTpodax, Tak i
npw NpoTuaii 3arposi Tepopmsmy;

- B iHTepecax TpaHcnauil TV nporpam Ha TepuUTopii, WO TMMYacoBO OKYMNOBaHi.

Y xogi 6onoBux gin Taka mobinbHa undpoa ioHocdepHa ctaHuia (MLIC) moxe BUKOHyBaTK Taki
3aBAaHHs:

—opraHisadis nepegadi LMpKynsapHUX NoBigOMMEHb Ha BEMNWKI TEPUTOPII, y TOMY Y1Chi Ha TepUTopil,
SIKi HENIAKOHTPOSbHI HALWNM BINCbKOBUM (POPMYBaHHSIM;

—BCTaHOBIEHHA pafio3B’sa3ky 3 N-kopecnoHaeHTamu 6e3 3anyyeHHs pecypciB CynyTHUKOBOMO
3B'A3Ky (opeHau kaHaniB abo cToBOYpiB LUTYYHUX CYNyTHUKIB 3eMni, WO He HanexaTtb AepXaBi);

—NOCTaHOBKa 3aBaf, Ha BENMUKNX TEPUTOPIAX pagioBUNPOMIHIOIYMM 3acobam pPi3HOro NPU3Ha4YeHHs
Ta opraHisauisi cucTeMmn pagioenekTPOHHOro NoaaBreHHs;

—30upaHHs po3BigaaHuX Big pagio3acobis, po3MilLieHMX Ha BENUKMX BiACTaAHAX OOMH Bid OOHOrO;

—nepegaya HeobXigHMX AaHNX ANBEPCIMHO-PO3BiAYBanbHUM rpynam, po3nogineHnx Ha 3Ha4yHuXx 3a
BigdaneHicTio AinsiHkax MiCLLeBOCTiI.

Mpwn BuGopI TNy aHTeHn ana MLIC 6epeTbcs 4o yBaru LWMPOKOCMYTOBICTb, KOEMILLIEHT KOPUCHOT
Ail (KKL), edpeKTMBHICTb MpUMNOMY NpU Manux KyTax Micus, HaginHICTb i NPOCTOTa KOHCTPYKLT.

MeToto poboTu € po3pobka aHTeHHOI pewiTkn ans MLIC.

BukoHaHHA gocnigxeHb

Ona MUIC nponoHyeTbCA BUKOPUCTOBYBATM BIOPATOPHY aHTEHHY pPeLUiTKy, KOHCTPYKUIA SAKOI
nokasaHa Ha puc 1.

AHTEHHa peLliTka CKNagaeTbes i3 ABOX UUNiHAPMYHKX BibpaTopiB, po3TalloBaHNX Ha OBOBICHOMY
npyvyeni. Ha worni kpinnaTeCs WYHTW Yy BUrMagi metaneBux i3onsTtopis. BiGpatopu y surnagi
MeTanesux ApPOTiB AiaMeTpoM OeKiNbKOX MiNiMeTPIB KPinnsaTbCa A0 ABOX KiHUIB LLOMMY Yepes LWYHTK.
YTBOPHOETLCA UMNIHOPUYHA BiOpaTOpHa aHTEHHA PEeLUiTKa, WO CKIadaeTbCsa 3 ABOX TaKMX LUIIHAPIB.
KinbkicTb BibpaTopis ang gianazoHy ~10MIMy ctaHoBuTb 12...16 gporTis. [Jo To4kM 3'e¢aHaHHA BiGpaTopiB
NiABOANTBCS KOakCianbHWi kabenb. 3 MeTow 3abe3nedeHHsl LUMPOKOCMYroBOi poboTU aHTEHHOI
PeLUiTKN BHYTPILLHIMA NPOBIAHWK KOAKCIianbHOro kabero Mae YoTupm Npopisun, K NokasaHo Ha puc.2.

KoHcTpykKuia go3sonse Bibpatopam cknagatncsa anga 3pyyYHOCTi TPaHCNOPTYBaHHSA PELUITKA aHTEHU
B MOBiNbHOMY BapiaHTi CcTaHUil.

LLinpokononocHicTb BibpaTopa, To6TO cnabka amiHa MOro imnegaHcy B LULMPOKOMY iHTEpBari YacToT
3abe3nevyeTbCs CTaHAAPTHUM CnNocobom - 3acTocyBaHHSAM GaraToApOTAHOI KOHCTPYKLUiT BENUKOro
AiameTpa (Tvny aunons HageHeHka). 3a3Ha4yvMMo, O BUKOPUCTaHHSA BEpPTUKanbHOro BibpaTopa Bege
00 3HmkeHHs KK yepes BTpaTtu B I'pyHTi. LIi BTpaTh MOXXHA 3HAYHO 3HU3UTU PO3MILLEHHAM Mig aHTEHOH
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PELLITKOIO MeTaneBoro ekpaHy, sik nokasaHo Ha puc.3. OgHak ue CyTTEBO YCKNaAHWUTb KOHCTPYKLO
MOGifNbHOro BapiaHTa aHTEHHOI CMCTeMMU, TOMY AOCHILKYEMO BiOpaToOpHy aHTEHHY peLuiTKy, nokasaHy
Ha puc1.

Puc.2. MNMonepeyHunii nepepis koakcianbHoro kabentwo aHTeHo-igepHoro Tpakty MLUIC

AR

\J

Puc.3. KoHcTpykuist BibpaTopHOi aHTeHHOoI pewiTkn ansa MUIC (BapiaHT 2)

Kpim TOro, migBuvweHi BTpaTn Npu 3acToCyBaHHI BepTUKanbHOro BibpaTtopa nos'a3aHi 3 mManowo
edeKTUBHOIO BUCOTOLO MOro NiABICY HAZ NOBEPXHEID I'PyHTY. Hanpuknag, sKwo BnucoTa BEpTMKaNbHOMO

BiOpaTopa 6,5M, To ue Bignosigae BigHoweHHaM h/A = 0,075 Ha vacToTi 10 My Ta % = 0,2 Ha YacToTi

25 MI'u.

Mpu gyxe manux Kytax micusa Ha HM3bkmx Yactotax KK aHTeHu i3 ropm3oHTanbHUX BibpaTopis
BULL, HIX i3 BepTuKanbHUX. Hanpuknag, Ha yactoTi 5SMITy npu kyTi Micus ¢, = 5° KK ropu3oHTansHoro
BibpaTopa npubnuaHo Ha 10% BuLLe, HiX Y BepTUKanbHOro BibpaTopa. Takox 3i 3pOCTaHHSM 4acToTH
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BMKOPUCTaHHA rOpU3OHTarnbHMX BibpaTopiB AO3BOSISAE OTPUMATU iICTOTHO MEHLUE BTPATU 3a paxyHOK
BMSINBY I'PYHTY.
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Puc.4. I'pacpbikm 3anexHocTti KK[ Big kyTa micus

Ha puc. 4a HaBegeHo 3anexHocTi n (KKQ) Big kyTa micusa ¢, 4nsa BepTukanbHOro Bibpatopa: kpusa
1 — anga vyactotn 5 Mly, kpuea 2 — ans Yactotn 10 MI'L ta kpuea 3 — ansg 4Yactotm 25 MICu. Po3mip
L > A Bignosigae cepefgHiMm napameTtpam rpyHTy & = 10 —i 10. Ha puc. 46 HaBegeHo aHamorivHi
3anexHoCTi 4ns ropusoHTanbHoro Bidpartopa. MNopiBHAHHA AaHUX pyc.4 nokasye, Lo Npy Manux Kytax
micust KK aHTeHW 3 ropnsoHTanbHMX BiOpaTopiB BULLE, HiX i3 BEPTUKaNbHUX BibpaTopiB.

Y KOHCTPYKLiT aHTEHHOI peLiTkn Ha puc.1 BUKOpUCTOBYETBECA NoHag 20 TeneckoniyHUX CTPUXKHIB
3aMiCTb 3BMYaMHMKX CTaneBux OpOTiB AiaMeTpom 8 MM cTaHAAPTHOI KOHCTPYKLUIT. MMONOXEHHS LWyHTa,
O rpae posib MeTaneBoro i3onsaTopa, BacTbCa AOMOITUCS ONTUMI3aLil iMNnegaHCHUX XapaKkTepuUCTUK
Y LUMPOKi CMY3i YacToT.

Y BibpaTtopa [IC onucyeTbCca HAaCTyNMHUM BUPa30oM:

M I,
f(0) =4jsind 2 I—cos[(Zn — 1) sin 9], (D

n=1

ae 0 - Hanpsimok ronosHoro nentoctka AC; 14, I, — rapMOHiKu CTpyMmy.
Onip ByNpoMiHIOBaHHSA BibpaTopa 3anuiemo Tak:

Ry =60 [ f(8) f*(6) sin Bd0. 2)

AKwo BTpaT! NOTY>KHOCTI B NOBEPXHEBOMY OMnopi Z BibpaTtopa BigCyTHI, TO onip BUNPOMIHIOBaHHS
3HaxoauTbCs 3a POPMYIoLo:

Ry = ReZ, — Zgzlllnlz Re Z,. (3)

BukopucToBytoun popmynu (2) Ta (3) otpumaemo Bupas ana KC ta KK:

D =30 (kl,)* /Ry, 4
Na = RZ/Re Zg, (%)

ae D- KC[; n,- KKO; Z,- BXigHWI onip; k — XBUIIbOBE YUCHO; l, — piroya goBxuHa BibpaTopa.
®opmynu (1), (4), (5) onucytoTb OCHOBHI €NeKTPUYHI XapakTepucTnkm BibpaTopa, Wo OCHIOKYETbCS.
3asHa4nmo, WO SK BUMPOMiHIOBaY BiBpaTOpPHOI aHTEHHOI peLuUiTKN MeTPOBOro Aiana3oHiB XBUIb
AOLiNbHO BMKOPUCTOBYBATK YKOpPO4eHi BibpaTtopu. Bigomo, Lo i3 3MEHLLEHHSM eNeKTPUYHOT OBXUHU
aKTMBHa cknagoea R, BXigHoro onopy BiGpaTopa nagae npornopuiiHo kBagpaty AosxkuHu (1/1)?, a
peaktmBHa X, €MHICHUIN XapakTep i 30inblyeTbCca (3a mMogynem) nponopuiiHo A/l. Y3rogXeHHs
BiOpaTopa 3BOAMTLCS OO KOMMEHCALii BEMMKOro peakTUBHOIO ornopy Bibpatopa Ta TpaHcdopmauii
aKTUBHOIO OMopy Kifibka pasiB.
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OuiHumMo 3anexHicTb BxigHOro omnopy Z, = R, + jX, KOpoTkoro BibpaTopa BiA4 BenuynHM
iHgykTueHoro onopy X;. 3i 36inblweHHsaM X; Big Hyns y Gik BEMMKUX NMO3UTUBHUX 3HAYE€Hb peaKkTMBHA
YacTuHa BXigHOro onopy X, nepexoauTb 3 06nacTi HeraTtMBHUX B 06nacTb NO3UTUBHUX 3HAYEeHb Yepe3
TOYKY NOCMIZOBHOrO pe3oHaHcy X;;, B skin X, = 0. MNpn noganbliomy 30inblieHHi X; BennumMHa X,
3pOCTag, i B TouLi X;, CnocTepiraeTbCcs napanenbHuii pe3oHaHc, ae X, CTPMOKOM NepexoanTb B EMHICHY
obnacTb i Aani, aCMMNTOTUYHO HABNMXaETbLCA 4O peakTUBHOro onopy BibpaTopa. 3HaveHHs X; Ta X,
3anexarTb Big z; /l: 3 HAGnMXeHHsM z; /1 0o 1 BenuunHn X;; Ta X;, 3MiLLy0TbCA y BiK BENMKNX 3HAYEHD,
OAHOYACHO 3 UMM 3MEHLUYETBHCA Pi3HUUSA BENUYMH X, — X;;. 3anexHiCTb akTMBHOI CKNagoBoi R, Mae
BUrMSA PE30HaHCHOI KPMBOI i JocArae MakCcuMyMy B Touli mapanesnibHoro pesoHaHcy. [igbopom
CKOpOYyBarbHOI peakTUBHOCTI X, MOXHa KOMMNEHCyBaTW peakTMBHY CKNnagoBy BXiQHOro onopy
BiOpaTopa X, i NigBULWNTU NOro akTUBHY CKIagoBY.

3 nNpakTU4HOI TOYKM 30pYy HaMbinbll UiKaBMM € BMMAOOK, KONW B nnedye BibpaTopa BKNHOYEHO
HaBaHTaxeHHs X,=X,;, WO BiANOBiAae MNOCNIAOBHOMY pe3oHaHCy BXiAHOro onopy. BxigHui onip €
CyMOL0 306iNbLUEHOro OMnopy BUMPOMIHIOBAHHS i ONopy, 3yMOBMEHOrO BTpataMu B PeaKkTUBHOCTI, WO
Bkopouye. OCTaHHs cknagoBa OMopy HE € TOYHO OMOPOM CKOPOYyBasibHOI PEaKTMBHOCTI, OCKIfbKK
CTPYM Y TOYLi PO3MIiLLLlEeHHS HAaBaHTaXXEHHsI BiOPI3HAETLCA Bif, CTPYMY 30YDKEHHS. Y MEHLLIOMY CTyneHi
36inbLIeHHs BXigHOro onopy R, 3anexuTb Big paaiycy BibpaTtopa. Tak, 3miHa a/Ay 3 pasu (Big 0,001
Ao 0,003) npu3BoasTb A0 3HWXKEHHS R, npnbnusHo Ha 20% npu Q=100 Ta Ha 10% npu Q=250 ans
/A= 0,05.

Ona 6inblworo 3Ha4yeHHss R, MOXHa pekoMeHayBaTW BuMOpaTU 3HayeHHs z; /L =0,7..0,8, ge
CMNOCTepIraeTbCs iCTOTHE 3POCTaHHAR,, a 1), e HE3HAYHO nagae. 3MeHLeHHs po3mipiB [/A Ta a/A, a
TaKoX 3MEHLUEHHs BennumHu Q npu3Boantb A0 3HWkeHHs KKI Bibpatopa. PeanbHO gocshkHa
BenuunHa KKL BibpaTtopa 3 [/A = 0,05 npun 3acTocyBaHHi PEaKTUBHOCTI, WO CKOPOYYE, 3 BEMUYMHOKO
Q=250 craHoBUTb 35-40%. CMyra nponyckaHHA CKOpOYyBalibHMX HaBaHTaXeHuUx BibpaTopiB
OLIHIOETBLCS 3a Tako hopMyIoto:

20f/fy = k313/6(In= = 1) + 1/0, (6)

Ae a — pagiyc BibpaTopa. AHani3 popmynu (6) cBigunTb NPO Te, WO 3MEHLLEHHS BigHOWEHHSA [/ Ta
a/A Npu3BOANTb A0 3BYXXEHHSI CMYr NPONyCKaHHS BibpaTopiB, a yKopoveHHs BibpaTopiB NpM3BoauTb
00 PO3LUMPEHHSA CMYTM NPOMYCKaHHS.

BibpaTopHi aHTeHHI peLiTkn OOCNiMKYEMO MaTPUYHUM METOAOM. AKLLO YSIBUTU KOXEH BibpaTop
AK 6araTtonontoCHUK (3anexuTb Big 4ucna CTPWXKHIB B LMMIHAPI), TO aHTeHHa peuwiTka (puc.1) €
KackagHe 3'eqHaHHA OBOX OaraTonosrtoCHUKIB.

Hexan [S;] Ta [S,] - MaTpuui po3citoBaHHS ABOX GaraTonoCHMKIB, WO ONUCYOTb ABi LMMIHAPUYHI
BiBpaTOpHi aHTeHHi pewiTkn Ha puc.1, 3'egHaHux kackagHo (puc.5), a [S] - maTpuua po3citoBaHHA
BCbOro 3'€AHaHHS.

) S, ] . [S] . — ¢ [S] .

Puc.5. KackagHe 3'egHaHHs 6araTononoCcHUKIB.

MpenctaBumo [S;] u [S,] y 6GnoyHoMy BUrNSAAi, po3OMBLUM MATpUL Ha KINITUHKN:
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MaTpuuto [S] TakoX 3py4YHO ySaBUTU B BN1IOYHOMY BUINAAI, PO3AINMBLLM 1T HA KMITUHKK, LLIO
BiQHOCATbCA A0 nepLuoro abo apyroro 6araTonontocHMKa:

5]

[R]

[T]

7], |

|
|
|
|
: R]

()

Bnokun matpuui [S] nos'asaHi 3 6nokamu matpuub [S;] Ta [S;] HaCTYMHMMW CMiBBiAHOLLEHHAMMU:
[R] = [R1] + [T1]¢ {[E] — [R2] [R's 37 [R2] [T4l,
[T] = [TI{[E] = [R'\ ][RI} *(T1],

[R'] = [R,] + [T,L{[E] — [R'1][R 37 [R",] [T ],

(8)

MigcTaBnsoun Bupasun (8) B (7) oTpMaeMo po3ropHyTMI BUpa3 ans matpuui [S].

TyT [E] - oguHM4YHa maTpuusi, NOPSAOK SKOI LOPIBHIOE Yncny 3'eaHaHb GaraTonontoCHUKIB.

Cuctemi BUNPOMIHIOBAYiB NOCTaBMMO Yy BiQNOBIOHICTbL €KBiBaneHTHU ©6araToOnOMOCHUK, SKWUA
XapaktepusyBaTUMETbCA MaTpuuelo poscitoBaHHA[S]. B 4kocTi  Bxody KackagHoro 3'efHaHHSA
BnbepemMo peanbHO iCHytoYi BXoau BiGpaTopiB aHTEHHOT pewiTki. Toai 6nok maTpuui poscitoBaHHS
NOBHICTIO BM3HAYaTUMETLCA MaTpuleto onopis [2].

EdektnBHe yHKUitOBaHHA BiOpaTOPHOI aHTEHHOI peLiTKM B LUMPOKIN CMy3i YacToT noTtpebye
BiZMOBIAHOIO Y3roaXyBasibHOro nNpucTporo. PopmyBaHHA 3a4aHOro amniiTygHo-ga3oBoro po3noainy B
BaratoenemMeHTHUX aHTEHHUX peLUiTKaxX TakoX BUMArae y3romxysasnbHUX MPUCTPOIB, LLO NpauoTb Y
LUMpPOKin cmy3i YacTtoT. OgHUM i3 NPUKNaAiB TaKoOro y3roaxXyBanbHOro NpUCTporo Mmoxe ByTn cxema, Lo
npegcraeneHa Ha puc.6. Taka cxema y3rogKyBanbHOro NPUCTPOLO BiAPISHAETLCA HE NULLE LLUMPOKOH
CMYroto poboymx 4acToT, a 1 MPOCTOTO KOHCTPYKLI.

3a3HaumMmo, wWo dopMyBaHHS HeOoOXiAHOro amnniTygHo-a3oBOro po3nodiny Ta B aHTEHHMX
peLliTkax OOCAraeTbCHA LUNAXOM BUKOPWUCTAHHA BIiAMOBIOHUX Y3rofXyBalnbHUX enemMeHTiB. B AkocTi
Taknx enemeHTiB B Aiana3oHi AeKameTpoBUX Ta MEeTPOBUX XBUSTb BUKOPUCTOBYHOTLCS y3roaxyBarbHi
TpaHcgopmaTopu abo ribpuaHi cymaTopu.

Po3rnsHemMo 3aBAaHHS LWMPOKOCMYTOBOrO Y3rofKEHHS ABOX aKTUBHMX HAaBaHTaXEHb 3a
aonomoroto TpaHcopmaTtopa. EkBiBaneHTHa cxema Takoro y3rogKyBasnbHOro TpaHcgopmaropa
BPaxoBYE iHOYKTUBHICTb PO3CilOBaHHS Ta EMHOCTI NEPBUHHOI Ta BTOPUHHOT OBMOTOK, @ TakoX EMHICTb
3B'A3KY MiDK HUMW.
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Puc.6. Cxema y3rogxyBanbHOro TpaHcgopmaropa

Cxema Ha puc.6 3 OOCTaTHbOK AN NPaKTUKM TOYHICTIO MOAENE BNACTMBOCTI SK 3BUYANHUX
TpaHcdopmaTopiB, Tak i geski TUNK TpaHcopmMaTopiB TUNY AOBroi NiHil Npy napaMmeTpax cxemu, Lo
He 3anexartb Big YactoTtu [3].

MpucTtynaroum 4o aHanisy cxemu puc.6, BBegemMo nosHadeHHs: I' — BXigHui KoedilieHT BiadunTTa
NPV HaBaHTaXXeHHI TpaHcdopmaTopa NPOBIHICTIO, O AOPIBHIOE BHYTPILUHIA NPOBIOHOCTI reHepaTopa;
p - XBUINbOBWIA onip TpaHcdopmaTtopa; p = 4/Ls/C, Ae Lg— iHAYKTUBHICTb po3citoBaHHs; C — BnacHa
EMHICTb, siIKa AOPIBHIOE C; + C, + C3(n — 1)?; a = R,/p — KoedilieHT HaBaHTaXeHHs!; f, — YacToTa
3pi3y, Aka AOPIBHIOE R, /4mL,, L, — IHAYKTUBHICTb HaMarHiyyBaHHa o6MOTKM; x — NOTOYHA 4YacToTa.

; Cq Cy C3
Kpim TOro, no3Hauymmo my = T o mp=75 my=_.

YMoBW, Npu sikux 3abesnevyeTbCsl MakCMManbHO LUMpOKa CMyra 4actoT. [Ans uboro Bunagky
MaeMo:

ml = 0,5[1 + 2m3(n - 1)],
m, = 0,5[1 — 2nms(n — 1)].

Ha puc.7 Ta 8 HaBegeHO 3aneXHOCTi BESIMYMHM «a Bif 3Ha4YeHb MaKCMMarbHOro koediuieHTa
BiaoutTa I, | Ta |, | BIO Xy, Ui 3@N€XKHOCTI NOGYQ0BaHI NP nmz = const ANA MakCUMarnbHO rNagkoi
(a=1) Ta yebnweBcbKoi (@ < 1) xapakTepuUCTMK, NPUYOMY BUrpaLLl Y CMY3i NPONYCKaHHS, WO OAETLCS
3aCTOCYBaHHAM OCTaHHbLOI, NexuTb y Mexax 1,6 ... 1,9. Lli 3aneXHOCTi 3py4HO BUKOPUCTOBYBATU Mig
Yyac po3paxyHKy TpaHcdopmaTopis.

[MpakTUYHO 3HaYeHHA my, m, i m3; MOXYTb 3aneXHO Bifl KOHCTPYKLIT Ta CXeMN 3MiHIOBaTUCS B AyXKe
LWMPOKMX Mexax. Akuwo C; =k, C3 = k(n—1),C = kn3 (C HaBegeHo 00 MepPBMHHOI OBMOTKM, K —
KoediLliEHT NPOMOPLINHOCTI) i BAKOPUCTOBYIOUM PIBHICTb My + m, + m3(n — 1)? = 1, oTpumaemo:

M; = 1/n3;
M, =3(n—1)/n% 9)
Mz = (n—1)/n3.
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Puc.7. I'pacpbik 3anexxHOCTi BENWYNHM @ Bif 3HAYeHb MakCMManbHOro koedilieHTa BigbuTts
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Puc.8. Ipacbik 3anexxHoCTi MakcumarnbHOro koedilieHTa BigduTTS Big 3HAYEHDb X,y
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BigsHaummo, wo dopmynu (9) gna M., M., Ms aBnsatoTeca  HabnwkeHumun. LLnpokocmyrosui
Y3rofp)KyBanbHUN TpaHCOpMaTop MOXe 3acTOCOBYBAaTUCA B BIiOPATOPHIA  aHTEHHINM peLliTku, Lo
DOCTIoKYETBbCA.

BucHoBku
3asHaummo, Wo JocnigpkeHa KOHCTPYKUia BiGpaTopHOi aHTeHHoi pewitkm ans MUIC possonse
peanisyBaTtu gocTaTHi Ans npakTtukm Bucoki 3HadeHHs KCIO ta KK[, wo Bignosigae pesynbTatam

po6oTu [3]. BUKOpMCTaHHS rOpM30oHTaNbHMX PELLITOK Ma€e LUMPUHY NPOMEHI0 NpubnuaHo /2A/L , ae L
— LOBXWHA aHTeHW. [OpM30OHTanbHa KOHCTPYKLIS aHTEHHOI PELLITKN Ma€e NOPIBHAHO crnabky 3anexHicTb

LUMPUHN MPOMEHIO BiA [OBXMHM XBWIMi, MPOMOPUiHY VA Ta BiApPI3HAETLCA BUCOKOK CTINKICTIO
eneKTPUYHNX NapameTpiB. [opu3oHTanbHa nonspusauisi BibpaTtopHOi aHTEHHOT PELUiTKN AEKaMETPOBMX
XBUIb ICTOTHO e(PeKTMBHILLA MOPIBHSAHO 3 BEPTUKANbLHOK MonapusaLieto Ans KyTis Micusa ¢, < 10°.
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FAULT TOLERANCE REDUNDANCY METHODS FOR 10T DEVICES
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Amumpenko O.A. HaujoHanbHuli mexHiyHul yHisepcumem YkpaiHu «Kuigcbkul nonimexHiyHud
iHcmumym imeHi lzopsi Cikopcbkoao», Kuig, YkpaiHa. Olexandra.Dmytrenko@gmail.com

Ckynuw M.A., 0.m.H., npogp, HauioHanbHUlU mexHIYHUU yHIeepcumem YkpaiHu «Kuiscbkuli
nonimexHiyHul iHcmumym imeHi leopsi Cikopcbkoz2ox, Kuig, YkpaiHa. mskulysh@gmail.com

Abstract: 10T technologies are emerging with high rate. Fault tolerance influences not only the general quality
of work in a conglomeration of 0T devices, but also the security of the system. It might also affect the speed of
communication. This paper describes how error detection can happen. Several methods of increasing an loT
system’s fault tolerance are described and compared, showing their pluses and minuses, peculiarities of
application. The methods are cold, warm and hot standby, fault tolerance event manager, forward and backward
error correction. The ways of how common address and virtual routing redundancy can help with performing
failover and increase the guarantees of the system stability are also described
Key words: 10T devices, fault tolerance, faults classification, redundancy algorithms, failover

METOOW BIAMOBOCTIMKOCTI PE3EPBYBAHHSA NMPUCTPOIB IOT

Olexandra Dmitrenko .National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic
Institute”,Kyiv, Ukraine. Olexandra.Dmytrenko@gmail.co

Marija Skulysh, Dr.habil.,, Prof. National Technical University of Ukraine “lgor Sikorsky Kyiv
Polytechnic Institute”,Kyiv, Ukraine. . mskulysh@gmail.com

AHomauis: 10T (Internet of Things) mexHonoeii - ye Hegenuyki npunadu, siki MoxXyms nidedHysamucb 00
iHMepHemy ma 4acmo mMicmsimb CEeHCopu, rnpueodu (8UKOHas4i MexaHismu), abo ece pa3om. Po3ymMHuUl 200UHHUK
3 KYr10K CeHcopig, po3yMHa namna, Ky MOXHa y8iMKHymu Yu 8UMKHymu g8iddarneHo, cucmema 3pOoLEHHS POCITUH
y mporiyHiti mennuuyi, ska eMUKaembCs rpu 3aHuU3bKil 8orio2ocmi ma nepedae iHghopmauito 8 KiHUe8oMY paxyHKy
8 MObinbHUU menegoH wob dornomozmu KOHMpPOoIv8amu cmaH mensuyi, ye ece npuknadu loT npunadis.
Takux npunadie cmae gce binblue 3 KOXHUM OHeM, ma ix no4yuHarmb MOHmMyeamu malixe y 8Clo MeXHIKY 5K 8
nobymi, mak i Ha nidrnipuemcmeax ma gabpukax. BidrnosidanbHicmb yux npucmpoie He 3aex0u Kpumu4Ha, ane
€ cebepu, Oe momuriku Yu Hedocmayva OaHUX 3 Yux rpucmpoie € kpumu4Hor abo 05 rnpasunsHocmi pobomu
ansopummie npuliHAMMS piweHb, abo x Or1si MalWUHHO20 HaBYaHHSI ma HanawmyeaHHs WMmy4YHOo20 iHmernekmy.
OdHa 3 senukux idel, sika cmoimb fno3a 3acmocyeaHHSIM UuX mexHoroeaili ectodu, ue idest cmeopeHHs pO3yMHO20
micma, de He mpeba byde rnepcoHanbHO Hamazamuchk J1HO0SIM 8COOU 8CmusHymu ma ece Qo2/IaHymu, arne
0021150 3a 1o cymi aKicmio xumms MicmsiH 8i0bysamumembCsi a8MOMamuY4HoO.

B 0daHiti cmammi Hasodsimbcs ocobnuseocmi npunadie iHmMepHemy peded, siki 6iOpi3HsOMb iX 8i0 3az2asibHO
8i00MO20 KITieHmMYy 8 KrieHm-cepg8icHOMY 3acmocyHKY. Lle ManeHbka eHepeoeMHicmb, giddaneHe posmaluy8aHHs
8i0 cepesepie 4Yu xmapu, KyOu 3agaHmaxyembCcsi iHGbopMauyisi, a makox 20/108He, WO CMOCyemMbCsi crmammi, uye
HeobxidHicmb & be3rniepepeHoMy HalagaHHi aHUX a maKOX JYacma HeMOXrugicmb noemopumu HadcuraHHS
mux camux 0aHUX Mo8IMOPHO.

BacHosyroyuch Ha yux 8iOMIHHOCMSX, @ MaKoX Mar4yu Ha yeasi mocmyrnosud, a He pi3kul crnad akmueHoCMmi
3acmocyHKy 3apadu 3abesrneqyeHHs MakcuMarsbHOI sikocmi (ioeo pobomu, nposodumecsi aHania memodis
Hadnuwkoeocmi, a came xor00H020, Mern020 ma 2apsivo20 OYiKy8aHHS, MPOMOKOIy CriflbHOI HadnuuwKoeor
adpecu ma rnpomokosly HalruwKo8oCcmi gipmyasibHo20 poymuHay. Takox, aHamni3ytombCs muru rnoMusiok ma
MOXK/IUgicmb 3p03yMIMuU CripasXHK MPUYUHY MOMUSIKU. B cmammi makox 3a3Havyaembcsi crioci6 akmusauji
0odamkogoao obriadHaHHs ma Memod criOKyeaHHs 3a tio2o pobomoio.

Memoro cmammi € nokaszamu, siki Memodu Hadnuwkosocmi rpudammHi ns pobomu came 3 10T npunadamu.
Knrowoei cnoea: 10T npunadu, eidmosocmilikicmb, Kracugikauis rnomMusioK, HadfuwKoei an2opummu,
8iOHOBIEHHSI cucmemu ricsis 8i0Mosu.
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Introduction

IoT devices are the computing devices that by connecting to the Internet can exchange information
with the other similar devices or connected managing applications. We can find them in smart TVs,
lamps, washing machines and many other devices that compose a popular now smart home. They can
also be found in enterprises. They may help in organizing work activities such as meetings, comfortable
temperature in a building depending on amount of people or booking an available room. In order to
facilitate device control and maintenances in the process of production in factories on assembly lines,
loT devices are also used.

For example, they can report on the need to replace some details that are getting warn out. If to
adopt a robot on such an enterprise with the API to collect this information, this can eliminate need in
people’s involvement in production process, because the robot will be able to take the present details
and repair the apparatus. Adding to this, if the process of details’ ordering is standardized, no human
involvement into the basic assembly line needs will be needed. This can be very helpful on the harmful
production.

Nowadays, these edge devices gain much more popularity on the daily basics. A lot has to do with
the idea of smart city that gains its popularity (fig. 1). The loT devices get widespread in the agricultural
sphere. There they allow easily adjust to the changes in weather and control the state of the soil and
plants, turn on watering and report on the microelements and fertile that has to be added to soil for
better plant growth.

Having major things depending on the quality of work of small microcontrollers reporting their
information for the future analysis and decision making, it is getting hard to lose some data. For
instance, if there are two channels for the information: one for the standard status and another for
warning and error messages as it is described in fault tolerance event manager practice [1], and one
channel stops sending messages. This might cause major issues in perception of the real state of things
and cause wrong behavior and decision making. 10T devices won’t get correct directives and will
function either in the way they were programmed or in some default way. Speaking about agriculture,
watering can happen during the maximum sun activity which might kill the plants.
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Fig.1. Distributed Systems and IOT. Source: https://www.icar.cnr.it/en/sistemi-distribuiti-e-internet-delle-
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This brings us to the need for fault tolerance [2]. Its idea is to let the system function correctly even if a
fault or several took place or in the worst case gracefully degrade. The last means that the fall of part
of the system will be obviously felt, but this won’t prevent all the other parts of the system function
correctly until the lacking part or its mirror is up. The main idea of this paper is to compare 10T devices
with the standard clients in server-client applications, and based on the differences to propose solutions
that will maximize the chances of receiving correct data on time.

Research

Peculiarities of IoT Devices Compared to Standard Clients

The question of fault tolerance is being on for many years and for sure there are many solutions on
how things can be adjusted. Their present solutions were tested on systems with standard client-server
applications. The question is how l0T devices are different from any other network device connected to
the network.
One of the practical things is the small amount of energy being consumed during their work. It is very
handy taking into consideration the sphere of application of edge devices. At the same time, having no
electricity and/or no Wi-Fi, no data will be able to be sent. In order to prevent a failure of this basic level,
an additional source of energy might be supplied, solar batteries and sufficient accumulators may be
also placed to feed the electrical needs of a device.
Another peculiar quality is that the edge devices are often located at the distance from the reporting
location. This means that there might be a need for a wired connection to the internet or for a connection
to a local network through Wi-Fi. In case the connection breaks but the devices work properly, the third
solution is to organize a moving connection that will come close to the devices several times a day and
either read the data from the devices transmitting it further or give chance to the devices to connect to
the Internet by themselves. In the case of using this technique, an IoT device has to be equipped with
the proper amount of storage that will be cleaned only after the data gets transmitted.
An example of such a device is a smart ringer that records and stores all the suspicious behaviour it
notices around the place. It has memory and a connection to the cloud where it transmits all the
recordings. But when the connection is lost, the backup plan is to record the information on an inserted
memory card and transmit it whenever the connection appears.
A different solution for having the Internet in distant places is SIM cards. As long as the carrier supports
the connection in the location and the device supports SIM cards, it's possible to furnish every device
with its card and be sure that if no data is received, the reason is not the network, but the malfunctioning
of the device. Modern smartwatches support virtual SIM cards, so there is no need to sync the sleep
information with the phone they are connected to, but sync it directly to the cloud.
The third distinguishing point of l0T devices is the regularity of the messages they send. There are
many devices for measuring characteristics all the time, e.g., humidity, or recording 4k video on the
streets and transmitting it to the police station. When it comes to bank robbery, which is a rare case yet
possible, it's of high importance that it is discovered at its start, not when the money is already stolen
and people are injured. In such institutions, it’s better to have replicated devices that will preserve from
a great disaster from happening.
If a device is simple and has no memory inside, which is a common case, failure to send the data results
in data loss. This can break not only a single decision made based on not complete data, but ruin the
system of machine learning if such is present. The process of teaching artificial intelligence is important,
time and resource-consuming, So better not to repeat several times. This means that it's better to have
guarantees of maximum correct data that will result in correct algorithms for future decision-making.
Below there are several methods describing how to better organize the structure of 0T devices, data
from which is of high importance.

Basic Structure of IoT System and its Needs

IoT devices can communicate with each other or with the gateway, which secures the connection in
between the device and the cloud or server that collects the data from all the sources and permits a
connected system to make decisions based on the collected information and respond with the directives
(fig. 2). Taking into consideration that some devices produce loads of information, for example, the
moving of particles in an electron collider is registered every millisecond, it is getting too complicated to
transmit the data as soon as it appears.
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That is why there some devices perform bandwidth optimization - have integrated data processing
capabilities that minimize the amount of data that has to be sent to the data centres by picking only the
most important data. This technique is called edge computing. For example, this can be done by
sending the new data only when an update happens or by sending delta in changes. This technique
improves not only security footprint, taking into consideration that fewer data has to be encrypted and
transferred over the network. It also reduces response time because data doesn’t have to travel to and
from a remote location for processing [4].

For now, there are still many unsolved issues with the security set-up. In this article, the accent is made
on describing the faults that may happen in the system and possible ways how to handle them are
shown.

Gateways in an loT system

EDGE SYSTEMS AND
SERVICES

Devices

Cloud

Sensors Gateway

Actuators

Fig.2. 10T device and Cloud management organization.

Source: https://www.techtarget.com/searchnetworking/definition/edge-device

The Faults Classification
In order to understand a cause of an error, it is important to understand the origin of an issue. If an
issue is seen on a server, it could have originated not necessarily there, but possibly on any server
dependency. Looking on Image 2 it can be said that if a system element fails to do its work correctly,
the reason for it could be erroneous data on the cloud that could be caused by problems with the
gateway or by issues with any edge or 10T devices. So basically, anything could cause an error. Below,
the onion fault model is described. It contains the basic classes of faults.
The onion fault model presents the basic faults division into five main classes (fig.3). The structure
describes that any upper faults reasons include any reason from the bottom layer. For example, a cause
of an arbitrary fault can be a crash of a server that belongs to the fail-stop level [3].
o Arbitrary faults are the faults that happen once in a while, but other than that, a server works correctly.
e Timing - a server fails to respond in a given amount of time, but the late response would be correct.
¢ Omission fault is when a server doesn’t respond or accept requests.
e Crash or fail-silent model of fault is when a server suddenly stops working, and it is not clear to all
the working components. In synchronous systems, such faults can be detected by long timeouts.
¢ Fail-Stop faults happen when a server halts in the process of task execution and this gets known by
relative working services.
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Arbitrary

Timing

Omission

Crash
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Fig.3. Onion fault model

To sum this all up, it's important to mention that at every stage there should be some guarantee
that the faults won’t happen because of ‘stupid’ reasons. If it is possible to perfect an important
system with additional guarantees that a simple occasion will not destroy all the algorithms and
analysis, it should be done. Below, | study the methods that may be used to prevent a basic failure
and adapt them to varieties of 0T devices giving examples.

Adding Redundancy to the System

Failures can happen in any system at any moment. It's about being ready for it. Implementing a
standby system might be very useful. This means that additional elements like database, servers, power
or any other component will be in a ready state. In case something fails, there are other parts ready to
pick up the work.
When picking a location for the standby elements, many factors should be considered. If that is a server
or a database, a probability of an earthquake, war or food may be considered. This means that on one
hand, it is politically more secure not to reveal user data through basing databases in other countries,
but on the other hand, the probability of physical corruption should be small enough to pose a server in
a nearby location.
There are several kinds of redundancy methods that may be implemented over the system depending
on its needs. The methods are cold, warm and hot standbys.

Cold Standby
This is a redundancy method when another system that duplicated the running one, is installed and
started once in order to be activated. After all the setup activities were done, the system is turned off
and is started only in case of failure of the current working system [4].
This technique can be used in systems that either is not designed to give momentary responses to
users or in the ones that don’t incorporate stored data. For such systems, other standbys can fit better.

As an example of a cold standby, can serve an autonomous electricity generator that doesn’t work
without any need. If a sudden issue happens with the power station, so that it can no longer provide
electricity, an electricity generator will turn on automatically and continue the work of the system.

Warm Standby

This technique is different from the cold standby by having the running duplicating system in parallel
that time-to-time syncs data with the primary system so that in case of its fallback it will be able to pick
up work and continue performing it, but only from the last back up time. If mirroring of the system is
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done often, it's good for backup reliability, but the cost of mirroring should also be taken in consideration.
It might be performed only at times when the system itself is not overloaded [5].

Distributed or NoSQL databases can serve as an example. Usually, applications are written in a way
that servers are stateless and all the information is read from the config files or from the database. As
long as replicas of the database contain the latest information, there is no issue to continuing full work
from the moment and when the issue with the primary system is solved, sync all the data on the main
storage.

Hot Standby

This technique is peculiar by having a duplicating system running all the time, simultaneously with
the primary system. All the data is mirrored in real-time. Because of this, it is also called ‘hot spare’.
This is useful for systems with a high chance of failure or with a need to restart from time to time. Such
a system provides not only graceful degradation but a switch on the supplementary system might not
be felt by many users. Yet, often such systems are implemented in a way that when a secondary system
works, it gives responses only on read-only activities. Writes are configured only on primary system
which is never off for a long time [6]. A message about temporary write unavailability may be posted or
the right requests might be collected in a que and performed as soon as the initial system is on and
running.

Examples of such a system can be easily found in enterprise networks, as long as a second turned-
on printer can serve as a replication of a primary one and perform all its activities if the user redirects
the request. In a similar way, any lIoT device can be replicating a base one and be ready to perform
whenever it is requested by a managing system.

Hot standby reminds load balancing a lot. But is it really it? Load balancing is a technique of having
two or more servers that can process the same requests. Ideally is when all the amount of the requests
is divided evenly in between all the servers, so that the same number of requests will go for every server
and none is overloaded [7]. Yet, this technique is not needed for 10T devices primarily because they are
the source of the information and accept data only in the form of their configurations with no need to
spend sufficient time on its processing.

Common Address Redundancy Protocol

The idea of a common address redundancy protocol is to share common IP address and a common
virtual ID in between multiple hosts in same network segment. This conglomeration of hosts is called
redundancy group. One host is a master host and it owns the IP address. Other hosts are ready to
pick up if the master is not responding [8].

Virtual Router Redundancy Protocol (VRRP)

This technique is useful for cases when the physical connection with a device can break and this
device will be (temporary) replaced with another having its own address. In order to eliminate issues
with those, a virtual address can be used that will connect all the addressees with a working element
through a virtual address, while a real one will be known only to a master router that manages all the
connections. It has to be mentioned that the master router is also backed up by a group of other routers
ready to take his job if it fails.

Remote measuring of water level can serve as an example of a group of devices where only one
takes an action depending on its state. Several 10T devices can be set up on different height in a
channel. If one of the sensors changes its state, e.g., it was flooded but now it gets not, the level of
water has fallen below required and a command to open dam'’s gates will be sent. When water reaches
another sensor, using the same IP address it sends another command which is to close the gates.
There is no need for those devices to have different identifiers because they do the same function.

How to Initiate a Failover

In order for any redundancy technique to take place, in servers and loT world the technique of
heartbeats usually takes place. Working equipment sends its heartbeats with a defined regularity to a
replica or to the management server. In case of any change in a regularity of the heartbeats, the
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preprepared redundant equipment has to take an effect. It can be activated manually. In this case it is
called ‘automated with manual approval configuration’

Conclusion

This paper explains the redundancy algorithms whose main idea is to supply the network with
additional either physical or logical connections or devices. Primarily, it is about determining a real
cause of an issue. It is important not to take all issues too generally, but when the issue happens, have
its sufficient description to eliminate problems in middleware that could possibly cause the same issue.
An onion fault model describes the order of issues’ severity and inclusion in one another. If an
application is multipart, a substantial problem like an outage could happen with it and it will not start
working by itself, but to another part of an application, it will appear as a minor issue that some indicators
cannot be provided.

When a system experiences a fault, a big thing is a graceful degradation. This means that if a part
of a system stopped working this shouldn’t kill the whole system. All the working parts can continue
supplying their functionality. When some mechanisms include the broken others to perform fully, a
warning with the fault description and preferably the fix time could be shown.

In order to provide this kind of behaviour, and to cover the need for infinite non-stopping data
supply from the IoT devices, the system could be supplied with additional devices that will be in standby
mode waiting to be needed and turned on in the whole flow. Depending on the speed an additional
device has to infiltrate and on the presence of state (memory or set up in which a working partner is),
there are three types of standbys. A cold standby is when a device is initially set up and ready to
participate, but is off until it will be needed. A warm standby is when one device syncs its data/state
with a supplementary device. A hot standby is when a second device is in a completely ready physical
and logical state to pick up work as long as sinking happens all the time.

It is not only about backup for a device. The backup should also be on the protocol level, meaning
that both devices should have a common IP or virtual address or be in one redundancy group. The
protocols that support this kind of addressing to different hosts are called common address redundancy
protocol and virtual router redundancy protocol.
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AHomauisi: Y pobomi npoaHasizoeaHo idxo0u 8o nidsuweHHs cmitikocmi 00 repesaHmMa)eHb
MynbmucepesicHOI 2emepo2eHHOi Mepexi 3 camonodibHuUm mpacgpikom. ObepyHmosaHa HeobxidHicmb po30inbHOI
06pobku mpadbiky 5K 3 PiBHUMU cmamuCmuYHUMU Xxapakmepucmukamu, mak i 3 mpuHyunosuMu 8idMiHHOCMsIMU
8 cmpykmypi: mpagpiky "Triple Play” (mosa + sideo + OaHi), a nomim "Quadro Play" (mosa + gideo + daHi +
mMobinbHi aboHeHmu). [ns supileHHs 8ka3aHOI 3adayi po32risiHymi 0cobnueocmi sukopucmaHHs adarmueHUX
KoMymauitiHux cucmem ma po3nodiny iHghopmauii i3 3acmocyeaHHsIM rpozpaMmHux Komymamopie Softswitch
ma/abo npozpamHux cucmem IP Multimedia Subsystem (IMS). [llpoaHanizogaHi mMamemamuyHi Modersti
camoriofibHoeo MepexHo2o mpadhiky. Bupiwyembcsi 3adada aHanmimu4yHoe2o 8U3HaYeHHs1 4acoeux
Xxapakmepucmuk mepexi, Ki € ausHadanbHUMuU 05151 00Cs2HEeHHS] MakcuMarbHOI WeudKoOiT i MiHIMarbHO20 Yacy
docmasku iHhopmauii kopucmyesady. [ OCHOBHUX Xapakmepucmuk eurnadkogoeo cmaujioHapHO20 rpouecy
(Mamemamu4HO20 o4iKysaHHSs, ducriepcil, KopensauitiHol oyHKUIT) daHa oyiHKka moYHOCMI iX 8U3HAaYEHHS 3a51eKHO
8i0 Yacy criocmepexxeHHs1 3a pearsisauiero npouecy. BusedeHo supasu Onsa onucy OuHaMmiku 3MiH napamempie
AKOCMi MepeXi 3a51eXXHO 8i0 cmaHy MepeXXHUX 8Yy3/1i8 ma cmamucmuKku MEepexHo20 mpagiky.

Po3sansiHyma koHuenuis po3nodineHoi iHmenekmyarsnbHOI OUiHKU napamempie ma cmaHy mepexi. OnucaHa
yomupupieHeea apximekmypa Cy4YyaCHUX MmesieKOMyHiKauiliHuUX MyrbmucepeiCHUX MepexX: pieeHb docmyiy,
MpaHCrnopmHUl pieeHb, PiBeHb yrnpassiHHA K HO8a KOHUeErnuis KoMymauii ma pieeHb o6cry208y8aHHs, KUl
su3Hayae ckriad KoHmeHmy iHghopmMauitiHoi Mmepexi. BubpaHo mecmosi xapakmepucmuku ma obrpyHmosaHo
3as0aHHsi mecmysaHHs MPOJYKMUBHOCMI MyfIbMUCEPBICHOI 2emepo2eHHOi Mepexi. Y SKocmi OCHOBHOI
rpoepamu nowiyKy HecripasHocmi aubpaHutli d8oxemarHuli nowyK, onmumarnbsHUU rno MiHiMarnbHOMY cepedHboMY
yacy, sKul eumpadyaemscsi Ha susierieHHs1 eiomoeu. [Noka3aHi nepesasu mecmie npodykmueHocmi mepexi Had
yHKUiOHanbHUMU mecmamu.

Knro4doei cnoea: mynbmucepsicHa mepexa, camoriolibHuli mpacgpik, mecmu npodyKmueHOCMI,
napamempu sikocmi, po3dinbHuUl mpadgbik, nepesaHmaxxeHHsi, OUHaMidHa Mapuipymu3sayis
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Introduction

The modern development of telecommunication networks (TCN) is characterized by constantly
growing data transmission traffic, the organization of services is less and less related to the actual
transport of information [1, 2]. This approach is the basis of the process of modernization of existing
and construction of multi-service networks (MSN) of new generations.

The integration process extends not only to networks of various purposes (computer,
telecommunications, document telecommunications), but also to networks with different switching
methods, protocols and principles of construction [3, 4].

The relevance and perspective of the unification and convergence of networks of various purposes,
the harmonization of computer and telecommunication technologies is due to the constant development
of information transmission technologies and the construction of networks of new generations based
on them.

The objective complexity of new generation networks is due to the use of dynamic routing
principles. In addition, even in the simplest models of modern networks, we are faced with a multi-
parameter system, the behavior of which we can predict only at short intervals, which, as a rule, are an
order of magnitude smaller than the duration of a message divided into individual packets. The latter is
caused by a change in the statistical characteristics of the traffic.

The intensity of heterogeneous traffic does not obey Poisson's or Erlang's laws. It is described by
a probability distribution with so-called "heavy tails" - Pareto, Weibull, gamma distribution, etc. Such
traffic is called self-similar or fractal [1, 2]. In addition, with a relatively low average intensity,
instantaneous bursts (spikes) of the intensity of self-similar network traffic may occur.

During the development and implementation of modern MSN, there is an objective need for
separate processing of traffic not only with different statistical characteristics, but also with fundamental
differences in structure: "Triple Play" traffic (language + video + data), and then "Quadro Play"
(language + video + data + mobile subscribers).

Such a task is solved with the help of SoftSwitch software switches [2, 4] and using the hardware
and software complex IP Multimedia Subsystem (IMS) [5, 6]. As shown in [3], the main difference
between IMS and Softswitch is the function of convergence of mobile and fixed communication.
Softswitch's complex solutions allow fixed line operators to provide a wide range of services, while
slightly sacrificing functions. Note that IMS platforms contain a significant number of functional modules
of Softswitch platforms.

Therefore, Softswitch is usually associated with the functional structure of separate parts of the
communication network that use VolP technology, open application programming interfaces
(Application Programming Interface - API) and signaling protocols (SIP, H.323, H.248, SIGTRAN). This
concept is discussed in detail in many articles and books, but here | would like to note the versatile
nature of SoftSwitch and the wide range of technologies that are used in SoftSwitch. The core of such
systems is a software switch - the control device of the complex, the features of which work practically
do not depend on the types of peripherals (terminal devices, signal and transport gateways). When
using IMS, there is an opportunity for service providers, operators of fixed and mobile communications
to provide services to users of all types of access networks and all types of terminals through a single
network based on the IP-MPLS protocol. At the same time, the quality of telecommunication-class
services is ensured, and not the "best effort" quality, as in a traditional Internet service. However, IMS
can only work effectively on "pure” IP networks. Therefore, IMS should be considered as an evolutionary
development of SoftSwitch hardware.

As noted above, multiservice network (MSN) traffic is by definition heterogeneous. In works
devoted to the development of software switches and IMS elements, this feature and related problems
are not considered. This article attempts to fill this gap.

The effectiveness of the telecommunication network management system (TCN) with packet
switching is largely determined by the delays of signaling and control information, which is associated
with a large number of various network switching nodes with different routing and information
processing algorithms [1, 7].

Currently, there is great interest in the methods of analysis and optimization of telecommunication,
computer and combined networks, intellectualization, convergence, in the implementation of network

control systems that "adapt”, "self-adjust”, "learn”, etc.
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However, at the same time, there are serious gaps associated with the systematization in this area
of knowledge, with the use of the mathematical apparatus of the theory, and even with the development
of a sound terminology.

Such a rapid kaleidoscopic change in technologies, technical solutions and the very principles of
network construction is accompanied by the closure of network equipment characteristics and, as a
result, extremely low efficiency in the use of network resources [5, 8, 9]. The above leads to certain
complications in evaluating the technical and economic indicators of the network, in the analysis of the
influence of certain parameters of the network equipment on the efficiency of its functioning.

At the same time, theoretical science does not keep up with technological developments and
attempts to quickly implement new de facto solutions. As a result, the task of analytically determining
the time characteristics of the network, which are decisive for achieving maximum speed and minimum
time for delivering information to the user, is complicated.

One of the key defining characteristics of TCN operation is signal and control information delays
that occur during data delivery through communication channels and during processing at intermediate
switching nodes [5, 7 10, 11].

The purpose of the studies covered in the article is the development of algorithms and the
construction of a mathematical model for evaluating the quality of functioning, finding and determining
the places of failures, overloads and emergency modes in telecommunication MSN with self-similar
traffic.

Mathematical models of self-similar network traffic

Self-similar traffic has a special structure that does not change with multiple scaling - in the
implementation, as a rule, there is a certain number of spikes with a relatively small average level of
traffic [12]. Due to such bursts of load, network characteristics deteriorate: losses, delays, jitter of
packets during passage through network nodes increase. Methods for calculating requirements for
networks of new generations (channel capacity, buffer capacity, etc.) based on Markov models and
Erlang formulas were successfully used in the design of telephone networks. Using them for modern
networks with self-similar traffic can give unreasonably optimistic solutions and lead to an
underestimation of the load [6, 7]. Distributions with "heavy tails" are used to describe the probability
density of self-similar flows: log-normal, gamma distribution, Weibull distribution, Pareto. The latter is
used to describe self-similar traffic most often [13].

Real random processes preserve the property of self-similarity only up to a certain limit. This limit
or measure of statistical stability of the process at multiple scaling is determined by the so-called Hurst

parameter or self-similarity parameter. A random process x(t) is statistically self-similar with the Hurst
parameter H (0,5 < H < 1), if for any valid value a > 0 process x(at)/a has the same statistical
characteristics as the process itself x(t):

- mathematical expectation M[x(t)] = M[x(at)]/aH, (1)
- dispersion D[x(t)] = D[x(at)]/aZH;
(2)
- correlation function R(t,7) = R(at), ar)/aw.

®)

The more H in (1)-(3), the longer the property of self-similarity is preserved under multiple scaling.
At H = 0.5 this property is practically absent. Correlation functions of self-similar processes with a large
Hurst parameter decay more slowly than those of ordinary random processes, and have, as a rule, an
oscillatory character. It was established that the constant component of the correlation function (3)
decreases according to the law:

—Cya
it 62,

where ¢y, ¢, - constants, a - scale parameter.
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The expression for the probability density of the Pareto distribution has the following form:

f(x) =%, (k/x)(l+1,
(4)

where k and a (k, a < 0) — distribution parameters.
Accordingly, the probability function:

F@=1- () x>k a>1) 5)
average value:

E(x)=2/ _ ., (a>1).
(6)

When transferring data of various types (voice, video, data, traffic of mobile subscribers), the so-
called Quadro Play, it is necessary to take into account statistical characteristics (4)-(6) for both the
case of synchronous and asynchronous service.

The concept of distributed estimation of network parameters and state

The architecture of modern TCN (Fig. 1) contains four levels [12, 13].

An access level gives users access to network resources. The transport layer is the main network
resource, ensuring the transfer of information from user to user. The management level is a new
switching concept based on the use of computer telephony technology and Softswitch. Softswitch
technology provides a fundamentally new approach to the concept of building network nodes, call
management, service provision and payment control. The level of service determines the composition
of the content of the information network.

There are some fundamental differences between traditional data networks and modern smart
networks. All these differences affect the principles of managing networks and their traffic. The following
can be listed among the most significant differences:

1) using the principles of dynamic routing. As a result, all communication channels are quite
difficult to describe and measure parameters;

2) high level of virtualization technology. New principles of differentiation of norms by parameters
related to procedures for implementation of service level agreements (SLA) and even different concepts
of quality of service (QoS) are applied;

3) high importance of equipment performance tests as a result, especially important principles of
traffic modeling in test procedures, even at the level of field tests;

4) incomplete standardization and the lack of high-quality operational measuring equipment are
currently an urgent problem. As a result, in the modern development of NGN networks, special devices
and their components are used to test solutions and install equipment.

Development of the concept of distributed intelligent assessment of network parameters and state
requires extensive use of analysis and monitoring systems. However, the existing management
systems, despite their functional redundancy, do not have developed intellectual means in their
composition, which allow to qualitatively predict the behavior of the computer network. Most
management tools do not actually manage the network, but only passively monitor it. They monitor the
network, but do not take active actions, recording only the fact of failure. The ideal solution would be
the development of a system of analysis, forecasting and localization of possible failures in the work of
both the telecommunications network in general and its individual elements. This property of the system
will help to identify possible bottlenecks in advance and take measures to eliminate them in advance.
However, such a control system is practically not implemented for operation in critical application
conditions [2, 4].

The intelligent core of the system for forecasting the state of networks and their traffic is a control
system. It is a control network and is divided into two sublevels:
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The first sublevel is responsible for the state of each network element separately and is tied to
specific equipment (router, bridge, switch, etc.).

The second sub-level of the control network is responsible for the general state of the controlled
network segments and the network as a whole and does not depend on the equipment included in it.

This approach makes it possible to clearly separate specific equipment and the topology of the
TCN. The control system automatically monitors objects in the network, collects the necessary
statistical information for configuring the control network. Next, the system monitors all objects and
forms a forecast of TCN performance in the future. The forecast is formed taking into account the vector
of output signals of the control network.

Clients Servers Service level

Transport layer

Router —— e Router

Access level
Users

Fig. 1. Architecture levels of multi-service intelligent networks

The algorithm of the system can be divided into four main stages [14, 15]:
1) installation stage;
2) the stage of object search and collection of statistical information about the computer network;
3) stage of configuring the control network and setting its parameters;
4) network NGN monitoring stage.

The first stage is system initialization. At this stage, the initial setting of the system parameters and
its self-testing take place.

At the second stage, objects are searched and statistical information about the network is collected.
All received data are stored in the database of statistical information.

At the third stage, the control network is formed and configured based on the information
accumulated in the database.

The first three stages are preparatory for the last, fourth stage of the algorithm's work, where there
is constant monitoring of found network objects and control of the network state. The data obtained
during monitoring are sent to the input of the control system. Next, a forecast of the state of each TCN
object is formed, which in turn is transmitted to the input of the control system. Based on the data
received at the output of the control system, a forecast of the TCN state in general is formed.
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Multi-parameter problem of dynamic routing

In the case of dynamic routing of network traffic, an individual route is calculated for each packet.
As a result, there is a problem of high dynamics of network settings changes. The vector of traffic
parameters (profile) changes dynamically, and therefore the parameters of network nodes change. In
general, the following dependence of TCN quality on network traffic parameters can be determined:

QoS = ¥(L,),
7

where Zp = {t;, Ly, Prt, Ac, ane} - @ vector of packet flow parameters;
t; — instantaneous traffic volume;
l,, — the length of the message;
pre, 1 < pre < n—message priority, n — the number installed by the provider priorities (the less
pr¢, the higher the priority);
a. — link layer address (MAC address);
a,: — network address (IP address).
According to the de facto standards [6, 8] the following test characteristics for the
telecommunications network:
1) capacity Cy:
- determined by the bandwidth of the test object (device under test — DUT);
- defines the maximum permissible load, at which there are no packet losses;
2) delivery delay Ly:
- defines the average delay and the probability distribution of the delay;
- packet delay is selectively measured;
3) packet losses F;:
- determines the frequency of packet loss in a range of data volumes and packet sizes;
- determines the dependence of losses on the load;
4) back-to-back B,z — the ability of the DUT to process frame by frame (back to back), a boolean
variable «0» or «1»):
- determines whether the DUT is capable of processing a fixed-length frame sequence;
- the duration of work is measured 7., at the current load,;
5) system Restore: determines the timer,.. DUT recovery after overload;

6) reboot: determines the time 7,..4.¢, Which passes from the moment of a hardware or software
reset of the DUT to full operation.

As a result considering (7), we get a description of the dynamics of changes in quality parameters at
each step in the following form:

QOS(Cd' Ld: Fl: BtB: Tctr Trecs Treset) = Lp(ti: lm: DPre, Qe ant)a (8)

that is, a 12-dimensional state space. Considering that the entire load profile affects the quality
parameters, we are faced with the impossibility of theoretically forming a complete description of the
behavior of the quality parameters of the telecommunication MSM. The task is related to the
multidimensional representation of the object, and the number of dimensions tends to infinity:

QOS(Cd' Ld: Fl: BtB: Tetr Trecs Treset) = lp(tir lm' Prt, Qe ant)l Uiin QOS- (9)

This leads to another problem of MSN monitoring and analysis: even the simplest network models
are multiparameter systems. Their behavior cannot be imitated with the necessary accuracy and
reliability. For these reasons, all attempts to solve the problem of planning and deployment of TCN only
by modeling and calculations according to (8), (9) will be clearly ineffective.

A way out of the situation can be found through a combination of theory and experiment. In
particular, in conditions where quality parameters depend on the level of network load, the only method
of their measurement is the combination of QoS analysis methods with the development of a detailed
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model of network traffic. The numerical experiment should be carried out under different traffic
intensities, varying in a wide range: from the minimum to the nominal load, and further up to peak loads
and significant network overloads. It should be noted that functional testing gives a qualitative
assessment of the operation of the TCN ("works - does not work"), while performance tests make it
possible to give a quantitative assessment of the operation of equipment and services. These important
differences of MSN testing methods from traditional networks must be taken into account first.

Conclusion

A condition for the effective functioning of TCN is stable current management in real time of all
network resources, diagnostics, control of parameters and status of the network as a whole and its
individual elements.

The defining task of reliability management is solved by implementing the following partial
functions: network diagnostics and monitoring, identifying faulty network components and determining
the type of failure, recording failures in the relevant databases, adjusting dynamic routing tables and
recommending the reconfiguration of the corresponding network segment. A two-stage search, optimal
for the minimum average time spent on failure detection, was selected as the main fault finding program.

For the main characteristics of a random stationary process (mathematical expectation, dispersion,
correlation function), the accuracy of their determination should be estimated depending on the time of
observation of the process implementation.

It is shown that functionality measurements (functional tests) become uninformative for MSN with
self-similar traffic. The ratio between functional tests and performance tests is clearly changing in favor
of the latter. Therefore, testing of a significant number of NGN applications and protocols must be
performed at all stages of network design and deployment. From a theoretical point of view, the tasks
of optimal design of modern TCN are closely related to the application of the principles of distributed
management and adaptation to the current conditions of network operation.

An important prospective task of TCN reliability management is a comparative analysis of optimal
and adaptive network management methods in conditions of incomplete a priori information about the
state of network and terminal nodes, statistical characteristics of network traffic.
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METOAW OUIHKM NAPAMETPIB PYXY MAHEBPYIOYUX BE3MINOTHUX
NITANbHUX AMNAPATIB B IHPOKOMYHIKALIMHUX CEHCOPHUX MEPEXAX
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LykaHoe O. ®., K.m.H., doy. HauioHanbHUl mexHidHUl yHisepcumem YkpaiHu «Kuigcbkuli
rnonimexwiqyHul iHcmumym imeHi leopsi Cikopcbko20o», Kuis, YkpaiHa.
cukanov-o@ukr.net

SlkopHoe €. A., K.m.H., npog. HauioHanbHUl mexHiYHUl yHieepcumem YkpaiHu  «Kuiecbkul
rnonimexHidHUl iHcmumym imeHi lzops Cikopcbkoz2o», Kuis, YkpaiHa, yakornovits@gmail.com

AHomaujisi: PosansHymo memodu ouiHKu napamempis pyxy 6e3ninomHux nimanbHUX anapamis, wo
3Haxo0simbcsi y cknadi iHGbOKOMYyHIiKauiliHoi cCeHCOpHOI Mepexi ma 3dilicHorMb pPi3Kul MaHesp abo rnocmilHo
MaHespytomb. g nid8uweHHs mo4YHOCMI OUjHI08aHHS NMapamMempig pyXy 3arnporoHO8aHO 8UKOpUCMo8y8amu
Opobosi psidu Telinopa, sKi 8 OaHull 4ac Marsio euBYeHi i we He 3HalWJUu HaJieXXH020 MPakKkmu4YHo20
3acmocyeaHHs fpu Onuci cknadHUx OuHaMiYHUX rpouecie 8 pisHUX mexHiYHUx dodamkax. Ha ocHosi
Mamemamu4HO20 MOJes08aHHS NMPO8edeHO NopPIieHAIbHY OUiHKY Opobosux roniHomig 3 noniHomamu HYebuweesa
ma noniHoMamu Ha ocHogi psidy Telinopa, sika rnokasana, Wwo eukopucmaHHs OpoboBuX MHOZ20Y/IEHI8 8
«KOB3HOMY 8IKHi» 00380/19€ OUIHUMU HEe MIflbKU 3MiHU KOoopOuHam i weudkocmedl, ane i ¢hakmu4yHo Oae
MOXIugicmb midsuwUMU MOYHICMb OUIHOK KOOPOUHam rapamempie pyxy 6e3nimomHux fimarnbHux anapamis,
SKi nocmitHo MaHespyroms. [lpudomy Halbinbw MPUUHAMHUM MHO204/1eHOM Orsl OUiHKU € MHO20YreH 3
Opobosumu cmyneHsimu pieHumu 0,5 i, Ha Haw noasd, HeobxiOHe nodasblue O0CNIOKeHHS NoniHoMmie 3 OpiIbHUMU
cmyneHsamu suue cmyneHs 1,5.

Knro4yoei cnoea: iHghokomyHikauitiHa ceHcopHa mepexxa, 6e3mninomHi imasbHi anapamu, napamempu pyxy, 6eKmop
cmaHy, memod HalmeHwux keadpamis, ¢hinbmp KanmaHa, Opobosi psidu Telsnopa, noniHomu Yebuwesa, iHmMepsarn
«K0B3aK4020 BiKHa».

METHODS FOR EVALUATING THE MOTION PARAMETERS OF MANEUVERING
UNMANNED AERIAL VEHICLES IN INFO-COMMUNICATION SENSOR NETWORKS

Oleg Tsukanov, Ph.D., Ass. Prof. National Technical University of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”,Kyiv, Ukraine. cukanov-o@ukr.net

Yevgenii Yakornov, Ph.D..Prof. National Technical University of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”,Kyiv, Ukraine. yakornovits@gmail.com

Abstract: Methods for assessing the motion parameters of unmanned aerial vehicles that are part of the
infocommunication sensor network and make a sharp maneuver or constantly maneuver are considered.
Toimprove the accuracy of estimating the motion parameters of unmanned aerial vehicles, a mathematical
method is proposed based on the use of the capabilities of fractional Taylor series, which are currently little
studied and have not yet found proper practical application in the description of complex dynamic processes in
various technical applications.

Based on the results of research and mathematicalmodeling, a number of results were obtained, consisting
in the following. For high-precision determination of the coordinates of the motion parameters of unmanned aerial
vehicles, it is possible to use algorithms based on the Kalman-Busey filter or the method of least squares with a
well-known motion model, since therelative accuracy of estimating these methods is almost the same, and about
It is optimal to use these methods simultaneously: first, the method of least squares to obtain an estimate of
measurements, and then the Kalman-Busey filter to estimate directly the parameters of motion. However, in order
to assess the motion parameters of constantly maneuvering aircraft, it is necessary to use estimation methods
based on a sample of measurements in a "sliding window". Anequal evaluation using algebraic polynomials,
Chebyshev polynomials and fractional polynomials by the method of least squares "in a sliding window" showed
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that the useof fractional polynomials makes it possible to evaluate not only changes in coordinates and velocities,
but also with the help of fractional derivatives, which occupy an intermediate position between the coordinates,
the first and second derivatives. , allows you to improve the accuracy of estimates of the coordinates of the motion
parameters of maneuvering unmanned aerial vehicles.

Moreover, the most acceptable polynomial for evaluation is a polynomial with fractional degrees equal to
0.5. and the authors' opinion is expressed on the continuation of studies with degrees above 1.5.

Key words: infocommunication sensor network, unmanned aerial vehicles, motion parameters, state vector, least
squares method, Kalman filter, fractional Taylor series, Chebyshev polynomials, “sliding window” interval.

Bctyn

NliTatoui ceHcopHi Mepexi Ha ocHoBi 6e3ninoTHWX nitanbHux anapaTie (BI/1A) 3HaxoasTb
aefani wuplLue 3acTocyBaHHS B iHPOKOMYHiKaUiMHUX cucteMax nigBueHoi xumeydecTi [1,2]. OgHum i3
3aBaHb, 3 SKMM OOBOAUTLCSA CTUKATUCS PO3POOHMKaM, NPU CTBOPEHHI TakMX MepexX, € BU3HAYEHHS
napametpiB pyxy (MP) Takux BIMJTA 3 BUCOKOI TOYHICTIO 3@ HAsiBHOCTI AeCTabini3youmnx NOMbOTHUX
dakTopiB, Takux sik BiTep (yoapHa XBuns Npu BedeHHi 6omoBux gin), 3miHa aTtMocdepHOro TUCKY
3anexHo Big BMCOTU NOMbOTY Ta iHWMX. Tomy ans Takux BIJIA TpaekTopito IXHLOro nonboTy chnig
po3rnsaaTth sk TpaekTopito 06'ekTa 3i cknagHMM BUAOM MaHeBpY i WO CKagaeTbesa 3 6e3nivi AinsHok,
KOXHa 3 SIkKMX HeobXigHO onucyBaTK CBOEID CUCTEMOID AudepeHLuianbHUX piBHAHb, TOOTO xapaktep
MNOro nepemilLleHHs B MPOCTOPI € TPAEKTOPIEID, Ha AKiM MOXHA BUAINNTU OiNSAHKW 3 PIBHOMIPHUM PyXOM,
Pi3KMM MaHEBPOM Ta AinsiHkM 3 6e3nepepBHUM MaHeBpyBaHHAM 00'ekTa. Po3rnsHemMo nigxoam OuiHKu
MNP onsa gpyroro Ta TpeTboro BUNaakie.

BukoHaHHA pocnigXxeHb

MatemaTudHy nocTaHoBKY 3aBaaHHs ouiHtoBaHHA [P BIMJIA npu ix kBasiogHopigHOMY
po3nogaini y npocTtopi cdopMyItoeMo B Takui cnocid. Ha nigcrasi HasiBHOT iHdbopmaLii npo koopanHaTth
X, ¥, Z,, Taix cepegHbokBagpatnyHi nomunkn (CKO) “ox;, "0y, “6Z,, BU3HaunTu NP - ouiHKK BEKTOPY
ctany (BC) X_)n KOOPAWUHATW X, ¥, Z;, MOXiAHWX (LUBUAKOCTEN) X,, ¥, Z, | KOPENALINHOT MaTpuLLi MOMUMOK
(KMIT), ouiHkn koopamnHat enemeHTiB K,, i Hagani nicns YeproBoro etany BMMIpHOBaHb BiACTaHEN Mix
cycigHimn BINJ1A npoBOAUTH TX YTOUHEHHS.

KoopanHatn BINJTA moxyTb ByTr BM3Ha4YeHi sk 3a gonomoroto gatymnkise GPS BcTaHOBREHMX Ha
BCiX BIMJIA TaK i WNsAXOM B3aEMHOTO BUMIPIOBaHHS BiacTaHen D;; MixX i-tum i j-Tum BIJTA (puc. 1),
Hanpuvknag, 3 BukopuctaHHam npoTtokonis IEEE 802.15.4 ZigBee, 6LOWPAN, Thread , RPL [3], (y pasi
natunkammn GPS ocHawwytoTbesa nuwe 3-4 BIJ1A mepexi).

LA S

-~
.

ey
R

HasemHEIA nyHKT

YMNPaENEHUA

Puc. 1. KoHdirypauis yrpynosanHs BIr1J1A

[Ana oTpymaHHs BMCOKOTOYHMX ouiHOK P y pasi maHeBpy BIJA 3a 6aratopas3oBux BuMIpIB
CKOPUCTaeEMOCS anropuTMOM OLiHIOBaHHA Ha OCHOBI dinbTpa KanmaHa [4]. Npu uboMy npunyckaemo,

75



THdoxoMyHIKaIiiHI Ta KOMIT FOTepHi TexHOJIOTii, Ne 2 (04), 2022

WO NMOMWUITKA BMU3HAYEHHS KOOpaMHAT, dAKi, Y CBOK 4Yepry, € BXiAHOW iHbopmauieto ana anroputmy
YTOYHEHHS pO3TallyBaHHS eneMeHTiB iHPOKOMYHIKaLiMHOT CEHCOPHOT MepeXi, MatoTb 3aKOH pOo3noAiny
NOMWUIOK, SIKMMA Yy 3aranbHOMY BUNagKy BIigPI3HAETbCA Big HOpManbHOro. [Ona uboro Bunagky
3acTocyBaHHS MoAMpiKoBaHOro anroputMy OMHAMIYHOMO OLIHIOBaAHHS Ha OCHOBI binbTpa KanmaHa
AO03BOSISIE, HA HALL NOrns4, OTPUMATK K CTiviki ouiHku NP, Tak i 3a6e3ne4nT IXHI0 BUCOKY TOYHICTb.

MoyaTkoBMKN ymoBamn anroputMy ouiHioBaHHA € BC X,,_; Ta anpiopHa KMO K,_; Ha n-1
KpoLi BUMiptOBaHb.

BekTop cTaHy MOXHa 3anucaTu y BUrnsaai:
T— . . .
Xin - |xin: X Yino Yo Zin» Zin - (1)

BekTop BMMIpiB NpeacTaBnsieTbCs SAK:

Yo"= 1%m  Tome Zinl ()

BEMVYUHN SIKOTO BM3HAYal0TbCH LWNAXOM BUMIPY BiacTaHen Mix BITIA.
Mpun ubomy ekcTpanoripoBaHe 3HadeHHA BC y 3aranbHOMY BUrMsAi MOXHA NOAaTU TakuM

YUHOM:
Xien = Finn-1Xin-1 + Gn_1Upn_1, 3)
Aae Fi, n—1 - MaTpuua ekcTpanonsauii snay
1 At 0 0 0 O
Fin,n—l = 0 1 4t 0 0 O0;
0 0 1 4 0 O
0 0 01 0 o0
0O 0 0O 1 0
0O 0 0O 0 1
G,—1 — MaTpULSA yrpasmniHHA
0 0 0 0 0 0
Ginn-1=0 0 0 0 0 0:
0 0 0 0 0 0
0 0 o0 At?)2 0 0
0O 0 O 0 At 2/2 0
Up—1' =[0 0 0 ayy1 ayn-1  Gzn_1| — BEKTOp ynpasmiHHs;

At — 4ac M BuMipamu BigctaHi mixx BIJ1A;
Ayn-1 Gyn-1  Azn-1 — NpuckopeHHs BIJ1A 3a koopanHaTamm.

Akwo nosHauntn S,_; — 9k KMl BekTop ynpasBniHHA, TO YTOYHEHE 3HaveHHS anpiopHoi KMO
BEKTOp ynpaBniHHA MOXHa 3anucaTtn y BUrnagi:

Sn-1= Sn-1, (4)

e y — napameTp CTiKOCTi MpoLEeCy OLiHIOBaHHS.
3a ananorieto 3 (3) ekcTpanonipoBaHy anpiopHy ouiHky KMl MoXHa Takox nogaTn HacTynHUM
YNHOM:
_ T * T
Kien - Fin,n—l Kin—lFin,n—l + Gn—lsn—lGn—lr (5)
ae K;,_, — ekctpanoniposaHa anpiopHa KMT.
[na noganbwmnx BUKNAgoK BU3HAYMMO MATPUYHUIA KOEQILIEHT MOCUNEHHS:

Hin = K5 (Kf + Qa) ™ (6)

ae Q;, — KMl BekTopy BMMIptOBaHb Y;,,, Ha N-My KpoLli.
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. . . o - o~ o~ =T
Topi ouiHky BC, nopany y Burnaai X, = |[%n, Xin Yow Yinr Zm» Zn| » MOXHa B 3aransHomy
BMNagkKy Hagatu 4K

e

Xm = Xien +Hin(yin - Xin ) (7)
a anoctepiopHy KMI1 ouiHOBaHHS:
K = Kf, — K Hin- (8)
Mpu ubomy K,,, y PO3ropHyTOMY BUrMSi NPeacTaBnseMo MaTpULIEo BUAY:

ox Sxk Sxy Sxy Sxz Sxz
Kn = Syy 0xX%* Sy Siy  Siz Siz
oy? Syy  Syz  Syz

Tyt ox?, 0y?, 0z% - gucnepcii NOMUINOK Mo KoopauHaTax, ox?, oy?, 02? — aucnepcii noMunok

no LUBWOKOCTAM, @ S,p - B3AEMHI KOpenauiiHi MOMeHTU. 3ayBaXXMMo, LLO CKad BEKTOPY BMMIpHOBaHb
Y;, Ta BeKTOpY CTaHy X, OAHaKOBWI, TOMY MaTpu1Ls BUMipOBaHb NMOOAMHOKA | He NoKa3aHa.

HaeegeHi Buwie Bupasu (3) - (8) i € 0CHOBOI NPONOHOBAHOIO CTIMKOro anropuTMy OLiHIOBaHHSA
BekTopy X,,, i KM K,,, koxHoro BMJIA. Lis ouiHka NpoBoaUTLCS LLopasy, ik y CeHCOpHOI Mepexi BITA
BUMIPIOIOTBCA BiACTaHi Ta Moro noMunkm go cycigHix brjlA. Ak mogene pyxy npunmMaemo rinotesy npo
pyx BINJIA i3 NOCTiNHNM 3HAYEHHSIM NMPUCKOPEHHS MK CeaHCaMn BU3HAYEHHSA KOoOpAnuHaT.

PosrngaHytun anroputm ouiHioBaHHs (3)-(8) oo3Bonde 3abe3neunTu CTinke ouiHoBaHHSA BC npu
panTtoBin 3MiHi TpaekTopii pyxy BIMJIA. OuiHkn Bektopy ctaHy BIJIA BknovaTb KoopavHaTH
1%, Y Zoms |T. TIpU LUBOMY MOMWIIKM BU3HAYEHHS KOOPAWMHAT oX; , 0y; ,0Z; | 6€3 ypaxyBaHHs
KOpensauiHMX MOMEHTIB MOXYTb OyTu rpacdhiyHO NpeacTaBneHi y BUrnagi NnpamMoKyTHOro napaneninega
B LeHTpi sikoro 3Haxoautbca BIJA.

AHanoriuHo - 3a LWBKUAKICHNMY cknagosumu BC |x;,, Y, z/;l|T TaKoX MOXHa NofaTty y BUrMsAj
napaneninega ane 3 BeNMKMMM PO3MipaMy 3a abCOMIOTHUMM BenuMuuMHaMu. Akwo "obear" Takux
napaneninegis 6yae OoCMTb ManuM, MOXHa rOBOPUTU MPO CTilKe aBToCcynpoBig KoxHoro BI1J1A 3
BMCOKOK TOYHICTIO. AKLLO TaKOro BUCOKOTOYHOIO aBTOCYNpPOBOAY He NOTPIGHO, TOAI OLIHIOTLCA NuLLe
KOOpAMHATKN po3TallyBaHHS.

Crinkicte ouiHioBaHHa BC BIMJIA 3abesneunmo "npumycoBuMM  30iNblUEHHAM" 3HA4YeHb
fliaroHarnbHUX eNeMeHTiB ad,”, ody,”, 6d,” MaTpuli Gy, p—1 B (3) LUMSIXOM MHOXEHHS Ha napameTp V.
Lis onepauis, y cBow 4epry, npu3BoauTb OO OOMEXEHHS 3HU3Y 3Ha4YeHb enemMeHTiB MaTpU4HOro
KoediLieHTy nocunenHs K,_;,, B (8). Takum YMHOM, KOHCTAHTaMM B anropuTMi € NnapameTp y i Benu4uHa
At. Y 3B'A3Ky 3 UMM, MpyM MOAENIOBaHHI MOXHa 3asganerigb noctaButu ernemeHTn KMIT BekTopy
ynpaBniHHA S, _; (4) Ans 3abe3neyeHHs CTIMKOCTI Ta HeObXiAHOT TOYHOCTI OLIHIOBaHHS.

[na nepeBipkn 3anpornoHOBaHOro anropuTMy BUKOpUCTOBYBanacsa mogens pyxy BINJIA Ha
OCHOBI peanbHuX TeXHIYHUX xapakTtepucTtuk BINJ1A Tuny "Opnar" [5], ska onucyBanacsa anrebpaiiyHum
NoniHOMOM 5-ro CTyneHs 3a KoopauvHaTaMu:

7y = ag+ay ti_g +ay ti_1*/2+az ti_1?/6 + as ti_1*/24 + as t;_1°/120, 9)
NOSIIHOMOM 4-ro CTYNeHs 3a LWBUOKOCTAMMU:
Zr= @t ay tig + a3 6572+ ag ti_13/6+ as ti_,*/24 (10)

i MONIHOMOM 3-ro CTyNeHs 3a NPUCKOPEHHSIMIA:
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Zy= ay+ s tip +ay tip? +as ti_13/6 . (11)

[eski pesynbtatn MogentoBaHHA TpaekTopin noneoTy BIJIA 3a noro npsiMoniHinHOMY pyci 3

MaHeBpaMu NpeAcTaBrieHi Ha puC. 2, a OLiHIOBaHHS poboTK anropuTMmy nig Yac po3sopoTy Ha 90° ans
Pi3HMX 3Ha4YeHb NnapameTpa y - B Tabn. 1.

1200 ~
10 1150

1150
1100 4

1100
T 10504

1050

H

1000 4 |
1000 ‘l

500 A o0
200 N

a) 6) B)

Puc. 2. TpaekTtopii nonboTy BINJIA 3 MaHeBpaMu: a) yHUKHEHHSI NOGOBOrO 3iTKHEHHS; 6) Habip BUCOTHU;
B) NnaBHUIA Po3BOpOT Ha 90°
Tabnuus 1.
PesynbTaTv MoaentoBaHHsA poboT anropuTmy OLiHIOBaHHS nig Yac po3sopoTy Ha 90° ans
Pi3HUX 3Ha4YeHb NapamMeTpa y.

3HaveHHs CKO MaKcuMManbHuX NOMMIIOK

napametpa | Xapakrep ouiHloBaHHA no koopgiHatam X,Y,Z [MoMunkm no WBeMAKoCTAM, M/C

y. anropuTMmy | Mig Yac 3MiHW TPaeKTopii pyxy, M

oX aY oZ oVx oVy oVz

0 HecrTinkumn - - - - - -
0,1 Crivkun 19 6 7 18 6 0,1
0,4 Crivkun 9 1,7 15 12 5 0,1
0,8 Crivkun 5,8 1,9 0,4 10 3 0,1

Pesynbtatn MmogentoBaHHs poboTn anropMTMy NoKasyoTb, WO npu y = 0 anroputm HECTINKWNA,
MOMWIIKM OLIHIOBAHHS NO BCIM KOOpAMHATaM LUBMAKO 3pOocTatoTb, TO6TO BigoMmui ginbTp KanmaHa
HECTINKMIA. Y Ton camui Yac npu 3HayeHHsx 0.4 < y < 0.8 (tabn. 1) 3anpornoHoBaHMN anropuTm
3abesneyvye CTiMKICTb NPoLEeCy OLiHIOBAHHS.

AHanis BenuuYnH1 NOMUIKM OLIHIOBaAHHA 32 KoopAMHaTaMu i LIBUOKOCTAMU i3 ycepeAHEHHSM Mo
100 peanisauisMm nokasye, WO 3 NPSMOMIHIMHOIO PyXy MakcMmarnibHa MOMWIKa 3a KoopAuHaTtamu
ctaHoBuTb 4,5 M npu y=0.1, a MiHimanbHa 1.6 m npu y=0.8, ane B AiNAHUI MaHeEBpPY - MakcumarnbHa
nomurka no koopamHatam ctaHosutb 18 m npu y=0.1, a MmiHiManeHa 5 M npu y=0.4. TakoxX Ha AinaHLi
MaHeBpPY MakcMMaribHa nomMurika 3a Wweugkoctamm ctaHosutb 18 m/c npu y=0.1, a miHimaneHa - 10 m/c
npu y=0.4.

OnTumanbHe 3Ha4YeHHS 3 AOMNOMOrOH SAKOro OTPMMaHi Taki MOMUITKM OLiHIOBaHHS gopiBHioe 0.8.
Mpu ubOMy 3HaYeHHs 3abesnedyeTbcs CTivike ouiHtoBaHHA [P BIMJIA npy AOCArHEHHI MiHIManbHOro
3Ha4YeHHs NomuIku Bu3HavyeHHs BC B cepegHbOMy 3a 8 KPOKiB OLliHIOBAHHS.

OfHak, OCHOBHMM HEAOMIKOM PO3rfISHYTOro anroputMy € Ton ¢akT, WO Yy pasi HasiBHOCTI
MaHeBpy, inbTp KanmaHa-bbloci gesknin yac npauoBaTtMMe Ha nepexigHin OinsHui ouiHIOBaHHSA, a
nicnsi YOro Ha cTauioHapHOMY. Y TOM Xe Yac, Npy KOPOTKOYaCHOMY MaHeBpi, poboTa ginbTpy KanvaHa-
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Bbtoci 3aexam Oyge Ha nepexigHin ginaxui. A sakwo xapakrep pyxy BIJ1A € TpaekTopieto pyxy o6'ekTa,
Lo MOCTIMHO MaHeBpye, TO 3a AOMOMOrol anropuTMiB Ha OcHOBI ¢inbTpa KanmaHa oTpuMaHHS
BMCOKOTOYHMX OLiHOK TP Hemoxnueo.

| TMM He MeHW, Ans BUCOKOTOYHOrO BUM3HayeHHs koopauHat [P BIJIA sk enemMeHTiB
iHOKOMYHIKaLIMHUX CEHCOPHUX MepeXx MOXHa 3acTOCOBYBaTW anropuTtMuM Ha OCHOBI inbTpa
KanmaHa-bbtoci abo metoay HavimeHwwux kBagpaTiB (MHK). MoTeHuiiHa TOYHICTb OUiHIOBaHHA LMX
METOAiB NPakTU4HO ogHakoBa. OnTuMarnbHMM NiAXo4OM OO oOuiHoBaHHA 1P € BMKOpUCTaHHS LuX
MeToais ogHovacHo. [llpuyomy B Takih nocnigoBHocTi: crnodatky MHK ana ogepaHHA OUiHKK
BMMIpIOBaHb, a Aani inbtp Kanman-bbtoci ana ouiHku MP. IHWuMK cnoBamu, Takmin inbTp HeOOXigHO
BMKOPUCTOBYBATU 3a HasiBHOCTI BigOMOI Moaeni pyxy. Ane ue Tinbku npm poboTi 3 BINJ1A, wo maHeBpye,
y pasi HasBHOCTI NOCTIMHOro MaHeBpy Takun nigxig He npurHATHUI. OTxe, ans ouiHoBaHHs MNP BITIA,
AKi NOCTIMHO MaHEBPYOTb, HEOOXiAHE BUKOPUCTAHHA METOZIB OLiHIOBaHHSA BUBIPKM BUMIpIOBaHb.

Takmn nigxig A03BONSE AOCUTH MPOCTO BUPILLMTM NUTaHHA BUOOPY Moaeni pyxy B yMoBax
nocTinHoro maHespy. MNpu LbOMy NUTaHHA 3abe3neyYeHHs CTINKOCTI OLHIOBAHHS - Lie HasiBHICTb BUOIpKK
BMMIptOBaHb, a 3abe3neyeHHs HeobXigHOi TOYHOCTI - niabip noniHoma anpokcumadii. LWe ogHum
BaXXITMBUM NapamMeTpoM, BESNIMYMHA SIKOrO BU3HAYa€e NOMUITKY OLLIHIOBAHHS, € LUMpMHA "KOB3HOrO BikHA".
Llen napameTp MOXe 3agaBaTuCs y BUINSAI YacoBOro iHTepBarny abo KiflbKOCTi BUMIpIOBaHb, 3a SIKMMU
Hagani BU3Ha4aloTbCs koedilieHTM anpokcumMauil Ta ouiHKa napamMeTpa, Wo 3HaxoanTbCs.

3aBgaHHA BMOOPY CTyneHs nofiHOMa anpoKcMMalii 3anexuTb Big4 BMAY Ta iHTEHCUMBHOCTI
maHespy BIMIA. Hanpuknaa, BBaxaeTbcs, wo y nonboTi BINJ1A 3giicHIoE nepexia Big piBHOMIPHOMoO
pyxy OO MaHeBpy, TO CTyniHb noniHomMa cnig nigsuwyesatu. | nNpu UbOMY KifbKiCTb YSIEHIB
anpOKCMMYI4Oro nosniHoma 30inbLyeTbCs. 3MIHIETLCA K CTYNiHb NOMIHOMA, a K 3HAYEHHS KOXHOro
KoecpiuieHTa uboro noniHoma. 3ayBaxkmmo, Lo CTYMiHb NONIHOMA 3MIHIOETLCSA OUCKPETHO 3anexHo Bif,
MOMMUIIKMN OLiHIOBAHHS.

ToMy [OCRiIAKYEMO METOOOM MaTemMaTU4yHOro MOLEMBaHHS HacCTynHe 3aBOaHHA: He
30inbLUYHOYM CTYNEHS anpoOKCMMYHOHOro nomniHoma 3abe3neyunT NigBULLEHHS TOYHOCTI OLIHIOBAHHS Npu
ouiHui MNP BIJIA, wo nocTinHO MaHeBpPYE.

[nsa yboro posrnaHemo psg M'toize [6] 3 ogHieto amiHHO. Lle hopmanbHuin Bupas anrebpu:

F(X) = X, ay x0m, (12)

B SIKOMY YMCIIO ny - UiNe, YNCNOo - HaTypasnbHe 4ucno (Npu BUXOOMTb 3BMYANMHUIN CTaTEeYHWU psgd),
KoediuieHTn a,, 6epyTbCs 3 4esKOro Kinbus

Bpaxoytoun Ton dakt, wo F(x) HabyBae pedoBux 3HaYeHb, Y pasi Konn n<m, KoedilieHTn a,
NOBUHHI BYTWM KOMMMEKCHNMU.

Y oesknux npakTMYHUX nporpamax 3MmiHHa X He Moxxe ByTun KOMMNIEKCHOK, HaNpUKnaa, SAKWo Taka
3MiHHa X - Yac. Paa (12) y pasi konu 3amiHHa X HabyBa€e pe4yoBOro 3Ha4Y€HHS, a 3Ha4YEeHHSA
n, = 0 Moxe ByTn npeacTaBneHnn y BUrna4i Cymu ABox pagis (6e3 3anuwkoBoro YneHa:

FX) =T(X) + R(x) . (13)

Tyt T(X) — pag Tewnnopa, R(X) — psa, wo 3 gpobosux uneHis. Hassemo psa (13) apo6osum
pagom Tennopa. Bigomuin pag Tennopa [7] y Linux noxigHUx mae BUrnsa;:

3) = f(x0) + (o)’ (X-xo) + fx0)" E2U+ . f(xp) T2 (14)

_ vk
abo y saranbHomy Burnagi f(x) = YR_, f(xq)X % k=0,1,23,....
Yasum psag Tennopa (14) ana gpo6osux noxigHux [6]. Ansa uboro yHKuUii 3agaHoi Ha BigpisKy

[a,b] moxyTb ByTK NpeacTaBneHi y BUrNagi:

1 d x f(x)dt

Dg'+f(X) = F(1—a)a a (x—t)@ ’ (15a)
a _ 1 d b f(x)dt
Db_f(X) = mafx m (156)
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i Ha3MBaKTLCA NPaBOLO i MiBOK NOXigHMMKU ApoboBMMK Nopsaaky , 0<a<1, BigNOBIAHO NIBOCTOPOHHLOI i
NpaBoOCTOPOHHLOI. TyT [(1-a) - rama dyHKuis Ennepa.

[po6osi noxigHi y surnsagi (13) we HasmeatoTb [6] noxigHnmmn Pimana - Jliysinns. Y sunagky,
SIKLWO € 3aranbHUn aHaniTU4YHUA BUpa3s s NoXigHol N-ro nopsigky, NMOHATTS ApobOoBOI NOXigHOT MOXe
OyTn BBEeOeHe NPUPOAHMM LUNSAXOM y3araribHEeHHsI JaHOro BMpasy (KONu Lie MOXMIMBO) Ha BUNAAOK
JOBINbHOIo Yncna .

Topai 3aranbHOBIAOMWI 3aNMC NEPLLOro NoXigHoro Ana dyHkuin f(x) = x*, npeacrasumo sik:

f(x)' = %f(x) =k x*¥=1 | a ysaranbHeHo:

ar ok —_k  _k-n
X T e X (16)

Micna 3amiHu dhakTopianis ramma-yHKUiISMU MOXHa nogaTtu y BUrnagj:

ar g _ T k-n
dxm " T T(k-n+1) (17)

Hani 6e3 cyBoporo maremaTU4yHOro obrpyHTyBaHHS BBEOEMO MPUMYLLEHHS: AKLWO iCHYyE psag
Tewnnopa ona noxigHWx, To Taknn pag Moxe iCHyBaTu i 3 ApoboBuMM NoxigHUMn Ang n, = 0, i peyoBMMU
KoediLjieHTamu.

Topai 3 ypaxyBaHHAM icHyBaHHsI [6] Apo6oBMX NOXiAHNX Takn psag Mae BUrNsag;

f(x0) = Theo f (x0)* gy (6 = %0) 7T, (18)
ne k=0,0.5,1,1.5,2,2.5...

Ha3sseMo goaaTtkoBi YneHn BBeaeHoro psay apobosumu. 3ayBaxumo, Lo 3 psgy Tennopa (18)
HEe MOXHa CTBepmKyBaTW, WO pag € cxokum sk i pag (12). MNpuynHO UbOro € BiACYTHICTb
OPTOroHasibHOCTI YNEHIB O4EPXKaHOro paay.

Tak, Hanpuknag, ansa paay (12) dyHkuii 1, x 1, x2,.... x ™ - € opTOroHanbHUMK, B TOW Xe Yac
ansa pagy (16) x Y2, x* |, x3/2, x2.... npoboBi Ta Lini YNeHn € OPTOroHaNbLHUMM B iHLLIN METPUL.
MoxHa cTBepmxyBaTy, Wo pag (18), mae poswmpeHi BNacTMBOCTI MOPIBHSHO 3 psagom (14).

3ayBaxxMMmo, L0 aBTOPW HE NPETEHAYIOTb HA MaTeMaTU4Hy CTPOriCTb BUKOpPUCTaHHA pagy (16).
Hawe 3aBgaHHSA: 3'acyBaTu LWUNAXOM MOAENIOBaHHS, WO 3 BUKOPUCTaHHAM psagy Tennopa (16). ans
ouiHtoBaHHsa NP BIJIA, ske maHeBpye, metogom MHK unm npussege ni Ao NigBULWEHHA TOYHOCTI
OLiHIOBAHHS MOPIBHAHO 3 BUKOpUCTaHHAM pagy (12). Hagis Ha uen surpaw obymoBreHa Tum, LUO
BUKOPUCTaHHS pagy (16) gossonse 36inblUNTU AUCKPETHICTb OLHKM MOXIQHUX CKIagoBUX TpaekTopii
pyxy BINJA.

[na noyatky nopiBHAeMO apobosuin pag Tennopa 3i 3Bny4ariHUMM roro nopsa. Obmexmnmocs
TaKOX BMKOPUCTaHHAM paay (18) anga noxigHux He BuLle 3/2 i 3anuwmMMo NOKM LLO OCTOPOHb QDi3NYHUIA
3MIiCT KoeqiuieHTiB npy Apo6oBMX NOXigHUX Aa cnpobyeMO MOSICHUTU 3 MaTeEMaTUYHOI TOYKM 30pYy
CYTHiCTb ApO6OBOI NOXiAHOI.

Hanpuknag, ons noxigHoi gpo6oBoi AopiBHIOE 1/2 1T BeNnuMHa 3aimae cepegHe 3Ha4YEHHS MixK
nepLuonoAiobHoto i nepuo noxiaHow. BignoeigHo, noxigHa 3/2 - cepeaHe 3HAYEHHA MK NMepLIoo Ta
apyroto noxigHot i T.4. MNMpyn LbOMY MOXHa CTBEpPAXYBaTW, WO SAKWO, Hanpuknag, N - s noxigHa
popieHioe 0, a n-1 BigMiHHa Big Hyns, TO NOXigHa, Ska 3anMaTMMe MPOMDKHE MOSIOXKEHHST HE 3aBXau
Oyne HynboBow. [lpoBegeHun aBTopaMu MONEpeHin aHania isMyHOro ceHcy koediuieHTa
anpokcuMadii npu ctyneHi 3/2 nokasye, WO Noro He NOTPIGHO BpaxoByBaTW, SKLIO 3HAYEHHS LbOro
napamMeTpa He BUKOPUCTOBYETbCSA B HACTYMHUX poO3paxyHKax Yy UbOMY i € Aesike ObMeXeHHs
BMKOPUCTaHHS Apobosux pag Tennopa.

Tum Binblwe, Taki BUNAgkn icHy0Tb Npu BukopuctaHHi MHK 3 opTtoroHansHuMy noniHoMamm
Yebunwera [8], npuBabnusicTb AKMX NONArae B TOMy, LLO NpW NiABULLEHHI CTYNEHS nosliHomMa HeobXiaHO
po3paxyBaTu nuule oauH KoediuieHT npu LbOMYy CTYMEHI, a MNP 3MEHLUEHHI HIiYoro He noTpibHO
po3paxoByBaTh - NPOCTO CNifg BIOKMHYTW CTapLumi YneH pagy Yebuwesa. Y ubomy cami KoedilieHTn
HU3KN (PiBNYHOro CEeHCy HEMAE, a 3a BMKOPUCTaHHI OPTOroHanbHMX nosiHomie Yebuwera HeobXxigHO
004aTKOBO BM3Ha4aTy BigOMI 4Di3WYHi 3HAYEHHS: CTaHOBULLE, WBUAKICTb | MPUCKOPEHHA. Buxogsaum 3
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BULLIEBMKITAAEHOro, NMpoaHanizyemMo 3acToCcyBaHHs BBedeHoro psgy Tewnopa (16) 3 gpobosumu
NOXiAHMMK CTOCOBHO 3adaui ouiHtoBaHHSA [P BITA.

Hwkye HaBegeHO OesKki pesynbTaTM MOOEMOBAHHSA, OTPUMaHi 3a AOMNOMOrow nporpamum
MATLAB. Ha pwuc. 3 nokasaHi pesynbTaTt¥ anpokcumauii nosfiHoMa 4YeTBepToro CTyneHs 3
po3nogineHnM LymMoM 3a HopMaribHUM 3aKOHOM (MoMiHOM iMiTaLil) 3 gucnepcieto NoMunkn pisHoo 10
M2, - LUTPUX NYHKTMPHA NiHisA, Ha BCboMy iHTepBani 3a MHK noniHomMoM Apyroro cTyneHs Buay:

Y= ay+a;x'+a,x?, (19)

- cyuinbHa niHig, i 3a MHK noniHomom ctynens 3/2 yepes opoboBi CTyneHs z:
3

Y=ag+ajx®®+a,xt+ajxz, (20)

ae aj , a; - KoedilieHTn Mae ceHC ApOBOBUX NOXIAHMX - MYHKTUPHA NiHiS.

3 rpadikiB BMOHO, WO MNOMMWIKa OLUiHIOBaHHS npu ouiHioBaHHI MHK noniHomom (18)
3MeHLWyeTbca Ha 10-15%.

AHanoriyHo Ha puc 4. nokasaHun pesynbTaTyM anpokcumalil nofiHoMa TPEeTbOro CTyMNeHsa 3
LLYMOM PO3MOAINEHNM 38 HOPMarnbHUM 3aKOHOM 3 AUCMEPCIEI0 MOMUMKK, WO JOPIBHIOE 5 M? - WITPUX
NyHKTMPHA NiHis, 3a metogom MHK noniHomom (17) - cyuinbHa niHis, i Apo6oBMM noniHOMOM BUAY:

Y=ag+a x% +a,xt . (21)

PesynbTaTti mMogentoBaHHSA MOKasyloTb, WO i B AAaHOMY BMMaAKy 3acTOCYBaHHsS MoOfliHOMa 3
APIGHUM cTyneHem 003BONSE NiABULMNTI TOYHICTb OLUiHOBaHHA A0 20%.

Lli Ta iHWi pe3ynbTat MogentoBaHHs (rpadiky MaloTb BUrMNS4 aHanoriyHuin Ha puc. 3,4) ons
Hao4HOCTI 3BeeHi B Tabn. 2.

3 T1abnuui 2 BMAHO, WO BMKOPUCTAHHS 3anponoHoBaHOro Apobosoro psgy Tennopa B 3agadi
ouiHtoBaHHs MNP nocTinHo maHeBpytoTb BIJ1A, Konun iX TpaekTopis pyxy OnmcyeTbCsa NOMiHOMOM BinbLu
BMCOKOrO CTYMEHS, WO A03BONA€ NiABULLMTM TOYHICTb OuiHIOBaHHSA. MoHaa Te, KoxHoro knacy BIrJA
MOXHa 3acpikcyBaTu CTyniHb noniHoma Ans ouiHoBaHHA [MP. Lle 3HayHO crnpocTUTb CTPYKTYpY
nporpamHoro 3abeaneyeHHs1 6e3 noripweHHs1 TOYHOCTI.

3ayBaxummo, Lo ouiHoBaHHA 3 MHK 3 BukopucTaHHam apobosux psagis Tennopa nepesaxHo B
TOMY BUNAgKy, KOnv nopsgoK noriHoma imitTauil BuWe 3a MoniHOM anpokcumauil. AKWo cTyniHb
noniHOMIB imiTauii i anpokcumalii 36iratoTbcsl, TO BUKOPUCTAHHS ApoboBux psaiB Tennopa He mae
ceHcy. Ane came TyT i NPOSABNSIETLCS OCHOBHA NepeBara BUKOPUCTaHHS ApoboBoro psay Tennopa, ska
nondrae B TOMy, WO 3HATW NOPSAOK NOMiHOMa anpokcuMmalii B 3aranbHOMY BMMagKy He MOTpibHO.
IHaKWe KaXKyyun, SKWO € BUMOrM A0 TOYHOCTI OUiHIOBaHHSA, Cnig 3asganerigb BuMOpatu CTyniHb
apoboeoro pagy Tennopa, WO A03BONUTL 3a6e3neYnT NiABULLEHHS TOYHOCTI OLiHIOBAHHSA NPOTU BiOMUM
psgom Tennopa.

4 degree simulation polynomial, 3/2 and 2 approximation 3 degree simulation polynomial, 1/2 and 2 approximation

1000

polynomial approximation polynomial approximation
input &L = input ]
500 - —-—-—- fractional polynomial approximation | | — — — - fractional polynomial approximation
Tl T erais Bahead
| | el= 441 N= 2 0l l T ‘\“’l‘u‘i,w‘.”;“?i!!a"wé i
== 35 D= 5 b i i
Ay gl
, s

Ly

-500

-1000

X coordinate in feet
X coordinate in feet

-1500

-2000 - 4

-2500
0

L . . . L L . . L R . L . . . L L . .
0.5 1 1.5 2 25 3 3.5 4 4.5 5 0 0.5 1 1.5 2 25 3 3.5 4 4.5 5
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Tabnuus 2.
XapaKkTepuUCTMKM NOMUIIOK OLiHIOBAHHS
CT1yniHb anpokcumavit
noniHOMOoM imiTauii 4 3 3 3 3
C_Tyanb anpokcumadii Linum 2 2 2 5 3
nosliHoOMOM
CTyniHb anpokcumauii
Opo60oBMM NOMIHOMOM 3/2 1/2 2 2.5 2.5
Momunka anpokcumaii
LinVM MOMHOMOM 4.1 0.21 0.33 0.21 0.026
Mommnka anpokeumauil | 5 0.17 0.26 0.02 0.031
Opo60oBMM NOMIHOMOM
MiaBuWweHHsA ToyHocTi, % 15% 20% 22% 90% -15%

Moganblue JocrnigpkeHHA nondrano y MOpiBHSAHHI NOKa3HUKiB ouiHloBaHHA MHK y “koB3HOMY
BiKHI” i 3 OUiHKOK NoniHoMamn Yebuwesa, opoboBuMM | 3BMYariHUMK psigamu Tennopa. Ona takoro
MOPIBHSAHHA PO3rNsHEMO MoniHOMKM YebuweBa nepLlioro, Apyroro Ta TPeTbOro poay, MomiHOMK Ha
OCHOBI apoboBoro psigy Tennopa Ta NoniHOMKM Ha OCHOBI TpaguuiiHoro psgy Tennopa abo npocto
anrebpaiyHi:

y(t) = a, + a;t + a t?, (22)
y(t) = a, + a;t +a t? +a t3, (23)
HaraTouneHun Yebuiuesa nepLIoro poay APYroro i TPeTboro NnopsiaKy:
To(X) =1; To(t) =x; Ty(X) =2x2 —1; T4(X) = 4t 3 - 3x;

Tr(X) = 2X Ty (X) - Tp-1(X); (24)

y(O) = a, +ast +a; (2t — 1),

y(t) = a, + a;t +a, (2t2 — 1) + ag (4t3 - 3x). (25)
Ta apo6oBi NoniHOMK Ha OCHOBI psay Tewnnopa:

y(t) = a, +a; t%° + a,tt. (26)

y(t) = a, + a; t°° +a,t+ azt?® . (27)

Mpunyctumo, wo BIJIA nocTinHO 34incHoe MaHeBp BiANOBIAHO 4O NoniHOMa 3-ro Nopsaaky Ta
napameTpiB LyMy PO3MNOAINEHOr0 3a HOpManbHUM 3aKOHOM pPO3MNOAiny HYNbOBMM cepefHiM i
aucnepcieto piBHo 25 M2. [oCTaBMMOCS TaKOX LUMPUHOK “KoB3HOro BikHa® W=12 abo 6, ans
MHorou4neHis Yebuwesa Ha iHTepBani [-1;1].

OuiHoBaHHsA MHK 3 6yab-akvMuy noniHomamu BUMarae 3BepHeHHst maTpuui. MNpu ouiHoBaHHI No
MHK 3 noniHomamu YebuweBa uboMy iHTepBani NpW BENUKIN LUMPUHI “KOB3HOMO BiKHA” BMHUKAKOTb
npobnemun 3 3BEpHEHHsSM MaTtpuui. Y Takomy pasi cnig BukopuctoByBatu meton 3engens. Bigomo
TakoxX, Wwo 6aratouneHn Yebuwesa matoTb HanKpaLle HabnKeHHA cepen yCix BiaoMmnx 6araTtouneHis.

Mpn BukopucTaHHi GaraTouneHiB (25-26) TakoX BMHMKaKOTb Npobnemu i3 obirom maTpuui.
PekoMmeHoyeEMO BUKOPUCTOBYBATU iHTEpPBan OUiHIOBaHHA piBHWI [1;5] i Togi npobnem i3 o6epHEHHAM
MaTpuLi He BUHUKaE.
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PeaynbTaTi MogentoBaHHS NokasaHi Ha pucyHkax 5,6 Ta Tabn. 3. 3okpema, Ha puc. 5,6 nokasaHi
OLiHKN TpaekTopii pyxy anrebpaiyHnm nosliHOMOM — LUTPUX NYHKTMPHA NiHia, noniHomom Yebuwesa —
NyHKTUPHA NiHig, Apo6oBUM noniHOMOM (26) — cyuinbHa niHis, a B Tabn. 3 —
XapaKkTepPUCTUKI OLiHIOBAHHS.
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Puc. 5. TpaekTopis pyxy 3i cTyneHem Apo6oBoro  Puc. 6. TpaekTopis pyxy 3i cTyneHem Apo60Boro
noniHoma Nfr = 3/2

noniHoma Nfr = 1/2

Ak BMAHO 3 puc. 5 i Tabn. 3 TO4YHICTL OUiHIOBaHHS Apo6oBUM noniHOMoM Ha 13% BuLLE HiX
anrebpaivyHum i Ha 25% BuLle Hix 6araTouneH Yebuwesa. OctaHHE 06YMOBNEHO LUMPUHOI iHTEpBany
«KOB3HOrO BikKHa». Y TOW e 4ac, TOYHOCTI OLiHIOBaHHSA Apo6oBuM i noniHoMmoM Yebuiuesa 36iratoTbes.
Mpwn BapiaHTi MOAentoBaHHS Ha pUC. 6 TOYHICTb OLiHIOBaHHA Apob6oBuM noniHomMom Ha 8% BuLle HiX
anrebpaivyHum i Ha 25% BuLe 3a noniHom Yebuiesa, L0 06YMOBEHO LLUMPUHOK «KOB3HOIO BiKHa».

Tabnuuga 3.

XapaKTepuCTHKi OLliHIOBaHHS B «KOB3HOMY BiKHi»

Ne WnpuHa CTyniHb noniHoma Ta AnrebpaiyHni MoniHom Opo6Huin
BikHa (W) | nomwunka ouiHiBaHHA noniHom Yebuwesa noniHom
1 (puc.5) 12 CTyNiHb NoniHoMa Nal =3 Nch =3 Nfr =1/2
) NMOMMIIKa OLiHIOBaHHA 3.05 3.56 2.67
CTyNiHb NoniHoMa 3 3 3/2
2 (puc. 6) 12 NMOMMIIKa OLiHIOBaHHA 2,65 3.17 2.4
3 6 CTyNiHb NoniHoMa 3 3 1/2
NMOMMIIKa OLiHIOBaHHA 2,93 2,45 2,55
4 6 CTyNiHb NoniHoMa 3 2 1/2
NMOMMIIKa OLiHIOBaHHA 2,87 2,65 2,58
5 6 CTyNiHb NoniHoMa 3 2 3/2
NMOMMIIKa OLiHIOBaHHA 2,25 2,14 2,22
6 6 CTyNiHb NoniHoMa 3 3 3/2
NOMMIIKa OLiHIOBaHHSA 2,52 2,25 2,41

MakcumanbHa TOYHICTb OLHIOBAHHSA OOCAraeTbCA MNOMIHOMOM (26) i3 LUMPUHOK «KOB3HOMO
BikHa» W = 12. 3 peaynbTaTiB MogentoBaHHs Ta Tabnuui 3 Bunnueae, LWo HeobxigHO 3BEpHYTKM yBary
Ha noniHom (26). BukoprcTaHHs Lboro noniHoMa, 3a NeBHUX yMOB, 3abe3neyye MakcMMarbHy TOYHICTb
OLiHIOBaHHS NpOTK nosiiHoMamu Yebuwesa i noniHOMOM 3 ypaxyBaHHAM psagy Tewnnopa.

BucHoBKkuM

1. Ans iHpOKOMYyHiKaLUiiHUX CEeHCOPHUX Mepex Ha ocHosi BIMJIA 3anponoHoOBaHO CTiNKuA
anroputm ouiHoBaHHA [P nitatounx o6'ekTiB ANs BMMNAAKIB iX Pi3KOro0 MaHEBPYBAHHA LUNAXOM
GaraTopa3oBux BUMIpIOBaHb BigCTaHeW Mk HUMKU, popMyBaHHs BekTopy cTaHy Ta KMO koopauHat Ta
NnoganbLIOro yTOYHEHHST KOopAMHaT Ta iX NoxigHMX 3a gonomoroto dinbtpa Kanmawa.

2. Ona BINA, wo nocTiHO MaHeBpYe, pe3ynbTaTth AOCNiAXEeHb MOKa3yoThb, WO 3aCTOCYBaHHSA
apoboBux pagis Tennopa [40O3BOMSE CYTTEBO PO3LUMPUTM Krac 3aBAaHb npw BukopuctanHi MHK y
3agadax ouiHoBaHHs P niTaoumx 06'ekTiB K eneMeHTiB 6e34p0TOBMX CEHCOPHUX MEPEX, 30KpemMa,
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He BWKOPUCTOBYBATWU PEKYPEHTHI anrOpUTMKU OLHIOBAHHA 3 erleMeHTamMu agantauii WigxXoM 3MiHu
CTyneHs noniHoma.

3. 3 pesynbTatiB mogentoBaHHs cnig, wo ana BIJIA, sike nocTinHo mMaHeBpye, HanbinbLu
NPUAHATHUM NOSIIHOMOM ouiHtoBaHHA € MHK 3 gpibHumMu ctyneHamum 1/2 i, Ha Haw nornsia, HeobxigHe
noganblue AOCNiAKEHHS NOMNIHOMIB 3 APIOHUMM CTYNneHAMM BuLe CTyneHs 3/2.

4. 3acTtocyBaHHA Apo6OBMX MOMIHOMIB B IH(POKOMYHIKaUiaX Ta iHWWX rany3sax TexHiKu
0bMeXyeTbCA BiACYTHICTIO dDisnyYHOro ceHcy ApoboBmMx NOXigHUX i NpoTe nNpoBegeHe AOCIiAKEHHS 3
BUKOPUCTAHHA OpOoOOBMX NOMHOMIB MOKa3ano oTpuMaHHsa 6inblwoi To4YHOCTI ouiHoBaHHsS P BIrJA
NOpPIBHAHO 3 noniHoMamn YebuiiesBa 3a BENUKOT LUMPUHN «KOB3HOTO BiKHa».
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AHAII3 AOUINBbHOCTI BAKOPUCTAHHA HETATUBHOIO 3BOPOTHLOI'O 3B’AA3KY HA
3MIHHOMY CTPYMI ANA CTABINISAUII MTAPAMETPIB TPAH3UCTOPHUX AHAJIOTIIB
IHAYKTUBHOCTI
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Ocaduyk O.B., 0.m.H., npogh. BiHHUUbKUU HauioHanbHUli MexHiYHul yHieepcumem, BiHHUUS,
YkpaiHa. osadchuk.av69@gmail.com

Ocaduyk 51.0., K.m.H. BiHHUUbKkul HauioHanbHUli mexHiyHUl yHisepcumem,. BiHHUUs, Ykpaiva.
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HAymenko [.0. BiHHuubKul HaujioHasibHUlU mMexHIYHUU yHieepcumem,  BiHHUUS, YKpaiHa.
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AHomauisi: y cmammi po3ansdaembcsi Q0uiibHOCMI BUKOPUCMaHHS He2amugHOo20 380POMHbLO20 383Ky
Ha 3MiHHOMY cmpyMmi 051 cmabinizayii napamempie mpaH3uCmopHUX aHarozie iHdykmugHocmi. [lpoaHarnizoeaHo
mpaH3UuCmopHi Kackadu i3 CrifibHUM KOJIEKMOPOM ma 8HECEHOK0 PeaKmuUBHICMI0 MixK 6a30t0 ma KOSIeKImMopOM.
PoseansiHymo ennue napanesnbHo20, Noc1ido8HO20 ma napanesibHO-rnocii008H020 380POMHbLO20 38°A3KY Ha HUX.
lMposedeHi pospaxyHKu 3anexHocmel akmugHO20, PpeakmueHo20 oropy, iHOykmueHocmi ma dobpomHocmi 8
yHKUii enubuHU napanesbHo20 He2amueHO20 380pOMHbL020 38’A3Ky(H33), HasedeHi epacpiku 3anexHocmel
eksiganeHmHoi iHOykmueHocmi i dobpomHocmi. [oesedeHo egekmusHicmb cmabinizauii napamempis
MpaH3UCMOpPHUX aHarozige iHOyKmueHocmi (Mpu 3MIHHOMY ma nocmilHoOMy cmpymi) rpu e3aemoldii makux
Oecmabinizyroqux ghakmopig sik HecmabinbHicmb OXXepers XUeeHHs, 3MiHy memnepamypu 8 diana3oHi 0o +50°
ons eepmaHiesux ma +70° Ol KpeMHiesux mpaH3ucmopie. HasedeHa 6asosa cxema mpaH3ucmopa Ossi
rposedeHHs1 aHarisy ernnuey napanenbHo2o0 H33, Ha ocHosi siKoi eusedeHa cripowieHa ekeigarieHmHa cxema 3
8paxysaHHsIM 8118y Oropy 360POMHLO20 38’3KY, & MaKOX pPO3paxyHKo8a cxema, OmpumMaHa rnepeymaeoproyu
MPUKYMHUK 8 eKgigarieHmMHy 3ipKy. Bukopucmosyrouyu mMemod KOHMYypHUX CMPyMi8 i SUKOHYHYU HEBaXKi
rnepemeopeHHsi ompumaHi eupas3u Ornd 8U3Ha4YeHHs1 BXiOHO20 aKmueHO20 ma peakmueHO20 Orlopis,
iHOyKmugHocmi, 0bpomHOCMi OKpeMux cxem ma y3azasbHeHux gunadkis.

HosedeHo, wjo memnepamypHa cmabifibHicmb 3HAa4YHO MOKpaWyemsCsi fpu 3aMiHi MOCMIlHUX oropig
memnepamypHo-4ymmesumu eniemeHmamu. HagedeHo 00HY i3 cxeM mpaH3UuCmMOpPHUX aHarnoezie iHOykmugHocmi
i3 BUKOpPUCMAaHHSIM MepMOYymiu8o20 esleMeHmMYy 8 KOJli XUBIEHHS.

Knrouyoei croea: 360pomHili 38’130K, mpaH3ucmopHuUl aHaso2 iHOyKmuUueHOCMI, eKaieasrieHmHya cxema, cugHars, Cmpym,
KOHMyp, erniue, cmabinisauisi.

ANALYSIS OF THE EXPEDIENCY OF USING NEGATIVE FEEDBACK ON
ALTERNATING CURRENT FOR STABILIZATION OF TRANSISTOR ANALOGS OF
INDUCTANCE PARAMETERS

Oleksandr Osadchuk, Dr.habil., Prof. Vinnytsia National Technical University, Vinnytsia, Ukraine.
: osadchuk.av69@gmail.com

laroslav Osadchuk, Ph.D. Vinnytsia National Technical University, Vinnytsia, Ukraine.
osadchuk.j93@gmail.com

Denys Dumenko. Vinnytsia National Technical University, Vinnytsia, Ukraine.
doomdenny@gmail.com

Abstract: the article examines the expediency of using negative feedback on an alternating current to
stabilize the parameters of transistor analogs of inductance. Transistor cascades with a common collector and
introduced reactivity between the base and the collector are analyzed. The influence of parallel, serial and parallel-
serial feedback on them is considered. Calculations of the dependences of active resistance, reactive resistance,
inductance, and Q-factor as a function of the depth of parallel negative feedback are made, graphs of the
dependences of equivalent inductance and Q-factor are given. The effectiveness of stabilizing the parameters of
transistor analogs of inductance (at alternating and direct current) in the interaction of such destabilizing factors
as instability of power sources, temperature changes in the range of up to +50° for germanium and +70° for silicon
transistors has been proven. The basic diagram of a transistor for analyzing the effect of a parallel negative
feedback is presented, based on which a simplified equivalent circuit is derived taking into account the influence
of feedback resistance, as well as a calculation scheme obtained by transforming a triangle into an equivalent
star. Using the method of loop currents and performing easy transformations, expressions are obtained for
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determining the input active and reactive resistances, inductance, Q factor of individual circuits and generalized
cases.

It has been proven that temperature stability is significantly improved when constant resistances are replaced
by temperature-sensitive elements. One of the circuits of transistor analogues of inductance using a
thermosensitive element in the power supply circuit is given.

Key words: feedback, transistor analogue of inductance, equivalent circuit, signal, current, circuit, influence, stabilization.

Bctyn

OOHuM 3 HaMroNoBHILWNX MeToAiB cTabinisauii napameTpiB TPaH3UCTOPHNX CTPYKTYP iHOYKTUBHOCTI
€ BHECEHHS1 Kackaj 3BOPOTHbOrO 3B’SA3Ky B CUCTEMY. TakuM YMHOM, BiabOyBaeTbCs KOMMeHcauis
HecTabinbHOCTI BMXIQHOrO curHany, LWNAXoM nepefadi Moro 4actmHu Ha Bxig obpobntorovoro
NPUCTPOIO.

Bubip kackagy 3BOPOTHBOrO 3B’s13Ky 3anexuTb Big H6akaHoro pesynbTaTy, Ta HEODOXIQHOro piBHS
curHany. Tak, 3acTOCyBaBLUM OfHi PILLEHHSA, MOXHA MOXHa OTpMMaTtu BUCOKO CTabinbHWI curHan,
npoTe HeBenukoi amnnityau, wo ©Oyae notpebyBaTm BHECEHHA [04ATKOBOro MigCMIOBaNIbHOMO
kackagy. | HaBnakmu, MoXXHa JocaArtT we Ginbwni KoedilieHT NigCUNeHHsa Kackagy, ane nigBuLeHo
YYTIMBUW OO0 YNHHUKIB BNINBY.

B craTTi npuBeaeHo aHania gouinbHOCTI BUKOPUCTaHHS OCHOBHUX BWUAIB 3BOPOTHIX 3B’SI3KIB Ha
3MiHHOMY CTpyMi Ans ctabinisauii napameTpie TAI(TpaH3MCTOPHMX aHanoriB iHAyKTMBHOCTI). Bygemo
po3rnagaTtv Kackagu 3 CniflbHMM KOJNMEKTOPOM i3 MO3MTUBHOK PEAKTUBHICTIO MiXK KONEKTOpPOM i 6a3oto,
OXonneHi napanensHMM, NOCMiJOBHUM Ta napanesibHO-NOCiA0BHUM 3BOPOTHIM 3B’SI3KOM.

Posrnsgatoun ctabinisyrody gito poboyvoro pexxumy Ha napametpu TAI[1] HeobxiaHO 060B’s13K0BO
nNpuainnTK yBary aHarnisy gOUifIbHOCTi BUKOPUCTAHHS] OCHOBHMX BUAIB 3BOPOTHIX 3B’SI3KiB HA 3MiHHOMY
cTpyMi ona crtabinisauii napameTpis TAl. Byaemo posrnagatn Kackagu 3 CniflbHUM KOMEKTOPOM i3
NMO3UTUBHOK PEAKTUBHICTIO MK KONMEKTOpOM i 6a3or, OxonneHi napanernbHuM, NocrigoBHUM Ta
napanenbHO-NOCiAOBHNM 3BOPOTHIM 3B’SI3KOM.

Mpn BM3HaAYEHHI BNNMBY 3BOPOTHLOIO 3B’A3Ky Ha napameTpu TAl Gygemo BMKOPUCTOBYBATU
CMpOLLEHi eKkBiBaneHTHi cxemu[2], Tomy aHani3 6yge HecTu Oinbll SKICHWIA XapaKTep, OKpiM TOro
Oymemo posrnsgaTtu Bunagku, konv napametpu TAl BU3Ha4yaloTbCs ONOPOM 3BOPOTHBLOMO 3B’SI3KY Ta
HaBaHTaxeHHs. [Inga cnpoleHHsa aHanidy 6yaemMo BBaxaTw, Lo Onip B KOfax HeratMBHOMO 3BOPOTHBLOMO
3B’a3ky (H33) € aktnBHuM. PoarnsaHemo koxHy 3 Buais H33 okpemo.

A) TAI 3 napanensHum H33.

Kackapg i3 napanensHum H33 HaBegeHo Ha puc. 1

[na npoBegeHHs aHanisy BnnmBy napanensHoro H33 npeactaBumMo TpaH3MCTOP B CXEMi Ha puC.
1y BUrNSAAi CNpoLLEHOI eKkBiBaNeHTHOI cxemu 3 BpaxyBaHHsM BnnvBy R”ss (puc. 2)[3]. MNepeyTBoptotoun
TPUKYTHUK yTBOpeHui onopamun Ze, Zs Ta R”; B ekBiBaneHTHy 3ipKy, OTPUMAEMO PO3paxyHKOBY
cxemy puc. 3. :

ne R]_ _ Ze 33 , Rz _ ZeZﬁ , R3 _ 3326 , (1)
R”33 + Ze + Z6 R"33 + Ze + Zﬁ R"33 + Ze + Zﬁ
[ 1
+ O L T
- O

Puc. 1. basoBa cxema TpaH3ucTOpa ANs NPOBEAEHHS aHanisy BNnNuey napanensHoro H33
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@, A

O

Puc. 3. Po3paxyHkoBa cxema, oTpumMaHa nepeyTBOPIOIOYN TPUKYTHUK B EKBIBANIEHTHY 3ipKy

3acToCoBYOUM METOA KOHTYPHUX CTPYMIB AN pUC. 2 3 BpaxyBaHHSM, WO le=1 , oTpumaemo
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Puc. 4. Mpadikm 3anexHoCTen ekBiBaneHTHOI iHAYKTMBHOCTI i LOBPOTHOCTI B hyHKLii IMMOWHN HEraTMBHOroO
3BOPOTHLOTO 3B’SI3KY
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BukoHaBLUM HEOOXigHI NepeTBOPEHHsST U PO3AiNMBLLM OIACHI Ta YsIBHI YaCTMHM OTPUMAEMO BMpPa3
AN BU3HAYEHHS eKBiBarlEHTHOIO akTUBHOMO Ta PeakTUBHOMO OMopiB, iHAYKTUBHOCTI Ta 4OOPOTHOCTI:
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Ha ocHogi Bupasis (6 - 9) 6ynu npoBeaeHi po3paxyHku 3anexHocten R, X,L,Q B dpyHKUii rMnbuHM
napanenbHOro HeraTMBHOIO 3BOPOTHBLOIO 3B’S3KY.

IMpachikn 3anexxHocTen ekBiBaneHTHOT iHAYKTUBHOCTI i LOBPOTHOCTI B yHKLUIT rIMbrHM HeratTmBHOro
3BOPOTHLOrO 3B’A3Ky MpeAcTaBrieHi Ha puc. 4. Ak BMAHO 3 PUCYHKIB 36inblieHHa rnubuHn H33
nNpu3BoANTb OO0 3MEHLUEHHA AOOPOTHOCTI, a IHAYKTUBHICTb NPaKTUYHO HE 3MIHKETbCA. A BignNoBigHO
napanensHun H33 moxe 6yTn BUkopucTaHuin gnga ctabinisauii 4obpoTHOCTI, npu Yomy onip H33 mae
HE3HauYHy BENUYUHY.

B) Kackag 3 nocnigoBHMM 3BOPOTHIM 3B’A3KOM MO 3MiIHHOMY CTPYMi i CMpoLLeHa ekBiBaneHTHa
cxema ans po3paxyHky 306paxeHa Ha puc. 5 Ta puc. 6 BignosigHo.

BUKOPUCTOBYIOMN METOL KOHTYPHUX CTPYMIB i BMKOHYKOUM HEBaXKi NepeTBOPEHHA OTpUMaeMO
BMpa3 4115 BU3HAYEHHS BXiQHOMO akTUBHOIO Ta peakTMBHOMO OMOpiB, iHAYKTUBHOCTI, 4OOPOTHOCTI:
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5=®L6(K+e)—262; t=Km+ Zse;

Ha pwuc. 7 npeacrtaBneHi rpacbikn 3anexHoctem L,Q B dyHkuii rmmbrvHm nocnigoBHoro
HeraTMBHOro 3BOPOTHBLOIO 3B’SA3KY MPU 3MIHHOMY CTPYMi.

+ O

D, %

Puc. 5. Kackag 3 nocnigoBHUM 3BOPOTHIM 3B’A3KOM MO 3MiHHOMY CTPYMi
Z= Ze
O L * ] [
C

ol=

K

Zs 3L,

RSB

Puc. 6. CnpolyeHa ekBiBaneHTHa cxema Ansi po3paxyHKy

Ak BMOHO 3 pucyHKY — nocnigoBHuin H33 3giicHoe cTabinidyody Ao Ha iHOYKTUBHICTD,
OOOPOTHICTb, MNPOTE OCTaHHS pPi3KO 3MEHLUYETLCA MpWM BBEAEHI MOCNIAOBHOrO OMOpPYy B KOSO
Konekrtopa.[4]

C) Kackap i3 napanensHo-nocnigosHnm H33.

Kackag i3 napanenbHo-nocnigoBHum H33 npu nocTivHOMy CTpymi, Ta WOro cnpolieHa
eKBiBaneHTHa cxema Ansi po3paxyHKy 306paxeHi Ha puc. 8, 9.

Ha po3paxyHKoBiin cxemi puc. 9 3HavyeHHs onopiB Ri, Rz, Rs; BU3Ha4yarTbCa Ha ocHoBi chopmyn (1).

BukopuctoBytouM MeTod KOHTYPHMX CTpyMiB [S]npoBegemMo po3paxyHOK BXigHOrO  onopy,
iHOYKTUBHOCTI Ta 4OBPOTHOCTI cxemu puc. 9.

Bupasu anga BU3Ha4YeHHs LMX BENUYMH MatOTb BUTNSA4:
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Puc. 7 .I'rpadbiku 3anexHocten L,Q B dyHKuUii rMnMBUHM NocnigoBHOro HEraTMBHOIO 3BOPOTHLOTO 3B'A3KY
npu 3MiHHOMY CTPYyM.

iKN 3aneXHOCTi Lexs,Qes B HKUiT rMmbuHM nocnigoBHOT 33, Ta MapaneribHor
Npa 3anexHocTi L 6] ocnigosHoro R’ a napanenbHoro H33

npeactaeneHi Ha puc. 10 npy 3MiHHOMY Ta MOCTINHOMY CTpPyMi A03BONSA€ cTabinidyBatv napameTpu
TPaH3UCTOPHUX aHanorie iHAYKTUBHOCTI MpW B3aeMofii Takux gectabinisyoumx dakTtopiB §K
HecTabinbHICTb [Kepern XUBMeHHs, 3MiHy TemnepaTypu B giana3oHi o +50° gnsa repmadiesux ta +70°
ansa Si — TpaH3ncTopis[6]. MpoTe npu 3amiHi TemnepaTypu B GinbLU LUIMPOKOMY Aiana3oHi, To6To nepexig
B HeratmeHi obnacti notpebye NPpUNHATTA 4OAATKOBUX 3aX04iB.

TemnepatypHa cTabinbHICTb 3HAaYHO NOKPALLYETLCSA MPU 3aMiHi NOCTIMHUX ONOpPIB TEMNepaTypHO-
4yyTTEBUMU enemeHTamu[7]. OgHa i3 cxem TAIl 3 BUKOPUCTAHHAM TEPMOYYTIMBOrO €rneMeHTy B KOri
XUBNEHHA npeacTaBneHa Ha puc. 11. XapaktepucTuka Takoro enemMmeHta nigbupaerbcs
eKCrnepuMMeEHTanbHMUM LUASIXOM. 3 Li€eo METO NOCTIHMIA OMip B KOMi 3BOPOTHLOMO 3B’A3KY 3aMiHIETLCS
3MiHHUM, Ta 3MIHIOETbCA Temnepartypa Bigbusaryoro cepepgosuwia B Mexax + C[8]. [Ans KoxHoro
3Ha4yeHHa TemnepaTtypu niabupaeTbCa BenNuuYMHa OMNopy, MpU SKiM BenuynHa [o6poTHOCTI Ta
iHOYKTUBHOCTI 3anuwaeTbCs nocTinHow[9]. B pesynbtaTti BuxoguTb HeobxigHa XxapakTtepucTuka
TEPMOKOMIEHCYIOHYOro enemMeHTa.
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Puc. 8. Kackap i3 napanensHo-nocnigosHMm H33 npu nocTinHOMy cTpyMi
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Puc. 9 . Po3paxyHkoBa cnpolleHa ekBiBaneHTHa cxema Kackaay i3 napaneneHo-nocnigosHum H33 npu
NOCTIMHOMY CTPYMi
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Puc. 10. Mpadikn 3anexHocTi Les, Qes B pyHKUiT rMmbuHm nocnigosHoro R'ss; Ta napanensHoro H33
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Puc. 11. Cxema TAI 3 BUKOPUCTAHHSIM TEPMOYYTTEBOrO ENEMEHTY B KOIi XXMBMEHHS
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BucHoBku

1. AHanidyroum oTpumaHi pesynbTtaTti - 6aunmo, wo nocnigosHmin H33 3gincHioe cTtabinisytovy Aito
Ha IHOYKTUBHICTb, 4OBPOTHICTL, MPOTE OCTaHHSA Pi3KO 3MEHLLYETLCSA NMPX BBEAEHI NOCMIgOBHOIO Onopy
B KO0 KOneKTopa.

2. 3anexHicTb iHAYKTMBHOCTI Ta A0OPOTHOCTI B COyHKUil rMnMbuHM NOCNIgOBHOrO 3BOPOTHLOMO
3B’A3KYy Ta napanenbHOro HeratMBHOMO 3BOPOTHLOMO 3B’S3KYy MPW 3MIHHOMY Ta MOCTIMHOMY CTpyMi
[o3Bonsie crabinisysatm napameTpu TPaH3UCTOPHUX aHarnoriB iHAYKTUBHOCTI MpW B3aeEMOfii Takmx
aectabinizyounx gakTopiB K HECTabINbHICTbL AKepern XUBMEHHS, 3MiHY TeMnepaTypuy B giana3oHi go
+50° pgna repmadieBnx ta +70° gna Si — TpaH3UCTOpIiB, OA4HaK, Npu 3MiHi TemnepaTtypu B GinbLu
LUMPOKOMY dianasoHi, To6To nepexig B HeratneHi obnacti noTpebye NPUAHATTA 4OAATKOBUX 3aX04iB.
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METOHOJ’IOFI‘-IHI/IUIZ mAaxig Ao SAMEHWEHHA PIBHA MDKKAHAJIbBHUX 3ABA[ B
TENEKOMYHIKAUIMHUX CUCTEMAX NEPEOAYI OAHUX HA BA3I CUTHAITY OFDM

DOI 10 36994 / 2788- 5518- 2022-02-10

lNMonoHcekul K. 1. [JepxasHull yHieepcumem mernekomyHikauit, Kuie, YkpaiHa.
k.polonskiy26 @gmail.com

losopyH O. I. [lepxxasHul yHieepcumem mersiekoMyHikauyit, Kuie, YkpaiHa.
govorun70@ukr.net

AHomauiss: B pobomi po3anaHymi numaHHS  nif8uUUeHHsT eghekmusHocmi  (byHKUIOHYy8aHHS
merneKoMyHikayitiHux cucmem riepedayi daHux Ha basi mexHornoeii napanensHoi nepedadi 0aHux i YacmomHo20
po3nodiny 3 MynbmuriiekcysaHHaM ¢hadomModyibogaHo20 cueHany — mexHonoaii OFDM (Orthogonal Frequency-
Division Multiplexing). A came: npoeedeHo aHani3 cmpykmypu cugHany OFDM; eusHa4yeHo, Wo 3MiHa rofIoXeHHSs
ma napamempie nidHecy4oi 3 cknady OaHozo OFDM-cumeony cmeoproromb MiXKaHasibHy 3aeady, sika
Xapakmepu3syembCsi 8e/IUMUHOI0 MOMYXHOCMI ma 3asiexxums 8i0 Kirlbkocmi nmiOHecy4ux 8 cmpykmypi daHo20
OFDM-cumeory; nodaHo nepernik napamempie cugHany OFDM, ski MOXymb ernnueamu Ha rosiey MixkkaHarbHUX
3aea0.

Ha ocHosi ompumaHux pe3ynbmamie 3arnpornoHo8aHO MemodosoeiyHul nioxi@ 00 3MeHWeHHs pieHs
MiKKaHanbHUx 3asal mersieKkoMyHikauiliHux cucmemax nepedadi daHux Ha 6asi cuzHany OFDM, eusHayeHO
Kpumepil ouiHKu egbekmugHocmi i anzopumm peanisauii no0aHoi memooosoaii.

Knrovosi criosa: cuzHan OFDM, nidHecyya, mixxkaHanbHa 3agada, mMoOMyxXHicms MiXKaHabHOI 3agadu.

METHODOLOGICAL APPROACH TO REDUCING THE LEVEL OF
INTERCHANNEL INTERFERENCE IN TELECOMMUNICATION SYSTEMS OF
DATA TRANSMISSION BASED ON THE OFDM SIGNAL

Konstiantin Polonskyi. State University of Telecommunications, Kyiv, Ukraine.
k.polonskiy26@gmail.com
Oleg Govorun. State University of Telecommunications, Kyiv, Ukraine.govorun70@ukr.net

Abstract: The article considers the power to improve the efficiency of the functioning of
telecommunication data transmission systems based on the technology of parallel data transmission and the
frequency division of the phase-modulated signal multiplexing - OFDM technology (Orthogonal Frequency-
Division Multiplexing). OFDM technology today is considered as one of the most promising for encouraging wide-
range digital radio communication systems over rich communication channels, OFDM technology may have a
number of advantages, until such a high level of data transmission security, the possibility of influx on the signal /
noise ratio, as a result, the independence of the influx of external factories, simple algorithms for processing data
packets on the basis of the real algorithm of the simple Furious transformation . One hour before such a technology
is short, there is a high sensitivity to the shift in frequency and phase of the input signal of the externally reference
signal, low energy efficiency, staleness due to the Doppler effect when the technology is blocked in mobile
devices.

In the article, an analysis of the structure of the OFDM signal was carried out, and it was identified as one
of the factors that can affect the efficiency of data transmission - the position and parameters of the skin subsystem
in the warehouse of a given OFDM symbol.It is shown that changing the position of the parametr_in the bottom
line from the warehouse of this OFDM-symbol creates an influx of one bottom line on the line - it is formed as a
negative phenomenon, it is designated as an interchannel shift. The methodological approach was approved
before changing the level of inter-channel factories of telecommunication systems for data transmission based on
the OFDM signal.

Key words: OFDM signal, subcarrier, inter-channel interference, inter-channel interference power.

BcTtyn

Ha cborogeHHa B Hambinbl cyyvyacHuUX Ta e(EeKTUBHUX TeneKOMYHiKauinHMX ApOTOBMX Ta
6e30poTOBMX CUCTEMAX BUKOPUCTOBYIOTbCS CTaHOapTW nepedadi AaHuX, 3aCHOBaHi Ha TeXHOrorii
napanenbHoi nepedadi 4aHUX i YaCcTOTHOIo PO3NOAiny 3 MynbTUNNEKCYBaHHAM da3oMOAyIbOBaHOro
curnany — texHonorii OFDM (Orthogonal Frequency-Division Multiplexing).
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TexHonoria OFDM — ogHo4yacHa nepegada noToky UndpoBux daHnx No 6araTboM YacTOTHUM
KaHanam (3 6araTbmMa HeCy4YMMW KOMMBAHHSAMMW) Ha CbOrofHi PO3rnsgaeTbCa 9K OogHa 3 HambinbL
nepcnekTMBHMX Ana  nobygoBuM  LUMPOKOCMYrOBMX — CUCTEM  UM(PPOBOro  papgioss's3ky  no
BGaraTonpoMeHeBux kaHanax, Wo 3abesneyvye 4OCUTb BUCOKY CrieKTpanbHy e(PeKTUBHICTb LIMX CUCTEM.
OgpHieto i3 nprMBabnMBMX BNAacTUBOCTEN OaHOI TEXHONOril BBaXaeTbCs BiAHOCHO BMCOKA CTIilKiCTb
CTOCOBHO YaCTOTHO-CEMNEKTMBHUX 3aBMUpPaHb i By3bKOCMYroBux 3asag [1].

Lle noACHIOETLCHA TUM, WO Y CUCTEMAX 3 OOHUM HECYYMM KOSIMBAHHAM, 3aBMUPaHHSA Ha OaHin
YyacTtoTi abo By3bKOCMyroBa 3aBaja, WO nonagae Ha LUK 4acToTy, MOXYTb MOBHICTIO MepepsBaTu
nepedaBaHHs AdaHux. Y ©GaraToyacTOTHMX CUCTEMAxX B aHanoriyHMx YMOBaX BUSABNATLCA
nodaBrneHMMM nuve He3HayHa YacTMHa Hecyydux KonuBaHb. A 3aBafoCTiKe KOAYyBaHHA MOXe
3abe3neynTn BIOHOBIEHHA AaHuWX, 3arybrneHmx Ha nogaBreHnX Hecy4ux.

Mpn OFDM BWCOKOWBWAKICHUA MNOTIK [aHUX pO30OMBAETLCA Ha BENIMKE YMCMNO HU3BKO
LUBWAOKICHMX MOTOKIB, KOXXHUW 3 AKMX NepefaeTbCsl Y CBOEMY YACTOTHOMY KaHani (Ha CBOIW Hecyuin
4acTOTi, iHLIE BM3HAYeHHS - NigHecy4a). To6To B YaCTOTHMX KaHanax TpmBanicTb KaHanNbHUX CMMBOSIB
Moxe 6yt obpaHa OOCUMTb Benuka, Lo 3HAYHO NepeBuLLye Yac 30iNbLUEHHsI 3aTPUMKU CUrHany B
kaHani. OTxe, B KOXXHOMY 4aCTOTHOMY KaHami BpaXXaeTbCs NULIE He3HayHa 4YacTMHa KaHanbHOro
CUMBOJTY, SIKY MOXHa BUIYyYUTM 3 HACTYMNHOI 06pobkn B npunmMadi 3a paxyHOK BBELEHHSI 4acoBOro
3aXMCHOro iHTepBany MK CyCigHIMWU KaHanbHUMKM CUMBOSIAMU MPU KOHTPOSbOBAHOMY 3HUXKEHHI
LWBMAKOCTI Nepefadi gaHux [1,2].

Ha puc 1. npeacrtaBneHo rpadikvm CnekTpiB 0gHOro pagioiMnyrsbey i3 NPAMOKYTHOK 06BIgHO
Hecy4ol y BUrNA4i rapMOHIMHOro KofMBaHHSA i3 4acTOTOH fO i ogHoro OFDM - cumBony, WO MICTUTb

aHanorivyHi pagioiMnynbCn Ha AEeKiSIbKOX Hecyyux, sKi BiACTOATb MO 4YacToTi OAWH Big OOHOro Ha
iHTepBanax kpaTHO Af =% [2,3].
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Puc.1. CnekTpanbHa LWiNbHICTb OAHOIO eneMeHTapHoro cumeony (A)
i ogHoro OFDM-cumBony (B)

TexHonoria OFDM mae psag nepear, 40 AKMX Crig BiGHECTU BUCOKY LUBMAKICTb Nepegadi gaHux,
MOXIMBICTb BMSMBY Ha CMiBBIAHOLIEHHS CUrHan/wym Ta, 8K HacnigoK BiOHOCHA He3anexHIiCTb Bif
BMSIMBY 30BHILLHIX 3aBag NPOCTi anropntmMn obpobkn nakeTiB A4aHUX HA OCHOBI anropuTMIB LLBMAKOIO
nepeTBopeHHs Pyp’e Ta NPOCTOTA anapaTHOI peanisauii Npy MOXNMBOCTI 3abe3neyYeHHss 0gHOYaCHOT
nepefavi curHanis pisHOro cCrnekTpy 4yepes ogHy Mepexy. [o nepesar TakoX MOXHa BigHecTu
MOXXIUBICTb 3aCTOCYBaHHS PI3HNX CXEM MOAynsaUii ANA KOXHOT Mig HeCcy4ol, Wo A03BOMsSE aganTUBHO
BapitoBaTN 3aBadOCTIMKICTb i LUBMAKICTb Nepedadi iHdhopmalii [3,4].

OpHovacHO [0 HeponikiB Takoi TEXHONOrii CNig BiQHECTU BUCOKY YYTNMBICTb OO0 3MilLlEeHHS
4yacToTu i ha3un BXiQHOro curHany BiAHOCHO ONOPHOrO KOMMBAHHSA, HU3bKY eHepreTUYHy e(PekTUBHICTb,
3anexHicTb Big edekty [donnnepa npu 3acTOCyBaHHI BKa3aHOI TEXHOMOrT B MOOGINbHUX Mepexax
[3,4,5].

Cnuctremam OFDM BnactuBa goBra nocuska, sika A403BoNnse eekTuBHiEe nocrnabutn Bnnvs
©araTonpoMeHeBOCTI Ha 3aBafoCTINKICTb NpuUrMoMy, i pasoMm 3 TuM, 3abe3neynTn BUCOKY CymMapHy
WBMAKICTL nepepadi. L nepeBarn 3ymMoBUNM ofepxaTv 3HAYHWA  PO3BUTOK  BACTUBOCTI
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OaraTonpoMeHeBOCTi Ha OPOTOBUX KaHanax TenekomyHikauinHux cuctem (TC): gosra nocunka npwu
MOPIBHAHO BUCOKIA CTIMKOCTI BiOQHOCHO iMMyNbCHUX 3aBapj i nepepuBaHb. Kpim TOro, napamerpu
OaraTonpoMeHeBOro curHasny, BUXogsunm 3 npunycTMMUX BigxXureHb amniiTygHO-4acTOTHUX i ¢aso-
yacToTHUX xapaktepuctuk (APYX) kaHany TC, Bubmnparotbcs Takmmu, Wwob cucrema dyna HeuwyTnmea
(iHBapiaHTHa) A0 UMX BigXurneHb, Yum 6y BOHU He Bynu 3ymoBneHi. Tob6To cuctema Gyayetbca Ha
OCHOBI iHBapiaHTHOro migxoay, WO € MO3UTMBHOI BAacTUBICTIO CUCTEM nepefadi AaHUX Ha OCHOBI
TexHonorii OFDM [4,5]

BupilleHHA nuTaHHA NigBULLIEHHS e(PEKTUBHOCTI TENEKOMYHIKaLiNHMX CUCTEM, LLO NpaLoTb
Ha ocHoBi TexHornorii OFDM Bumarai o6rpyHTYBaHHA MofanblUMX HanNpPSAMKIB AOCNIMLKEHb LWOA0
YyOOCKOHANEHHsI BKa3aHOi TeXHOMOriT Npu yMoBi 30epeXeHHs BCiX nputamaHHKX il BNacTUBOCTEN, a
came iHBapiaHTHOCTI Ta BUCOKO| 3aBad0CTINKOCTiI.

AHani3 cnekTpanbHoT WinbHocTi ogHoro erieMeHTapHoro OFDM-cumsony (Puc.1) Ta TexHonoril
i Teopil noro NobyaoBM A03BONATL BU3HAYNUTU, LLO OHIEID 3 rpyn napameTpiB, SKi MOXYTb YMHUTK
BMJIMB 3arasioM Ha iHBapiaHTHICTb cucTemMun Ta 6e3nocepeaHbo Ha i 3aBadOCTINKICTb € NMOJNTOXEHHS Ta
napameTpu KOXHOI Hecy4yoi. A came, 3aBafOCTIMKOCTb 3abe3nedyeTbCs KiNbKIiCTIO Mid Hecyynx, siKi
NOBWHHI, B NepLUy Yyepry 3anMaTtu CBOE MOSMOXEHHSA B YacToTHOMY po3anogini OFDM-cumeony. B cBoi
yepry, Ui napameTpu HEOBXiAHO po3rnsaaT SK 3 TOUKM 30pY PO3MOBCIOAKEHHS pagionoKauinHoiT XBuUIi
BU3HAYEHOI YacTOTH i CNEKTPpanbHOI LWiNbHOCTI cUrHany, sika opMye oAuH KaHan nepegadi gaHux, Tak
i 3 TOukM 30py NobyooBWM OUCKPETHOrO CUrHany, sikKMi nepefaetbcs UMM KaHarnom Ta Mae CBOI
napameTpu [2,5].

OueBngHO, 3MiHa NapameTpiB pPagionoKauiHOl XBWMi KaHamny nepefadi gaHuX MOXe
cchopmyBaTU sBULLE, SIKE BU3HAYAETBCA AK MK KaHanbHa 3aBaga. CyTHICTb i mondrae B BRnvBy
CYCIOHIX Hecy4Mx ogHa Ha OAHy Yepe3 Hedodep)KaHHS OAHIE 3 HeCydux napameTpiB pagioxsusi B
3a[aHUX HOMiHaNbHNX 3HAYEHHSIX.

[aHi obcTtaBnHM HOPMYIOTb MEBHMIM HayKOBe 3aBAaHHSA OO0 OOrpyHTYBaHHS MeToAonorii
3MEHLUEHHSA BMAMBY MiXKaHanbHUX 3aBaj B TENEKOMYHiKaUiMHUX cuctemax nepegadi gaHux Ha 6asi
curHany OFDM.

MutaHHo dopmyBaHHA MeTogornoril NiaBUWEHHA edEeKTUBHOCTI nepedadi JaHuX Ha (OOHi
3abe3neyeHHsa BUCOKOT 3aBaJOCTIMKOCTI B TENEKOMYHIKaLiMHUX CUCTEMaX, AKi NpautoloTb Ha OCHOBI
BUKopucTaHHa curHanis OFDM npucesaveHo psg pooiT.

Pob6ota [6] npucBsyeHa po3rnggy maTemaTuyHoi mogeni nobyaoBu KaHamy 3B’S3Ky
TernekoMmyHikauinHoi cuctemun Ha 6asi curHany OFDM npu ymoBi BNnAuBY HaBMUCHWUX 3asaj.
3anponoHoBaHWM B AaHin poboTi MexaHi3aM 3MEeHLLEHHS iX BNAUBY HanpasrneHun Ha yOOCKOHaNeHHs
npouecy MiHiMi3auil BTpaT 4aCTUHW OaHuMX 3 BXiQHOro CUrHany 3a paxyHOK BBEEHHS 4acoBOro
3aXUCHOro iHTepBary Ta KOMMEHCYBaHHA BKasaHOI BTpaTW JaHUMU 3 CYCiOHbOro kaHany. NuTaHHS
dopMyBaHHS 3aranbHOT METOLOMOrT 3MEHLLEHHS TaKoro poAay HeraTMBHUX BNNMBIB Ta 6GesnocepeaHs
BTpaTa AaHUX Yyepes3 MiXkKaHarbHi 3aBagn B AaHii pobOTi He BMUCBITIEHI.

B po0orTi [7] po3rnsiHyTo NNTAHHS 3MEHLLIEHHSI MEPELLKOAN B efTEMEHTapHOMY KaHari nepegadi
AaHux cuctemun curHany OFDM. 3anponoHoBaHO, Npu yMOBI BpaxyBaHHSA MOTY>KHOCTi BHYTPILLIHLOT
KaHanbHOI NepeLuKoan, HOBE acMMETPUYHE BIKHO, sike 3abe3neyvye CKOPOYEHHS LIMKITIYHOro npedikcy
curHany ©6e3 3MEeHLIEHHS MOTYXXHOCTI KOPUCHOro curHany. [leBHe nuTaHHS OOMEXeHHS BnnuBy
BKa3aHWX BHYTPILUHIX MNepeLlKoa Ha CyCiaHi kaHann B pobOoTi po3rnsiHyTO B YaCTWHI, SiIka KOHCTaTye
MOXINUNBOCTI 06paHoro metoay Wono 3abesneyeHHs O0OMEXEHHS BNMBY HA MOTYXKHICTb NepeLuKoan B
cycigHboMy KaHani. [MtaHHA 3aranbHOro opMyBaHHS METOAOIONT OBMEXEHHST MiXXKaHarnbHUX 3aBaj,
B AaHin poboTi He pO3rNaHyTO.

PoGotn [8,9] npucedayeHi po3rnsgy nuTaHHsA OOMEXEHHS BMnvMBY MNo3a CMYroBux
BMNPOMiHIOBaHb B CUCTEMax 3 OpPTOroHanbHUM 4actoTHuM noginom (OFDM). NMeBHUM 4YMHOM Taki
BUMNPOMIHIOBAHHA  MOXHa BigHeCTM [0 MiKKaHanbHUX 3aBag ane (OpPMYKTbCA  BUHU
BUMPOMIHIOBaAHHSIMU, SiKi HE HEeCYTb efleMEeHTIB KOPUCHMX CUrHaniB i, NO CyTi SABMAIOTLCH 30BHILLUHIMK
nepewkogamun. [ns iX 3MeHLWeEHHs B AaHumx poboTax 3anpornoHOBaHO YacTOTHE CchnekTparbHe
nonepegHe KOQyBaHHA Ta HOBa CTPyKTypa npekodepa, Akun 3abesneyye ymMOBW, WO LO3BONANTb
npurMayy BXigHOro curHany BMKOPUCTOBYBATU KriacuyHWU ouiHioBad kaHany OFDM. 3aranbHi nigxoam
00 3MEHLLEHHS TAKOro poay nepeLukod Ta iHwunx 3aBag i 30ypeHb Ta meTogonorid ix nobyaosu B AaHNX
po6oTax He BMUCBITNEHO.

lNeBHi eneMeHTn MeToAornorii 3MeHLLEHHS MidkkaHanbHMX 3aBag B OFDM curHanax BUCBITNIEHO
B po6oTi [10]. PosrnsHyTuin B pobOTi nigxig 00 3MeHLweHHs1 6noKoBOI AiaroHanisauii nepeLlukos

96



THdoxoMyHIKaIiiHI Ta KOMIT FOTepHI TeXHOJIOTii, Ne 2 (04), 2022

HU3XIQHOT NiHIT 3B’A3KYy Ta PO3MOAiNy NOTYXXHOCTI 3 ypaxyBaHHAM SIK BiACYTHOCTI, TaK i HasiBHOCTI
iHdbopmaLii Npo cTaH KaHany B 6GaraTokopUCTyBanbHULBKMUX TENEKOMYHIKaUIMHUX Mepexax Ha OCHOBI
curHanis MIMO-OFDM neBHUM YMHOM CTOCYETbLCSI OQHOrO 3 NPOSIBIB MiXKKaHamNbHOI 3aBaan ane Tifbku
B YaCTMHiI 0OMEXeHHS NPOCTOPOBUX NepeLukon. beanocepenHin BNAMB BigXUIEHHA NapameTpiB OQHOro
3 KaHaniB Ta (popMyBaHHA HeraTMBHOrO BMAMBY BiJ HbOrO Ha CYCiAHI KaHanM a TakoX 3aranbHa
MEeTOO0S0ris1 3MEHLLEHHSI BKa3aHoro BnnmBy B poboTi He po3rnaganucs.

BukoHaHHs pocnigxeHb

Mpun nobynosi curHany no TexHonorii OFDM HeobxigHO BMOGMPATK YMCEnbHI 3HAYEHHST TakuX
napameTpiB, sSIK YNCIIO HECYUYMX FAPMOHIHMX KONIMBaHb (HECYUMX), YaCTOTHWUI iHTEPBAI MiX CyCigHIMM
HECYYMMW, 3axXUCHUW iHTepBan 4acy Mix cycigHimm OFDM-cumBonamn, TpuBanicTb KaHanbHOro
cMMBOIny, cnocib moaynAauii KonNMBaHHA Hecyyoi, MeTOAM 3aBafOoCTIMKOro KOA4yBaHHA. 3HayeHHs
nepepaxoBaHUX NapamMeTpiB BU3HAYAOTbLCA BUMOramMu 4O CaMOi CUCTEMU, TaKUMM SIK CMyra 3anMaHunx
yacToT, HeoOxigHa LWBMAKICTb nepedadi iHdopMmaulil, 3Ha4YeHHA pPO3LMPEHHS 3aTPUMKU W
OONNNepiBCbKOro pos3LMPEHHs CNekTpa curHany B kaHani. [eski i3 uux sBumor cynepeynmsi [1,2,5]

Ak 6yno 3a3HayeHo Buwe, OFDM-curHan € cymol Hecy4mx rapMOHiIMHUX konuBaHb (Puc.1),
KOXHa 3 SIKUX MOOYIOETLCS CBOIM MiANOTOKOM nepedaHux OIiT 3 BUKOPUCTAHHAM (da3oBoi Mogynsauii
(®PM) abo keagpaTypHoi amnnityaHoi moaynauii (QAM). Hexan d. — komnnekcHe 4ucno, LiO

npeacTasnse amnnitygy |di| 7 noyaTkoBy chasy arg(d. ) /-ro rapMoHiitHoOro konmeaHHs Hecy4oi OFDM-

cvmMmBony npu BukopuctaHHi ®M abo QAM — cumeony. KoxHun QAM-cnmBon y cuctemax umgpoBoro
panio3B'si3ky MepeHocuTb Kinbka kogoBux 6iT. Akwo ognH OFDM — cumBon MictuTb Ns HOCIBHUMX
KONuBaHb, TO MOXHa BBa)aTu, Wwo oamH OFDM-cumeon nepeHocutb 6ok i = 0, 1, 2,..., Ns-1 QAM-

cumBoniB. Toai komnnekcHa o6sigHa ogHoro OFDM-cumBony TpuBanictio T B MOMEHT 4acy tk Mae
Bupas (1.1) [2,5]:

Ng-1 _
u(t):Zdlexp jznTl(t—tk) ot <t<t +T.
i=0

Mo3a uum iHTepeanom yacy OFDM-crmBon 3 Homepom K AOpiBHIOE HyrIO.

Bupas (1) onucye rpaHnyHmn BigeoeksisaneHT OFDM-pagiocurHany.

o6 ogepxatn peanbHun OFDM — cumBon pagiocurHany i3 npsiMoKyTHOK 06BigHOK HECYYOro
rapMOHINHOro KONMBaHHA 4YactoTol fo, HEOBXIAHO Uiny N ysaBHY YacTuHW O6BigHOI Bupasy (1), wo
Bignosigae cuHdasHol n kBagpaTypHoi KomnoHeHTam QAM — curHany, MOMHOXUTM Ha cos(21Tfet) i
sin(21fot) 3 HACTYNHUM AOAaBaHHAM OTPUMaHUX KONmMBaHb [2,5].

3 Bupasy (1) sunnueae, wo ana OFDM-curHany iHTepBan M 4YacToTaMu CyCigHiIX Hecyumnx

Af :%, a 4yacToTW BCiX HeCy4ux KpaTHi ubomy iHTepsany. OTxe, Ha TpuBanocti ogHoro OFDM-
CVMMBOITY 3aBXAM YKIafAaeTbCs Line YMCro nepioaiB KOXHOI Hecyyol. [1na 6yab-akux CycigHix nepioais
YUCNO KOXHOI Hecy4qoil BiApI3HAETbCA Ha oauHuuio. [oyaTkoBa (pasa W amnniTyda KOXHOI Hecy4ol
BM3HAYalTbCHA 3HA4YEeHHSAM TpaHcnboBaHoro QAM-cnmBOIy Ui€i HECYy4Ol, a ANS Pi3HUX HECYYUX BOHM,
3BMYANHO, BUABMAAOTHCS Pi3HUMU. Y TaKMX YMOBaX KOrepeHTHa 4eMoaynsuis Lboro curHany moxe 6ytu
3AjicHeHa 3 BUKOPUCTaHHSAM B3AEMHOI OPTOTOHANbHOCTI BCIX Hecyumx Ha iHTepsani t, <t <t +T

[2,5,11].
Hanpuknag, BignoBigHO 4O KnacWYHOI Teopii NOTEHUINHOT 3aBagOoCTIMKOCTI ANs OgepKaHHS
ouiHkn QAM-cumeony d, 3 Homepom | i3 NpuitHATOI KoMNnekcHoi oBBiaHoi (1) (nicns ii BUAINEeHHA B

npuiMadi  TpaguuinHMm  cnocobom)  HeobXigHO  MOMHOXWUTM  Ha  KONMMBAHHA  HEecydol

A
exp —jZ?TE(t —1,) ¢ i pesynbTat npoiHTerpysaty Ha iHTepeani vacy t <t <t +T [5,11]:
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t,+1 |

K[U(t)exp -jan—(t-t,) pdt =

t+1 | Ng-1 i

_ J expy - j2m—(t-t,) " d,exp j2n—(t-t) dt=dT
v i=0 .

dakTnyHo BignosigHo o (2) npu gemoaynsuii ogHoro OFDM — cumBony oBumcnioeTbes
3HaYeHHSA ChNeKTpanbHOI LWiNbHOCTI aMnniTy4 4aHOro CMMBOMY Ha 4acToTi FI =|Af «konuBaHHA
Hecyuyoi, 3 Homepom 1 [5,11].

Ha Pwuc.2 306paxeHi crnekTpu, siki NepekpuBarTbCs PisHUMM Hecyunmm ogHoro OFDM —
CUMBOSY | BUOHO, LLIO CNEKTPU BCiX IHLLIMX HECYYMX HA L YacTOTi AOPIBHIOKOTb HyIto [2,5].

Alw)

1

08

0,6

04

0,2

-0,2
-04
-6 -4 -2 0 2 4 w
Puc. 2. CnekTpanbHa LWinbHICTb CyMU N'ATN HECYYNX i3 OAHAKOBUMW aMnniTyaaMu 1 NoYaTKOBUMM

aszamu

Takum 4YMHOM, NpK BU3HAYEHOMY BMOOPI YacTOT HECYUYMX KOSNMBAHb i iHTepBany MiX CyCigaHiMu
yacTtoTtamu, nos'azaHoro i3 Tpmeanictio OFDM-cumsony (T), 3a6e3neyyeTbCs BiACYTHICTb B3aEMHUX
BMMBIB MiXX Hecydumn [5,11,12].

OgpHieto i3 ocHoBHMX Bnactmeocten TexHonorii OFDM € HeuwyTnuBiCTb A0 pPO3LUMPEHHSA
3aTpuMKn BaratonpoMeHeBoro curHany. Lia BnactusicTb 3abe3neyyeTbCsl 3a paxyHOK 3Ha4HOro
36inbweHHs Tpmsanocti ogHoro OFDM-cumBony, dka 6inbwa Tpusanocti QAM-cumBony B 3HaYeHHi
KifibkoCTi  migHecy4mx curHany (Ng), T06To B Ng pas. Mpn ubOMy BigHOCHWIA Yac 36iNbLUeHHs

3aTPUMKM B KaHarmi y CTiflbkM X pa3 3MeHwyeTbeda. [Ona Toro, wob npakTU4HO MOBHICTIO YCYHYTU
MiXXCUMBOSbHY iHTepdepeHuito mMix cycigHimm OFDM — cumBonamu, BBOAUTLCS 3aXUCHUA YaCOBUN
iHTepBan Tgy. Llen iHTepsan mir 6u 30BCiM He MicTUTK curHany. OgHak Morna 6 BUHWUKHYTU MiKKaHarnbHa
iHTepdepeHuia MK Pi3HUMW HeCcy4YMMun, OCKinbku Byna 6 nopylieHa IXHA B3aEMHA OPTOrOHamnbHICTb.
MPpUYMHOIO BUHUKHEHHS TakMX B3aEMHUX 3aBaj CryXutb 6aratonpomeHesicTb [5,11].

o6 ycyHyTM nOpyLIEeHHA OpTOroHanbHOCTI 4epe3 OaraTonpoOMEHEBICTb KOXHE Hecyye
KONMVBAaHHSA LMKMNIYHO TPMBAE Ha 3axMCHOMY iHTepBani. Y LbOMYy BuNagKy HaBiTb 3aTpyvMKa OpYroro
NPOMEHs Ha [desikuin yac t He npuBede A0 MNOPYLUEHHA OPTOroHanbHOCTI MK HECy4oK MnepLuoro
NPOMEHS Ta HECYYOIO iHLLOIo MPOMEHS, OCKiINbKM Ha ByaAb-KOMY iHTepBarni Yacy TpuanicTio T 3aBXau
Oyae yknagaTtucs Line Yncno nepioaiB KOXKHOI HECYYOT He3anexHOo Big PO3MILLEHHS LIbOro iHTepBany.

Lle cnpasegnueBo Ana 6yab-SKOrO MPOMEHS, SKLWO PO3LWMPEHHS 3aTpuMKM At 4epes
BGaraTonpoMeHeBICTb KaHany He nepeBuLLYye TpUBarnicTb 3aXMCHOro iHTepsany Ty [11,12].

lMicna Bubopy 3axmcHoro iHTepsany MoxHa 3HanTu Tpusanicte OFDM-cumsony Tc. Yum meHLy
YacTKy iHTepBany T CTaHOBUTb TPMBAaMiCTb 3aXUCHOrO iHTepBany Ty, TUM MEHLLI eHepreTu4Hi BTpaTtu,
OTXe, MeHWe HeobxigHa BMMPOMIHIOBAHA MOTYXHICTb Ans 3abe3neyeHHs HeoOXigHOro 3Ha4YeHHs
BiJHOLLEHHS curHan/3aBaga B npunmaui.
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OpgHak TpuBanictb T; He MOXe BYTY 3aHALTO BENUKOID, TOMY LLLO KifTbKICTb HECYUYNX CTAE 3HAYHO
GiNbLUOIO, @ YaCTOTHI iIHTEepBanNu MiXk HAMK ayxe manumu. [Npu LboOMy 3poCTae YyTNUBICTb CUCTEMU OO0
BiXMNEHb YacToTM B Npunmadi i go dnyktyauin dasn. 3poctae Takox nikpakrop OFDM-curHany.
OcTaHHe ycknagHwe 3abes3neyeHHs IiHIMHOMO pexuMMmy MigcuMnoBadiB  MOTYXHOCTI curHany B
nepegasavax.

Tomy BubBip TpuBanocti T. cMmBony Moxe OyTu COpMynbLOBaHO B TakMM CrOCiO: SKLLO
OONYyCTUTU €HepreTuyHi BTpaTn He Ginbwi 1 gb, To TpuBanictb cumBony noBuHHaA Oyt Ginblie
3axMCHOro iHTepBany NpMHanMHi B N'atb pas [5,11,12].

OTmxe, TpMBanicTb OCHOBHOrO iHTepBany iHterpysaHHa OFDM—-cumBony B npunmadi T=T.-Tg, a,

sk 6yno 3a3HavYeHo paHille, YaCTOTHUI iHTepBan MiX CyCiAHIMU HECYYMU KONMBAHHAMU Af = % :
Hucno Hecyumx N g MOXHa BU3HAUUTU SK N g :%f . 3 IHWOro 6oKy, YMCro Hecy4mx MoxHa

BMU3HAYNTVM SIK BIAHOLLEHHS CyMapHOI WBWAKOCTI nepeaadi niHii R [0 WBMAKOCTI nepeaadi R, Ha
O[HiI Hecydin.

Y cBOW 4epry, WBWMAKICTb nepefadi Ha OAHIM Hecyyoi BM3HA4YaETbCA BMOOM MoOynAuii
(Hanpuknag, QAM-16), WBMAKICTIO BUKOPUCTOBYBAHOIO KOAY, LUBWUAKICTIO KaHanbHMX cumBonis. Mpu
3HangeHin weuakocTi npoxomkeHHss OFDM-cumBoniB i 3agaHoi WBMAKOCTI nepegadi niHii MoXHa
o6uMCnNUTN Yncno BIT ANCKPETHOro curHany.

Uuncno Hecyunx € ogHUM 3 HamBaxknusiwmx napameTpis cuctem OFDM. BoHo dopmye yuncno
nigkaHanie (W) B cTpykTypi curHany. Came kinbkicTb nigkaHanis W 3HadHOl Mipoto dopmye Ta
3abe3nevye iHBapiaHTHICTb cuctemn nepeqadi gaHux OFDM.

3a iHWwnX piBHMX yMOB 3 pocToM W 36inbLUyeTbCS TPUBAniCTb TAKTOBOMO iHTEpPBary i 3HUXKYETbCS
eEeKTUBHO BUKOPUCTOBYBaHA CMyra 4acToT, WO B CYKYMHOCTI 3MEHLIye BNMB HeigeanbHocTi APYX
kaHany. OgHak, npu UbOoMy 36iNbLUYETbCA KifbKICTb Onepauif, WO BUKOHYHTbLCA NpU Mogynauil i
aemoaynsauii curHany, 3pocTae BMMAMB YaCTOTHOrO PO3CTPOOBAHHSA i (Da30BOro ApWXKaHHA KaHany
[5,11,12].

AHanisa nobymoBu curHany 3a TexHonorieto OFDM, BCTaHOBNMEHHA B3aEMO3B’S3Ky Ta
B3aEMOBIIMBY NapamMeTpiB BKa3aHOro curHany Ta cyMicHa B3aeMOZisA CYCiAHiX KaHaniB nepeaadi JaHnX
B CTPYKTYpi OQHOr0 CurHamny AO3BOMSTb BU3HAYUTWM HACTYMHUK Nepenik BaXIMBUX Ta KPUTUYHMX
napameTpiB, Aki POpMyHOTb CaM CuUrHasn Ta, 04eBUAHO, MOXYTb MaTU BiAHOLWIEHHS OO MiKKaHanbHUX
3aBag.

[0 HUX BiAHOCUTbLCA:

— iHTepBan 4YacToT Hecy4nx KonueaHb curHany OFDM;

— Y4aCTOTHa HEBM3HAYEHICTb BXiAHOro curHany (dopmye BiaxmneHHs APYX Ta MiHiMi3yeTbCA
no6yaoBoKo KaHany NpUMoMy BXiGHOro curHany);

— KiNbKiCTb Hecy4nx B ogHoMy curHani OFDM,;

— noyaTtkosa pasa Ta amnnitTyga KoXHoI Hecyyol;

— YacCTOTHWUI iHTepBan MiX CyCiaHIMN HeCyYnmu;

— yYacoBwui iHTepBan korepeHTHOI Aemogynsauii curHany OFDM npu ymoBi B3aeMHOl
OPTOroHarbHOCTI BCiX HECYYMX CUrHany;

— yacoswuw iHTepsan Tpusanocti OFDM-cumBony;

— 3aXMCHWA 4YacoBUW iHTepBan, WO 3abe3neyye MiKCUMBOSbHY IHTEpdepeHUito Npy Npunomi
BGaraTonpoMeHeBWx cUrHanie Ta € cknagosum Yacosoro iHTepsany OFDM-cumsony.

Ak 6yno 3a3HaveHo paHile, 36inbeHHs KinbKOCTi NigHecy4mx 36inbLUye KinbKiCTb onepauin,
LLO BMKOHYIOTLCA NpW Moaynauii i gemoaynauii curHany. A npy UbOMy 3pOCTa€ BMNAUB YaCTOTHOMO
PO3CTPOIOBAHHSA i ha30oBOro ApwkaHHA kaHany [11,12,13]. Yepes ui edbekTn Hecy4da 3MillyeTbCa 3
BCTAHOBJSIEHOrO YaCTOTHOrO MOMOXEHHS, TOBTO (POPMYETLCHA MiKKaHanbHa 3aBaga, BMMMB SKOi, SK
pafioTeXHIYHOro 36ypeHHsi, MOXXHa OLIHUTM NO i NOTYXXHOCTI.

Buxogsum 3 uboro, B AKOCTi METOAONOrMYHOIO MigX04Ay A0 3MEHLUEHHS PiBHSA MiKKaHanbHMX
3aBaj B TENEKOMYHiKaLUinHUX cuctemax nepegadi AaHnx Ha 6asi curHany OFDM moxHa ccopmyBaTtu
Mo HacTyMHOMY anropuTmy.

1. OCHOBHUI KPUTEPIN OLIHKM 3MEHLLEHHSA BMANBY — NOTYXXHICTb MiXKKaHarnbHOI 3aBaau;

2. lpwn BM3HAYEHHI MOTYXXHOCTI MiXKaHanbHOI 3aBaguM MPUMHATUM (PIKCOBAHUMMU HACTYMHI
napameTpu:

— CMyry Nponycky kaHany;
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— WBKUOKICTb Nepeaadi NoBiAOMIEHHS;

— KpaTHICTb Mogynsuii.

— AUX i ®dYX kaHany npurHATM B BUMMALI HOPMOBaHMX LWAOGMAOHIB ANS KOXHOro 4ucrna
nepenpuinomis BxigHoro curdany OFDM.

3. Bubip 3axucHoro iHTepBany npunomy BXiAHOrO curHany 4emMopynaTopoM Ana oOMexXeHHs
nepexigaHnx npouecis, WO BUHMKAOTb Ha KOPAOHI TAKTOBUX iHTEepBarniB;

4. CTBOpPEHHA Modeni NpuinoMy BXIQHOTO CUrHany sik CyMyM KOPUCHOIrO CUrHamny Ta KOMMOHEHTIB
MiKKaHanbHUx 3aBag. BkazaHa mogenb NOBMHHA O4HO3HAYHO MOB’sA3yBana BigcTaHb MiX NigHECYUYNMMU,
X KifTIbKICTb Ta 3HaYeHHs1 3aXMCHOro iHTepBary Npy yMoBi MiHiMi3auil NOTY>XHOCTi MiXKKaHanbHoI 3aBau.

BucHoBku

1. NMpoBegeHo aHani3 cTpykTypu curHany OFDM Ta BU3Ha4eHO, L0 OAHMM 3 (PaKTOpIB, SKUK
MOXe BMNIIMHYTU Ha edeKTUBHICTb nepeaadi AaHNX 3a AONOMOrol BKasaHOoI TEXHOMOrIT € NONOXeHHS
Ta napameTpu KOXHOI nigHecy4oi 3 cknagy gaHoro OFDM-cumBony.

2. BusHayeHo, WO 3MiHa NOSMIOXEHHS Ta napameTpiB nigHecyyoi 3 cknagy gaHoro OFDM-
CVMMBOJTy CTBOPIOIOTb BMMMB OOHIET MiAHECYy4oi Ha iHWY. Take fBULLE BU3HAYaETLCA K MiKKaHanbHa
3aBaja, sika XapakTepusyeTbCA BEMMYNHOK NOTYXKHOCTI.

3. BcTaHoBnEHO, WO KINbKICTb Mig HECY4YMX B CTPYKTYpi curHany 3abeanevye iHBapiaHTHICTb
CMCTEMM [0 30BHILLHIX 30ypeHb Ta nepeLuKos, ane CTBOPHE YMOBU (DOPMYBaAHHS MiXKKaHanNbHUX 3aBag,
PICT SKMX NOB'A3aHUN 3 36iNbLUEHHAM KiNbKOCTi MigHecy4mx B CTpPykTypi AaHoro OFDM-cumBony.

4. 3anponoHoBaHO METOOOMOriYHMIA MigXxig OO 3MEHLUEHHSI PiBHS MiKKaHalbHUX 3aBajg,
TenekoMyHikaLiMHUX cucteMax nepegadi gaHux Ha 6asi curHany OFDM, BM3HaA4YeHO KpUTepin OLiHKK
edeKTUBHOCTI Ta anropuTM peanisadii nogaHoro MeTo4oMor4YHoOro nigxoay.
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AHomaujisi: 205108HO0 8UMO20t0 00 menieKoMyHiKauitiHux cucmem nepedasaHHs yugpoesoi iHghopmauir
Pi3HO20 npu3Ha4YeHHs € 3abe3rneyeHHs ii AKICHUX Xxapakmepucmuk: weudkocmi nepedagaHHsi, rporyCcKHOI
30amHocmi, timosipHocmi 6imoeoi momuriku. Lli xapakmepucmuku 3HaxodsimbCsl y CKnadHil 83aEMHIL
3anexHocmi, Wo eumazae HeobxiOHicmb AoCiOXeHb i3 BUKOpUCMaHHSIM crieuianbHuUX nioxodie i memodis. B
pobomi po3enisiHymo ma 3anporioHo8aHo WiIsiXu onmumizauil npoyecy npoekmysaHHs ma subopy ceped
MOXIugux eapiaHmie peanizauii 6inbw egbeKmueHUX CUCMEM.

Knroyvoei cnoea: menekomyHikauitiHa cucmema, rnporyckHa 30amHicmse, 6imoea rnomursika, CyMilieHi
epadgbiku.
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Abstract: main requirement to telecommunications for the transmission information of various purposes is
to ensure its quality characteristics: speed, bandwidth and probability of bit error. These characteristics are in a
complex mutual dependence, which requires the need for research using special approaches and methods.

A feature of the designing aspects of modern telecommunications is providing BER level and bandwidth.
Thus, it is necessary to provide the system with certain resources: the bandwidth of the channel, the number of
signal levels and SNR. Each of the specified parameters is characterized by significant features.

The paper considers two important components related to the implementation of telecommunications -
design optimization and selection of more effective systems implementation options among possible one.

Design optimization is carried out using modern software packages, which brings the design closer to the
automated one. An analytical-graphical approach is also widely used, in which complex analytical
transformations are replaced by eq uivalent graphic transformations. At the same time, the design process is
practically not complicated and provides the possibility of visual perception of the essence of signal processing
in individual nodes. The following ways of optimization are proposed: determination of the probability of
erroneous receiving of bits information signals using specialized means; the use of the "2D-3D-2D/" method,
which allows to simplify the formation of the necessary graphic dependencies; application-combined graphics
that allow you to replace the need for the inconvenient use of two graphic windows with the convenience of
using one graphic window.

On the basis of the conducted research, an algorithm for the design of effective telecommunications was
developed, which allows in each specific case to obtain all possible variants of effective (according to the
proposed criterion) one; form a criterion for choosing a more effective one among the received options.
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BcTyn
OfHUM i3 BaXXNUBKUX acnekTiB NPOEKTyBaHHS LMPPOoBMX TenekomyHikauinHux cuctem (TKC)
€ 3abeaneveHHs (puc.1l) 4BOX OCHOBHMX (BUXigHMX) NapamMeTpiB:
e 1mMoBipHOCTI nosiBun GitoBnx nomunok Pb (abo BER, Bit Error Rate), To6TO nomunkoBoro
NPUAHATTS «1» 3amicTb nepegaHoro «0» i HaBnaku;
e nponyckHoi 3gaTtHocTi C (6iT/c), sika Bkasdye MakcumanbHy LIBMAKICTb (Rmax) nepegaBaHHs
AaHUX.

MapameTtpu TKC: 6 napameTpis (Pb, C, W, M, Eb/No, S/N)

BxigHi BuxigHi

W — wupuHa
CMyru YacToT Pb - nmMoBIpHiCcTb
GiTOBMX MNOMUIOK

M — kinbKicTb
piBHIB curHany

C - nponyckHa

Eb/No abo S/N - 3AaTHICTb
BiAHOLUEHHS
curHan/wym

\

[ns ix peanisauii cuctemi HeobxigHO HagaTN NEBHI pecypcu (BxigHi napameTpn):
o lwnpuHy W (1) cMyrn 4acToT KaHany 3B’A3KY;
e KinbkicTb M piBHiB curHany;
¢ BiJHOLLIEHHS curHan/wyMm, sike NPUNHATO BMKOPUCTOBYBATM B OAHOMY 3 ABOX BuAiB - S/N
(BIAHOLWIEHHSA MOTYXXHOCTI CUrHany Ao cepefHbOol NOTYXXHOCTI wymy), abo Eb/No (BigHOLEHHS
eHeprii 6iTa 4O cneKTpanbHOI N'YCTUHU NOTYXXHOCTI LUyMY).

KoxeH i3 6-um BKaszaHUX napameTpiB XapakTepusyeTbcs cyTTeBUMM ocobnusoctamu [1, 2],
npyvyomy BinbLL NPOCTUMK € BXiAHI napameTpu.
LLivpuHa cMyru YacToT kaHany 3B'a3Ky. BkazaHoi cMyru 3aBXau HegocTaTHbO. Ha i OCHOBI
hOpPMYETLCA OOUH i3 OCHOBHMX NOKa3HUKIB, LLO XapaKTepuayloTb edpeKkTMBHICTb TKC.

KinbkicTb piBHiB curHany. KoxeH 6iT BXigHOI iHdbopmaLii MOXXHa nepegasaTnt OKpeMo
(Hanpuknag 1, 0,0, 1i 7. A4.), abo 3 k 6iTiB dhopmyBaT CMMBONM | Aani nepeaaBaTH TiNbKK
cvMmBOnun. Hanpuknag, akwo cumeon mMictutb k=2 6iTn, To Mmoxnuei M=4 BapiaHTK pO3MilLLEeHHS
6itiB y cumeoni (00, 01, 10, 11). Npu nepeaasaHHi pisHNM cuMBonam HeobxiAHO NPUCBOITK
crneumndiyHy o3Haky (pi3HMI piBeHb curHany). IHakwe Ha npuiMarnbHi CTOPOHi Byae HEMOXINBO
oTpumaTy iHbopmadito Npo BMIcCT BiTiB B oTpmaHoMy cumBoni. Ha puc.2 npueeaeHo npuknaa
dopmyBaHHs 4-x piBHeBoro (M=4) curHany pisHMMU piBHAMM.

Pwuc.1. OcHoBHi napameTtpu TKC
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E 1 I I I I L] I I I I I
Hea Bitn popmyioTe cumeon. TpueanicTe Gita 1 mkc.
5| 1 0 1 1 0 0 0 1 0 0 4
Tpueanicte cumeony 2 mkc, TobTo pieHa TpueanocTi 2-x BiTis.
=4 .
5 cumeon 2
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53t 1
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@
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Puc.2. ®opmyBaHHa M-piBHeBOro curHany npm k=2
Y 3aranbHOMy BMMNaaKy O4eBUAHOM [2] € 3anexXHICTb

M=2* (
abo k=loga(M) (1,6)

Ha puc. 3 npuBeaeHo parmeHT rpadiduHoro BigobpaxeHHsa 3anexHocTi (1,a)

o X 6
a0l X 4 /

= X 2 Yie| " Y 64
20 Y 4 e X5 J
0 o b . Y32

o 1 X33 4 5 9o 7
Y8 | k

Puc.3. 3anexnictb M(k) ona M-pisHeBoro curHany

BugHo, wo 3HaveHHa k, M MOXyTb npuimaTty Tinbkn AUCKPETHI 3Ha4YeHHs. BkasaHa ocobnueicTb
dopmye nesHi cneundivHi obmexeHHs, ki HeobxigHO BpaxoByBaTh Npu npoekTyBaHHi TKC.

Y BUNagKy 3agaHoro 3HayeHHs ogHoro 3 napameTpis (W=const abo C=const) opyrum Takox
Moxe oTpumyBaTtu (1,a) TiNbKM AUCKPeTHI 3HayYeHHs. [pu npoekTyBaHHi TKC yacTo MoXHa oTpumaTu
po3paxoBaHi 3HA4YEHHS, SKi HE cniBnagalTb 3 BKa3aHMMKU ANCKPETHUMKW. PekomeHaauii onga Takmx
BMMNaAKiB MPaKTUYHO BiACYTHI Y BiOOMUX OOCHIMXKEHHSX.

BigHoweHHs curHan/wym moxe 6yTy npeacTaBneHe ogHuM i3 aBox BapiaHTiB (S/N, abo Eb/No),
MK kMK € [1] BigoMuiA B3aEMO3B’A30K :

Eb/No= (S/N)/(C/W) (2,a)
a6o  SIN = (Eb/No)(C/W) . (2,6)

He € o4eBMaHMM, IKOMY 3 BapiaHTIB crnig HagaTtu nepesary npu npoektyBaHHi TKC. Y Bigommx
HayKOBWX gXepenax Taki pekoMeHAauii TakoX BidCyTHi.
MoBipHicTb 6iToBMX Nommnok Pb ans GiHapHMX cucTeM BU3HaYaeTbCs Ha OCHOBI iHTerpana
Mayca Q(x):
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Pb = Q(x) , 3

[ee] 2 .
pe: Q)= [ % exp(— u?) du ; x=(a*Eb/No)¥? ; a=2 ans GinonspHOro curHany;
a=1- anga yHiNnonspHOro curHany.

Taknum YMHOM, 3HaYeHHA Py, 3anexnTtb (3) Big BUOYy BUKOPUCTAHUX CUrHANIB (YHIMOMASPHOrO Yn
GinonsipHOro) NnpmeBeaeHnx Ha puc.4

2 2
L1 o |

e Tp —=

FieeHb cumeony
[ ] —.
PieeHb cumeony
. &
E

Puc. 4. Bug curHany: a) 6inonsipHuii; 6) yHinonsipHui

3acTocyBaHHSA pi3HUX BUAIB curHany (yHinonspHui abo 6inonsipHW) CnpuYMHEHe TUM, LWO
umdpoBi oaHi B no4aTkoBOMYy Buai ( Hanpuknag, nncsmosi 01101 i T.4. ) He NpuaaTHI ANa nepegaBaHHs
mepexamun TKC. Ix HeobBxigHO nonepeaHbo nepeTBopUTH B BiTW enekTpuyHoro curHany. HambinbLu
NOLUMPEHi BapiaHTW eNekTpUYHOro curHany: 6inonapHui curHan NRZ-L (6e3 noBepHEHHSA A0 Hyns) Ta
yHinonapHun RZ - (i3 noBepHeHHAM 40 HyNA). Ha puc. 4, [k npuknag, npueeneHo BinodpaxeHHs BiTis,
wo signosigatotb 11 0, npuyomy TpmBanictb 6ita Tr="1MKC.

Bapto 3ayBaxuTtu, wo 3anexHictb Pb(Eb/N0O) oTpumaHa Ha OCHOBI iHTerpana nomunok (3),
3anexuTb Big BUOY BUKOPUCTAHOIO CUrHany

-
o
o

YHinonspHumn
curHan

-
o
N

MmoBipHicTb 6iToBOT nomurku,Pb

GinonapHun
104 & curHan E
10° F E
. | | | |
0 2 4 6 8 10 12 14 16
Eb/No, dB

Pwuc.5. 3anexHnictbs Pb(Eb/No) onsa yHinonapHux Ta 6inonspHux curHani

BugHo, wo ans 3abesnedeHHs Pb=10° npu BuKopucTaHHi GiNnonApHOro curHamy AoCTaTHbO
BigHoweHHA Eb/No Ha 3 ob MeHLworo (Mo3uTUBHUIA ePekT ) NOPIBHAHO 3 YHIMONAPHUM cUrHanom. Tomy
Aani BUKOPUCTOBYIOTbCS TinbKu 6inonapHi curHanu, sk 6inbll epekTuBHI.

Yacto go npoektoBaHux TKC 3agaeTtbcda Bumora (Pb < Po, ge Po — makcumanbHO gonyctume
3HayeHHs Pb). Togai:

105



THdoxoMyHIKaIiiHI Ta KOMIT FOTepHi TexHOJIOTii, Ne 2 (04), 2022
Pb=Po . (4)

Cnig 3a3HauunTk, Wo Bn3sHa4veHHs Pb gocutb TpyaomicTke. [nga uboro B [1] HaBiTb MPOMNOHYETLCSA
BMKOPUCTOBYBATU cheLianbHi rpomizgki Tabnuui, wo notpebye 3HayHoI 3aTpaTh Yacy HeobxigHoro ans
nobyposn (puc.5). Ha ocHOBi BKaszaHOro npuknagy BWMOHO, HACKINbKM aKTyarlbHOK € noganblua
onTumisauis npouecy npoektysaHHs TKC.

MmoBipHicTb 6iToBUX nomunok Pb ans M-piBHeBux cuctem. Ha npakTuui, kpim BiHapHux cucTtem,
TakKOX LLUMPOKO BUKOPUCTOBYIOTLCS M-piBHEBI cuctemMn. B HMX 3aCTOCOBYOTLCS CUMBOMN, OS5 SKUX
cnpaBeanuei  3anexHocti (1,a,6). Tomy npu aHanisi M-piBHEBMX CUCTEM cCrovaTky BU3HAYaETbCSH
MMOBIPHICTb CMMBOMNbHMX NOMUAOK Ps . [lani Ha iX OCHOBI MOXHa TakoX BU3HAYUTU MMOBIPHICTb
6iToBMx nomunok Pb.

[ns opToroHanbHUX CUrHaniB 3 KOrepeHTHUM OeTeKTYyBaHHAM MMOBIPHICTb CUMBOMNbHUX NOMUMOK
ctaHoBuTb [1]:

Ps(M) < (M-1)Q(Es/No)*? , (5)
ae Es= Eb(log:M)= Eb*k — eHepris ogHOro cumeony.

Ha puc.6 nokasaHa 3anexHictb (6) onsa pisHnx Buais M-piBHEBUX CUCTEM.

100 5 T T
5 Eb/No = const

o

- 107" ¢ 5
S

=

= ol k=10 k=6 )
21 k=12 k=g :
‘©

I k=14

E 3L 4 J
S 10 k=16 ]
E k=18

(&)

2 4] k=20 |
5 10
T

o
g

s 10° Ps = const >
~ L

10-6 | | 1
-5 0 5 10 15

Eb/No (ab)

Puc.6. IMOBIpHICTb CMMBOMBHOT NOMUNKM Anst M-piBHEBOro OPTOrOHAMNBLHOIO NepeaaBaHHA CUrHaniBs i3
KOrepeHTHUM OEeTEKTYBaHHSIM.

BugHo, wo npu 36inbLueHHi kK, HasgBHI NO3UTUBHI edbekTu:

e 3MeHLWyeTbCA piBeHb curHany (Eb/No), HeobxigHuin ons 3abesneyeHHsa HEOOXiAHOrO 3HAYEHHS
Ps=const;

e abo 3MeHLYETbCA 3HAaYEeHHA Ps npn 3agaHomy 3HayeHHi Eb/No =const.
Ha ocHoBi oTpMMaHux 3HavyeHb Ps(M) MOXXHa BU3HAYNTUN MMOBIPHICTb GiTOBMX Nomunok Pb:
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Pb/Ps = 21/(2 -1) = (M/2)/(M-1) . (6)
BapTo 3ayBaxuTu, WO Npu 3HA4YHOMY 30inbLUeHi K 3anexHicTb (6) HaBiTb CNPOLLYETLCS:
Pb/Ps = 0.5 : (7)

IHpopmauist (puc.6) KoprucHa Ons OUiHKM BMAMBY Pi3HUX piBHIB M — apHMX cMrHanie Ha siKiCTb
nepeaaHux gaHux. Npun NpoekTyBaHHi 3auikaBneHHs YacTo nonsarae B OinbLl KOHKPETHIV 3aneXHOCTi
(Hanpuknag, Eb/No (M)) npn Ps = const. OTpymaTti Bka3aHy 3anexHiCTb, BUKOPUCTOBYHOUMN puUC.6,
MO>XHa ane AOCUTb CKMagHO Ta He3py4HO.

OgHieto 3i 3anexHocTen onga nponyckHoi 3gaTtHocTi C € popmyna Hankeicta. BoHa Bkasye, Wo
3HayeHHs C MOXxHa CyTTeBO 30iNbLUMTK (LLO 3aBXau € BaxxaHuM) HaBiTb Npyu W=const y Bunagky
BUKOPUCTaHHA M-piBHEBMX CUrHanIB:

C=2W*loga(M) 8

OgawH i3 nokasHukiB edbektnBHocTi TKC (Cn) doopmye nponyckHa 3gaTtHicTe C Ta cmyra yactot W:

Cn=C/W . 9

Ak BngHo, Cn Bkasye Ha UBMAKICTb Nepefadi AaHunx, siky 3abesnedye cuctema npu BUKOPUCTaHHI
oauHWUi cmyrn YacToT. To6To, BkasaHui napamMeTp ouiHioe sik edpekTnBHO TKC BrkopucToBye
AediunTHUI pecypc cmyrn YacToT. 3HaveHHst Cn 3anexuTs, 3rigHo 3anexHocten (10) Ta (1,6), Big
KinbkocTi k 6iTiB, ika MiCTUTbCS B cumBoni (Tabn.1)

Tabnuusa 1
k 1 2 3 4 5 6 7
Cn 2 4 6 8 10 12 14

MoxHa 3ayBaxuTtu, WO 3abe3nevyeHHs MakCMMarbHOro 3Ha4yeHHa Cn, € OQHWUM i3 BU3HAYanbHUX
dakTopis Bubopy edpektneHmx TKC, L0 BUPILLYETHCA B AaHin poboTi.

Ak BugHo (prc.6 Ta 3anexHictb (9)) BUKopucTaHHA M-piBHEBUX CUrHanIB i3 BINbLINMM 3HAYEHHAM
M 3abesnedvye nuwe no3umTuBHI pe3ynbTaTu. NMpoTe neBHi obmexeHHa Ons Takoro 36inbweHHs M
Haknagae BIAHOLEHHS curHan/wym.

[pyroto 3anexHicTio ana nponyckHoi 3gaTHocTi C € doopmyna LeHHoHa. BoHa Bkasye BNnuB Ha
nponyckHy 3aaTtHicte C cmyrn YactoT kaHany W Ta BigHOLIEHHS CUrHan/wym:

C=Wxlog,(1+3) . (10)

Omxe, 36iNbWNTX NPOMYCKHY 30aTHICTb MOXHa LWNSAXOM 36inblieHHsa K cMmyrn YactoT W, Tak i
36iNbLlUEHHAM BiQHOLIEHHSA CUrHan/wym.

Mpn BuKopucTaHHi copmynu LleHHoOHa Yy BiAOMMX [OOCHIMKEHHAX MOAAaKTbCA  MEBHI
HeobrpyHTOBaHi AaHi Ta HaBiTb HEeTOYHOCTI. 3okpema B [1], 3 4-x MOXNMBUX rpadiyHUX 306paxeHb
3anexHocTi (10) npueegeHo Tpu:(Cn(S/N), 1/Cn(S/N) T1a 1/Cn(Eb/No). Ak nokasaHo fgani came
nponyLieHnin BapiaHT, To6To Cn(Eb/No) Hanbinbw AOUiINbHO BMKOPUCTOBYBATWM MpPU ONTUManbHOMY
npoekTyBaHHi. Kpim Toro, B [1] y MaTtemMaTnyHNX NepeTBOPEHHSIX 3anexHocTi (11), 3 MeTOK BU3HAYEHHS
rpaHuui LLleHoHa, gonyweHo HEeTOYHOCTI

BaratoBapiaHTHICTb niaxoAiB 4O onTuManbHOro npoekTyBaHHs edekTnBHux TKC. OaHni npo Bue
onucaHi 3aranbHi BigomocTi BigHocHO TKC cuctematmsoBaHi (puc.7). MNMpu ubOMy BpaxoBaHo, LLO
BIOQHOLIEHHA curHan/lyM MOXHa XxapakTepusyBaTu [BOMa BapiaHTamMu i He € O4YEeBUOHUM SKOMY
BapiaHTy AOUiINbLHO HagaTn nepesary.
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BigHoweHHs curHan/wym

Eb/No SIN
— i K 7

Ne MMoBipHicTb 6iTOBOT MOMUMKK, Brok 1. Bnok 2.
3|1 Pb (2 sapiaHTn) Pb (Eb/No, k) Pb (S/N, C, W, k)
" .
e | © MponyckHa 3gaTHicTb C ( dopmyna Bnok 3. Bnok 4.

L|.|eHHOHa 2 BapiaHTH) C (Eb/No, C, W) C (SIN, C, W)

X 2 Dh (D nnwmiarerer
HOT I
: Ne [ MponyckHa 3aaTHicTb C (dbopmyna Bnok 5. C(W, k)
: 3 | Hawkeicta, ognH BapiaHT) (He 3anexuTb BiAg BigHOLWEHHS curHan/wym)
. : Dh /9 nawniarmer) -

Ne | B3aemosB'asok mixx Eb/No ta S/N Bnok 6.

4 (oavH BapiaHT) Eb/No= (S/N)/(C/W)

Dh /D nawiarerer)

MpumiTtka. Ha ocHoBi 3anexHocTen Ne1- Ne4 chopmMyeTbcst cuctema 4-x piBHSAHb, NPUYOMY B Takin
CMCTEMI MOXXHA BUKOpPUCTATM He Ginblue ogHOro 6NoKy KOXHOI 3anexHOoCTi. [1poTe KoxeH i3
6rokis (6nok 1 — 6nok 6) HeobxigHo BUkopucTaTu. B pesynbTaTi cdhopmMoBaHO 4 MOXNMBI BapiaHTU
TaKMX CUCTEM, LLO BiOPI3HSATLCS BMICTOM 4-x 6nokiB (610K 1, 6ok 3; 6nok 1, 6nok 4; 6nok 2,
6nok 3; 6nok 2, 6nok 4). Ha ocHoBi cuctemu 4-x piBHSAHb HEOOXiAHO BU3HauuTH 6 napameTpis TKC
(Pb, C, W, M, Eb/No, S/IN).

Pwuc.7. OcHoBHI 3anexHocTi, HeobXiaHi Anst npoekTyBaHHA TKC

BukopucTtoBytloun cucteMy 4-x piBHAHb MOXHA BU3HAYUTW 3HAYEHHS nuwe 4-X HeBigoMuX
napameTpis. TOMy 3Ha4yeHHs pewwTn 2-x (6-4) napameTpiB HeOOXigHO nonepedHbo 3agatu. Kinbkictb
V1 BapiaHTiB BUBOpYy 3adaHnx napameTpiB y AaHOMY BUNAAKy JOCUTb 3HA4YHa (BU3HAYa€ETbCA YNCHIOM
crnony4eHb i3 6-1 napameTpie no 2-a) Ta ctaHoBuTb [10] V1=B¢? =15 BapiaHTiB. Ha puc.6 BkasaHo, Lo
KiNbKICTb MOXMMBUKX BapiaHTIB CUCTEMM 4-X PiBHAHb TaKOX CTaHOBUTbL 4. OTXe, KifnbKiCTb HEOBXigHNX
BapiaHTiB CMCTEM PiBHSAHb AN pO3rnsay (3 MeTolo po3pobku anropuTtMy OnTMMI3auil NpPOeKTyBaHHS
Ta Bigbopy edektmBHMx TKC) noBnHHa cTaHoBUTU 4*15=60 BapiaHTiB.

TakMm ynmHOM, nocTtae notpeba Woao 3MeHLWeHHs KinbkocTi BapiaHTiB TKC (cepeg MOXnuMBOI ix
KinbkocTi, To6T0 60 BapiaHTiB), AocTaTHIX Ans Bubopy Binb edektnsHoi TKC.

B pesynbTati NnpoBefeHOro aHaniy nokasaHo, Lo Npu AOCMIMKEHHSX okpemux cknaposux TKC
MaloThb MiCLie CYTTEBI HefoMikM. Ix YacTkoBo abo NOBHICTIO yCyBae 3anponoHoBaHa MeToauKa.

Ocob6nmBoCTi 3anponoHOBaHOI  MeToAuKU. AK BUOHO 3 BULE MNPUBEAEHUX BUCHOBKIB, ABOM
acnektam peanisauii TKC npuainanocb Hea4oCTaTHBO yBaru, a came:

o onTMMi3aLii npoekTyBaHHSA okpemnx cknagosux TKC (vactuHa 1);
. Bnbopy Ginbw edektnBHnx TKC npu akTU4HiA BigCYTHOCTI anroputMy ix
ONTUMarnbHOro NPOEKTYBaHHA (YacTuHa 2).

BkasaHi npobnemy 4acTkoBo abo MOBHICTIO BUMpIWEHi Ta BAOCKOHAmNeHi 3anpornoHOBaHOK

meToaukoto. Ii ocHoBHI ocobnuBoCTi NpuseaeHi B Tabn.2

OnTumisauia npoekTyBaHHA okpemMux cknagosux TKC

Bu3sHa4eHHs timogipHocmi nomusnok Pb
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£k Bka3yBanoch BuLLE, BU3HAYEHHST MMOBIPHOCTI moMunok (3) gocntb cknagHe. Tomy ans
CYTTEBOrO CMPOLLEHHS OTPUMaHHSA Pb NponoHYeTbCA BUKOPUCTOBYBATU MOXITMBOCTI MPOrpamMHmnx
nakeTiB, Hanpuknag MATLAB [5, 6], 3anexHocTi (puc.3, puc.5, puc.6 i 1.4.).

Tabnuus 2
YactuHa 1. OnTumisauis NpoekTyBaHHA OKPEMUX CKITagoBUX YacTtuHa 2. Ontumisauia
TKC npoektyBaHHs1 TKC B Linomy.
3aci6 1. 3aci6 2. lMpu 3aci6 3. Mpwu cymicHomy Bubip 6inbLi edekTuBHMX
CToCOoBHO aHanisi civencrtea BMKOPWUCTAaHHI 4BOX BapiaHTiB TKC. Po3pobka
MMOBIPHOCTI 3anexHocTen Pi3HUX dOYHKLiR anroputMy NpoeKTyBaHHS.
nomwunok, Pb (Hanpuknag, puc.6) CMiNbHOro aprymMmeHTy

[logaTkoBo nepesaro BUKOPUCTAHHA Takmx rpadivyHnX 3anexHOCTEN € MOXNUBICTb Y
npoueci NPOeKTYBaHHS BU3HA4aTH iX 3Ha4YEeHHS B JOBIMbHI Touui (Hanpuknag, puc.3). Taka
MOXIMBICTb HABNMXye Npouec NPOeKTyBaHHS 4O aBTOMaTM3oBaHoro. B nepcnekTusi, npu Takomy
NPoeKTyBaHHiI, 3MiHoBaTK napameTpn TKC Byge MOXNMBO BUKOPUCTOBYKOUM MPOrpamMHi 3acobu
3B'A3KY.

AHani3 cimelicmea 3anexHocmeu
Takum € , Hanpuknag, CiMencTBo (puc.6), oTpumaHe Ha ocHoBi dopmynu (5). BoHa mMicTuTb
iHdbopMaLito NPo B3aEMO3B’A30K MK 3-a, B MpMHUMMI piBHOUIHHMMK napameTpamu (Pb, (Eb/No), k).
Bukopuctaewun oguH napametp (Eb/No) - ak aprymeHT, gpyrun napameTp (Pb) — sik doyHkuito,
OTPMMaHO CiIMENCTBO 3anexHOCTeN puc.6 — npu pisHmx 3HaveHHax Kk (k1, k2, k3 iT.4.).
Ane, sk nokasaHo gani, npu npoektyBaHHi TKC npeacTaBnsaioTb iHTEpeC TakoX iHLWi cimencTsa
3anexHocTen, OTpMMaHi Ha ocHoBI oopmynu (5), 3okpema puc.8

r r F T 1 r

X 4.38
20 Y 16.96
18 | Level -6.23294 |
Ll
16r X 3.84 1
14 Y 16.58 |
Level 4.93646
12 ™ - - = -
o B
ol X 4.02 |
Y 11.735
8t Level 4.04636 |
L] N ™
6t , |
X 4.29
4t Y 6.605 i
Level -2.91292
2} |
2 1 6 8 10 12 14

Eb/MNo (db)
Puc.8. 3anexHocTi k(Eb/No) npu Ps=const

3paBanock 6y, 3anexHocTi (pMc.8) MOXXHa OTpMMaTW aHanorivyHo, AK i 3anexHocTi (puc.6). Ane ue
HEMOXNNBO, TOMY LWWO Ana Takol nobyaoBu 3HaveHHa yHkuii ( Pb —gna puc.6, k — gns pwuc.8)
NOBUHHO BYyTK OTpMMaHo (cbopmyna 5) B «aBHOMY» BUAi (B NiBi YaCcTuHi piBHAHHSA) . Akwo anga Pb ue
BMKOHYETbLCS, TO AN K OTpMMaTn MOro B «IBHOMY» BUAi HEMOXITMBO.

BupilwmnTi BkasaHy npobremy MoxHa BUKOPUCTOBYHOUM MeTod « 2D — 3D — 2D/ », 3anpornoHoBaHuiA
B [4]. Vloro uiHHICTb B TOMY, LLO BiH JO3BOMNSE CKNaAHi (HacoM i HEMOXIMBI) aHamMiTUYHI NepPeTBOPEeHHS
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3aMiHUTK eKBiBaNEHTHMMM iM (ane NpocTumMmn) rpadiyHMMM NepeTBOPEHHSAMN. BkasaHnin MeTog MiCTUTb
3 etanu. Ha 1-my etani (2D) popmyeTbCca HeOBXiAHE CIMENCTBO 3anexHOCTeN Ha NMOLWMHI (Ans AaHoro
npuknagy — Le ciMencTso puc.6). Ha gpyromy etani OCHOBHUI HeAoNiK ycyBaeTbCs (pUC.6) HACTYNHUM
YMHOM - KOXHa 3 CYCIOHIX 3anexHocten (npu k = const ) WTY4YHO «pO3CyBaETLCA» OAHA BiA OAHOI
wnaxom cpopmyBaHHA (3D) NpoCTOPOBOT 3aNeXHOCTI

Opyruin etan — cpopmyeaHHa 3D

-5
k Eb/No (dE)
Puc.9. Opyrun etan metoay « 2D - 3D — 2D/ »

HesBaxaioum Ha Oinbliy cknagHicTb puc.9 nopiBHAHO 3 puc.6 obcar obumcrneHb nNpu LbOMY
NpakTU4HO He 30inbwmnBcs. Lle ogHakoBi 0BUYNCNEeHHs AN KOXHOI 3anexHocTi (npu kK = const ) Tinbkn
Pi3HO PO3MiLLEHI.

Ha puc.9 Takox npuBedeHa [oAaTkoBa ropusoHTarnbHa NnoLnHa, Hanpuknag, npu Ps=104 . Ninisa
I NnepeTuHy 3 CiMencTBOM 3anexHocTen npu k = const gkpas i opmye OaHy 3i 3anexHocTen (npu
Ps=10"* Ha pu1c.8). Dopmytoumn NocnigoBHO ropM3oHTanNbHY NIOLMHY Ha iHLWKX piBHSAX (Ps=10°, Ps=10
5, Ps=10?) oTpumaHO aHanoriyHo iHWi 3anexHocTi (puc. 8).

Ha TpeTbomy eTani Ha ocHoBi AaHux (prc.9) dopmyeTbes (2D ) WwykaHa 3anexHiCTb Ha NOLWHI
(pnc.8). ns uboro 4OCTaTHLO 3AINCHUTY NPOEKLiI0 AaHuX (prc.9) Ha ropnsoHTanbHy nNnowmHy. Baarani
MOXINMBOCTI meToay « 2D — 3D — 2D/ » 6arato wmpLli Ta BUXOAATb 32 Mexi AaHoi poboTu.

CymicHe BrKopuCTaHHs (B ogHOMY rpaddiyHOMY BiKHI) OBOX Pi3HUX (OYHKLiM CMiSIbHOrO aprymeHTy.
B naHomy BMNaaKy MPOMOHYETLCA BUKOPUCTAHHSA CyMilLleHMX rpadoikiB, LLO CYTTEBO CMPOLLYE npouec
NPoeKTyBaHHs. Ix NobyaoBa Ta BUKOPUCTAHHSA NokasaHo Aani Npo posrnaai Npuknaais NpoekTyBaHHs
KOHKpeTHuX TKC.

OnTumisauia npoekryBaHHAa TKC y uinomy

3MEHLLEHHS KifbKOCTi BapiaHTiB CcUCTEM PiBHSIHb HeobXiaHMX ansa Bubopy edektusHux TKC. MNpu
aHanisi gaHux (p1c.7) nokasaHo, WO iX KiNbKiCTb A4OCUTb 3Ha4Ha (60 BapiaHTiB). ToMy nocTae NUTaHHS
X CyTTEBOro 3MeHLUeHHs. BkasaHe ameHLweHHS KinbkocTi BapiaHTiB TKC 34iMCHI0OETLCS noeTanHo.

Ha nepwomy eTtani 34incHI0ETLCA noain 6-n napameTpis, SKi NOTPIGHO BU3HA4UTK (puc.7), Ha ABi
rpynu: siki NoTpibHO BU3HayaTtu B 1-y yepry (2-y vepry). Ans uboro oopmyna Haviksicta (8), Ky MiCTUTb
Takox 6nok 5 (puc.7) moandikyeTbCs (3 BpaxyBaHHAM 3anexHocten (1,a), (1,6) Ta (9)) HacTynHUM
YMHOM:

Cn=CMW =2k . (11)

Hani B 6nokax (2-6 (puc.7)), aki mictate napameTpy C Ta W, 30IMCHIOETBCA 3amiHa AaHUX
napameTpiB 3rigHo (11) Ha napameTp k. B pe3ynbTaTi 3 6-1 napameTpiB (puc.7) 3anuwaetscs 4-u (Pb,

110



THdoxoMyHIKaIiiHI Ta KOMIT FOTepHI TeXHOJIOTii, Ne 2 (04), 2022

k, (Eb/NO), (S/N)), siki He0bXigHO BU3Ha4aTh B nepLly vyepry. 3aBAsku TOMY, WO BKa3aHi 4-1 napameTpu
oTpuUMaHi 3 BUKOpPUCTaHHsAM cbopmynn Harikeicta (To6To 6noky 5 3anexHocTi Ne3 (puc.7), Bignagae
notpeba y BMKOPUCTaHHI 6noKy 5 npu popmyBaHHI CUCTEMN PiBHSHb.

TakvM YnHOM, y pe3ynbTaTi BUKOHaHHSA AaHOro eTany, OTPMMaHO HACTYMHi CPOLLEHHS:

e  KiNbKiCTb MapaMeTpiB, Aki HEOOXigHO BM3Ha4aTK B NepLuy Yyepry, 3MeHLwmnach 3 6-u 0o 4-x;

®  KiNbKiCTb PiBHSIHb B CUCTEMI, HEODXigHa B AaHOMY BMNagKy, 3MEHLIMnach i3 4-x 4o 3-x.

Ha pgpyromy etani BigbyBaeTbCsi nofarnblue 3MeHLIEHHS KinbKOCTi napameTpiB, AKi HeobxigHo
BM3HA4YaTM MEepLUOYEepProBo, Ta KifbKICTb PiBHSHb HEOOXiAHWMX ANS uboro. AHania nokasye, Wo 3 4-x
MOXINUBNX BapiaHTiB CUCTEM PiBHSAHb (PUC.7) OOUINbHO BMKOPUCTOBYBATWU TiNbKW OBa BapiaHTW, siKi
MICTATb iHpOpMaLLito: NPO BigHOLWEHHS curHan/wym B ogHakosomy Bugi ( (Eb/No) abo (S/N) ), TobTo:

e BapiaHT 1 (6nok 1 Ta 6nok 3, ski MatoTb Tinbku BigHoWweHHS (Eb/N0) Ta He MICTATb BiAHOLLEHHS

(SIN);

e BapiaHT 2 (bnok 2 Ta 6ok 4, aki MiCTATb Tiflbkun BigHoWweHHs (S/N) Ta He MICTATb BigHOLIEHHS

(Eb/No).

BapTo 3a3HaunTy, Wwo BapiaHtK (1 Ta 2) iHpopMaLiNHO PiBHOLiHHI, NPUYOMY TPYOOMICTKICTb X
BUKOPUCTAHHA NPaKTUYHO OAHaKoBa. Tomy fani AOCTaTHbO BMKOPUCTOBYBATU TifIbKM OOWH i3 HUX.
YHacnigok i3 Tmm, wo oinbL nowmpeHnm [1] € BUKOPUCTaHHSA BigHOLWEHHS curHan/wym y Buai (Eb/No),
OOUiNbHO BMKOPUCTOBYBaTU BapiaHT 1. BpaxoBytoum Te, wo BapiaHT 1 He MicTuTb napametpa (S/N),
Hemae noTpebun BMKOpUCTOBYBaTK 3anexHicTb Ne4 6nok 6 (puc.7) y CUCTeMi piBHSHb.

Omxe, B pesynbTaTi 4pyroro etany, oTpUMaHoO CNpPOLLEHHS:

e KiNbKiCTb NapamMeTpiB, ski HeOOXigQHO BU3HAYaTK B NepLUy Yepry, 3aMeHLwwmnach 3 4-un oo 3-x (

Pb, k, (Eb/No) );

e HeobOXxigHa KinbKiCTb PiBHSIHb B CUCTEMI 3MeHLIunach 3 3-x Ao 2-X.

Uepes Te, WO B AaHOMYy BUNAOKy MOXHa BU3HAYNTWU TiflbKM 2 napameTpu, TPETi napameTp
HeobOxigHO 3agaTn. Bpaxosytounm Te, wo npu npoektyBaHHi TKC nepluoyeproBnm € 3abeanevyeHHs
napameTpa Pb, noro HeobxiaHO NPUNHATK 3a4aHUM, 3rigHO (4).

OTxXe, KiNbKiCTb BapiaHTiB HEOOXiAHWMX OANA po3rnsay CUCTEM PiBHAHb 3MeHWweHo 3 60-u (puc.7)
go 1-ro.

Ha Ttpetbomy eTani ¢opMyeTbCs cucTema 2-X piBHAHb, HeobXxigHa Ans BU3HAYEHHS 3-X
napameTpis. OcobnNuBICTI0O Takoro YOPMyBaHHS € BUKOPUCTAHHSA aHaniTUYHUX 3anexHocTen Ans
KOXXHOro 3 piBHAHb B rpadivyHomy BuAi. [ani po3B’a30K BKa3aHOi CUCTEMMU PiBHAHb 3AINCHIOETLCA 3
BUKOPUCTAHHAM aHaniTUMHO-rpadoivHOro pilleHHA CUCTEMU PIBHSHb, LLO 3HAYHO ONTUMI30BYE npouec
npoekTyBaHHsA nesHol TKC.

OpHum i3 piBHAHB € 3anexHicTb k (Eb/No), wo npmeegeHa Ha puc.10. BoHa BMKOpUCTOBYETLCS
AK «WabnoH», nepeBaro AKOro € yHiBepcanbHICTb (OCTaHHIN He 3aneXxuTb Big BUMOr 40 KOHKPETHOI
TKC, 3okpema go Ps). [lns no®ynoBu 3anexHoCTi BUkopuctaHo gopmyny LLleHHOHa, moaudikoBaHy
HaCTYMHUM YnHOM [1] :

Eb/No = (2°" -1)/Cn . (12)

[ HepocTynHa ]
- me>ka | ©6nacTte _|
L=

peanizauii

N W A OO N O O O
I

A
T

piBHI peanisauir
L

(o] 5 10 15 20 25 30
Eb/No (dB)

Puc.10. 3anexHictb k(Eb/No)
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[na otpumaHHs 3anexHocTi k(Eb/No) B piBHAHHI (12) 3giicHeHo 3amiHy Cn 3rigHo (11).

Mpun noGyaos.i rpadivHmx 3anexHocTten (puc.10 Ta iHWKNX) 3py4HO BUKOPUCTOBYBATU 3HAYEHHS
napameTpa (Eb/No) B geunbenax. lNMpoTte npm Bu3HadeHHi Ps (5) 3actocoByeTbes BigHoweHHss Eb/No
(B pasax). [ins onepaTMBHOro nepexoay MiX BkasaHMMM 3HaYEHHSIMU BiAHOLLEHHSI CUrHarn/lwym 3py4Ho
MaTW TaKy MOXMUMBICTb. [INA UbOro NpPonoOHYETLCS BUKOPUCTaHHA CyMmiweHoro rpadika (puc. 11), B
SAKOMY BigobpaxarlTbCs ABi PYHKLIT CNiNbHOro apryMeHTy, ane 3 CyTTEBO PiI3HUMU 3HAYEHHAMM MO OCi
Y

T T T T T T 1000
10+ AN faHOoT 3aneXHOoCTi
Bicb Y cnpaea 1800
8r > 4
6l ) | x15.0841 1600 9
~ Ans OaHoi 3aneXHoCTi Y 4.01 3
4l Bicb Y 3niBa 5 41400 W
A -
5 \/ X 15.0841 1200
Y 32.2411
0 | | [d | 1 0
0 5 10 15 20 25 30
Eb/No (ab)

Pwuc.11. CywmiweHun rpadik anst 3anexHocten k(Eb/No, gb) Ta Eb/No(Eb/No, ob)

BuaHo, wo ans Eb/No = 15 gb, 3Ha4yeHHst Eb/No = 32.2
[pyrum piBHAHHAM BKasaHOi cucteMn € 3anexHicte k (Eb/No) npu 3HadeHHi Pb = const, dke
3a4a€TbCA NPY NPOEKTYBAHHI.

MpoekTyBaHHA Npu 3aaaHOMy 3Ha4YeHHi Ps Ta BuGip Hanbinbw edektnsHoi TKC

Take npoekTyBaHHA [OUiNbHO po3rnsgaTu Ha npuknagi koHkpeTHoi TKC  ( ansa akoi

Ps=Po=101°,

Ans uboro «wabnoH» (puc.10) AonoBHIETLCA 3anexHicTio k (Eb/No) npu Ps = 10°%°, oTpumaHoi 3
BUKOPUCTaHHSAM meTody « 2D — 3D — 2D/ ».

11 T T T T T T

10 .
9 — -
8 i
7 -
6 -
X
5L X 11.355
Y 3.3
4 Level -10.078 - X 13.335
3k =%~ |Yy2035 | ]
X 11.52 \ Level -10.2624
2r Y 3.025 e . ]
1L ~ | Level -9.69272 | _x. 77777777777
X 16.305 O6nacts
O n L i’ i h . ee
Y 0.99 peam3anii
0 S 10 15 Level -10.4089 25
Eb/No (dB)

Pwuc.12. BusHadeHHs napametpis ( k, Eb/No ta Cn) TKC npwu 3agaHomy
3HayeHHi napametpa Ps=Po=1010

BugHo, wo gaHa TKC moxe 6yTu peanizoBaHa npu BukoHaHHi ymoBu k < 3.3. Bpaxosytoun Te, WO
napameTp k Moxe npurimaTy TifbKWU LiNi 3Ha4eHHA, MOXIMBI 3 BapiaHTN edheKTUBHUX CUCTEM:
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o npu k=1T1a Eb/N0=16.3 gb;

e npu k=2 ta Eb/N0=13.3 gb;

e npu k=3 Ta Eb/N0=11.5 gb.

3BMYalrHO, KOXEH i3 3-X BapiaHTiB MOXe peanizoByBaTUCS TakoX npu Ginbwomy 3HayeHHi Eb/No
(wo HebaxaHo), Toai Taku BapiaHT nepectae Oytn edektmBHUM. Cepen AaHUX BMNagkis HambinbLw
edeKTUBHUM € BapiaHT npu k=3, aKomy BnacTuBi CyTTEBI nNepesaru:

e HeobxigHe HanmeHLwe 3Ha4vyeHHsa Eb/No=11.5 ab;

enpu Oinblomy 3HayeHHi k=3 3abe3nevyeTbCcs BULLE 3HAYEHHSA NponyckHoi 3gatHocTi C (11)

HaBiTb Npn W=const.

Takum ymHoM ans gaHoi (Hanbinbw edpekTmeHoi) TKC Bigomi BXe 4 3Ha4YeHHS (3agaHun napameTp
Ps=10"°, BuaHayeHi napametpu k=3, Eb/No=11.5 gb Ta 3rigHo (11) BigHowweHHsA C/\W=2*3=6).

Mpy ubOMY MOXNMBI ABa BapiaHTU BUKOPUCTaHHA OTpUMaHOl 3anexHocTti C/W=2*3=6. Akio
BiOMa HasdBHa cMmyra YacToT, Hanpuknag W=2 MI'L, TO OTPUMYETbLCH 3HAaYEHHA MPOMYCKHOT 34aTHOCTI
C=2*6=12 MGit/c. AKwo X 3agaHo HeobXigHe 3Ha4YeHHs NPOMNYCKHOI 3gaTHOCTI, Hanpuknag 30 M6it/c,
TO HeobxigHa cmyra vactoT ctaHoBuTb W = 30/6 = 5 MI'u. Takmm 4nmHOM, oTpMMaHo 5 napameTpis
paHoi TKC.

Akwo HeobxigHO oTpuMaTK 3Ha4YeHHs 6-ro napameTpy (S/N, Wo NoTpibHO He YacTo), To Ans
LbOro BUKOPMUCTOBYIOTBLCA 3anexHocTi (2,0) Ta (11), wo HecknagHo.

Ha ocHoBi HaBegeHoro npuknagy po3pobneHo anroputM OnNTUMAnbHOro MNPOEKTYBaHHSA
edektnBHux TKC (puc.13).

1. BigkpuTu (pnc.10) rpadiuHy 3anexHicTe k(Eb/No) 2.[lonoBHuTY
| | (aHanoriyHo
| l prc.12)
3.BusHaumTu (aHanoriyHo puc.12) 4. Cepep napametpis (C, W) Bubpatu rpadivHoto
napameTtpu k, Eb/No ans Hanbinbw OinbLU BaXXNUBWUIA, 3a0aTW NOro 3HAYEHHS 3anexHictio k
edektnBHoi TKC (3 makcumansHum Ta Ha OCHOBI 3anexHocTi (11) oTpumatu (Eb/No)
LinMM 3HaveHHAM k) 3Ha4YeHHs gpyroro napameTpy npu Ps = Po

Puc.13. Anroputm npoekTtyBaHHs edpekTnBHux TKC

BucHoBKkuM

B poboTi po3rnaHyTo ABi BaxnuBi CKNagoBi, WO cTocytoTbea peanisauil TKC: ontumiszauii
NPOEKTyBaHHS Ta BMOOPY cepen MOXITMBUX BapiaHTiB peanisauil TKC 6inbLu edhekTUBHMX.

1. OnTumisauis NPOEKTYBaHHS 34INCHIOETbCS 3aBASKW LLUMPOKOMY BUMKOPUCTAHHIO Cy4acCHMX
nporpaMHMx nakeTiB, 3okpema MATLAB, wo Habnwkae npoBedeHe MNpPOEKTYBaHHA OO
aBTOMAaTM30BaHOro. TakoX LUMPOKO BMKOPUCTOBYETBHCA aHaniTU4HO-rpaddivHUi nigxig, npyu sikomy
CKrnagHi (4acTo HaBiTb HEMOXNUBI) aHaniTUYHi NepeTBOPEHHS 3aMIHIOITbCS EKBiBAaNEHTHUMMU
rpacdiyHMMmM nepeTBopeHHAMM. [py LbOMY NpPoLEeC NPOEKTYBAHHS NPAKTUYHO HE YCKNaAHKETbCS, ane
3abesneyye MOXIMBICTb Bi3yanbHOro CNpUNHATTA cyTi 06pobkm curHanis B okpemux Bysnax TKC.
Cepea 3anponoHOBaHMX LUNAXIB ONTUMI3aLii BApTO BUGINUTM HACTYNHi:

e  BU3HAYEHHS WMOBIPHOCTI MOMMIIKOBOrO npuimaHHa 6iTiB iHOpMaLiiHuX curHanis 3
OO0MNOMOrot cneuianizoBaHux 3acobis nakety MATLAB;

e  BUKOpUCTaHHA MeToay «2D- 3D- 2D'», W0 A03BOMSAE CNPOCTUTU (DOPMYBaHHS HEOBXigHUX
(BN onTumisauii NPoeKTyBaHHS) rpadiyHUX 3anexHoCTew;

e  3aCTOCYBaHHSA CyMilleHuX rpacdikis, WO A03BOMAOTE 3aMiHUTU HEOOXIOHICTb HE3PYYHOro
BMKOPWUCTAHHS ABOX rpadivyHUX BIiKOH, 3PYYHICTIO BUKOPUCTAHHS O4HOMO rpaddiyHOro BikHa.

2. Ha ocHoBi npoBegeHnx AocrnigXeHb po3pobrneHo anroputM MPOEKTyBaHHA edeKTUBHUX
TKC, sikuin 003BONSE B KOXXKHOMY KOHKPETHOMY BUMNAAKY:

e OTpPUMATW BCi MOXNKMBI BapiaHTX €PEKTUBHMX (3rigHO 3anponoHoBaHoro kputepito) TKC;
e cchopmyBaTu KpuTeEpI BUOGOPY NOMDK OTPUMAHMX BapiaHTiB Binblu eheKTUBHOrO.
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AOCNIAXEHHA CUCTEM MACOBOI'O OBCJTYTOBYBAHHHA
HA OCHOBI IMITAUWIMHOIO MOAEJMIOBAHHA 3 YPAXYBAHHAM
MYJNIbTUATEHTHOIO nigxoany
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Bapa6aw O.B., 0.m.H.,npogh. HauioHanbHuUl mexHi4HUU yHieepcumem YkpaiHu «KuigcbKkuli
nonimexHidHul iHecmumym imeHi lzops Cikopcbkozo», Kuis, YkpaiHa. bar64@ukr.net

Konym6em B.[I1. HauioHanbHul mexHiyHul yHisepcumem YKpaiHu «Kuigcbkul nonimexHiyHud
iHcmumym imeHi lzopsi Cikopcbkoz2oy, Kuig, YkpaiHa. kvplinux@gmail.com

AHomauyisi: 3anporoHosaHo rnpedMemHo-opieHmosgaHuli nioxi0 0o OocniOKeHHs cucmemM Maco8020
obcnyzosyeaHHs (CMO). lNpuliHami piweHHs1 cripsamosaHi Ha nidguweHHs1 sskocmi Oili cucmem, NOoMinueHHs ix
opaaHizauji 8idnogidHo 00 npuliHAMOo20 Kpumepito skocmi pobomu cucmemu. Y pamkax Uboz2o 1idxody
pO3pobsitoMbCa HOBI iHMenekmyarsbHi Moderi, anzopummu, Memoldu ma iHcmpymeHmapii, npusHaydyeHi 0ns
nidmpumMKu putHAMMS pilWeHb y rpoueci ynpaesiHHsa cucmemMmamu macogoz20 o06csy2osyeaHHsi Ha 6asi
CMPyKMypHO20 ma napaMmempuyHO20 aHasli3y ix xapakmepucmuk, efacmueocmel ma rnpouyecie pobomu. Lle
0o3s8onume po3wupumu diara3oH 0ocidxXysaHUX yMo8 QOyHKUIOHY8aHHS iHghpacmpykmypHuUx ob'ekmig, 6inbui
MOYHO oyiHUMu docsizHymy ecbekmusHicmsb gpyHKUjioHysaHHsSI CMO, 3aowadumu pecypcu, MiHiMi3ysamu pu3uxku
rnomusiok ma 360is.

Knroyoei cnoea: cucmemu macoeoz2o 00Cry208y8aHHs, MOOEH8aHHs, I[HghpacmpykmypHi ob'ekmu,
8UCOKOMPOOYKMUBHI 0BYUCIEHHS

RESEARCH OF MASS SERVICE SYSTEMS ON THE BASE OF SIMULATION MODELING
TAKING INTO ACCOUNT THE MULTI-AGENT APPROACH

Oleg Barabash, Dr. habil., Prof. National Technical University of Ukraine "Igor Sikorsky Kyiv
Polytechnic Institute”, Kyiv, Ukraine. bar64@ukr.net

Vadym Kolumbet. National Technical University of Ukraine "Igor Sikorsky Kyiv Polytechnic
Institute”, Kyiv, Ukraine. kvplinux@gmail.com

Abstract: Increasing the efficiency of managing complex objects is most often achieved by intellectualizing
their control systems. In this regard, the article proposes a subject-oriented approach to the study of mass service
systems (MSS). The number of questions that can be solved with the help of MSS analysis is endless and affects
almost all areas of computer science and information technology. Being able to do this kind of analysis with this
toolkit is important for those involved in these industries. The study of MSS provides an opportunity to obtain the
necessary information and, thus, to prepare grounds for making decisions regarding the mode of operation of the
system, improving its organization, etc. The adopted decisions are aimed at improving the quality of the systems'
actions, improving their organization in accordance with the accepted criterion of the quality of the system's work.
As part of this approach, new intelligent models, algorithms, methods and tools are developed, designed to
support decision-making in the process of managing mass service systems based on structural and parametric
analysis of their characteristics, properties and work processes. The listed developments are combined into a
new specialized decision-making technology. The developed methods and tools for modeling mass service
systems can be used in the process of researching various infrastructure objects. For this purpose, digital
duplicates of infrastructure objects are being developed. They make it possible to expand the range of studied
operating conditions of infrastructure objects. Their use makes it possible to more accurately assess the achieved
efficiency of their creation and operation, save resources, minimize the risks of errors and equipment failures,
extend the period of stable operation of these objects

Key words: mass service systems, modeling, infrastructure objects, high-performance computing.

Bctyn

B paHunm yac pocnigkeHHst NoBediHKU CKMNagHO OpraHi3oBaHMX TEXHIYHUX CUCTEM MAacOoBOrO
ob6cnyrosyBaHHA (CMO) Ha pisHUX eTanax ix NPOeKTyBaHHA Ta (PYHKLIOHYBaHHS € OOHIEK0 3 BaXIUBUX
npobnem imiTauinHoro mogesntoBaHHs. CknagHicTb guHamivHol cTpykTypn CMO obymoBrneHa BENUKo
KiNbKICTIO BaXKNMBUX XapaKTepUCTUK pyHKUioHyBaHHs CMO Ta 3B'A3KiB MiXK HUMW, NpeacTaBfeHUX
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YHKLIOHANbHUMKW, CTAaTUCTUYHUMW, HEOLHO3HAYHWMM YU iHWKUMK BigOOPaXKEHHSIMU; iICHYBaHHSM
LUMPOKOro CneKkTpa BUNaaKOBUX MOAiN Ta 3aKOHIB IX po3noainy; HasBHICTIO 0OMeXeHb pisHux Buais [1].
CMO BuKOPUCTOBYOTLCS ANS MOAENIOBAHHS MPOLECiB 00CNyroByBaHHA KNiEHTIB, BUPOOHULTBA,
TpaHCMNopTyBaHHS, 3B'sI3Ky, 06pobku iHdopmauii, PyHKUIOHYBaHHA iHPPACTPYKTYpHMX O6'eKTiB Ta
iHLWKMX npoueciB [2]. 3acTocyBaHHSA iMiTaUIIHOro MoAentoBaHHA JO3BONSAE CYTTEBO CNPOCTUTU PO3POOKY
ONTUManbHUX PEXUMIB IX PODBOTU, a TaKOX 3HAXOMKEHHSA Ta BUOIp Kepytounx napameTpis. Y pamkax
Takoro MOAEnNBaHHS pPo3pobnseTbCsa iMiTauiiHa nporpama, Wo BiATBOPHOE npouecn poboTu
OoCnigKyBaHOI CMCTEMM, BM3HaYaloTbCs 11 BXigHI Ta BUXIgHI napameTpu, 3adatoTbCHA 30BHILLHI Ail.
MigrotoBka 6araToBapiaHTHMX PO3paxyHKiB 34iIMCHIOETLCS LUNAXOM Nepebopy 3Ha4YeHb BXigHMX 3MIHHUX
3agaHux fgianasoHax. [Jo KOXHOro BapiaHTa BXiAHWX 3MIiHHUX PO3pPaxoBYKOTbCA BiAMOBIgHI BUXiOHI
3MiHHi. OTpuMaHi pe3ynbTaTu po3paxyHKiB onTuMIi3yoTbcd. OTxe, onTMManbHi napaMmeTpu NMpoLecis
poboTn cMcTeMn OBYMCAIOITLCA Ha OCHOBI MeTody rpyboi cunu. AKiCTb OTpUMaHWX pes3ynbTaTiB
mMogentoBaHHs 6arato B 4Yomy OOymOBreHa CTyneHeM MOBHOTW 3HaHb NPO npeamMeTHy obnactb
OOChiQKyBaHOI CUCTEMMN, a TAKOX anropuTMiB BUKOPUCTOBYBAHWUX Mif Yac BUPILLEHHS 3aBOaHb.

ImiTauinHe mogentoBaHHA 3 ypaxyBaHHAM 6GaraToBapiaHTHMX PO3paxyHKiB XapakTepu3yeTbest
BMCOKOI KOMOIHATOPHO cknagHicTio. Lie, y cBoto Yepry, npnsBoanTb 40 BENUKMX BUTPAT onepaTuBHOI
nam'ati Ta AMCKOBOro MPOCTOPY, @ TAKOX 3HAYHOIO HAaBaHTaXKEHHSI Ha Mepexy. ToMy Ana OTpMMaHHSA
SKiCHMX pesynbratiB  mMogentoBaHHd CMO  HanvacTilwe noTpibHe 3acTocyBaHHS  3acobis
BMCOKONPOAYKTMBHUX 0O4YMCneHb. 3asBMyan Taki KOWTM HaOalTbCs LEHTpaMu  KONEKTUBHOMO
BukopuctanHa (LIKB). B iHwomy Bunagky, HeobxigHo cnpolleHHa mogeni CMO, wo 3ymoBroe
3HWKEHHS AKOCTI pe3ynbTaTiB po3B'sA3aHHA 3agadi. BukopucTaHHA napanenbHUX Yn po3nofineHnx
obuncneHb 3abesnedvye NiATPUMKY NPOBEAEHHS BenMKOMaclTabHMX iMiTAUiHUX €KCMepUMMEHTIB,
06p0o6Ky BMXIOHUX OaHUX BinbLUOro o6ecsary Ta po3LMPEHHS Knacy po3B'sisyBaHNX 3aBAaHb.

HeobxigHicTb ypaxyBaHHSA cneuuddikn pobotn CMO Ta aHanisy iHopMauilHUX MOTOKIB OaHUX
aKkTyanisye nepexig Big TpaguuinHOI MaTteMaTu4HOI Mogeni cuctemu Ao ii SIKiCHO HOBOro BUrnsaay —
LMGPOBOro ABINHWMKA, WO MICTUTb akTyasibHi JaHi Npo BeCb 1l XUTTEBUN UMKN. B gaHui Yac Takun
nepexig MOXIMBUA 3aBOSKA CTPIMKOMY PO3BUTKY iHOPMAaLIMHNX TEXHOMOrIN, 30iNbLIEHHIO PO3MipiB
cucteMm 30epiraHHA daHuxX Ta CyTTEBOMY 3pPOCTaHHIO MNPOAYKTMBHOCTI OBYMCNIOBaribHUX CUCTEM,
HeobxigHOMY Anst 06pobKkM BENUKMX AaHUX Ta €PEKTUBHOIO OTPUMAHHS 3HaHb.

Llin TemaTtuui 6yno npuceBaYeHo psg cydacHux pobiT 3apybikHMX Ta BiTYM3HAHUX BYeHUX. Cepen
HMUX 30Kpema BapTo BUAINWUTM Takmx pgocnigHukie: Agamues [0.10., lNomasyH O.M., Jlange [.B.,
CtpawHown J1., banarypa I.B., Ckynuw M.A. AHani3 HaykoBuX npaub 3 iMiTauiiHOrO MOAENtOBaHHS,
MEeTOAIB NIATPUMKN MPUIAHATTA PilleHb, MyNbTUAreHTHUX NigXo4iB NOB'A3aHNX 3 TEMOK OOCHIAXKEHHS,
A03BONSIE 3p0OMTU BWMCHOBOK, LWO KOPUCTYBadi MOXYTb BuOUpATM 3 AOCTYNHWUX iHCTPYMEHTIB
MOZENIOBaHHA, SKi BiAPi3HAITLCA TOYHICTIO YSBMNEHHS pearnbHOro CBITY i ePeKTUBHICTIO.

B pob6oTi [3] posrnsgaoTbCA iHCTPYMEHTanbHUX 3acobiB aBTOMATU30BAHOrO MNPOEKTYBaHHS
KOMMNIIEKCY TEXHIYHMX 3acobiB iHdopmauiiHOi cucTtemun. PoO3KpuBaETbCA KOMMNEKC npobnem, ski
BUHMKAIOTb Mig Yac NPOEKTYBaHHA KOMMSIEKCHMX CUCTEM 3axucTy iHdopmauii B iHdopmauinHO-
TENEeKOMYHiKaLinHMX cuctemax. 34iIMCHEeHO ornsag 3aranbHuX Nigxo4iB 40 CTBOPEHHS KOMMMEKCHUX
cucTeM 3axucTy iHcopmauii. 3anponoHOBaHO 3aranbHU MEeTOL4OMOrYHUA NioXxig 4O NPOEKTyBaHHSA
CUCTEM 3axuCTy iH(popmalii B iHOpMaLiMHO-TENEKOMYHIKaLiiHMX cuctemax. Ane, AaHi 3acobu Ta
METOAN He BPaxoByOTb Creundiky npegmMeTHnx obrnacten OocnigxXyBaHUX CUCTEM.

B pob6oti [4] 3anponoHoBaHO MeTOAMKY OPMYBaHHS, KrnacTtepusauii, paHXupyBaHHA Ta
noganbLol Bidyanisauil cnpsaMOBaHUX KOPenaUinHUX MepeX, 3B’A3KM 9KMX BU3HA4YaloTbCs Ha OCHOBI
pagiB OAMHaMiku, WO BIiAMOBiAalOTb UMM MOHATTAM. PO3rngHyTo 4yacoBi psan AWHAMIKU BXUBAHHSA
TEepMIHiB, Wo dopmytoTbes cepsicom Google Books Ngram Viewer gns popmyBaHHA kopensuinHot
MepeXi HayKOBUX MOHATb, | YacoBi paan AUHAMIKM 3aXBOPHOBAHOCTI Ha KOPOHAaBIpYC Y PidHUX KpaiHax
ANa PopMyBaHHS Ta KnacTepusauii Mepexi KpaiH 3a 03HaKOK NoAiGHOCTI BIANOBIAHNX CTATUCTUYHUX
psgiB. Ane, ua MeTOAMKa He MOBHOK MIpOH BUPILYE MOCTaBrieHe 3aBAaHHA Ta 3anporoHOBaHi
iHCTpyMeHTapii He TMOBHOK MIpO BMKOPUCTOBYKOTb LOCTYMHI MNOTYXHOCTI  0BYMCAOBanbHOro
cepenoBuLLa.

B poborti [5] pocnigxyBanucb npouecu NiGTPUMKA MPUARHATTA pilleHb Yy CUCTEMI ynpaBniHHA
BMPOOHMYO-36yTOBMM npouecom. [Ons 6GaratokpuTepianbHOI OLUiHKA BapiaHTiB 3 BUKOPUCTAHHAM
anapaTty He4iTKMX MHOXWH oOpaHO BMA (OYHKLIN 3aranbHOi KOPUCHOCTI Ta KOPWCHOCTI NTOKanbHUX
KputepiiB. [JaHHa MeToguKa He MNOBHOK  MIpO  BUpillye MNOCTaBfieHe 3aBOaHHsA, €
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BY3bKOCMELiani3oBaHO Ta He Ma€ YCix HeoOXigHMX (PYHKLIOHANBbHUX MOXITMBOCTEN ANSA BUPILLEHHS
NOCTaBIIEHMX MUTaHb.

B cratTi [6] 3anponoHOBaHO cuCTEMY MNIATPUMKN NPUNHATTA PilleHb LWOoAO0 MiABULLIEHHST PiBHSA
iHopmauinHoi 6e3nekn. Po3pobneHo cuctemy nigTPMMKM NPURHATTS pPilleHb, WO A03BOoNsie 3acobamm
cuctemHoro nigxoay Ta ER-mogentoBaHHs cyTTeBO NigBuWLMTK piBeHb iHbopMaLinHoi 6e3nekun. JaHHa
cucTeMa He BpaxoBye crieuundiky npeameTHUx obnacten JocnigKyBaHUX CUCTEM Ta 3anpOnOHOBaHi
iHCTpyMeHTapii He MOBHOK MIpO BMKOPUCTOBYIOTb AOCTYMHI MOTYXHOCTI 0B4YMCroBanibHOro
cepefoBuLLa.

OTxe, Ha nigcTaBi NpoBeAEHOro aHanisy BUABIMEHO, LLO iCHYOYi MEeTOAM He MOBHOK MipOoto
BUPILLYIOTb MOCTaBMEHe 3aBAaHHA Ta OiNbliCTb IHCTPYMEHTIB HE BUKOPWUCTOBYHTb AOCTYIMHI
NOTY>XHOCTi O0DYMCNOBanNbHOrO cepefoBulla Ta He BPaxOBYKOTb crneundiky npeameTHux obnacrten
AOCIiAKyBaHMX CUCTEM, a TaKOX He 3abe3nedvytoTb CepBIC-OPIEHTOBaHWI IHTEPGIENC, WO € BaXXIMBUM
KOMMOHEHTOM Cy4YacHUX 3acobiB MoaerntoBaHHs.

Hanuacriwe Bigomi B gaHum 4vac 3acobu imiTauiHoro mogentoBaHHs CMO vy
BMCOKONPOAYKTUBHOMY 064MCnioBanbHOMY cepeaoBuLli abo € By3bKkocneLianisoBaHMMm, SKi He MatoTb
YCiX HeoOXiaHMX (PYHKLiOHANbHUX MOXMMBOCTEN ONSA BUPILWEHHS 3a3HayeHux Buule npobnem, abo
BXOOATb OO0 CKnagy Oopororo nporpamMHoro 3abesneyveHHs i yepes ue HeOOCTYMHi LWMPOKOMY Koy
KiHLIEBNX KOPUCTYBauiIB.

BukoHaHHA pocnigxeHb

MeTow cTaTtTi € 3anponoHyBaTM HoBwui nigxig Ao pocnimpkeHHs CMO, wo 6asyetbca Ha
KOMMSIEKCHOMY 3aCTOCYyBaHHI MeTOAIB KOHLEeNTyanbHOro nporpamyBaHHs, iHXeHepil 3HaHb, LWTY4YHOro
iHTenekty, ©OaraTokpuTepianbHOi ONTMMI3auii, napanenbHUX Ta pPO3NoAineHMx ob4YnCneHb,
BipTyanisauii pecypciB, a TakoX MyfibTUareHTHUX Ta CEPBIC-OPiEHTOBaHUX TeXHONOTrIN. [poaHanizysaTu
0CcOo6MMBOCTI 3a3HA4YEHOro Niaxody Ta po3pobuTn NPaKTUYHI pekoMeHAauil Woao Moro 3acTOCyBaHHS.
Po3rnsHyTo apxiTektypy Ta npuvHUMNU (PYHKLIOHYBaHHA cucTtemu cneumdikauii Ta moaentoBaHHA
npoueciB yHKUioHyBaHHS CMO.

Po3po6Hu1Kkn nporpaMHoro 3abesneyeHHsa anst AOCIiIKEHHS CKMaaHNX CUCTEM LUMSIXOM iX iMiTauii
BiA3Ha4alOTb Taki Moro HeobXigHi BMACTMBOCTI, AK MIATPUMKA 4aCTKOBOI aBTOMAaTM3aLil CKNagaHHs
mMogenewn, ix Bepudikauia Ta Banigauid, HanawTyBaHHA MoOAeni Ha KOHKpPeTHy npegMeTHy obnacTb,
peani3auis KOMOGiHOBaHOro MopentoBaHHs abo ribpMaHoOro ModentoBaHHs, 30ip Ta 00poOka
CNaboCTpPyKTypoBaHMX AaHuX, iX pedopMyBaHHS Yy CTPYKTYpPW, SAKi BUKOPUCTOBYOTbCA MOAENNIO,
onTUMI3auiHMI aHani3 pe3ynbTaTiB PO3paxyHKIB.

Kpim Toro, ockinbku iMmiTauinHe MmoaentoBaHHA Befe 40 BENUKUX TUMYACOBUX Ta PECYPCHMX BUTPAT,
noTpibHe BWKOPUCTaAHHS BMCOKOMNPOAYKTMBHOI OOYMCIOBANbHOI TEXHIKM, AOCTYyn OO0 SAKOi 3 GOKy
KopucTyBadis Mae OyTu 3pydHMM Ta rHydkum. CepBic-OpieHTOBaHa napagurma nporpamyBaHHs
[03BOMd€e yCrilHO peanisdyBaTu Taknin JOCTYN.

Cnig 3a3HaunTk, Wo Ans ePeKkTMBHOrO NPOBEAEHHS EKCMEPUMEHTIB 3 iMiTauiiHUMN MOOEeNsMn Y
BMCOKOMPOOYKTUBHOMY 0B4YMCOBaribHOMY cepefoBulli Mae 6yTu cknageHa BignosigHa MeToauka
BWKOHAHHS SOCIIOKEHD.

PosrnsaHyTa y cTaTTi TeXHOMOoris Ta MoAentoBaHHs npoueciB dyHkUioHyBaHHA CMO noBHOO Mipoto
BpaxoBYHOTb BULLEe3a3HAYeHi BUMOrun. [laHa MeTOAMKa BUKOHAHHA SOCNiAKeHb 6a3yeTbCa Ha CRiflbHOMY
Ta y3rofXeHoOMy BUKOPUCTaHHI MeTOAIB aBTOMaTu3aLii KOHCTPYIOBAHHSA Ta 3aCTOCYBaHHS iMiTauiMHUX
mogenen mosoto GPSS Ha OCHOBI napagurmM KOHLENTyanbHOro, MogynbHOrO, KapKacHOro Ta cepsic-
OPIEHTOBAHOrO  MpoOrpamyBaHHs,  iHXEHepil  3HaHb,  BWCOKOMPOOYKTUBHMX  obBuMcneHb Ta
MyrbTUAreHTHUX CUCTEM, a TaKoX MeTOiB aHanidy ekcrnepuMeHTanbHUX JaHUX Ha OCHOBI ANCKPETHOT
OaraTokpuTepianbHOI onTuUMi3auii.

Undposun aeinHnk gocnigxysaHoi CMO 6a3yeTbca Ha iMiTauinHOMY MoAentoBaHHI npouecis i
poboTM 3a CyKYMHICTIO PEeTPOCMEeKTUMBHUX Ta MNOTOMHUX AaHux. Ludposi ABiHMKM ByayTb
BMKOPWUCTOBYBaTUCL ANs PO3pOOKM Ta HanarofkeHHs HoBux cTparerii ynpasniHHg CMO Ha OCHOBI
ONTUMI3aLiMHOrO aHanisy pesynbtaTtiB GaraToBapiaHTHUX po3paxyHkiB [7]. Peanizauia areHTHOro
MOZENIOBAHHSA Y NPOLECi AOCMIIKEHHA peanbHOI 403BONUTL 34INCHIOBATU Bepudikauilo Ta Banigadito
iMiTawinHOT Mogeni WNAXoM HaniBHaTYpPHOro MOAENOBAHHS.

B pamkax areHTHoOro mogentoBaHHsi cy6'ekTn, NoB'a3aHi i3 3abe3nevyeHHAM ekcnnyaTauii 06'ekta
Ta CNOXWBAHHAM PecypciB i nocnyr HagaHux iM, AenerylTb areHTaM CBOi npaBa Ta OOOB'A3KM.
Cy0O'ekT MOXyTb 3adaBaTu KpuTepii edeKTMBHOCTI dyHKUiOHYyBaHHS 0O0'ekTa, SKi MOXyTb OyTu
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cynepeunmBMMn. AreHTHUM nigxig O0O3BONMWTbL BpaxoBYBaTW Ta Ha OCHOBI OGaraTtokpuTepianbHOi
onTMMiI3aLii yarogxyBaTu nepeBaru cy6'ekTiB, NoB'A3aHNX 3 06'EKTOM, Y NpoLeci KOro MOAENOBaHHS.

BaraToBapiaHTHi po3paxyHKN BUKOHYBaTMMYyTbCS Y 004YMCnioBansHOMY cepenoBuLLi, Wwo ob'egHye
BUOiNEeHi Ta HeBugineHi pecypcu. [Onsi kepyBaHHA BUAINEHMMM pecypcamym o0OpaHO MNporpamMHun
komnnekc OpenStack, skun 3abesnevye B3aemogito 3 pisHumu rinepsizopamu (KVM, Xen, QEMU Ta
iH.), @ TakoX i3 cuctemMamu kepyBaHHsi koHTenHepamu (Docker Ta iH.). Ha 6a3i uboro komnnekcy
CTBOPEHO HOBWUN MeHemXkep BipTyanbHUX MaluvH. Llen MeHemxep nigTPUMyE MOXIUBICTb 3amnycky
3aBOaHb i3 BMKOHAHHS BipTyanbHWX MalUMH i3 3aranbHux depr (Hanpuknag, PBS, SLURM) Ha
HeBuaineHnx pecypcax cynepkomn'totepis LIKB [9]. BipTyanbHi maluvHu, 3anyLleHi Ha BUaineHnx Ta
HEBUAINEHNX pecypcax Anst TMPOroHy ek3eMnnapiB  Mogeni B napanenbHOMY  PeXumi,
NigKno4YaTMMyTbCa 4O €QMHOrO BipTyanisoBaHOro cepenoBuLla, OPraHi3aoBaHOro Ha OCHOBI TEXHOMOTI|
Virtual Private Network (VPN).

EnemeHTapHi doyHKUiOHaNbHI MOXNUBOCTI LMGPOBMX ABiIVHUKIB Ta areHTiB OyayTb NpeacTaBneHi y
BUMMSAI MikpocepsiciB. Takui nigxig [03BOMWTL OpraHidyBaTtM B3aEMOAi0 MK BuULLE3ragaHnmu
BipTyanbHMMM CYTHOCTAMM Ha 0asi eeKTMBHUX MepexeBUX MNPOTOKOMIB Ta CNpPOCTUTbL MNPOLECH
JofaBaHHA HOBUX Ta Moaudikauilo iCHylOUMX OBIMHUKIB Ta areHTiB. 3anuwialoTbCs He3pOo3yMinmmu
BiQMOBIdI HAa KOHKPETHI MUTaHHA, WO came Tpeba 3pobutn - 36inbluyBaTU KINbKICTb KaHaniB abo
30inbLyBaTK iXHIO NPOMYCKHY 34aTHICTb, abo 36inbllyBaTU KiNbKIiCTb Micub y 4eps3i? LLo6 ouihntn
YYTNMBICTb KOXHOrO MoKasHWKa A0 3MiHM 3HAYEeHHA MEBHOro napameTpa, BUKOPUCTOBYEMO TaKui
nigxig: dikcyemo BCi napaMeTpu Kpim ogHoro, obpaHoro. oTiM 3HIMaeMO 3HaYeHHs! BCiX NMOKA3HUKIB
Npv AeKiNbKOX 3HAaYeHHsIX Lboro obpaHoro napameTpa. 3Bn4yanHo, 4OBOAUTLCA MOBTOPKOBATU 3HOBY W
3HOBY npoueaypy iMiTauii n ycepeaHoBaT MOKA3HUKM MPU KOXHIM 3HaAYeHHi napameTpa, OuiHioBaTh
TOYHICTb. Ane B pe3ynbTaTi BUXOOATb HaAiNHI CTaTUCTUYHI 3aneXHOCTi NoKasHWKIB Big napameTpa [10].
Hanpuknag, onst 6 nokasHUkiB MOXHa ogepXaTu 6 3aneXxHoCTen Big 0QHOro napameTpa: 3anexHiCTb
iIMOBIPHOCTi BiAMOB Py, Bif KiNbKOCTI Micub y 4ep3i (CMO), sanexHiCTb NponyckHoi 3aaTHOCTI A Bia
KiNbKOCTI Micupb y Yep3i, i Tak gani [12]. 3anexHicTb nokasHukiB Big napameTpie CMO BigoGpaxkeHo Ha
puc. 1.

Il pauw
wT
E]o e
| 0.5e
| ——
o 1 2 3 4 5 & cMmo o1 2z 3 4 5 6 cMmoO

Puc. 1. 3anexHicTb nokasHukiB Big napameTpis CMO

MMoTiM Tak camMo MOXHa 3HATU LWe 6 3anexHOCTeW MNokasHuKiB P Big iHWoro napametpa R,
3adhikcyBaBLUM iHLWI NapameTpu i Tak gani. YTBOPUTLCS CBOEPIgHA MaTPULSA 3arneXHOCTEN NMOKa3HUKIB
P Big napameTpiB R, N0 4K MOXHa MNPOBECTM A0LATKOBMIA aHania npo nepcnekTyuBu MoninweHHs
NoKas3HuKIB y Ty abo iHWy cTopoHy. Haxun kpuBux gobpe nokasye 4yTnuBiCTb, ePekT Big pyxy no

118



THdoxoMyHIKaIiiHI Ta KOMIT FOTepHI TeXHOJIOTii, Ne 2 (04), 2022

NeBHOMY MOKa3HWKY. Taky mMaTpuulo HasmBawTb SKOGIiaHOM ], y SKi ponb Haxumny KpuUBMX rpatoTb
3HaYeHHs noxigHux AP; /AR; (puc. 2).

Akwo nokasHukiB 6, a napameTpiB, Hanpuknag, 5, To MaTpuua Mae po3MipHICTb 6 x 5. KoxeH
erneMeHT MaTpuLi - KpUBa, 3anexHiCTb | — ro NoKasHuKa Big j — ro napameTpa. KoxHa kpanka KpuBoi -
cepefHE 3HA4YeHHSA MoKasHMKa Ha AOCUTb NpencTaBHULBbKOMY Bigpisky TH abo ycepegHeHO mno
OEKINbKOX eKcrnepumMeHTax. BapTo posymiTh, wWo KpuBi 3HIManucs B MNpUNyLEHHi TOro, Lo BCi
napamMmeTpu KpiM OQHOro B MPOLECI IXHbOrO 3HATTA Oynn HE3MiHHI. Tomy, SKLWO Ha nigcTaBsi po3rnagy
3HATUX KPMBUX NPUAMAETBLCA PILLEHHA Mpo Te, Wo aAeskun napameTp 6yge B CMO 3MiHeHWI, Te BCi
KpMBI 45151 HOBOI Kpanku, y sKin 3HOBY Oyde OocnigXKyBaTucs NUTaHHS NPO Te, KU napamMeTp BapTo
3MIHUTK, WOO6 NOMINWNTX NOKA3HUKN, BApTO 3HIMATK 3aHOBO. TakK KpPOK 3a KPOKOM MOXHa cnpobysaTtu
NONIMNWNTLN AKICTb CUCTEMM.

"'irll "'F12 J’13 e "'FI.E f ! . ! . ! —]
7 F 7 7 AR, AR, AR AR,
J. _ 21 22 23 e 2.6 _ _
|| ||_ - oa - oa - oa - ow o - e oa N o B
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Puc. 2. MaTpuus 4yTnnMBOCTEN NOKa3HUKIB 3anexHo Big 3miHuM napameTpis CMO

Ana poctyny oo po3pobneHnx 3acobiB y npoueci NigroToBKM Ta NPOBEAEHHSA €KCNEepPUMEHTIB
KiHLEeBi kKopucTyBadi 6yayTb 3abe3neyeHi Beb-opieHToBaHUM iHTepdencom [13]. [lo Takmx ocib MoxHa
BiQHECTU: PI3HMX KaTeropii: po3pobHMKN NporpamHoro 3abesneyeHHs, agmiHicTpaTopu iHopmauinHo-
oBuncnioBanbHUX PecypciB, €KCNepTUn 3 NPUMAHATTS pilleHb Wo[o ONTMMiI3auii gyHKLIOHYBaHHSA
iHpacTpyKTypHMX O6'EKTIB HA OCHOBI pe3ynbTaTiB iX MOAENtoBaHHA Ta iHWi ocobn. OnTumisauinHa
NOCTaHOBKa 3aBAaHHS Y paMKax Takoro JOCHIIKEeHHS HaBeAeHa HUXYe.

Hexan x = (x;1,x5,...,X;) — U€ BEKTOp EKOHOMIYHUX [MOKa3HUKIB CMOXMBaAHHA pecypciB
(eneKkTpoCnoXMBaHHA, TEMMOMNOCTa4YaHHA, CMOXMBaHHA BOAW TOWO) Yy Mpoueci ekcnnyaTauii
iHpacTpykTypHOro ob'ekta y nepiog 7. CTaH TEXHIYHWMX, L0 BMKOPUCTOBYHOTLCSA O6'EKTOM,
npeacTaBneHo BeKTOpoM b = (by,b,,..., b,) ByneBux 3miHHuUX. EnemenT b; = 0 (b; = 1) 03Havae,
WO i — ¥ NPUCTPIN BUKINIOYEHO (BKNOYEHO), i € 1,1.

XapakTepuCTUKU NPUCTPOIB NpeAacTaBneHi MHOXMHOW napameTpiB C = {ci, ¢y, ..., Cx }. Ha MHOXMHI
C BW3Ha4yeHO MHOXWHY onepauii F = {fi,f,,..., fw}- Onepauia f€ F 3abe3nevye po3paxyHOK
HeobXigHMX LinboBMX NnapamMmeTpiB C 3a NOYaTKOBMMU SaHMMW, TAKOX NpeacTaBneHmx napametpamu C.

Buginumo y MHOXWHI C NigMHOXMHM NapaMeTpiB, WO BigobpaxatoTb ekcnnyaTauiiHi MOKasHMKKN Ta
kepytodi napameTpm ob'ekTa. Lli nigMHOXMHM NapameTpis NpeacTaBUMO BEKTOpaMu ¢ = (q1,qz,---,qp)

Tau = (uqg,uy,...,Up).
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lMoTouHi NMokasHMKM OOBKINNA 06'ekTa BigobpaxeHi pedoBo mMatpuuetd O PO3MIPHOCTI m X n.
EnemeHT maTtpuui o;; MICTUTb 3HaY€HHsl [ —ro MokasHuka B j roaguHy nepiogy t. PeTpoCnekTUBHI

MOKa3HMKM HaBKOMNWLLHBOIO CepefoBULLAa aHamnoriyHo npeacTaBreHi pevyoBol0 MaTpuuero Y Takoi X
PO3MIpHOCTI.
Bigo6pasumo uinboBy (byHKLUit0 y TakoMy BUTNSAAI:

n

y(x,t,0,Y,bv) = le- - min,
i-1
h; (b) = 0,qs —» min (max),
""" <4< ¢ s =1p,

ae hy(b),hy2(b),...,h,(b) — ue 6ynesi yHKUii, WO HakNagalwwTb OOMEXEHHA Ha CchinbHe
BMKOPUCTAHHA  TEXHIYHUX MNpUCTpoiB, ¢g — min(max) — YyMOBa ONTUMAnNbHOCTI S —To0
eKcrnnyaTawiiHoro nokasHuka, g™ ta qI*** — oro rpaHuyHi 3HavYeHHs, v = (vy,7,,...,v,) - BekTop
BXiAHWX napameTpiB mogeni, v, € C,t =1,z .

36ip, yHidikauito, arperyBaHHs, 36epiraHHsa Ta nepegady gaHux nNpo poboTy iHPaCTPYKTYpPHOro
o6'ekTa 3giicHlOBaTMME cneuianbHa CUCTEMA MOHITOPUHIY iHOPMaLiMHO-004YNCTIIOBaNbHMUX CUCTEM,
aganTtoBaHa o obcnyroByBaHHS 06'eKTiB 4aHOro BMAay.

BusHayeHHa onTuManbHNX 3Ha4YeHb eKkcnnyaTauiiHUX MOKa3HUKIB 34INCHIOETLCSA LUSIAXOM NPOroHy
ek3eMnnsapis mMogeni 3 pisHUMM BapiaHTamu Ti BXigHMX napamMeTpiB 3 nofarnblUMM 3acTOCYBaHHSM
npaBuvn AUCKPETHoro ©OaratokpuTepianbHoro Bubopy [14]. AKwo onTMManbHOMY BapiaHTy
eKkcnnyaTauiiHMX MOoKas3HMKIB BigNoBiga€e Kinbka BapiaHTiB BXiQHMX 3MiHHUX Mogeni, To BubGip
ONTMManbHOro BapiaHTy NPOBOANTLCA 3a AOMOMOIOK TUX CaMUX MpaBun.

BucHoBkuM

3anponoHoBaHO HoBWM nigxia o pocnigxkeHHs CMO, wo 6as3yeTbCa Ha KOMMEKCHOMY
3aCTOCYBaHHi MeTOfiB KOHLUENTyanbHOro nporpamMyBaHHs, iHXeHepii 3HaHb, LUTYYHOro iHTEnekKTy,
BGaraTokpuTepianbHOI ONTMMI3aLiil, NapanenbHUX Ta po3noainieHnx obumcneHb, BipTyanisauii pecypcis,
a TaKoX MynbTMAreHTHUX Ta CepBiC-OpieHTOBaHMX TexHonorin. [MpoaHanizoBaHo 0cCO6AMBOCTI
3a3HayeHoro nigxony Ta po3pobrieHo NpakTUYHI pekomMeHgaLii Woao noro 3actocyBaHHs. [poseaeHo
OoCnifXeHHS MOXIUBOCTI CTBOPEHHSA Moenein, anroputmis, METOAIB Ta IHCTPYMEHTIB, MpU3HayYeHnx
ANS iIHTenekTyanbHOI NiATPUMKM NPUAHATTA pileHb y npoueci ynpasniHia CMO Ha 6asi cTpykTypHOro
Ta napamMeTpuUYHOro aHanidy iX XapakTepucTuK, BacTMBOCTEW Ta npoueciB poboTu. Ha oOcHOoBI
pe3ynbTaTiB AOCHIOKEHHS MOKa3aHO HOBY Moenb MiATPUMKU NPUMHATTS pilleHb, Wwo 6a3yeTbes Ha
GaraTokpuTepianbHOMy aHanisi pesynbTaTtiB iMiTauii poboTM  JocnigKyBaHMX CUCTEM Y
obumcnioBanbHOMY CepefoBULLI, sika CKNagaeTbCA 3 PiHOPIAHUX BUCOKOMPOAYKTUBHUX pecypciB. Take
cepenoBulLe MOXE MICTUTU pPEeCcypCU LIEHTPIB  KOMEKTMBHOIO  KOPUCTYBAHHA,  BKIIOYaun
cynepkomn'totepu. MNMpeacraeneHi metoam Ta 3acobu mogentoBaHHa CMO mMoxyTb 6yTn 3acTOCOBaHi y
npoueci 4OCNIMKEHHS iIHPPaCTPYKTYpHUX 0B'eKTIB, L0, Y CBOIO Yepry, 4O3BOMNUTb CYTTEBO MOKPALLUTH
€KOHOMIiYHi MOKa3HMKN PYHKLiIOHYBaHHS AOCNIAKYBaHUX 06'EKTIB.
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iHgbpacmpykmypu 0Onsi 6a3 OaHux ¢hbiHaAHCOBUX ycmaHO8, WO r108’a3aHi i3 HOycmpianbHUMU peayrsyisimu.
Po3sernsiHymo ocHoeHi meHAeHUuji 8 |T 8 uinomy ma y eubpaHomy OOMeHiI, HageOeHi NMopiHSNbHI PO3paxyHKU Orisi
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SENDING PERSONALIZED USER NOTIFICATIONS POWERED BY MACHINE LEARNING
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Institute”,Kyiv, Ukraine. isearch@ukr.net

Konstantyn Rozhalovets. Open International University of Human Development “Ukraine” Kyiv, Ukraine.
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Abstract: The article deals with the system of sending notifications to users. It is proposed to create a
notification scheduling algorithm using deep learning, which includes: a data processing algorithm for training and
the construction of a long-short-term memory (LSTM) network model that performs the scheduling most efficiently.
The algorithm allows to improve the effectiveness of notifications through personalization, taking into account the
gender, age and previous history of the target object.

One of the most important indicators of the notification system in the information and telecommunication
system (ITS) is the timeliness of sending notifications to the target object, which is a dynamic variable in the system.
This indicator of timeliness cannot be calculated absolutely precisely, since it has a large number of dependencies
that cannot be tracked absolutely accurately.

The proposed model offers a technique to create personalized notifications to increase timeliness by
considering gender, age, and previous activity history.The result of more accurate planning of natifications is an
increase in the effectiveness of feedback, which increases the amount of time the user spends on a resource that
provides services in one or another area, which is the main reason for the existence of a notification system. The
improved scheduling system can be applied in many areas with high traffic: web services for educators and
students, news/magazine portals, video hosting, online marketing, entertainment services and other areas.

For planning in the notification system, it is proposed to use LSTM recurrent neural network in combination with
elements of feed forward neural network. An LSTM network is able to store its input data in internal memory, which
plays a key and integral role in solving problems involving sequential data.

Key words: information and telecommunication system, notification system, machine learning, personalized
notifications.

BcTtyn

OQHMM 3 HaWronoBHILUMX MOKA3HMKIB CUCTEMU CMOBIWLEHb B iH(OPMaLINHO-TENEeKOMYHiKaLinHIN
cuctemi (IKTC) e cBoevacHicTb BignpaBku CMOBILLEHb LiflbOBOMY 06’€KTY, WO € ANHAMIYHOK 3MiHHO
B cmcTeMi. [laHnn NOKa3HMK CBOEYACHOCTI HEMOXITMBO NopaxyBaTh abCoNOTHO TOYHO, OCKIfNbKM BiH Ma€e
B cOBi BENUKY KiNbKIiCTb 3anNexHOCTEN, SIKi HE MOXHa BiACNiAKyBaTN OOCTEMEHHO.

3anponoHoBaHa Moaernb NPONOHYE METOAMKY A5 CTBOPEHHSA NEePCOHIhiKOBaHUX CNOBILLEHb, W06
36iNbLINTM NOKA3HUK CBOEYACHOCTI LUNIAXOM BpaxyBaHHSA CTaTi, BiKy Ta nonepeaHbol iCTOpil akTUBHOCTI.
Ockinbkn faHi napameTpu BnacTtusi BCiM kopucTyBadam |IKTC, BOHM AaloTb 3MOry 3HaMTU CXOXi
naTepHW akTUBHOCTI, WO Aa€ LiHHY iHopMaLito Ana nraHyBaHHA HaACUMaHHSA CNOBILLEeHb BYaCHO.

122


mailto:isearch@ukr.net
mailto:isearch@ukr.net

THdoxoMyHIKaIiiHI Ta KOMIT FOTepHI TeXHOJIOTii, Ne 2 (04), 2022

PeaynbTaTtom 6inbLl TOYHILLIOroO NfiaHyBaHHS CNOBIiLLEHb € 30inbleHHsT eEeKTUBHOCTI BiArykis, LLO
30inbLUye KiNbKICTb Yacy KOpUCTyBay NPOBOAUTL HA PECYPCi, WO Hagae Nocnyrn B Ti Y iHLWIN cdepi,
WO € HaUroOBHILLIOK MPUYMHOD iICHYBaHHS CUCTEMW COBILLEHHS. MOKpalleHy cnuctemy nnaHyBaHHS
MOXHa 3a cTocyBaTu B 6aratbox cdepax 3 Benukum Tpacdphikom: Beb-cepBiCU Ans OCBITSH, nopTanu
HOBWH/KypHaniB, BiGEOXOCTUHIN, OHNaNH-MapKeTUH, CepBicy po3Bar Ta iHLWi cgepu.

BukoHaHHA gocnigxeHb

Y crtatTi 6yge BMKOPMCTAHO aHOHIMHa 6a3a gaHumx 3 iHTEepHET-pecypcy, iKMW Hagae nocnyrn 3
HaBYaHHS OCBITSIH Ha Pi3Hi TemaTukn. OcobnmBeICcTiO anropuTmy Te, WO Taky 6a3y AaHMX MOXHa 3ibpaTu
ans koxHoi IKTC okpemo, ockinbkun HeobxigHi gaHi 3a3Bu4yan NPUCYTHI B CMCTEMI fOryBaHHs Ta
iHbopMaLii kopucTyBaya, npu LbOMYy OOTPUMYHOUUCH NMPUBATHOCTI LIMX KOPUCTYBadiB Yepes ysaranbHeHiCTb
Takux aaHux. B pesynbTtaTi 06pobkM Ta 04MCTKM, BUrNAA AaHUX HA BXi4 HaBYanbHOI Moaeni 6yae matu HaCTynHWUIA
BUMNAA:

{s,atl,t2,t3,t4,t5,t6,t7,t8,t9 }, 1)

Ae s — cTaTb KOp1CTyBaYa,
a — BiK KOpUcTyBava,
t1,...,t19 — yacoBi MiTKM OCTaHHbOI aKTUBHOCTI KOpPUCTYBa4ya B NOCHiILOBHOMY MOPAOKY.
EkcnepumeHTanbHMM Wwnsixom 6yno npunaeHo OO pilleHHs BMbpat 9 4acoBMX MITOK OCTaHHbLOI
aKTMBHOCTI, @ Ha BMXOAi HagaBaTn 3 obpaxoBaHi YacoBi MiTKM HAaCTYNHOro BUrNSAy:

{p1,p2,p3 }, (2

ae p1, p2, p3 — obpaxoBaHi 4acoBi MiTKM MOAENO.

3MiHHI 11,...,19 00pobNATECA TaKMM YMHOM, OO KOXHE 3 LMX 3Ha4YeHb NpeacTaBrisifno pPiBHO 1
roguMHy Ha npomikky 1 pik (NnpegctaBneHui gataceT B CTaTTi LO3BOMISIE B3ATU TakMWA NMPOMIXKOK) 3a
dopmyrnoto 2 ona KOXXHOro 3HaAYEHHS:

(TIMESTAMP — START_OF_YEAR)//ONE_HOUR,

ae TIMESTAMP — oguHapHa MiTka Yacy (Unix ctaHgapT) akTUBHOCTI KOpUCTyBaya,
START_OF_YEAR - no4aTok poKy B pik oguHapHol MiTkn TIMESTAMP,
ONE_HOUR — 3600 cekyHA B OgHi roauHi,

/I — pineHHs 3 ocTadeto.

Hanpuknag, TIMESTAMP = 1480453179 (Tuesday, November 29, 2016 20:59:39 UTC),
START_OF_YEAR = 1451606400 (Friday, January 1, 2016 0:00:00 UTC). 3Biacu, nepeTBopeHe 4Y1cno
Ans HaBvaHHsa Oyae pisHe 3579. [laHe dhopmaTyBaHHS Mae Taki nepesaru:

e Mopgenb HaB4YaHHA NPaLOE 3 HEBESTMKNM YMCNaMM, O 3MEHLLYE HABAHTAXXEHHSA Ha HaBYaHHS,

NPUCKOPIOHYN PobOoTY;

e [lae 3amory pobuTun nnaHyBaHHA Malo4M akTUBHOCTI KOPUCTYBaYiB HACTYMHUX POKIB, @ He TiNbKM

0OMEXYETbCA POKOM KONMW HaBYyanu MO4enb.

Heponikom € ycknagHeHe nnaHyBaHHA Ha nepexigHOMYy nepiodi MK pokamu, npoTte i MOXHa
YHUKHYTW SKLWO B3ATN 6a3y AaHux 3 AaHumuy BinbLie 1 poky.

Ana nnaHyBaHHA B CUCTEMi CMOBIiWEHb MPOMOHYETLCA BUKOpUcTOBYBaTU LSTM pekypeHTHy
HEMPOHHY MepeXXy B KOMBiHaLii 3 eneMeHTOM HENPOHHOT MepeXi NPAMOro nowmpeHHa. Mepexa LSTM
Mae 3MOory nam’ataTti CBOI BXiOHi AaHi Y BHYTPILWHIN Nnam’aTi, WO Bigirpae Knio4oBy Ta HEBIA'’EMHY pOrb
y BUpIiLLEHHI Npobnem, Lo NoB’sa3aHi 3 NOCRigOBHUMM JaHUMKU. TOMY PEKYPEHTHI Mepexam BigdaeTbCs
nepeeara Sk anroputMy Ansi NOCMIQOBHMX LaHUX: YacOBUX psAAiB, poO3ni3HaBaHHA MOBM, TEKCTY
diHaHCOBI AaHi, ayaio- Ta Bigeopsan, noroga Ta iHwWwi Tmnu aaHmx. LSTM mepexa Buainsetbcs cepea
KOHKYPEHTIB TOYHILLMM BUBYEHHAM BaXMBUX 3aneXHOCTEW, Aki Mak Binblly BiACTaHb OOWH BIifg
ogHoro. O6paHa Mepexxa 34aTHi OXONMBaTU CKNaAHILWi 3a4adi, BUKOPUCTOBYHOYUMN 1T KIHOYOBI €NEeMEHTU
OIS KOHTPONIO NonepeaHix 4aHUX ANs HACTYMHUX 3HaYEeHb, LLIO HAa3MBaKOTLCS 3aTBOPU.
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KntouoBum koMmnoHeHToM LSTM € cTaH enemMeHTy, WO € rOPU30HTasNbHO LUMHOMD, LLIO NPOXOaUTb
Yyepes BeCb HENPOH. TOMyY U Mepexa 34aTHa BigHimaTi abo gogasaTtu iHpopMalito 3i CTaHy enemMmeHTa
LUNSIXOM BigperynbOBaHUX CTPYKTYp — 3aTBOpaMM:

e 3arBop 3abyTTs — BUPILLYE AKY iHPOpMAaLito NOTPIOHO BMAANUTA 3 CTAHY EfIEMEHTY;

e 3aTBOpP OHOBMEHHS — CYKYMHICTb OBOX (OYHKUiA, BUKOPUCTaAHA ANA OHOBJIEHHS 3aranbHOro

CTaHy efneMeHTy;

e BuxigHui 3aTBOpP — CYKYMHICTb PYHKLIM, LLO BUPILLYOTL SKi gaHi 6yayTe nepedaHi Ha BuXiA.
EkcnepumeHTanbHUM WNsxomM 6yno 3HangeHo onTuManbHy CTPYKTYPY Mogeni, sika 3abesneyye BUCOKY
WBMAKICTb HaBYaHHSA Ta HarKpally TOYHICTb 3HAXOOXKEHHSI HAaCTYMHUX 4YaCOBUX MITOK Ha OLiIHOYHUX
JaHuX.

Model: "sequential 8"

Layer (type) Qutput Shape Param #
bidirectional_8 (Bidirectic (None, 40) 3840
nal)

dense 16 (Dense) (None, 50) 2058
dense_17 (Dense) (None, 3) 153

Total params: 6,043
Trainable params: 6,043
Non-trainable params: ©

Puc. 1. CtpykTypa nobynoBaHoi HEMPOHHOI MepeXxi

3 cTpykTypn Baunmo, Lo ABOHANPaBNEHOMY pexumi BXigHi AaHi NpOXoasaTb Y ABOX HanpsiMKax,
wo pobute BILSTM BigmiHHMM Big 3Bu4yanHoi LSTM. Mpu rmmbokoMy HaB4vaHHi Mogernb MOBUHHA
nigibpatn 6043 napameTpu, Wob pobuTn edekTnBHI 0bpaxyBaHHS ON1S Pi3HUX MOTOKIB AaHMX, SKi HE
NnoB’si3aHi OAMH 3 OOHUM.

Byno 3gincHeHo Npouec HaBYaHHSA, KA 3anHAB 64 XBUNWHKU, HaBumMBLIKCE Ha 825 000 pisHuMX
MYMbTU3MIHHUX MOCNIAOBHOCTAX. B pesynbTaTti HaB4YaHHA Ha TpeHyBanbHUX AaHux 6yno 3pobneHo
OLiHKY TOMHOCTI NnaHyBaHHA nposiBwKn 21000 nporHo3yBaHb, BXiAHMMU AaHUMKM SKUX NPy LboMy 6yno
BUKOPUCTAHO TeCTyBarnbHi AaHi MNpvBedeHi B aHanoriyHui popmart, pesynbtatn sknx 300paxkeHo
Ha puc. 2.

Mitea dacy pl MiTha Hacy p2 MiTia Hacy pd

Kote
shpayein 400

1 . y b ' ] i
Dealaws, og. Desiauie, og, Dealauln, op.

Puc. 2. [lesiauis MynbTUKPOKOBOro nporHo3dysaHHs Ans 500 BunagkoBrX KOpUCTYBaYiB
3 rpacpikiB BMAHO, WO Binblia YyacTuHa obpaxyHkiB Nnpunagae Ha He3HayHy Aesiauito B yaci. B
nepLuomy Kpoui obpaxyHky npunagae 80% nporHodoBaHux pesynbrtarie 3 23600 Ha gesiadito 0-5 rogunH

BiAHOCHO 3apaHi BigoMOoI nNpaBurbHOI BignoBigi.
B 1abn.1 HaBegeHi CTaTUCTUYHI 3HAYEHHSA NPOrHO3yBaHb AN MNEPLIOro KPOKY.
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Tabnuus 1.
CTaTUCTUYHI 3HaYEeHHS NPOrHO3yBaHb Arsi NEPLUOro KPOKy

[esiauis, roq 0 1 2 3 4 5 6 7 8 9 10
K-icTb nporHo3yBaHb 4018 7533 11027 15090 17541 19096 20155 20919 21459 21854 22157

Bcboro nporHosyBaHe 23600 23600 23600 23600 23600 23600 23600 23600 23600 23600 23600
YacTka 3 BKIHOYHO

nonepegHimm gesiauismn, 17,03 31,92 46,72 63,94 7433 8092 8540 88,64 90,93 92,60 93,89
%

3HaveHHs 3 Tabn. 1 BKasyoTb Ha Te, Lo nobyaoBaHa cuctemMa cnosileHb Y 80% Bunagkax npaBuUIbHO
NPOrHo3ye HacTYMHWUIA BXiO KOPUCTYBada B CUCTEMY.

Tabnvus 2.
CTaTUCTNYHI 3HA4YEeHHS NPOrHO3yBaHb AMsl APYroro KPoKy
Desiauiqa, ron 0 1 2 3 4 5 6 7 8 9 10

K-ictb nporHodysanb 1915 3592 4999 6409 7791 9020 10123 11103 12066 12943 13858
Bcboro nporHosysaHb 23580 23580 23580 23580 23580 23580 23580 23580 23580 23580 23580
YacTka 3 BKIOYHO

nonepeaHiMmm 8.12 15.23 21.20 27.18 33.04 3825 4293 47.09 51.17 54.89 58.77
aesiauiasmun, %

B tabn. 2 306paxeHa gesiauis Ana gpyroro KpoKy NporHo3yBaHb, 3BiAKM BUOHO, WO BiACOTOK cnagae oo
38% TOuYHOCTI.

Tabn. 3 nokasye, WO AeBiauis 3pocTae, a i BiacoTkoBe BigHoLWeHHs npu aesiauii 0-5 roguH carae 30%. 3
LibOro MOXHa 3p0OUTU BUCHOBOK, LLIO HanbinbLua TOYHICTE OTPMMYETLCS MPU NEPLLOMY KPOLLi, @ TOYHICTb APYroro
Ta TPETBOIO — 3MEHLLYETLCS.

Tabnuusa 3
CTaTUCTMYHI 3HAYEHHA NMPOrHO3yBaHb 4118 TPETbOro KPOKY

Oesiauis, ron 1 2 3 4 5 6 7 8 9 10 11
K-ictb nporHo3yBaHb 1828 3472 4860 6084 7150 8150 9019 9742 10399 11001 11606
Bcboro nporHo3dyBaHb 23318 23318 23318 23318 23318 23318 23318 23318 23318 23318 23318

YacTka 3 BKIOYHO

nonepegHimMmn 784 1489 20.84 26.09 3066 3495 38.68 41.78 4460 47.18 49.77
nesiadiamun, %

[na ouiHku BNnvBY AaHnx Ha poboTy mogeni 6yno norpynosBaHo AaHi No AaTti HapomkeHHA — 1970-
1975, 1985-1990, 1990-1995. MNMpu ubomy rpagik po3noainy KinbKOCTi HaB4YanbHUX AaHUX MO BiKY

300paxkeHO Ha puc. 3, WO BKa3ye Ha Te WO OCHOBHA Maca faHux npunagae Ha kopuctysadis 1990-
1995 poKy HapOOKEHHSA
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Pwuc. 3. Po3noain gaHmx 3a pokoM HapogKeHHS

Ha puc. 4 306paxeHo NporHo3dyBaHHs Ang BunagkoBux kopuctysadis 1970-1975 poky 3 gaHux ons
TEeCTyBaHHS.

3rigHo pwvc. 4, Ans NepLuIoro KPoKy NPOrHO3yBaHHS 3HAYEHHSA CyMa OXOMNSIeHNX pe3ynbTaTiB 3
Aaesiauieto 0-5 piBHa 77%, ana gpyroro — 38%, ons Tpetboro — 30%.

Mpadpik puc. 5 nokasye, O ANst NepLUOro KPOKY NPOrHO3yBaHHSI 3HAYEHHSA Cyma OXOMNMNEeHMX
pe3ynbTaTiB 3 Aesiauieto 0-5 piBHa 84%, ons apyroro — 41%, onsa Tpetboro — 38%.
Ha puc.6 HaBegeHi AaHi nporHo3dyBaHHA Ansa kopuctysadiB 1990-1995 poky.

K-cTk 0fpaxyHxi Mitka uacy p1 Miria wacy p2 MiTka yacy p3

L]

e
-

w 5 0 [] 1 w 5 0 5 0 15 20 b}

3 k] 3 X 0
Desiavin, oa. Desiayin, og. Desiayia, og.

Puc. 4. MNMporHosyBaHHsa ansg kopucTtysadiB 1985-1990 poky

KcTs MiTka yacy p1 MiTka vacy p2 MiTka yacy p3
obpaxyHkie

20 25 0 1] 5 10 15 20 5 0 o = 0 = o
Lesiauis, oa. [Oeeiauin, of. [Oeegiauin, on.

Puc.5. MNMporHosyBaHHs anst kopuctyeadiB 1990-1995 poky

3 puc. 6, 4NA NnepLIoro KPOKy NPOrHO3yBaHHS 3HAYEHHSI CyMa OXOMNMEeHNX pe3ynbTaTiB 3 AeBiauieto
0-5 piBHa 79%, ans gpyroro — 33%, ons Tpetboro — 31%. o nokasye, wo ana aaHmx 1990-1995 poky
pesynbTaTh NPOrHO3yBaHHA NPMONN3HO Taki X cami gk i ana gaHmx 1970-1975. Ane BapTo 3ayBaxuTu,
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3rigHo rpacbiky po3noginy AaHnx 3a POKOM HapomXeHHs, wo aani 1990-1995 poky matoTb B 20 pasis
Ginbwmnn o6’em, Hixx aaHi 1970-1975 poky. Cxoxi pe3ynbTaTu BKasylTb Ha Te, WO Mogenb 3
BUKOPUCTaHHAM LSTM HeWpoOHHOI Mepexi 3gaTHa aganTyBaTUCA OO CKNagHUX OaHUX 3 BESUKOH
KiNbKICTIO BapiaTUBHICTIO, OalyM THYYKICTb CUCTEMI ANS MYNbTU3MIHHMX MOCMIgOBHOCTEN, LWO
BiApPIi3HAOTLCA OAMH Big OAHOrO.

BucHoBku

1. 3aBgsakum rmmnbokomy HaBdaHHO Gyno CTBOPEHO METOAWUKY MIIaHYyBaHHS CUCTEMM CMOBILLEHb 3
METO0 NiABULLEHHS CBOEYACHOCTI IX HaACUIMaHHS.

2. Po6Gota nponoHye MeToa BpaxyBaHHsI nepcoHanisadii Ha 6asi icHyto4Mx 3HaHb Npo CTaTh, BiK Ta
iCTOpIl0 aKTUBHOCTI KOPUCTYBauiB.

3. BuxigHum anroputM KpiM THY4KOCTi B MepcoHidiikauil NponoHye TaKoX MyIbTUKPOKOBE
nfaHyBaHHS CroOBILLEHb.

4. EKcnepuMMEHTanbHMM LWIAXoMm Oyno npuigeHO OO0 BWCHOBKY, WO Hambinblla TOYHICTb
OTPUMYETLCS MPU NEPLUIOMY KPOLLi, a TOYHICTb APYroro Ta TPEeTbOro — 3MEHLLYETLCS.

5. EkcnepuMeHTanbHO NpOAEMOHCTPOBAHO BMKOPUCTaHHSA LSTM HEMPOHHOT Mepexi, Wo 3aaTHa
aganTyBaTuUCA OO CKIIagHUX OaHUX 3 BEMUKOI KifbKiCTHO BapiaTMBHICTI.
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AHomauis: Y cmammi posensdaembcs akmyasbHicmb ekcrinyamauii  SIEM-cucmem 3adns
opeaHizauii 3axucmy iHbopmauiliHo-mesneKoMyHikayilHux cucmemM ma ornepamugHo20 BUSBIIEHHS
Kibepamaku, ceoedacHe peazysaHHSi Ha maky amaky Ons SKICHO20 po3cnidyeaHHs IHUUOeHmy
Kibepamaku HarpaeneHoi Ha depxaeHi ycmaHosu ma 060pOoHHI nidnpuemcmea Oepxxasu. HasedeHo
cmamucmuyHi 0aHi He3asexxHUX KoMmepuiliHux opaaHrisauill ma 0epxasHo20 [epxxcriey3ss’siaky, Ha memy
Halbinbw epa3snueux kamezopil nidnpuemcme ma Halbinbw pu3uKosUX 8eKmopie 3aspos3. B cmammi
guknadeHo , wo nompeba 8 onucaHux cucmemax obymMossieHa eKCrioHeHUtUHUM 3p0CMaHHSAM KirlbKocmi
Kibep3azpo3s, iX yCcKnaOHEHHSIM i MOS80 UiNecrnpsiMo8aHUX amak 3 8UKOPUCMAaHHSIM Pi3HUX 8EKMOpI8
MPOHUKHEHHSA. LliHHicmb SIEM-cucmemu rnonsgzae 8 momy, WO 80Ha 3bupae iHpopMmauito 3 Pi3HUX
cucmeMm ma Mepexxesux rpucmpoig, 3bepizac ix 8 00HoMy micyi ma eudae 8 docmyrnHoMmy Ornsi aHasnizy
guanisidi, makox cucmema 3bepieac daHi npo eci nodii 8 mepexi Ons poscnidysaHHs1 iHUUOeHmI8
cniigpobimHukamu 8iddiny iHghopmauitiHoi 6e3neku. Tinbku 3ag8dsKu aHanidy Hakornu4deHux 0aHux e SIEM,
do3seornisie gusHadumu, cmaecs iHyudeHm enepwe abo rnodibHi amaku 6ynu i 8 MuHyromy. NposedeHO
QocnidxXeHHs1 cydacHUX iHempymeHmie iHgpopmauitiHoi 6e3rneku, wo exo0smb 0o cknady SIEM-cucmem,
8 pOo3pi3i MOHIMOPUH2Y ma peazysaHHsl Ha iHUudeHmu iHgopmauiliHoi 6e3sneku. pogedeHo o0ensad
3acobise SIEM-cucmemu, wo donomaezaroms 8USBNAMU 3a2po3u iHghopmauiliHoi 6e3neku ma
oriepamusHO peazygsamu Ha HUX. A came: crnocobu euseneHHs 8HyMPpIWHIX 3a2p03, 8CMaHOBIIEHHS
akmy Kpalikku OaHuUX, BUSIBNIEHHSI 3/108)XUBaHHS rpusinelogaHumM OOCMYrioM, 8USIBIIEHHS
Komripomemauji dogipeHo20 npucmpor, onuc pobomu ma moxnueocmel iHecmpymeHmy UBA, wo
basyembcsi Ha mexHosoail wmy4yHo20 iHmenekmy. [lpogedeHO 027190 npoepamMHUX CKIadosux
(komnoHeHmig) SIEM-cucmem, 3 0nucoM OCHOBHUX GbyHUil 3a3Ha’yeHUX KOMoHeHmie. HaeedeHo
pekomeHdayji, wodo anubwoao GocnidxeHHsI nesHux acrekmie pobomu SIEM-cucmem ma cucmem
HacmyrnHoe2o nokosiHHs — SOAR.

Knrouoei cnoesa: kibepbesneka, SIEM, amaka, ausigrieHHs1, peacyeaHHsi, depxXycmaHosa, 060pOHHUU CeKmaop.

INCREASING SECURITY OF THE PUBLIC SECTOR BASED ON SIEM-
SYSTEMS

Artem Koshara . State University of Intellectual Technologies and Communication,
Kyiv, Ukraine.artemkosharaa@gmail.com
Bogdan Baralo. Open International University of Human Development “Ukraine”,Kyiv,
Ukraine. bogdanbakalo@.gmail.com

Abstract: The article examines the relevance of using SIEM systems to organize the protection of
information and telecommunication systems and the prompt detection of a cyber attack, timely response
to such an attack for the qualitative investigation of an incident of a cyber attack directed at state
institutions and defense enterprises of the state. Statistical data of independent commercial organizations
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and the state State Intelligence Service are given on the topic of the most vulnerable categories of
enterprises and the most risky threat vectors. The article states that the need for the described systems
is due to the exponential growth of the number of cyber threats, their complexity and the appearance of
targeted attacks using various penetration vectors. The value of a SIEM system is that it collects
information from various systems and network devices, stores it in one place and issues it in an accessible
form for analysis, and the system also stores data about all events in the network for the investigation of
incidents by employees of the information security department. Only thanks to the analysis of the
accumulated data in SIEM, it is possible to determine whether the incident happened for the first time or
whether similar attacks have occurred in the past. A study of modern information security tools, which are
part of SIEM systems, was conducted in terms of monitoring and responding to information security
incidents. An overview of the tools of the SIEM system, which help to detect threats to information security
and promptly respond to them, was conducted. Namely: methods of detecting internal threats,
establishing the fact of data theft, detecting the abuse of privileged access, detecting the compromise of
a trusted device, describing the operation and capabilities of the UBA tool based on artificial intelligence
technology. An overview of software components (components) of SIEM systems was conducted, with a
description of the main functions of the specified components. Recommendations are given for a deeper
study of certain aspects of the work of SIEM systems and systems of the next generation - SOAR.
Key words: cyber security, SIEM, attack, detection, response, government agency, defense sector.

Bctyn

BinbLWicTb iHOOpMaUINHO-KOMYHIKaLiMHNX cucTtem YKpalHM CbOroAHi niggarTbCs BNMBY
Pi3HOMaHITHMX 3arpo3 iHdopmauinHoi Oe3nekn. Bcboro nuwe 3a nepwi 4 Mmicaui
NOBHOMAaCLUTabHOro BOEHHOIO BTOPrHEHHSA pocii 3a AaHnMun Jepxcneuyss’asky 6yno npoBegeHo
796 kibepaTtak Ha umdpoBy iHppacTpykTypy YKpaiHu. lNepeBaxHa GinbLicTb atak npunwniacs
came Ha OepXaBHWI CEKTop: ypsAd i Micuesi opraHm Bnagu — 179 atak Ta cektop 6e3neku i
060poHn — 104 [1]. 3aranom, 3arpo3n MOXyTb HaAXOANTM SIK 330BHI, TaK i 3cepeanHmM opraHisauii
Ta MOXYTb MaTW PYWHIBHI Hacnigkn. ATakm MOXyTb MOBHICTIO BMBECTM 3 nagy cucremu abo
NPU3BECTN OO0 BUTOKY KOHQIOEHUINHOI, TAaEMHOI iHGopMaLil, WO MOXe CYTTEBO BMSIMHYTU Ha
00opoHO3AaTHICTL AepXKaBu.

Ona 3axucTy AepXyctaHoBu Ta Ti NOKanbHOI Mepexi Tenep HeAoCTaTHbO 3BUYaAMHOI
aHTUMBIPYCHOI MporpamMmn Ta MiXkmepexxeBoro ekpaHy. NouuHatoun 3 gpyroro gecatmnitra XXI
CTOMITTA, CMEKTP MOTEHLUIMHMX 3arpo3 3HA4YHO PO3LUMPUBCS, @ YMCIIO MPUCTPOIB, NIAKMHOYEHMX
A0 OJHIET KOMMIOTEPHOT Mepexi, MOXe CTaHOBUTM Oinblue AeKinbKOoX TUCAY, Npu LbOMYy
3HAXOOUTUCA Ha PI3HMX KOHTUHEHTax. lMepwmm KPOKOM [0 MOCUIIEHHA CTaHy 3aXMLLEHOCTI
Mepex CTano BUSIBNEHHS MiJO3piNoi akTMBHOCTI, agKe AKWO 3arpo3y 6yno BUABNEHO BYACHO,
TO 1T HemTpanisauia Ta noganblUMi 3axMCT Big Hei Oyoe 3Ha4yHO nerwuM Kpokom Asfis
NigNPMEMCTBA, aHiXX YCYHEHHS Hacnigkie ycnilwHOI AN 3noBMUCHMKA KibepaTtaku.

BkasaHi Buwe ob’emn atak Ha OEXPYCTaHOBWU MigiMalTb HACTYMHI BaXXNWBi MUTaHHS:
onepaTuMBHE BUSBMEHHS KibepaTaku, CBOEYaCHe pearyBaHHsa Ha TakKy aTtaky Ta 3pyyYHUn
LeHTpanisoBaHui 3acidé gns aHanisy nogin iHopmaudiiHoi 6e3nekn 3 IT-cuctem gnsa AKicHOro
poscnigyBaHHS iHUMAEHTY. [Na NOKpUTTA BULLIEBKa3aHUX 3afad iCHyl0Tb SIEM-cuctemu.

BukoHaHHA gocnigkeHb

Cuctemmn Security Information and Event Management (ynpasniHHs iHcdopmauieo Ta
nogiamu ©6esnekn), abo ckopoveHo SIEM - ueHTpanbHWA enemMeHT LUEeHTPY YnpasBniHHA
kibepbesnekoto (SOC) Ta € BaXXnNMBOK YaCTUHOK PO3BUHEHOT CUCTEMU 3aXMCTY MiANpueMcTea
abo gepxaBHoOI opraHisauii. SIEM-cuctemn 36upatoTb gaHi Npo iHUWMAEHTU Big Pi3HUX CUCTEM
3axuUCTy, Taknx sk daepsonu, IPS, aHTusipycu. Takoxk € MOXNUBICTb 36mMpaTn gaHi 3 KiHLeBUx
npucTpoiB 3a gornomoroto areHTtiB SIEM-cuctemun. Cuctemmn ynpasniHHA iHGoOpMauielo Ta
noaismu 6e3nekn 403BONATb BUSBNATY NiJo3pini i noTeHuinHo HebesneyHi cutyadii. Kpim Toro,
Ui cMCTeMM CKOPOYYHOTb 3aTpaTu Ha iHdopmauiiHy 6e3neky Ta pusmkm 3arpo3 6esneku,
3MEHLLYIOYM Yac Ha iX BUSIBIIEHHS.

SIEM - cuctema ynpaeniHHs iHopmadieto i nogismmn 6e3nekun (aHrn. security information
and event management) sBnsie cobow uUeHTpanisoBaHy nnatopMy peecTpauii noain
iHpopmauinHoi 6e3nekun, WO Ao3Bonsde rpynam kibepbesnekn aHanidyBatv gadi npo nogii B
peXuMi pearibHOro 4acy Ans paHHbOro BUSIBNEHHS LiNbOoBMX KibepaTak i BUTOKIB gaHux. SIEM
BMKOPUCTOBYETLCS SIK IHCTPYMEHT Ansa 36opy, 36epiraHHs, AOCNIAXEHHS | CKnNagaHHA 3BiTiB 3a
AaHVMW KypHany AONns BUSIBMIEHHS 3arpo3, pearyBaHHA Ha iHUMAEHTM Ta And NpoBeOeHHS
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KPUMiHanNiCTUYHOT eKcnepTunsu.

MoTpeba B 3a3Ha4YeHNX cucTeMax 0OyMOBEHA E€KCMOHEHLINHNM 3POCTaHHAM KiNlbKOCTI
Kibep3arpos, iX YyCKnagHeHHsM i nosiBot UuinecnpsimoBaHux APT-atak, B TOMy 4ucni 3
BMKOPUCTAHHSM Pi3HNX BEKTOPIB NPOHUKHEHHA. SIEM moxe 6yTn peanisoBaHa anapaTHo, abo
nocradatucs sk nporpamHe 3abesneyeHHs (BipTyanbHa MallnHa), Moxe OyTu po3MmilleHa, sk B
MepeXi 3aMOBHMKA, Tak i BigganeHo - B xmapi. LiHHicTe SIEM-cuctemun nonsirae B Tomy, LUO
BOHa 36upae iHopMmaLito 3 pi3HMX CUCTEM Ta MEPEXEBUX NPUCTPOIB, 3bepiratoun iX B 0ogHOMY
Micui Ta BMaae B 4OCTYNMHOMY ANS aHanidy BUrnsa4i, Takox cuctema 3bepirae gaHi npo BCi nogii
B Mepexi (ycmiwHa abo HeycniwHa cnpoba BBegeHHS naposnto Big 00MikoBOro 3anucy,
aKTMBHICTb BipycCiB, aHOManbHun Tpadik, cnpoba nigknoyYeHHs A0 KiHLeBOro obrnagHaHHs 3
BUKOPUCTAHHAM MPOTOKOSMIB BigdaneHoro AocTyny, TOLWO) ANs po3crigyBaHHSA iHUMAOEHTIB
cniBpobiTHMKamu  Bigainy iHdopmauinHoi ©6e3snekn. Tinekn SIEM 3gatHa  edekTuMBHO
3acpikcyBaTu po3BuHeHy ctany 3arpo3y (APT), npu skin WKiANMBUA kog Moxe ByTn NpUCyTHIM
B cuctemax GaraTto MicauiB 4O CamMOro MOMEHTY akTuBauii. 3aBAsikM aHanidy HaKonuyeHux
AaHnx SIEM posBonsie BU3HA4MTW, CTaBCSA iHUMOEHT Briepwe abo nonibHi atakm Gynn i B
MUWUHYIIOMY.

o6 3po3ymiTn, HacKiNbku BaXknuBy posib B 3abesnedeHHi iHdpopMmauinHoi 6e3neku
rpatoTb SIEM-cuctemu, HeobxigHO 3BepHYTU yBary Ha maclitab iHUMaeHTiB 6e3neku i 3agiaHmx
B HbOMYy AaHux. Benuke nignpuemctBo 3gaTtHe reHepysBatu Ginbwe 25000 nogi B cekyHay
(EPS) i Bumaratu 6inbwe 50 T ans 36epexeHHsa gaHmx. 3gaTHicte SIEM dinbTpyBaTth BCi AaHi
i BM3HAYaTM NPIOPUTETM HaMBINbL KPUTUYHUX npobnem iHdopmauiiHoi 6e3nekn pobuTb
6e3neky GinbLw kepoBaHoto. EdpektmBHa SIEM-cuctema Bunpasaae BUTpaTH Ha HEl 3a paxyHOK
€KOHOMIT Yacy nepcoHany, HaBiTb SIKLLIO cama CMCTeMa BMMarae ynpasniHHS Ta HanalwTyBaHHS.
B npoueci cBoro hyHKLiOHYBaHHSA, KOXXEH MepPeXeBUN NPUCTPIN, 4OOATOK Ta KOXKHa onepadiiHa
cucTema, 3anucytoTb yCi NoAii, Wo BiadyBalTbCS 3 HUMKM B XXypHanu peecTpy. 3aBasky gaHum,
LLIO 3anucaHi B XypHanax nogiv (norax), SIEM moxe npoaHanidyBatv noBefiHKy CUCTEMU YU
KopucTyBada, NpoBECTU OLiHKY PU3KMKIB, BPAXOBYOUYN KPUTMYHICTb aKTUBIB Ta MOPYLLUEHHIO Ha
HUX OUPEKTUB Kopensauii Ta HagaTn OUIHKY 3axXULLEHOCTI iHdbpacTpykTypu. Hanpuknag, MoxHa
BU3HA4YMTK, AKi came onepadii BigbyBanucsa B cUCTEMi Ha MOMEHT MOPYLUEHHS AUPEKTUBMK
Kopensil.

B 3BiTi Verizon «Data Breach Investigation Report» 3asHayeHo, wo 60% OCHOBHMX
nopyleHb 6e3nekn 6ynu nos'a3aHi 3 iHCangepCbkMMu (BHYTPILLHIMK) 3arpo3amMu, iHcangepcbki
3arposu 3anuLiarTbCA HenoMmiYeHUMK npoTaroM Micsauis (B 42% sunagkis) abo pokis (38%
BUNagkiB) [2]. BusiBneHHsA iHCangepcbkux 3arpo3 € CKNnagHuMM 3aBAaHHSM - MOBeAdiHKa He
BMKIMKAE Nigo3pu B BiNbLIOCTi IHCTPYMEHTIB 6e3nekn, TOMy WO 3MOBMUCHUK € FNEeriTUMHUM
kopuctyBadem. SIEM mMoxe BUABUTU IiHOMKATOPU BHYTPILIHIX 3arpo3 3a [ONOMOrow
noBeAiHKOBOro aHanidy, gonomaratoum cnyxbam iHdopmauinHoi 6e3nekn BUSBNATU i
3anobiratm atakam 3aBgsku SIEM-cuctemam HacTynHOro nOKOSMiHHSA, SIKi BUKOPUCTOBYHOTb
TexHornorito «user behavior analytics» (UBA). TexHonoria UBA BukopuctoBye MalumHHE
HaBYaHHA | NOBEAIHKOBMIM aHania Angd BuM3Ha4YeHHs 0a3oBMX MokKasHuKIB IT-kopucTyBauiB i
CUCTEM Ta iHTeneKkTyanbHOro BUSIBMEHHS aHoMmarnin, WO BWUXOAATb 3a paMKu npasun i
CTaTUCTMYHUX KOPENsALiN, SKi BUKOPUCTOBYOTLCA B SIEM.

3BiT RiskBased Security npo nopylweHHsi KOHMIAEHUIMHOCTI JaHuX nokasas, Lo
BuaABneHo 3932 nybniyHoO 3apeecTpoBaHMX BUMNAAKIB BUTOKY OaHWX, B pesynbTaTti akux 6yno
ckoMnpomeToBaHo binbLu 37 MinbsapAaiB 3anucie. Y nopiBHAHHI 3 2019 pokoMm KinbkicTb Ny6nivyHO
3asABMneHMX nopyleHb ckopotunaca Ha 48%. OgHak 3aranbHa KinbKiCTb CKOMMNPOMETOBaHUX
3anuciB 36inbwmnnaca Ha 141% i Ha CbOrOAHIWHIA AeHb € HaWOINbLIOK KiNbKICTIO 3anucis,
BMSIBNEHWX 3a OOMH pik 3 MOMeHTY cTBopeHHS 3BiTHOCTI RBS (RiskBased Security) B 2005 poui.
Byno 3acdikcoBaHo 676 NOpyLLEHb, B SKUX €fleMEHTOM aTaku BUKOPUCTOBYBaNUCA nporpamu-
BMMaraui, wo Ha 100% 6inbLwe, Hixx B 2019 poui [3]. 3pocTaHHa Ymicna nporpam-BuMaradis B
NOEeAHaHHI 3 MPaKTUKOK BUTOKY AaHMX, BKPAAEHUX Nig Yac ataku aBnsnm coboro rofioBHi Temu
2022 poky ana obroBopeHHs LEeHTpIB Kibep3axucty, Sk nignpuemMcTs pisHoro macwtaby, Tak i
LieHTpiB Kibep3axucTy AepxaB No BCbOMY CBITY.

CeKTop OXOpOHM 340pPOB'A BUSIBMBCS HaWbinbll NOCTpaXganum, Ha HbOro OOBENocs
12,3% 3apeecTpoBaHMx nopyweHb. MeaunyHi cnyxbu, nignpvemcTea po3gpibHoI TopriBni Ta
AEep>KaBHi YCTaHOBM 3a3Hanu HanbinbLumx 36uTkiB. [Jeski 3 umnx cekTopis GinbL npuBabnusi 4ns
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KiGep3noymnHLiB, TOMY LLO BOHW MICTSATb DiIHAHCOBI Ta MeOMYHI OaHi. Ane He3Baxalun Ha
nonepeHin Te3nc, BCi NIANPUEMCTBA WO BUKOPUCTOBYKOTb KOMITIOTEPHI Mepexi, €
NOTEHLIMHMMN MilLeHAMM ANng KibepaTak abo KOpnopaTMBHOIO LMNWUIyHCTBA.

International Data Corporation nporHo3ye, W0 3 ypaxyBaHHAM TOro, o maclitabu
Kibepsarpoau 6yayTb 3poctatu, 4o 2022 poKy CBiTOBi BUTpATU Ha pilleHHs ans kibepbeaneku
caratume 133,7 mnpg gonapie [4]. Ypsgu no BCbOMY CBIiTY BigpearyBanu Ha 3pocTarody
KiNbKicTb Kibep3arpo3, HagaBlUM pekoMeHAalil 3 HagaHHsa [OO0MOMOrM opraHisauisiM, Lo
BNPOBagXylOTb edeKTMBHI meToau kibepbeanekn. Hanpuknag, HauiOHanbHWWA IHCTUTYT
ctaHgapTie i TexHonorin (NIST) CLUA ctBopuB «Cybersecurity Framework» ana 6opotebu 3
MOLMPEHHAM LUKIANMBOrO Kogy i AOMOMOrM B pPaHHbOMY BUSABMEHHI. CucTemMa BWKOHYE
6e3nepepBHUIA MOHITOPUHT BCiX €NEKTPOHHUX PECYPCIB B PEXMMI pearibHOro yacy.

SIEM-cucTema 3gaTHa «nosioBaTu Ha 3arposv». Lle npakTuka akTMBHOrO MOLUYKY
Kibep3arpoa B opraHisauii abo mepexi. [lontoBaHHA Ha 3arpo3yM MOXe NPOBOAUTUCS Bigpasy
nicng iHumMaeHTy 6e3nekun, ane TakoX i B MPEBEHTUBHOMY PEXMMI AN BUSIBIIEHHS HOBUX abo
HeBigOMMUX aTak abo nopyleHb. [na nowyky 3arpo3 HeoOXiaHWA LUMPOKMI SOCTYN A0 AaHMX
Oesnekun 3 yciei opraHisauii, akun moxe 6yt HagaHum SIEM.

Cnocobu, akmmn SIEM-cuctema gonomorae B MpoLueci NOLyKy 3arpo3 BKIK4YalTb B
cebe: noBilWeHHA Big cucTeM 0Oe3nekn, fKi HagatoTb KOHTEKCT | AaHi, Wo gonomaratoTb
poscnigyBatyv NOTEHUIMHWUIA HUMOEHT, BUSBMEHHA aHomanin B IT-cuctemax 3a JOMNOMOrow
Kopensauii Ta NOBeAiHKOBOI aHaniTUKK, NOLWWYK cepen iCTOPUYHUX OaHuX WwabnoHiB atak abo
CUrHaTyp, aHanoriyHMx BigOMMM aTakam, NOEegHAHHSA aHariTUKK 3arpo3 3 gaHumMmu 6eanekn ans
iHTENeKTyanbHOro BUSIBMNEHHA atak B |T-cuctemax, CTBOPEHHS NonepeaKeHb, 3aCHOBaHMX Ha
BIJOMMX pu3MKax, WO AornomaratloTb aHanitkam iHdopmauinHoi 6e3nekn cdopmynoBaTu
rinotesy i nepesipuTy ii, gocnimxytoum gaHi 6esnekm B SIEM, nepesipka, 4 6yno 3adikcoBaHo
nogioHMN iHUMOEHT paHie - NOoWyK B AaHMX iHpopmauiiHoi 6e3nekn wabrioHiB, CXOXUX Ha
NoTOYHMIA ab0 nonepeaHin iHUMAaeHT 6e3neku.

BusiBNeHHsa 3noBXuBaHHS NpuBinenoBaHumM goctynom SIEM-CMCTEMOIO: MOHITOPUHT i
3BITHICTb NPO NiZO3PINUI JOCTYN 40 KOHMIAEHUIMHWUX SAHUX, MOHITOPUHI aKTUBHOCTI 30BHILLHIX
nocTavanbHUKIB i napTHepIB, WO MaloTb JOCTYN 40 iHPopMaLinHUX CUCTEM OpraHisalil, 3 MeTor
BUSIBIIEHHSI aHOMaIbHOI NoBeAiHKM abo NiABULLEHHS NPUBINEIB, NonepemKeHHs1 Npo byab-aKoi
aKTMBHOCTI MpUNUHeHUX o6niKoBMX 3anuciB KopucTysBadiB abo HecnogiBaHOI akTUBHOCTI B
obnikoBnx 3anucax, Aki 3a3BMyan HeaKkTUBHI, NoONepemXeHHa NPO aHOMasbHy akTUBHICTb, LLO
MOXe OyTn KaTacTpOddiYHOH JHOACBKOK MOMWMITKOH, Hamnpuknag, Npyv BUOANEHHI BESTMKUX
obcaris AaHUX, CTBOPEHHSA 3BITiB MPO KOPUCTYBAMIB, AKi 3BEPTalOTbLCA A0 cMCcTeEM abo JaHUX, SKi
BUXOOATb 3a paMKK iX 3BU4AHOrO NPoqinto BUKOPUCTAHHS.

BusaBneHHa komnpomeTadii gosipeHux ocié SIEM-cuctemoro: BUABNEHHS aHOMarbHOI
aKTUBHOCTI, MOMNEPEeMKEHHS NPO Ue i HadaHHs AaHnx, HeOOXiAHUX ONA BCTAHOBMNEHHA aKTy
TOro, 4n 6yno ckomnpomeToBaHo O0BMIKOBUI 3anvc NPUBINIENOBAHOIO KOPUCTYBaYva, CTBOPEHHS
0©a30BMX MOKa3HUKIB aKTMBHOCTI CEpPBEpPIB, BUABMNEHHS BigXuneHb Big 6a30BMX MOKa3HUKIB i
OMOBILLEHHA  CniBpOBITHUKIB  LIEeHTPY Kibepbeanekn, MOHITOPUHI  Tpaddiky, BUSBNEHHSA
aHoOManbHMX CMMNeckiB, BWKOPUCTAHHS HE3axWLLIEHWX MNPOTOKOMIB Nepedadvi  AdaHux,
@HTUBIPYCHUIN MOHITOPUHT - LWIKIANNMBE NporpamMHe 3abe3neyeHHst € YacTol TOYKOK BXo4y AJis
koMmnpomeTauii xocta. SIEM MOHITOPpUTbL aHTUBIPYCHI CUCTEMU 3aXUCTY, PO3rOPHYTI Ha KiIHLEBUX
NPUCTPOAX Ta MOBIAOMIAKTbL MNPO Taki Nodii, fK BIOKMTHOYEHHA aHTUBIPYCHOrO 3axuUCTy,
BMAANEHHS aHTUBIpYCy.

BctaHoBneHHs chakTy kpagikkm gaHux SIEM-cMcTeMOLO: BUSIBNEHHS MEepeXeBOro
Tpadiky 4O LEHTpPIB ynpaBniHHA Ta KOHTPOSIO, BUSIBMEHHS 3apaXXeHUX CUCTEM, Lo nepenarnTb
AaHi HeaBTOpPM30BaHMX CTOPOHaM, MOHITOPUHI MepexeBOoro Tpadhiky no npoTokonax, ki
nonerwyTb nepegady BeNUKMX obcAriB gaHuX, i NONEepe;KeHHs, KOnvM nepenarnTbCs
He3BMYalHi obcarn abo Tunu dannie, abo Konu mMeTa HeBigoMa abo € LKiAIMBOK, MOHITOPUHT
BUKOpUCTaHHA Beb-goaatkiB opraHidauil abo BHYTPILHLOrO BUKOPUCTAHHSA 30BHILLHIX Beb-
A0AaTKiB, WO MOXe BKMYaTh 3aBaHTaeHHst abo goctyn 6paysepa 4o KOHMIAEHUINHNX AaHuX,
BUABNEHHSI €MNEKTPOHHMX NUCTIB, NepeagpecoBaHmx abo BignpaBneHux iHWKMM ocobam, Kpim
3a3Ha4YeHoro ofepkyBada, kpagikka gaHux 3asBuMyan MoB'si3aHa 3i cnpobamu 311I0BMUCHMKIB
nigBMWmMTK NpuBinei abo oTpumaTtn ocTyn o iHwmuX IT-cuctem. SIEM-cuctema moxe BUABNATU
BKa3aHi BULLE Aii LNAXoMm 3icTaBnNeHHA gaHuX 3 Aekinbkox IT-cuctem, BiACTEXEHHA AaHUX Big
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MOOINbHUX MPUCTPOIB CMiBPOBITHMKIB | BUABAATM aHoOManii, Ski MOXyTb BKa3yBaTW Ha BUTIK
iHpopmaLii Yepes MoBiNbHUIA NPUCTPIN.

BuaBneHHsA BHYTPILLHIX 3arpo3 € CKNnagHuM 3aBgaHHAM - NOBeAiHKa He BUKNUKae Nigospu
B 6inbLIOCTi iHCTPyMeHTIB 6e3nekun, TOMy O 3N0BMUCHUK € NeriTMMHUM kopuctyBadem. SIEM
MOXe BUABUTU IHOMKATOPW BHYTPIWHIX 3arpo3 3a AOMNOMOrol MOBELIHKOBOro aHarniay,
gonomararoun cnyxbam iHgopmauinHoi 6e3nekn BuABNATM i 3anobiraTv Takum 3arposam
3aBasku TexHonoril «user behavior analytics» (UBA). TexHonoria UBA BukopucToBye MalnHHe
HaBYaHHSA | MOBEAIHKOBMIM aHani3 and BM3Ha4YeHHs ©as30BMX MOKas3HWKIB IT-kopuctyBauiB i
CUCTEM Ta IHTENEKTyanbHOro BUSBMIEHHSA aHOManin, WO BUXOAATb 3a paMKuM npasun i
CTaTUCTUYHNX KOPENSLii.

Cnocobwn, sdkumn SIEM-cuctemmn ponomorairoTb 3YyNUHUTU  iHCAMOEPCbKi  3arposu:
noBeiHKOBUA aHani3 Ang BUABMEHHS aHOMarbHOI NOBefiHKM KOpUCTyBadiB, BKasyluux Ha
KomnpomeTauito. Hanpuknag, Bxid B CUCTEMY B HE3BMYaWHUM 4ac obuM 3 HEe3BUYAMHOW
yactoTol abo JocTyn A0 He3BuMYarHuX gaHux abo cuctem, SIEM BusiBnse, Wo KopucTyBadi
3MiHIOTb abo MigBMLLYIOTbL NPUBINET AN KpUTUYHO Baxnmeux cucteM, SIEM cniesigHocATb
MepexeBui Tpadik 3 [aHMMK NPO 3arpo3su, Wob BUABNATY LWKIAMBI Nporpamu, siki B3aemMogitoTb
i3 30BHIiWHIMKN 3noBMUCHMKaMU. Lle o3Haka 3mamaHoro o6iKOBOro 3anmucy KOpUCTyBaua,
noBeaiHKOBUIA aHania ans aHanisdy nogin iHgpopmadinHoi 6e3nekn, Taknx sik BCTaBka dhneLu-
HakonuyyBadieB USB, BMKOPMCTaHHA OCOOMCTMX MOLITOBMX CEPBICIB, HECaHKLiOHOBaHOro
XMapHOro cxosuwa abo HagMipHOro APYKY OOKYMEHTIB, BUSIBNIEHHS i 3yNMUHEHHST UG PYBaHHS
BENMKUX OOCAriB OaHUX, afKe Le MOXe BKasyBaTW Ha aTaky nporpamu-mdpyBanbHuKa,
iHCanaepw, siki N(PoBOAATb aTaky, MOXyTb CNpobyBaTh BUMKHYTM OOMIKOBI 3anucu, MaLLnHun i IP-
agpecu Ha wnaxy go metu. SIEM MoXyTb BUSBUTU L€ MOBEAIHKY, TOMY LLO MatoTb LUMPOKNIA
ornag IT-cucrem.

Tunoee piweHHsa SIEM-cuctemun Bkntovae B cebe kinbka yHKLiOHaNbHMX KOMIMOHEHTIB, LLO
300paxeHi Ha pucyHKy 1: areHT (cepBiC, AEMOH), O BCTAHOBMIETLCA Ha CUCTEMY, SIKY
HeoOXigQHO MOHITOPUTK, noKanbHO 306Upae >XypHanNW NOAIM | 3a HaABHOCTI 3asganerigb
HanawwToBaHOro MepexeBoro mMapLpyTty nepegae ix o SIEM-cuctemy), nor-konekropu, Lo
npu3HaveHi Ang nonepegHbOl akymynsuii nogin Big ©6e3nivi gxepen, kopensuid, WO
onpauboBye iH(popmauilo Big KOMEKTOpiB 3a BCTAHOBMEHUMMW NpaBunaMmy i anroputMamm
Kopensuii, 6as3n gaHunx i cxoBulla ansi 36epiraHHs, ik onpaubOBaHMX, TakK i HeonpaubOBaHUX
XypHanis nogin.

Jxepena monii
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Puc. 1. OcHoBHi koMnoHeHTU SIEM-cuctemmn
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BucHoBKku

SIEM-cuctema € HavHeobXigHiluMM Cy4acHUM iHCTpyMeHTOM kibepbesnekn ans
AepXaBHUX ycTaHOB Ta Oi3Hecy, K B MUPHWA, Tak OCOGNMBO i B BOEHHUM 4yac. Agxe B
obcTaBnHax 6e3nepepBHUX, SIK paKETHUX, TaK i KibepaTak, onepaTnBHE pearyBaHHs € Kito4OBOH
CKIagoBoto ybesnevyeHHs XUTTS, SK JIOACBKOro, Tak i X1TTs 06OpOHHOrO CEKTopy AepXaBu, a
oTXe | AepxaBu BUiNomMy. HasBHICTb BENUKOI KiNbKOCTi onvucaHux iHCTpyMeHTiB y ckragi SIEM-
cucTteMn, OO3BOMSIE  ekchnnyaTyBaTu 1y  BiQMOBIAHOCTI 0O 0OCOONMBOCTEN OistMbHOCTI
nignpvemcTBa Ta 3agad iHdopmauiiHoi 6e3neku, Wo nepeg HUM CTOAAThb.

MepcnektMBa noganblmMx OOCHipKEHb BOAYaeTbCsl B I'PYHTOBHILLIOMY  BMBYEHHI
BMKOPUCTaHHSA iHCTpyMeHTy UBA, wo 6a3yeTbCA Ha TexXHOMOrii LITYYHOro iHTenekTy Ta vy
BUCBITNEHHI akTyanbHOCTI ekcnnyatauii cuctemm SOAR, sik HACTYMHOTO KPOKY Y PO3BUTKY
aBTOMaTU30BaHOrO pearyBaHHS Ha iHUMAeHTn kKibepbesneku.
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KEPYBAHHA KNIEHTCbKUMM OBYUCNIOBAIIbHAMU PECYPCAMMU 3
ANHAMIYHUAM XUTTEBUM LIMKITOM Y KOPTMTOPATUBHIU MEPEXI

DOI 10 36994 / 2788- 5518- 2022-02-04-15

Cmaamok B.O. HauioHanbHUl mexHiyHuUt yHisepcumem YkpaiHu «Kuigcbkud
nonimexHiyHut iHcmumym imeHi lzops Cikopcbkozo», Kuis, YkpaiHa. amxleclerk@gmail.com

Anekceee M.O., k.m.H. HayioHanbHUlU mexHiyHuUl yHieepcumem YkpaiHu «Kuigcbkul
nonimexwHiyHut iHcmumym imeHi leopsi Cikopcbko2o», Kuis, YkpaiHa. n.alexeyev@gmail.com

AHomauissi: Poboma npucesdYeHa akmyaslbHOMYy [UMAaHHIK e@EeKMUBHO20 BUKOPUCMAaHHS
obyucntosanbHUX pecypcie 8 cucmemax 3 OuHaMIYHOK pPO3r00ineHO apximekmypor, SKi
3acmocosgyome 0b4uco8arnbHi MpUCmMPOoi nepcoHasneHi abo 3azanbHO20 KopucmysaHHs1 dnsi nompeb
po3nodineHux obyucieHb, a came 3adadi e(heKmuBHO20 KepyB8aHHS XXUMMEBUM UUKITIOM poboyux 8y3rig
Knacmepie KoHmeulHepu308aHUX 3aCmocCyHkie. Ha 8idMiHy 8id 8idomux iCHyrHUX pilueHb, cucmemu, SKi
posansdarombcs y pobomi, Maromb 8iIOHOCHO KOPOMKOCcmMpoKosuli i HedemepMiHo8aHUU 4Yac Xummsi
C80iX obyucrirosanbHUX ageHmie | momy O0BUHHI Mamu creuyianizoeaHuli yHKyioHan 0ns
asmomamu4Ho20 nid’eOHaHHSI ma 8iOKMYEeHHST 064YUCo8aibHUX a2eHmig 8i0 Kriacmepy, OCKiflbKU cam
rpouyec npuedHaHHA HO8020 pobo4020 8y3ria 00 makoi cucmemu 3alivae nesHul Yac, i nompebye negHoi
Keanicpikauii i pieHs1 asmopu3sauil. Skuo x esecmu y cucmemy dodamkoesuli aOMiHicmpamueHuUl 8y3011,
wo 6yde supiwygamu numaHHs HarawimyeaHHs HO8UX KrlieHmig, MU 8 pa3u 3b6inbwyemo onepamugHe
HagaHmaxxeHHs1 Ha makul ynpasnstodul 06’ekm. HeobxidHo Halamu npo3opuli iHmepgbelic (npouec Ha
Oekinbka 0ili) Ona Kopucmyeaya i npu UboMy asmomamu3sygamu 6y0Ob-siki noemoptosaHi dii 3i cCmopoHU
onepamopa Kubernetes knacmepy. 3anporioHogsaHul y pobomi nidxid0 6a3yembcs Ha opeaaHidauyii
npouecy kepysaHHsI pobo4umu e8y3namu Ha 3pa3ok Server Discovery y cepedosuwi Kubernetes
knacmepy. [lepesazoro 3anpornoHogaHo20 nidxody € eHydYkul ma rnpocmul iHmepgelc KepysaHHs
poboyumu 8ysnamu 3 HedemepMiHO8aHUM XUMMEBUM UUK/IOM Y KOPropamueHil Mepexi Ha OCHO8I
nidcomoesieHUx npoepamM, WO BUKOHytomb orepauii 3 nepeesipku onepauyitiHoeo cepedosuwya
Kopucmyeayda, IiHcmansuyii HeobxiOHO20 npozpamMHo20 3abesrnedyeHHs1 Ons  npuedHaHHA 00
obyucnitosarnibHoi cucmemu abo X 0eiHcmansuii KOMIOHeHMI8 ma BIOK/MYEeHHS a2zeHma 3a 8UMO20t0
Kopucmyesaya. Y pobomi po3arisHymo ekcriepuMeHmarsbsHe cepedosguuie, nposedeHo OocCiOXeHHs
pobomu cucmemu y MOXIIUBUX cueHapisx rnosediHku Kopucmysadya ma obrpyHmoegaHa eghekmugHicms
niéxody.

Knrouoei cnoea: posnodineHa obyucnosasnbHa cucmema, Kubernetes kracmep, Kepy8aHHs XXUmmegum LUKITOM
obuucrogarnbHUX 8y3ris.

MANAGEMENT OF CLIENT COMPUTING RESOURCES WITH A DYNAMIC
LIFE CYCLE IN A CORPORATE KUBERNETES CLUSTER NETWORK

Volodymyr Smahliuk. National Technical University of Ukraine «Igor Sikorsky Kyiv
Polytechnic Institute», Kyiv, Ukraine. amxleclerk@gmail.com

Nikolay Alieksieiev, Ph,D, Ass. Prof. National Technical University of Ukraine «lgor
Sikorsky Kyiv Polytechnic Institute», Kyiv, Ukraine. n.alexeyev@gmail.com

Abstract: The work is dedicated to the topical issue of effective use of computing resources in systems
with a dynamic distributed architecture, which use personal or public computing devices for the needs of
distributed computing, in particular the paper is devoted to the task of effective management of the life
cycle of working nodes of clusters of containerized applications. Unlike the known existing solutions, the
systems considered in the work have a relatively short-term and non-deterministic lifetime of their
computing agents and therefore must have specialized functionality for automatically joining and
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detaching computing agents from the cluster as far as the process of joining a new working node to such
a system takes a certain amount of time and requires a certain qualification and level of authorization. If
we inject an additional administrative node into the system, which will solve the issue of setting up new
clients, we will increase the operational load on such a control object. It is necessary to provide a
transparent interface (few clicks process) for the user and at the same time automate any repetitive
actions on the part of the Kubernetes cluster operator. The approach proposed in the work is based on
the organization of the process of managing working nodes such as Server Discovery in the Kubernetes
cluster environment. The advantage of the proposed approach is a flexible and simple interface for
managing working nodes with a non-deterministic life cycle in the corporate network based on prepared
programs that perform operations of checking the user's operating environment, installing the necessary
software to connect to the computer system, or uninstalling components and disabling the agent on user
demand. The paper describes the experimental environment, conducts a study of the system's operation
in possible user behavior scenarios and proves the effectiveness of the approach.
Key words: distributed computing system, Kubernetes cluster, management of nodes life cycle.

BecTyn
[nsa nigByweHHss eheKTUBHOCTI BUKOPUCTAHHA HE3aMHATUX pecypciB obGumncnioBanbHUX BY3niB Ta
3HWKEHHS 3arasfibHOro piBHS IX MPOCTOKBAHHA i BOgHOYAC, ANSA BUPILWEHHS HaranbHUX 3aBAaHb 3
pPO3MillEeHHA Ta  BWKOHAHHA  MPOrpaMHMX  KOMMOHEHTIB  KOpnopatuBHUX  iHGOOpMaLinHO-
oBuncnioBanbHUX CUCTEM paHiwe y poboTi 6yno BMpilLEHO CTBOPKOBATM KNacTepu i3 3anyveHHsM
nepcoHanbHUX NPUCTPOIB KOPUCTYBaAYiB KOPMOPATMBHOI MEPEXI, @ TAKOX NapKy KOMITIOTEPHOT TEXHIKK
Ta 3aranbHOAOCTYMHMX 0BYMCOBarnbHMUX NPUCTPOIB Y KOPNOPaTMBHIN Mepexi. Takox 6yno npunHaTte
PilLEHHSA OO0 BUKOPWUCTaAHHSA KOHTEMHepu3auii npuknagHuMx nporpaMm Ta MNporpamHoil TeXHONOorii
Kubernetes gnsi opkectpauii po6o4nx HaBaHTaXKeHb Ha iX OCHOBI, OCKINbKM Len niaxig [o3Bonse
BMKOPUCTOBYBATM anapaTHi i nporpamHi obuyMcrnioBanbHi  pecypcu pisHi 3@ MNOXOMXKEHHAM i
XapaKTepMCTUKaMK, a TaKoX Jae 3MOry MigkoyaTh i Big'egHyBaTh iX y npoueci ekcnnyaradii [1]. Byson
Kubernetes (node, “Hoga”) abo pobounn By3on y AaHOMYy KOHTEKCTI ue disnyHa abo BipTyarnbHa
MaLUmHa, sika 6epe yyacTb y knactepi Kubernetes, i sky MOXXHa BUKOPMCTOBYBATM 4515 3anycKy poboumx
HaBaHTaxeHb (pod, “noad”) y Burmsagi KOHTenHepusoBaHWX nporpam. poTe, npouec AonydeHHs Ta
Big'eQHaHHS pobo4mx By3niB NoTpebye BUKOHAHHA NeBHUX onepadin y py4HoMy pexumi. Kopmctysay,
LLIO X0o4e HagaTu obumncroBanbHi NOTYXKHOCTI CBOrO NPUCTPOIO AN BUKOHAHHS NPUKNagHuUX nporpam y
KoprnopaTMBHOMY KnacTtepi, NOBMHEH CaMOCTINHO NiaroTysaTu cUCTeMy, a came:
- NepeBIPUTU CYMICHICTb KINIEHTCBLKOT CUCTEMM 3 LiiNTbOBOKO KNACTEPHOK MEPEXEID;
- BCTaHOBWUTW HeOOXigHe KnieHTCbKke nporpamHe 3abesneyvyeHHs 3a BUMOramm Koro
ornepauinHol cuctemu;
- iHiuianizyBaTu 3anuT Ha npueagHaHHsa 0o Kubernetes knactepy.
3a HeobXigHOCTI KOpMUCTYyBa4y NOBUHEH MaTU MOXNMBICTb Big egHaTUCA Big 064MCrOBanbHOT CUCTEMMUA |
6e3neyHo ouncTnTn Byab-ski apTedakTy, WO MO 3anulIMTUCA MICNA HanawTyBaHHA 3B’A3Ky 3
LiNbOBOK CMCTEMOIO, BKITHOHAKOUM KIIEHTCbKE NporpamHe 3abesneyeHHs. Takox, HeOOXiaHO BpaxyBaTu
cueHapii, 3a AKMx KnieHT Binblle He OOCTYNHUA AN PO3MILLEHHSA Ha HbOMY NPUKIaaHUX nporpam (4m
TO 4Yepe3 npobrnemm 3 Mepexer, YN dYepesd CaHKLiOHOBaHI Ail KnieHTa cnpsiMoBaHi Ha pO3ipBaHHS
3B’A3KY 3 CUCTEMOIO) | pearyBaTu y BiANOBIAHOCTi 3 KOHKPETHUMW NPUYNUHAMM.
BpaxoBytouu ue, MOXXHa BUAINUTA TPU OCHOBHI MOXITMBI CTaHW KriEHTa:
1) rOTOBHICTb — KIIEHT rOTOBWN iHiLianidyBaTn 3annT Ha NpUELHAHHS;
2) aKTUBHUI PEXUM — KITIEHT € YaCTUHOI PO3MOAINEeHOI CUCTEMU Ta HAZla€e CBOI HE3aNHATI
pecypcu Ans NpuknagHnx ob4Yncnets;
3) HeakTVBHUN pexum — KnieHT Binblwe He Hagae CcBOI pecypcn abo 3B’A30K 3 HUM
BTpa4yeHo, ane BiH JOCi YACNUTLCA Y CIUCKY poBo4mx By3niB.
[ns BupileHHs umx npobnem MoxHa BBECTU A0OATKOBUIN KePYYniA By30n (aaMiHicTpaTop), akun byae
HanawToBYBaTU LifIbOBi CUCTEMM.
Mpn HeBenukii KiNbKOCTI MOTEHUINHUX KNieHTiB agmiHicTpatop Kubernetes knactepy moxe cam
NPOKOHTPOMIOBATU MNepexoaM MK CcTaHamMy Ta BUKOHyBaTW KOHirypauinHi 3agadi, a came:
iHiLianisauilo nporpamHoro 3abeaneyeHHs, aHani3 BigNOBIOHOCTI HagaHOro MpPUCTPOK OO0 BUMOT
LinboBOi cuctemun abo BuaaneHHsa mnoro. MNpoTe, 3i 36inbLeHHsM KinbKOCTi poboumnx npuctpois N byge
3pocTaTu onepauiiHe HaBaHTaXeHHs P Ha agMiHicTpaTMBHUIW By30M 3a NEBHUM €KCMOHEHLUianbHUM
3akoHoM P = exp(N), Lo NpM3BOAMTb 00 CKIaAHOCTEN KOPEKTHOMO HanawTyBaHHA Ta NiATPUMKN TaKnUX
cuUCTeM.
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AKwo gogaTkoBO BpaxyBaTW, WO CUCTEMA € OUMHAMIYHOW, TOAI Yac XUTTS poboumx NpUCTpoOiB He
000B’A3k0BO Oyae 36inbliyBaTUCA 3a MiHIMHUM 3aKOHOM, WO € CnpaBefnvMBuUM AN CUCTEMMU 3i
CTaTU4HUMM MPUCTPOSIMN, MNOCTIMHO Nig’€AHAHNMKN 0O cMcTeMU. HaBiTb HaBnaku: 36inbLUEHHSA YacToOTK
nepexoay Mixk MOXNMBUMK CTaHaMu NPU3BOANTL 40 A0L4ATKOBUX OnepauinHMX HaBaHTa)XeHb, OCKINbKN
Tpeba BiacniakoByBaTK Ta BECTM 3BIiTHICTb MPO KOXEH 3 KIIEHTIB: Y SIKOMY CTaHi BOHWM 3HaXoasaTbCs, a
TaKoX SKi Aii NOTPiObHO BMKOHATW, W06 6Ge3neyHo nepeBeCcTy NPUCTPIN 3 OQHOIO B iHLUWIA CTaH.
[ocsigyeHi KopucTyBadi MOXyTb CaMi HanawToByBaTU CBOK CUCTEMY 3a NoTpebu, ane y 3aranbHOMY
BUMAAKy, KIIEHT MOBMHEH MaTW 3pYYHUR iHTepdenc Ons nig’edHaHHa OO0 UinboBoi cuctemn 6es
A00aTKOBMX onepauiiHUX HaBaHTaXeHb 3i CBOro GOKYy.

BukoHaHHA aocnigkeHb

Bpaxosyrouu yce suwe 32adaHe, HeobxiOHO supiwuumu 08i OCHOBHI rnpobremu Ors 3MEeHWEHHS
Kinbkocmi admiHicmpamueHoi pobomu abo, 3a Moxnueocmi, YHUKHymu 6y0b-s5koi 0o0amKogoi
83aemMo0ii 3 HUM.
lMepworo 3 npobrem € BeOeHHs akTyanbHOi Tabnuui cTaHiB poboumx NpUcCTpoiB. 3aranom Takun
MexaHi3M HasuBaeTbca Service Discovery, ge y poni cepsica Buctynae pobouunin Byson (“Hoga”).
Service Discovery cTBopeHun gnsi Toro, wob 3 MiHimanbHUMKM BUTpaTaMmM MOXHAa MigKouYnTN HOBUN
CepBiC 40 HALLOro OTOYEHHS.
Y HawoMy BMNaaKy Lie NUTaHHS BUPILLYETbCA 3a OOMNOMOrOK iHTerpyBaHHs neBHOi 6a3u gaHux. Y
cepeposuLi Kubernetes knactepy uto dyHKLi0 BUKOHYE NporpamHe 3abesnedeHHst etcd.
basza gaHmx etcd € nocnigoBHMM pPO3MOAINEHMM CXOBULLEM Yy dhopMaTi KItoy-3Ha4veHHs. Lle T3
BMKOPUCTOBYETLCSA sIK OKpeMa cnyx6a koopanHauii B po3nogineHnx cucremax. BoHo npusHayeHe ans
306epiraHHA HEeBENWMKMX 00CAriB AaHMX, sIKi MOXYTb MOBHICTIO MOMICTUTUCA B onepaTuBHIN nam’'siTi [2].
Llen komnoHeHT 36epirae BCo iHopMaLito Npo poboYi HaBaHTaXEHHS, SIKi NpeaCcTaBneHi y CUCTEM,
BpaxoBylun obnik Hog. 3a gonomoroto iHTepdernicy Kubernetes APl us iHdopmauis nepiognyHo
OHOBMIOETLCH, W06 BigNOBiAaTM peanbHOMY CTaHOBI CUCTEMM.

Takvm ymHoMm, etcd Befe iHdbopmauito Npo ABa cTaHu HoA: akTuBHMN (Ready) Ta HeakTuBHuIA (NotReady) ( puc.
1).

NAME STATUS ROLES AGE VERSION
master.example.com Ready master 5h v1.23

nodel.example.com NotReady compute 5h v1.23
node2.example.com Ready compute 5h v1.23

Puc. 1. MNMpuknag BinobpaxeHHs cTaHiB poboumx By3niB (“Hoa”) Kubernetes knactepy

Axwo y etcd Hemae iHpopmaLiT PO NEBHY 3 HOA, TOAI BBAXA€EThCSH, WO BOHA nepebyBae y CTaHi
rOTOBHOCTI A0 iHiuianisauii. HaBiTb y BUNaaKy, Konu NpucTpin kopuctysayda 6yno BUnyyYeHo i3
Knactepy, ane nporpamMmHi KOMNOHEHTU A0Ci BCTAHOBMEHO Ha MOro MallUWHi, BiH 3HOBY Ma€e NponTu
eTan iHiyianisauii 3anMTy Ha NpMegHaHHA 4O PO3NOoAiNtoBanbLHOI CUCTEMN.
Hpyaa npobnema nonarae B TOMy, 9K 3MEHLUMTX onepaLiiHe HaBaHTaXXEHHS1 Ha agMiHICTPaTUBHUIA
BY30JS1 NiJ 4ac NiaroToBKN KNIEHTCLKOI CUCTEMMU 0 NPUEQHAHHA OO0 KracTepHol Mmepexi. [Ans
BMPILLEHHSA LbOro MUTaHHS NPOMOHYETLCS BUKOPUCTOBYBATM aBTOMATU30BaHWUI NakeT (CKpUNT), SK1iA
nepeBipuUTb CUCTEMY Ha Bi4MOBIAHICTE BUMOT LiNIbOBOI KIacTEpPHOT MepeXxi, iHCTante HeooXigHi
nporpamMHi nakeTn Ta NpueaHae KrieHTcbknin NpucTpin 4o Kubernetes.
loes nonsarae B Tomy, WO6 HagaTu OOCTYNHE (B paMKax KOpNopaTUBHOI Mepexi) MOCUNaHHA Ha
€AVHUIA BUKOHYBarnbHUI dann, SKUN B 3aneXxHOCTi BiA cueHapito 6yae maTtu pisHUiA anroputm Gin.
BaxaHun cueHapin moxHa 6yae obpaTtu gogaroum pisHi Onuii Nig Yyac 3anycky CKpUnTy.
Po3srnsHemo Ginblu AeTanbHO KOXEH i3 CLeHapiiB, siki peanisye nporpaMHuin Ko4, Ta NopsiAokK Aiv Ans
KOXHOTO 3 HUX.
1.Peectpauis poboumnx By3nis:

a. |Hiuianizauis 3anuTy Ha npuegHaHHA (3anuT Ha agpecy http:/cluster.local/script)

b. OTpumMaHHsA cKpUNTY Ha BCTAHOBMEHHS KOMMOHEHTIB

c. 3anyck ckpunTty 3 dpniarom --init
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i. [llepe.ipka cuctemm (os-release) Ta BUMOr LiNbOBOI CUCTEMU [0 PECYPCIB
NPUCTPOIO;
ii. [NepeBipka BCTAHOBNEHUX MaKETIB,;
iii. BcTaHoBnEeHHs nakeTi, AKWO Takmux He Oyno 3HangeHo B CUCTEMI.
d. IHidianizauia 3’egHaHHA oo Knactepy
e. 3’eQHaHHA BCTaHOBEHO
Bnok-cxemy HaBegeHoro anroputMy 3obpaxkeHo Ha puc. 2. 1o 3aBepLUEHHIO CLeHapio
KNIEHTCbKNI NPUCTPIN NepexoanTb 3i CTaHy “roTOBHOCTI A0 iHiuianisauii” B CTaH “aKTUBHUA pexum”.

PeecTtpauia pobo4mx IHiuianisavin
. 3annTy Ha
BY3NiB
NpUEQHAHHA
http://cluster.local/script
OTpyMaHHA
CKpUNTY Ha
BCTaHOBJ/EHHA
KOMMOHEHTIB
3anyck ckpunTy
¢ 3 conarom --init
Mepesipka .
BianoBigHOCTI
KNiEHTCbKOro :
nNpucTpolo E
Mepesipka
BCTAHOB/IEHUX !
nakeTie
BcTaHoBNneHHA :
nponyLeHnx nakeTis v
‘ |:-IILI.IaﬂI33LI.IF| B'enHaHHA
> 3’eQHaHHA 0o
BCTAHOBNEHO
Knactepy

Puc. 2. Bnok-cxema npouecy peectpauii podboymnx By3nis

2.BunyyeHHsa poboumnx By3nis:

f.  lniuianizauis 3anuTy Ha BUNYyYeHHs (3anuT Ha agpecy http://cluster.local/script)
g. OTpumaHHA CKpUNTY Ha BUAANEHHS KOMMOHEHTIB
h. 3anyck ckpunTy 3 pnarom --reset

i.  [lepesipka cuctemu (os-release)

ii. [NepeBipka BCTAaHOBNEHUX NakeTiB

iii. BupaneHHs nakeTiB
i. KomaHga Ha pos’eHaHHS Bif knacTtepy

137



http://cluster.local/script

THdoxoMyHIKaIiiHI Ta KOMIT FOTepHi TexHOJIOTii, Ne 2 (04), 2022

j. CepBep Big’egHaHo Big kKnactepy
Bnok-cxemy HaBegeHoro anroputmy 306paxkeHo Ha pucyHky 3. Mo 3aBepLUEHHIO CcLeHapito
KNIEHTCbKUA NPUCTPI NEPEXOANTD 3i CTaHy “aKTUBHUI PEXMM” B CTaH “rOTOBHICTb A0 iHiuianisauii”, He
3Bakatouum Ha Te, WO NpUEOHAHHSA He NNaHyETbCS.

v

BupaneHHA nakeTis
Ta OYULLEHHA

BunyyeHHa pobo4mx IHiLjanisaui
. 3anuTy Ha
By3nis
BUITyYEHHA
http://cluster.local/script
OTpyMaHHA
CKpUNTY ANA
BUAANEHHA
KOMMOHEHTIB
3anyck ckpunTy
¢ 3 chnarom --reset
Mepeeipka
KNIEHTCbKOro '
NpUCTPOIO :
Mepesipka
BCTAHOBNEHUX '
naketis

cUcTemMm v
KomagHa Ha -
» | Bin'enHeHHn Bin CEZ?;F;;?;?; TG(.;JHHHO
KnacTtepy Py

Pwuc. 3. bnok-cxeMa npouecy Big egHaHHA poboymnx By3nis

HaBegeHi ABa cueHapil KOHTPONITLCA cneujianbHUM NPOrpamMHUM KOOOM, WO OTPUMYE KITIEHT i3
BignosigHol agpecu. NpoTe, Moxe B6yTn cutyauisa, konm 6yno BTpayeHo 3B’A30K i3 pobounm By3nom. Y
TakoMy BUNazaky, pobounii By3on nepeBOAUTLCS Y CTaH “HeakTUBHUIN pexmnmM”. Konu By3051 BUMUKAETLCS
abo BuxoanTb 3 Nagy, BiH nepexoanTtb y cTaH NotReady, T06T0 nOro He MOXXHa BUKOPUCTOBYBATH OIS
3anycky noAis (po3nodineHunx npuknagHux nporpam). MNicnsa usoro BCi noau, 3anyLueHi Ha By3ni, CTalTb
HegocTynHumn [3]. lMpoTe, BapTO Haronmocutu, WO pPOOOYI HaBaHTaXEHHs AOCi 3akpinneHo 3a
NPo6reMHNM BY3I1OM.

MowwnpeHnmun npnumHamu Node NotReady nomunkn Kubernetes €
- Bpak pecypciB Ha By3ni, npobrnemy 3 kubelet (areHtom, dkuii gossonsae Kubernetes
cepBicam OTpUMyBaTU AOCTYN 4O BYy3na i Ta KOHTPONOBaTN NOro poboTy);
- MOMUIIKY, NOB’si3aHy 3 kube-proxy (MepexxeBuin areHT Ha By3ni);
- npobriemy 3 Mepexetro B LifoMy.
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3B'A30K i3 EY3NOM BTpa4YyeHO

BTpayennit poboynit By3on ‘ ‘ Kubernetes ‘ ‘ etcd (Bbasa cTaHis) ‘

MOBi 4OMMEHHA MPO CTaH 5

OHOBWTW IH(hOPMALLIKD MPO BY30N "

Ready

xl'lnai,unMHEHHH npo cTaH

| 40 cekyHp,

""""" 1

|

|

|

|

|

|

|

. . . |
¢ OdiKyBaHHA BIgNoBIgi |
T |

|

|

|

|

|

|

OHOBUTW IHPOPMALLIKD NpOo BY30N >

,-'J_I_\
¢ _Unknown ;

¢, OdikyBaHHA BIANOBIG]

- 5 XBUNWH

By30n BuganeHo 3 bazn

Pwuc. 4. [iarpama nocnigoBHOCTEN Y BUNaAKy BTpaTu 3B's13Ky 3 pob6o4nm By3rnom

Axwo Kubernetes He moxe 3B’A3aTucs 3 BY3rnowMm, BiH Yekae 3a 3amoBdyBaHHAM 40 cekyHA,
a noTiM BCTaHOBMOE cTaTyc By3na Ha Unknown abo Hesigomun. AKLWO By30N 3anuwiaeTbes
HeaoCTynHMM BiAOYyBaeTbCA iHiLitOBaHHA BuceneHHsa 3a gonomoroto APl gns Bcix nogis Ha
He4OoCTYNHOMY BYy3rii. 3a 3aMOBYYBaHHSIM KOHTPOSep By3na Yekae 5 XBUMMH MK NO3HaYEeHHSM
BY3na Ik HEBIAOMOro Ta NOAAHHSM MEPLUOro 3anuTy Ha BUNYyYeHHS [4]. AKWO HeaoCTynHWUA
BY3051 HE NMOBEPHYBCHA A0 MepeXi, horo byae BuaaneHo i3 BHYTPilWHbLOI 6a3u (gus. puc. 4), wo
y TepMiHax JaHoi cTaTTi 03Havae nepeBefieHHs y CTaH “roTOBHOCTI A0 iHiuianisauii”.
Y BunagKy NOBTOPHOro MpUEAHAHHA BTpaveHoro pobo4yoro By3na nicnsa Toro, siKk noro 6yno
BuganeHo 3 Kubernetes knactepy, knmieHT NOBMHEH MOBHICTIO MPOWTM npouec iHilianisauii
onuncaHui BuLLie (auB. puc. 2).
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TouKa AoCTyny ‘ Kubernetes knactep
OTpumaHHA ()
IHCTPYKUIn
L MHaMIYHMIA CraTuyHuin
cepsep 3 cepsep 1 0

A\ IHiLianisavis §
1> 3anuty : @ Cratuynumn

Ha npuegaHHA roNnoBHUM
; i ToTeHUinHWiA CraTyHuii By3on 1 :
n 5‘ cepsep 1 cepsep 2 ;
o e— oo 0
3 oy fé\ A
: 2/ MpuenarHa

MoTeHuinHun
cepsep 1

Puc. 5. Cxema ekcnepMmMeHTanbHOro MakeTy

EkcnepumeHTanbH1Mn MakeT (OUB. pUc. 5) MiICTUTb OAWH FONOBHWI BY3051, ABa poboui CTaTUYHI
BY3NW, OAWH AMHaMIYHMI By30M (Y CTaHi “aKTUBHUIA pexuM”), NOTEHUINHUIA AMHaMiYHUI By30n (Y CTaHi
“roToBHICTb [0 iHiuiani3auii”) Ta To4YKy AoCTyny (B pamKax KopnopaTuBHOI MepeXi) 3 BUKOHYBaITbHUM
nporpamMHMM kogom. NoBHa iHhopmauis Npo 3apeecTpoBaHi poboudi By3nn HaBeaeHa Ha PUCYHKY 6.

NAME STATUS ~ ROLES AGE  VERSION
master.static.com Ready  master 12h v1.23
nodel.static.com Ready  compute 12h v1.23

node2. static.com Ready  compute 12h v1.23
node3. dynamic. com Ready  compute 10h v1.23

Puc. 6. Cnncok po6ounx By3nie Kubernetes knacrtepy

[ns npuegHaHHA HOBOTO By3ra A0 KnacTepy A4OCTaTHbO 3aBaHTaXWUTM Ko Ta 3anyCTUTU NOro
3 onuieto --init ( puc. 7).

BignosigHo, nicnga ycnilwHOro 3aBepLleHHst ckpunTa My no6aynmo HoBu pobounii By3on
node4.dynamic.com ( puc. 8), 3anuc npo skum 36epexeHo y ectd.

Mpouec BunydeHHs BiAOyBaeTbCSA Nif Yac 3anycky NporpamHoOro ckpunta 3 onujieto --reset
(puc. 9). Ona 4mucToTM ekcnepumeHTty, Oyno 3anyweHo 3anuT Ha BUAANeHHs Ansg
node3.dynamic.com.

Kubernetes knactep pearye Ha apxiTeKTypHi 3MiH1. Pobounin By3on GinbLue He € YaCTUHO
oBuncnoBanbHOI Mepexi, sk MoxHa nobaymTtun Ha puc. 10.
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bash-3.2% sh ./script.sh --init
# System information

Target 0S: Ubuntu 22.04.1 LTS
System resources check: passed

# Kubernetes information

Target Kubernetes version: 1.23.13

Installation kubernetes packages: kubeadm, kubelet, kubectl
Successfully installed kubernetes packages.

# Docker information

Target Docker version: 20.10.8

Installation docker packages: docker-ce, docker-ce-cli, containerd.io
Successfully installed docker packages.

# Joining the cluster
Successfully joined the cluster.

Puc. 7. MNMpouec iniyianisayii HoBoro anHamivyHoro By3na oo Kubernetes knacrtepy

NAME STATUS ROLES AGE VERSION
master.static.com Ready master 13h v1.23
nodel.static.com Ready compute 13h v1.23
node2.static.com Ready compute 13h v1.23
node3.dynamic.com Ready compute 11h v1.23
noded4.dynamic.com Ready compute 6m v1.23

Puc. 8. Cnncok poboumx By3niB Kubernetes knactepy nicns gogaBaHHS HOBOro By3na

bash-3.2% sh ./script.sh --reset

# System information
Target 0S: Ubuntu 22.04.1 LTS

# Kubernetes information

Target Kubernetes version: 1.23.13

Removing kubernetes packages: kubeadm, kubelet, kubectl
Successfully removed kubernetes packages.

# Docker information

Target Docker version: 20.10.8

Removing docker packages: docker-ce, docker-ce-cli, containerd.io
Successfully removed docker packages.

# Reset the cluster
Successfully rested the cluster.

Puc. 9. lNMpouec Buny4veHHs anHamivyHoro By3na go Kubernetes knactepy

NAME STATUS ROLES VERSION
master.static.com Ready master vl.23
nodel.static.com Ready compute v1l.23

node2.static.com Ready compute v1l.23
noded.dynamic.com Ready compute v1l.23

Puc. 10. Cnucok poboumnx By3nis Kubernetes knactepy nicnsi BuganeHHsa aAnHamidHoro Byana
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Ha puc.11 306pakeHO NOTOYHY KnacTepHY Mepexy BiAHOCHO SOCTYNHUX poboymx By3niB.
BupaneHoro cepepy 3 binbLue He iCHye y Mepexi.

Kubernetes knacrTep

<

TO4YKa nocTyny BuoaneHunia CTraTrdaHuwiA
i cepsep 3 cepeep 1
e - o
"3 g CraTvidiHu1iIA
ronosHUA
OunnamivHunia CcCTaTun4dHunA Byzon 1
cepeep 4 cepeep 2

Puc. 11. KiHueBuin ctaH cuctemun

MporpamHumn Kog 3anponoOHOBAHOIO pPilleHHS Oyae po3mileHo y ny6riyHoMy QOCTyni 3a
nocunaHHam: https://github.com/VolodymyrSmahliuk/k8s-dynamic-node-operator

BucHoBku

1. 3aBgskv nporpamMHOMYy Kody BOArocsi MiHIMi3yBaTu ornepaTMBHE HaBaHTaXeHHS Ha
agmiHictpatopa Kubernetes knactepy, CTOCOBHO yNpaBniHHA >XUTTEBUM LMKIIOM
po6ounx By3niB Ta ix NigroTOBKOK 40 NPUEAHAHHS Y CUCTEMY.

2. 3anponoHoBaHWi MeToA 4O3BONSIE aBTOMATM3YBaTK MPOLIEC PeECTpaLii Ta BUITyYEHHS
poboumx By3niB o Kubernetes knacrtepy, W0 Aae MOXNMBICTb NOByAyBaTN OUHAMIYHY
oGuncnioBanbHy cuctemy 3 poboyMmMuM  By3namMm 3 KOPOTKOCTPOKOBUM i
HegeTEPMIHOBAHNM YacOM XUTTHA CBOIX OGUYMCOBArIbHUX areHTIB.
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AHomauiss: Y cmammi 00cnidxyembcsi 8UKOpUCMaHHS MOpgorogiyHo2o memody aHasizy
mekcmoeoi iHghopmauii 8 cucmemax rpomudii sumoky iHepopmauji. [Jacmbcs eu3Ha4YeHHsI MOHAMMIO
MopgporioziyHo2o aHanizy 8 DLP-cucmema ma aHanisyembscsi akmyarsnbHicmpb npobnemu 3abe3redeHHs
iHbopmauyitiHoi 6e3rneKku 8 cy4acHOMYy cg8imi 3 nocmiliHuM po3sumkom yucgpposizauii. [Jocnidxyrombscs
npobnemu ma ocobnugocmi Mopghoo2ivHHO20 aHani3y epaxogyrodu 0cobnueocmi pi3HUX MO8. Y 38'3Ky
3 ocobnugocmsaMuU yKpaiHCbKOI ma pocCilicbKOi MO8U, siKi Halildacmiuwlie 8UKOpUCMO8YOMbCS 8 HawWoMy
iHgbopmauitiHoMy npocmopi, i Hasi8HICMIO B8esIUKOI Kiflbkocmi Ccriie 8UHSIMKI8 8 HUX, 30iUCHEHHS
MopghborioeiyHo20 aHasizy Moxe 6ymu ycknadHeHe. s nodonaHHs yux mpyoOHowie iCHye MoXrusicmb
subopy memody MopgorioeiyHo20 aHanidy. Y cmammi anzopummu MOpghosio2iYHo20 aHarizy
mekcmosoi  iHbopmayii MOPIBHIOIOMbLCS 3@ OCHOBHUMU Xapakmepucmukamu, 30Kpema MmOoYHiCmb
BU3HaYEeHHS c/108a npu Mopghorio2iHHOMY aHasli3i, MOXugicme aneopummy 00 caMOHag4YaHHs, a makox
yacosi 3ampamu Ha 8rposadXeHHs i HanawmyeaHHs Moo Yu iHWo20 mMemody 8 poboyy OisifibHICMb
komnawii. OnucaHi nepeeacu ma Hedorniku pisHUx nidxodie 0o peanizauii, HasedeHi CMPyKMypHi
ocobnusocmi anzopummie cmemiHay - KUl rossieae y 8UOKPEMIIEHHI OCHOBHOI YacmuHu crioea be3
3aKiHYeHHs1 ma cycpikcy, a He minbKu y eudinieHHi KOpeHs, iX npuknadu ma rnpoepamHi pilueHHs, SKi
docmynHi Ha PUHKY.

Knro4voei cnoea: DLP-cucmema, MopghonoeidHull aHanis, 3arnobieaHHS 6UMOKY iHgbopmauii, anzopummu
cmemiHay, iHghopmauyitiHa 6e3rneka.

RESEARCH OF MORPHOLOGICAL ANALYSIS ALGORITHMS IN DLP-
SYSTEMS TO PREVENT INFORMATION LEAKAGE

Artem Blyzniuk . State University of Intellectual Technologies and Communication,
Kyiv,Ukraine. blizniykartem@gmail.com

Abstract: The article investigates the use of morphological method of text information analysis in
information leakage control systems. The concept of morphological analysis in DLP-systems is defined and
the relevance of the problem of information security in the modern world with the constant development of
digitalization is analyzed. The problems and features of morphological analysis are investigated taking into
account the peculiarities of different languages. Due to the peculiarities of the Ukrainian and Russian
languages, which are most often used in our information space, and the presence of a large number of
exception words in them, the implementation of morphological analysis can be complicated. To overcome
these difficulties, it is possible to choose a method of morphological analysis. In this article, the algorithms
of morphological analysis of text information are compared by the main characteristics, in particular, the
accuracy of word detection in morphological analysis, the ability of the algorithm to self-learn, as well as
the time required to implement and configure a particular method in the company's work. The advantages
and disadvantages of different approaches to implementation are described, the structural features of
stemming algorithms - which consists in isolating the main part of the word without ending and suffix, and
not only in isolating the root, their examples and software solutions that are available on the market are
given.

Key words: DLP-system, morphological analysis, information leakage prevention, stemming

algorithms,
information security.

BcTtyn

PosBuTtok iHbopmaTmsauii Ta undposisauii cyyacHoro nNocTiHAYCTpianbHOro cycnisnibCTBa,
Je nepeBaxa€e iHHOBALIiNHWA CEKTOP 3 BUCOKOMNPOAYKTMBHOK E€KOHOMIYHOK CUCTEMOID, BCE
yacTille CTUKaeTbCA 3 HOBO rnobanbHo npobnemoto, a came — NpobnemMoto iHopMauinHoT
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Oesnekn. JleBoBa 4yacTka iHTepeciB MignpuemcTea BM3HAYaeTbCs  iHOpPMaLiiHUM
cepenoBuLLIEM B SIKOMY BOHO 3HaxoanTbCA. TOMY KOMM cepefoBULLIE 3MIHIOETLCSA Lie TaKOX Mae
BMSIMB Ha iHTepecKu NignpMemMcTBa, 30Kpema TaKi 3MiHU MOXYTb CTAaHOBWUTK pearbHy 3arpoasy
ManOyTHIN OiIANbHOCTI NignpuemMcTea.

Heob6xigHoO 3a3HaunTw, WO B AOBIAHWKOBIV NiTepaTypi BiACYTHIN €4MHUIA NOrNA4 HA NOHATTS
«iH(pbopmaUinHa 6e3neka nignprMeMcTBa, WO € BKpar akTyanbHUM NUTaHHAM Ha eTani po3BUTKY
i BAOCKOHaneHHs cdpepu IT, 9ke cynpoBOLKYETLCA BBEAEHHAM iHOPMaLiNHUX CUCTEM Y BCi
chepn  OiSnNbHOCTI  JIIOAWHKM, TMOCTIMHOK B3aEMOAIED MigNPUEMCTB Ha TepeHax came
iHdbopMaLinHOro NpPocTopy.

MacwTabu guctaHuinHoi Ta BigganeHol poboTu galTb 3MOry sk Kibep3noumHusM, Tak i
iHcangepam HabaraTo GifnbLle MOXINMBOCTEN AN Kpagaikku iHdopMadii. Benuki puankn MoxyTtb
6yTV NoB'sA3aHi 3 BUKOPUCTaHHAM Tak 3BaHuUX "TiHboBux IT" (Shadow IT), To6TO iHhopMaLinHNX
cepBiciB, LLO pearni3oBaHi Ha 30BHILLHIX, HE KOPOpPaTUBHUX pecypcax, BIACHUKN SIKMX HE HECYTb
HiSIKOT BignoBiganbHOCTI 3a iHdopMmauito, Wwo obpobndeTbes.

BukopucTtaHHsa Benuknx obcsarie KoHdigeHuinHoi Ta "yyTnueoi” iHpopmauii, ctaBuTb nepes
Biodinom 3abeanevyeHHs iHdopmauiiHoi 6e3nekn Yn KibepbGesnekn KOMMMNEKCHY 3agadvy Aanis
3abe3neyeHHs HanexHoro ¢yHKLiIOHYBaHHA KoMMaHii, 3anobiraHHs BWTOKIB iHGOpMaLi,
pPO3MeEXyBaHHS 4OCTYMIB BigNoBIiAHO 4O NOcagoBmx 060B'A3KiB. Bce Le 3HauHO Mipoto BNnvBae
Ha BNPOBaMXXeHHs Ta anpobadito Takol cuctemu, gk DLP.

BukoHaHHA pocnigkeHb

O6inTUCb TiNbKKU aaMiHICTpaTUBHUMMK MipamMu Ans 3anobiraHHs I T-iHUMAEHTIB, NOB’A3aHNX
i3 BUTOKOM iH(popmaLuii, Ha CbOroAHILWHIA AeHb Bxe He BOaeTbcsA. CnpaBa TYT He Tifbkn B
36inbweHHi obcAariB Ta pPiBHOMAHITTA UiHHOI iHdopMaLii, a B NPUMHUMMNOBIA BiAKPUTOCTI
iHbopMaLinHUX cUCTEM (PiHAHCOBUX YCTaHOB.

Ha puc. 1 306paxeHo rpadik 3 NOPiBHAHHAM YaCTKN BUTOKY iHbOopMalLlii 3a pisHUMKU Tnamm
AaHux. Jlignpytoumm TMnomM cTabinbHO € NepcoHanbHi AaHi, 6nnM3bko BOCbMUAECATU BigCOTKIB
noB'A3aHi 3 BUKpageHHAM abo HEHaBMUCHUM PO3KPUTTAM NepCOHanNbHUX JAHUX.

[epaBHa TREMHULA - 4,7
MnaTtixHa iHdopmauia - 5,6
HomMepLifHa TREMHMLA - 5,6

) 10 20 30 40 50 60 70 80 90
BiocoTok

Puc. 1. Npadhik NOpiBHAHHA BUTOKY iHGbOpMaLii 3a pi3HUMU TUNaAMKU JaHUX

OCHOBHUM KaHanom BUTOKY iH(popMaLii 3anvwaeTbCsa Mepexa Ta enekTpoHHa noLwTa, LWo
TaKoX BKa3ye Ha HeOobXiOHICTb 3axXMCTy KOHMIAEHUINHOT Ta NnepcoHanbHOT iHpopMaLii, 3okpema
3 BUKopucTaHHaM DLP-cuctem.

Akwo nopisHOBaTU cdhepn, Ae HarvyacTiwe TpannsaiTbCsa BUTOKM iHGopMauii, To nepLue
Micue cTabinbHO 3a OCTaHHI POKM 3anMae iHAYCTPIS BUCOKMX TEXHOSOTIN, AK Y 3axiAHMX KpalHax
Tak i y kpaiHax konuwHboro CHA.

Uepes gocutb BUCOKY iHCbopMaTm3auiio Ta gimpkuTtanisadito cuctem y kpaiHax €sponu Tta
CLWIA Ha gpyromy micui nocigae megnyHmi cektop. lNepcoHanbHi gaHi nauieHTis, iHdopmadis
Npo CTpaxoBi nosicu € KoHGIAEHUINHO, ane 4acTo He A0CTaTHbO 3aXMULLEHOLO.
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Takox crnig 3ayBaXKuTu, LLO 3HA4YHa YacTuHa, a came 51,2%, nopyLueHb Ta BUNagkiB BUTOKY
iHpopmaii 6yna ckoeHa nepcoHanoM Ta KepiBHMKaMn KomnaHin. Tomy B ymoBax naHgemii Ta
BigdaneHoi poboTK npauiBHMKIB KOMMaHIT Ta NigNPMEMCTB NMUTaAHHSA 3axMCTy iHdopmauii cTae
we GinbLe akTyanbHUM.

OcHoBOW BUSABMEHHSA BUTOKIB iHopMaLii B cydacHux DLP-cuctemax € mopdosnoriyHun
aHani3 TekcTiB. [0NOBHOK NepeBaroto Liei TeXHOMOrIT € yHiBepcanbHIiCTb anropuTtMiB aHaniay,
SKi 0O3BOMATL MPOBOAUTM OLIHKY K MOBIOOMSIEHb B PI3HUX MeCeHOKepax, TaK i TeKCTy
€NeKTPOHHMX OOKyMeHTIB. TakoX nepeBaramm BUKOPUCTaAHHSA LbOrO METody € MOXMUBICTb
npautoBaT 3 BMICTOM, 34aTHICTb 40 HaBYaHHSA NIHIBICTUYHOIO anroputMmy, MacliTaboBaHICTb i
npocrtoTa HanawTyBaHHA. [O HegonikiB MOXHa BIiOHECTW 3anexHiCTb Big MOBM, 4dKa
BUKOPUCTOBYETbLCS, | HEOOXIAHOCTI 3aCTOCYBaHHS iMOBIPHICHOrO nigxoay.

MopdornoriyHni aHania saBnge cobok npouec BM3HAYEHHA rPaMaTUYHOIO 3HAYEHHS
cnoBodopMK | BUAINEHHA Ti OCHOBM, abo, iHakwe Kaxyyun, BWUAINEHHS KNHYOBMX CIiB Yy
TeKkcToBOMY noToui. KoxXeH anroputMm MoposioriyHoro aHanisy cknagaeTbes 3 BOX OCHOBHUX
CKNagoBUX - AeKnapaTmBHOI i npoueaypHoi. MNpu uboMy AeknapaTuBHa cknagosa ABnsie coboko
Tabnuui CTPYKTypOBaHUX AaHMX, HEOOXiAHUX Ona aHanidy, a npoueaypHa KOMMNOHEHTa MICTUTb
0e3nocepeaHbO anropuTMm aHarnisy i 4OMOMKHI Npouenypu.

Y 3B'A3Ky 3 0COONMMBOCTAMM YKPAIHCLKOI Ta POCIACbKOT MOBM i HAsIBHICTIO BEMNUKOI KiNbKOCTI
CniB BUHATKIB B HUWX, 34IMCHEHHA MOpOnoriyHoro aHanidy moxe 6yTun ycknagHeHe. [Ons
nogosiaHHsA UuX TPYAHOLLIB iCHYE MOXNUBICTL BUOOPY MeToAy MOpdONIoriYyHOro aHanisy, cepeg
SKMX HanOINbLL BiAOMUMU € TPU OCHOBHMUX.

Mepwmm MeTOOOM € CKNagaHHA MOPMONOriYHOro CMNOBHUKA ANA  KOHKPETHOro
nignpueMCcTBa BPYYHY, BPaxOBYHOUM BCi KITOYOBI CNOBa, SKi 3a4aTHi Oyab-AKMM YMHOM BKasaTu
Ha BUTIK iHpopmauii. Buweonncanum cnoci6 cnig BUKOPUCTOBYBATU, KON B HASIBHOCTI BIGHOCHO
HeBenuka MHOXMHAa KIKYOBKX CNiB, aHani3youmn KopiHb LUux cniB. AKLWLOo iHopMaLiinHa cuctema
nignpvemcTBa (opradisadii) cknagHa, MiCTUTb BENWKY KiNbKiCTb PIBHOMAaHITHUX pecypcis, TO
BMKOPUCTaHHSA JaHoro metoay byae ycknagHeHe, ocobnnBo Ha NOYaTKOBUX eTanax.

OcobnuBicTio 4pyroro MeToay € BUKOPUCTAHHS anropuTMy CTEMIHTY (aHrn. stemming), skui
nonsira€ y BUOKPEMIIEHHI OCHOBHOI YacTuHW crnosa 6e3 3akiHYeHHA Ta CydikCy, a He TiNbku y
BUAINEHHI KOpeHs. TpannsieTbCs, WO pe3ynbTaTu CTEMIHIY MOXYTb BYTU CXOXi HA BU3HAYEHHS
KOpEeHs cnosa, NpoTe anropuTM LUbOro MeTody BMKOPUCTOBYE iHLWI NpaBunia t1a npuHumnu. Tomy
cnoBo nicnss 06pobkM anropuTMOM CTEMIHTY (CTemartu3auii) Moxe BigpisHATUCS  Bif
MOPAOMOriYHOro KOpPEeHs Crioea.

CteMiHr gocuTb 4acToO BUKOPWUCTOBYETbCA B MIHIBICTUYHIN - Mopdponorii Ta Aang
iHpopMauinHoro nowyky. barato nowykoBMX CUCTEM 3aCTOCOBYIOTb LEW anroputMm ans
BCTAHOBMNEHHSA CUMHOHIMIYHUX 3B’S3KiB, SKWO B HUX 36iratoTbca dhopmu nicns ctemiHry. Ons
YKpaiHCbKOT Ta POCINCbKOT MOBM HanbinbL NONyAspHUMM anropuTMammn CTEMIHTY €:

- anropuTtm cteMiHry NopTtepa;

- Stemka;

- Mystem;

- BU3HA4YEHHS cnosa no moro cydikcy i adikcy.

Anroputm ctemiHry lNMopTepa, iHakwe 3BaHun "Snowball", 6yB po3pobnenun B 1979 poui
crnoYaTKky Ang aHrnincbkoi MoBKM (Tenep (hakTMYHO CTaHA4ApPTHUIA anropuTM cTemaTusauii ans
aHrMiNCbKoi MOBW), 3rogoM afanToBaHWWA MNi4 aHani3 Ha OCHOBI CrOB'AHCbKMX MOB. [pu
BMKOPWUCTaHHI AAHOro anroputMy CTEMIHr BigOyBaeTbCa Yepe3 psaa npaBuil Ha OCHOBI Be3niui
ICHYOUMX CydIKCIB i 3aKiH4eHb, AKi BiacikaTbes. [pu LbOMy Lier anroputM He BUKOPUCTOBYE
6es3nocepeaHbLo 6a3y ocHoB cniB. [na 6yab-Akoi MOBM cnoyaTky HEOBXIQHO BU3HAYUTU AKUIA
Knac 3akiH4eHb, Mae CroBO, L0 MEpPEBIPSETLCS, 3a OOMNOMOrow creuianbHux npaswun. Ong
yKpaiHCbKOT MOBW 3aKiH4EeHHS MaTUMYTb Takui BUrMsaA;:

- SKWO CrnoBO IMEHHMK BOHO MaTUMe OfHe i3 3akiH4YeHb aleB|oB|e|amu|
amu|eun|v|en|on|ui|n|uam|am|nem|em|am|om|o]y|ax|max|sax|bl|b|uio|bro|o|us|bs|4|i|oBilileto|eto|oto
le|esilem|em|iB|iB|\'to;

- SKWO CroBO BIigHOCUTBCA A0 AiecniB, TO MaTMMe OfHe i3 3aKiH4eHb  Cb|csi|uB|
aTb|aTb|y|t0|aBlanu|yuun|aumn|Bum|wm|e|mel|aTur|aTule;

- AN AieNpUKMETHUKIB 3aKiHYeHHS BigNOBIAHO ui|orojomy|uMm|im|alin|y|oto] infijux|nmun|ux;
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- Ons  MNPUKMETHUKIB  3aKiHYEHHS nmu|in|mii|ale|oBaloBeliBle|in|ec|ee|d|im|em|
nm|im|ux|ix|oro|nmu|imm|y|to|orojomy|of;

- ONs1 QiENpPUCNIBHUKIB 3aKiHYEHHST MB|MBLUM|UBLUMCD.

Y TOMy umncni NepeBipsIloTbCA CNOBOTBIPHI YaCTMHKM, a TAKOX YaCTUHM CroBa Micnsi nepLoi
rofIoCHOI niTepun, abo KiHelb CNoBa, WO HE MICTUTb FONTOCHNX.

Micna 3uMTyBaHHS crioBa BCi NiTepu KOHBEPTYOTbCA B HWXKHIN pericTp, nicna 4oro
nepeBipaeTbCs HaABHICTb anocTpodha Ta nitepn "M y cnosi Ta BUOANAKTLCSA NPU HAsIBHOCTI.
[Micnsa yboro aHani3yTbCA 3aKiHYEHHA CNoBa Yy BignoBIgHOCTI 4O YaCTUH MOBW Ta BUAANSOTLCA
npwu X HAABHOCTI. KO CNOBO B 3aKiHYEHHi Ma€e rofloCHy NiTepy — BOHa TakoX BuaanseTbcs. B
KiHLI aHani3yloTbCca cydikCy HaNBULLOIro CTYNEHIO NOPIBHAHHA NMPUKMETHUKIB, NOLABOEHHS, UM €
y CrOBi M'SIKMIA 3HaAK Ta BUOANSTLCS NPK iX HAssBHOCTI, @ y NOABOEHHI — ogHa i3 nitep.

B pesynbTaTi BUKOHAHHA anropuTMy CTBOPHOETLCA HeobXiaHa Ans BMi3HaHHA YacTuHa
cnosa. OCHOBHOIO MepeBarol anroputMmy ctemiHry lNoptepa € BiOCYTHICTb CNOBHUKIB OCHOB,
LLIO iCTOTHO NigBuMLLYE WBMAKOZI0. Yacosi BUTpaTt Ha poboTy anroputmMy HaBe4eHi Ha PUCYHKY
2.2. TakoxX cnig 3asHauMTK, WO NporpamHa peanisadis gaHoro nigxogy knacudikatopa He
notpebye Benukux obcaris nam'ati Ha ANCKOBOMY NPOCTOPI.

[lo HeraTMBHUX BNaAcTUBOCTEN LAHOrO anropuTMy MOXHa BIiQHECTM MOXNUBICTb BTpaTu
YacTUHK iHpopMmauii 3 aHanizoBaHoro crosa. Kpim Toro, BpasnuBICTIO 4AHOro anroputmy €
MOXITMBICTb MOMWIIKM 3 BOKY onepaTopa, Lo 3adae npasuna nepesipku.

"Stemka" - poCiNCbKO-yKpaiHCbkui igeHTudikatop mMopdonorii, Skui 6y CTBOpPEHUN 3a
AOMOMOroK creuianbHO po3pobneHoro MopdonoriyHoro moaynsa. AnroputM 3acHOBaHUA Ha
MMOBIpHiCHIN Moaeni. CknagaeTbCsi MacuMB AaHNX, SIKUW BKIoMae B cebe napw - ABi OCTaHHI
OykBM OCHOBM Ta CyduiKC, TakMMm YMHOM, BUXOOATb Moaeni pisHux cniB. [licna uboro
BU3HAYaAETbCHA MMOBIPHICTb MOSIBU MoAenen B TEKCTi, i npu nmoBipHocTi 1/10000 mogenb
BiAcikaeTbca. Pesynbtat siBNse coboto Tabnuuto nepexofiB KiHLEBOro aBToMarty, 3a SKUMMU
CKaHy€eTbCS CroBO.

Ons posrnaHytux anroputmiB "Snowball" i "Stemka" B npoueci HanarogpkeHHs Oyno
chopMyrnbOBaHO NpaBumo, ke nepeabavae HasBHICTb xo4a 6 ogHiel ronocHOi BykBM B OCHOBI.

Mystem 6yB po3pobnenuin B 1998 Inneto Ceranosiy. Mogenb byayetbca B BUrnsgi nicy
iHBEepTOBaHMX NpedikcHNX AepeB cydikciB i iHBEpTOBaHOro npedikCHoOro gepesa Afisi OCHOB,
ANS LbOro BUKOPUCTOBYETBCS CMOBHUK 3 NepepaxyBaHHAM BCiX rpaMaTu4HmMX oopm Criosa.

Anroputm Mystem, dyHKLIOHYBaHHSA SIKOro nonsrae B HacTynHomy. Yeprose aHanisoBaHe
CNOBO NigAaeTbCA NOAINY Ha OCHOBY i cyduike. Takui NoAin NPoBOAUTLCA NPOrpamoto Ha OCHOBI
BXe HasBHOro gepesa cydikciB. Jani BiaobyBaeTbCA 3iCTaBNEHHS BUXIQHOI OCHOBU 3 yXe
HasiBHUMKW B CIOBHUKY (OMOK 2) OANnA 3HaXOMKEHHSA BiAMNOBIiQHOCTEN. FAKWO BiANOBIOHICTbL
3HanAeHo, anropuTMm 3akiHyye poboTy, i pesynbTaToM € rinotesa Ans CrOBHMKOBOMO CrioBa.
AKLL0 X BIONOBIAHICTb 3HAWTK HE BAANOCS, TO anropuTM NpogoBXye poboTy 3 NoLwyKy NOTPiOHOT
rinotesn. [Ana upboro BiabyBaeTbCA reHepauis rinoTeTMyYHOI Moaeni crnosa, wWo 6a3yeTbca Ha
OCHOBI CroBa, CydIiKC i HaNBIKYIN OCHOBI 3 HAABHOIO CroBHMKa (6nok 3).

Micns uboro oTpuMmMaHa MOAENb 3HOBY 3BIPSETLCS 3i CNOBHUKOM. [1pyM NO3UTUBHOMY
pesynbTaTi anropuTm 3akiHiye poboTy. AKLWO pe3ynbTaTt 3HOBY HeraTMBHUN i 36ir He 3HanAeHo,
TO anropuTm NPOAOBXYE BUPOONATU BULEBKa3aHi Aii, NOCTYNOBO 3MEHLLYIOYM OCHOBY Ha OOHY
BykBy (6nok 4) go Tux nip, NOKM ocHoBa He Byae 3HampeHa, abo MOKM KiNbKiCTb OYKB He
CKOPOTUTLCSA OO0 OBOX.

Y uboMy BUNagky BiabyBaeTbCA paHXyBaHHA BCIX OTPUMaHWX B xodi poboTn anroputmy
rinotes (650K 5) N0 NPOAYKTUBHOCTI i BiACIKaHHA MeHL NPOAYKTUBHUX. B pesynbTaTi Ha BUuxoaj
anropuTMy BuXOauTb Habip rinoTe3 ANnA HeiCHyl4oro B HasiBHOMY COBHWKY CIOBa.
lMepeBaramn gaHoro anropuTMy € NPOCTOTa pearnisauii i CNOBHUKIB, a TakoX MOXIMBICTb
BM3Ha4YeHHA popM cnoea, Skux He 6yro B CrioBHUKY. [0 HedoniKiB LbOro anroputMy MOXHa
BiQHECTN Te, WO Xo4a anropuTM i Npauoe 3 YKPaiHCbKOK MOBOI, NpoTe BinbLy OpieHTOBaHMIN
Ha POCINCLKY.

YeTBEepTMM METOOOM € BU3HAYEHHS CrioBa no Noro cydikcy i adikcy, Ta NpMBeaeHHs crioBa
A0 noro novatkosoi popmu. [laHmii cnocid € HanbinbL pauioHanbHUM 3aBASKM OCOBNBOCTSAM
CNOB'AHCbKMX MOB, OAHaK ANs NiABULIEHHS SKOCTI poboTn anroputMmy HeobxigHoO gopatu
sAKomora GinbLue cniB-BUHATKIB. TakMM YMHOM, BUKOPUCTAHHS OOQHOrO 3 nepepaxoBaHuX BULLE
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anroputmia  MopdOnoriYyHOro aHarnisy Ao3BONs€ PO3Mi3HaTUM KOHiAeHUiIMHY iHpopmauio B
noToui iHbopmauii, Lo nepexonnoeTbCs.

ICHyE Kinlbka KpuTepiiB, WO BNIMBAOTbL Ha BUGIp anroputMy MopdosoriYHoro aHanisy ans
DLP-cuctem. [1o HMX BigHOCATB:

- TOYHICTb BU3HAYEHHSA crioBa npu MopdonoriyHoMy aHanisi;

- 30aTHICTb 40 HaBYaHHS;

- YacoBi BUTpaTK Ha HanawTyBaHHSA CUCTEMM.

3rigHo 3 4OCMiAKEHHAMM TOYHICTb BU3HAYEHHS MOBMHHA B6yTK He Hkye 95 97%. 3aaTHicTb
[0 HaBYaHHA A03BONSE 3iMITyBaTU Ha eTani HanawTyBaHHS CMCTEMU Hebe3neyHi cuTyauii, TMM
camMmuM JO3BOSMMBLLM CUCTEMI CaMOCTIHO aganTyBaTuCs Nig HeoOXiaHi napameTpu, WO iCTOTHO
CKOPOYY€E Yac BBEOEHHS CUCTEMU B eKcnyaTauito.

Ona cniBpobGiTHMKaA, WO He Mae HaBWYOK aHaniTMka, CTBOPEHHS CIOBHMKA ANs
MOPONOriYyHOro aHanizy Moxe 3avHATU OOCUMTb BaraTo 4acy, WO iCTOTHO MO3HAYUTLCA Ha
LBNOKOCTI BBEOEHHS CUCTEMM B €KCnryaTaLito.

MopiBHSAHHS anropuTMiB  MOPAOSIONYHOrO aHanisy, Wwo BUKOpUcToBYytOTbCA B DLP-
cucTemax, HaBefeHi B Taon. 1.

3 ormnagy Ha fadi, Wo npegcrtasrneHi B Tabnuvui, HanGinbw onTUManbHMM anropuTMOM
MopdpornoriyHoro aHanizy ana BukopuctaHHa B DLP-cuctemax € anroputm Mystem.
Hes3Baxalwum Ha TpuBaniCTb HanawTyBaHHHA, anroputM Mae HanBULLY 3 nepepaxoBaHuX
anropuMTMmiB MMOBIPHICTb NPaBUBHOIO BMU3HAYEHHS CroBa i Mae BaXnuMBY 30aTHICTb A0
HaB4YaHHS.

Tabnuusa1l.
MopiBHAHHA anropuTMiB MOPEONOriYHOro aHanisy
TOYHICTb BU3HAYEHHSA . .
MoxnuBicTb oo Yacosi 3aTpatu
Hasga anroputmy cnoBa npw mopdorno-
i A HaBYaHHS Ha HanalwTyBaHHA
rivHOMy aHanisi
CknagaHHs
MOpPdONOriYHOro 80-85% - 1-2 gHi
CNOBHUKa
Anroputm CTEeMiHry
85-90% - 3-5 rogmH
MopTepa;
Bun3HauveHHs no cydike
oA yepikey 90-96% : 1-2 awi
i adpikcy
Mystem 92-97% + 2-3 gHi
Stemka 87-95% + 1-1,5 gHi
BucHoBku

DLP npoayKT BUKOHYE dOyHKLIiOHaN aHania 1a MOHITOPUHTY BUXIAHOIO Tpadiky,
aHanisy iHpopMaLiiHMX NOTOKIB 3a AeKiflbkoMa TeXHONOriAMKU, rMUBOKOro aHanidy amMicTty
iHbopMaLii, aBTOMaTUYHNIA 3aXUCT KOHDIAEHLIMHMX AaHUX Y KiHLEeBUX iHhopMaLinHMX
pecypcax, Ha piBHi LWMHO3iB, WO NepesarnTb AaHi, i B cuctemax, Wwo 3bepiratoTb gaHi
CTaTUYHO.

Byno npoBefeHo gocnigkeHHa MeToau, siki Bukopuctosye DLP-cuctema gns
MOPEONOriYHOro aHanidy TEKCTOBUX JaHUX B iIHpopMaUinHUX cuctemax, npoaHari3oBaHi
Pi3Hi anropuTMiyHi Nigxoam Ans po3e’a3aHHA TPYAHOLLIB, LLO NOB’A3aHi 3 0CO6NMBOCTAMMU
MOB.

BusHayeHo, wo Hanbinbw onTuManbHMM anropuTMomM MOPAONOriYHOro aHanidy ans
BukopuctaHHa B DLP-cuctemax € anroputm Mystem. Heasaxatoum Ha TpuBarnicTb
HanawTyBaHHA, anropuTM Mae HanBULLLY 3 NepepaxoBaHUX anropuTMiB MMOBIPHICTb
NPaBUNbHOrO BU3HAYEHHS CNOBa i Mae BaXIMBY 30aTHICTb 40O HaBYaHHS.
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ABAPIVHE BIOHOBJIEHHSA Y XMAPHUX MEPEXAX.
NPOBJIEMATUKA WARM CLIEHAPIIO
ABAPIMHOI'O BIAHOBJIEHHA
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AHomauisi: Cmammsi npu3HadyeHa aHaridy cy4acHo20 cmaHy XMapHUX cucmeM ma cueHapiie asapiliHoeo
8i0Ho8neHHs1 y xmapax. [lposedeHo aHani3 cueHapito asapiliHoeo 8iOHO8/IEeHHST 3a warm MoOesilo Ha npuknadi
XMapHo20 cepsicy po32opHymoeo y xmapi AWS. BusHadyeHi OCHOBHI rpobriemu, siki npugoldsime 00 36irbueHHs
RTO (recovery time objective). 3anpornoHosaHi pekomeHdauii W00 3MEeHUWEHHS] 3aMPUMKU 8iOHOB8JIEHHS Cepaicy
nicns 8idmosu.

Knro4voei cnoea: xmapa, xmapHi nposatidepu, AWS, RTO, asapiliHe 8i0HOBMEHHS

DISASTER RECOVERY IN CLOUD.
PROBLEMS OF WARM DISASTER RECOVERY SCENARIO

Anton Demydov. Open International University of Human Development “Ukraine”,
Kyiv, Ukraine. anton89d@gmail.com
Ivan Datsenko. National Defense University of Ukraine, Kyiv, Ukraine. docik_ivan@ukr.net

Abstract: Cloud computing is the current routine of using Information Technologies all over the world. This
concept is evolving, large cloud computing providers adding more and more functionality, becoming one of the most
popular and fastest-growing technologies in the IT field. Disaster recovery is a constant problem in the information
technology sphere, but the problem is much broader for cloud providers because they must continue to provide
service to customers even during disasters. An accident is an unforeseen event during the system's lifetime. This
can be caused by natural disasters, hardware or software failures, human error, or sabotage. This can lead to
serious financial losses from a business point of view. For a business, the main purpose of having a disaster
scenario is business continuity, which means restoring online services after a failure. The disaster recovery scenario
should cover multiple levels of restoring — the data layer, the system layer, and the program layer. There are 3 main
approaches of disaster recovery scenarios. Hot model — physical mirroring of infrastructure. Warm model — partial
mirroring. Cold model — backups are usually stored outside of the cloud computing provider. A warm model is
preferable for medium and small businesses because of its price and complexity. The paper compares different
disaster recovery scenarios, their advantages, and disadvantages, and specifies possible problems and high-level
solutions for the warm model. Reviewed a real case service deployed to Amazon Web Services provider.
Highlighted the need of using Infrastructure as a code to have the ability to change infrastructure as quickly as
possible and provided recommendations for decreasing RTO and RPO by using additional load balancers, DNS
failover, and PostgreSQL bi-directional replication.

Key words: Disaster Recovery, Cloud, AWS, RTO, Warm model

Bctyn

CborogHi nonuT Ha NOCNyrM NnpoBangepis XMapHMx ob4YncnoBaHb 3pOCTAE 3 BEMUKOD LUBUAKICTIO.
3a ouiHkoto Fortune puHok gocsar 3HavyeHHs 480.04 miniapais gonapis y 2020 poui[1], xoda y 2020 poui
OyB Ha piBHI 222 miniapais gonapis. 3 gocnimkeHHa Gartner xmapHi 064McneHHa € OHIE 3 4ecATu
HanbiNbLUNX iHHOBALN Y cdepi iHPOopMaLiIMHUX TEXHONOTIN. [2]

MonepedHi AoCnimpKeHHS CTBEPAXYHOTb, WO XMapHi 0b4ncrneHHs € hopMO0 KOHBEpPreHLuil gBOX
OCHOBHUX TeHAEeHUi B iHbopMaLiiHuX TexHornoriax|[3]:
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o IT — edeKkTMBHICTb, 3a KO MiANPUEMCTBA MOXYTb BUKOPUCTOBYBATW CydacCHi KOMM'IOTEpPHI
cMcTeMM 3a ONOMOroK BMCOKOMacLTaboBaHNX anapaTHUX i NPorpamMmHNX pecypcis

o bisHec — rHyukicTb, 3a skol IT BMKOPUCTOBYIOTBCA $SIK KOHKYPEHTHa MepeBara 3aBAfisiku
LWBMAKOMY PO3ropTaHHIO Ta cnisrnpadi 3 KrnieHTaMmn B peasibHOMy 4aci.

TexHonoris XxMmapHUX 064MCneHb Mae HU3KY 0COONMBOCTEN, SKi POBNATD il MOXITMBMM BUPILLEHHSIM

pi3HOMaHITHMX Npobnem. HaBeaeHm Aeski 3 LMX XxapakTepucTuk [4]:

MacwTtaboBaHicTb

BipTyanisauis

HapinHicTtb

YHiBepcanbHicTb

EnactunyHicTb pecypcis

BumiptoBaHicTb nocnyr Ha BUMOTrY

EKOHOMIYHICTb

KepoBaHicTb

ABapiiHe BigHOBIEHHS
HauioHanbHUn iHCTUTYT cTaHgapTiB Ta TexHonorin CLUA pae 5[5] OCHOBHUX XapaKTepPCTUK siKi

OMNUCYIOTb NPOBaNAEpPIB XMAPHOro 0OUYNCIIEHHS:

ourwWNE

CawmocrTinHe obcnyroeyBaHHs (On-demand self-service).

KopuctyBay Mae MOXNUBICTL OTPUMYBATK pecypcu 3a 3anmTtom
LLBMAKICHMI MepexeBuin AocTyn

O6’egHaHHA pecypcie B Nyn

LLiBMakoaditoya enacTuyHICTb - LWBMAOKE OTPUMAHHSA Ta 3BiNIbHEHHS pecypciB
. BpaxosaHicTb nocnyr

OgpHieto 3 HaMbIiNbL BaXXMBMX TEM Y XMapHMUX Mepexax € aBapii Ta aBapiiHe BiAHOBMEHHS Micnsi.
ABapii akn Oynu CNpUYMHEHi NIOOBLCKOK MOMUIIKOK abo MPUPOAHUM SIBULLEM MOXYTb MPUBECTU OO0
Joporux 3060iB Ta 4YacTKoBi abo NOBHOI 3ynuHKM BisHecy. Ha puc.1 Mn moxemo nobaymTi 3anexHicTb
CyMn 30MTKIB Ta 4Yacy $KWO MOpiBHIOBATU TpaauUinHM AaTa UeHTpW Ta npoBavgepiB XMapHUX

ob4ncnioBaHb.
A
' : TpapuuinHui para
Uwa ¢ -
E LEHTD Xmaplmu
; nposanaep
{UsnaicTe BIQHOBNEHHRA »
TWXHI TWXHI FoanHK XBUNUHK

Puc. 1. OpieHTOBaHa WBUAKICTb BiGHOBMIOBAHHA XMapHOro cepaica B MOPIBHSAHHI 3 TpaaWUiNHUM gaTa LEeHTPOM

Xoya nposangepu XxmapH1MX o64MCcreHb HaronoLWyTb Y CBOIX yrogax Npo HagaHHA nocnyr (SLA) Ha
[0BOJSIi BUCOKMX PIBHSIX AOCTYMHOCTI cepBiciB - aBapii 0yBaTb i y HMX. binbw Toro, 6isHec noTpebye maTtu
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cueHapi BiOHOBMEHHA cepsicy Yy BuUNaaKy asapil. MOXHO BWMAINWUTW HacCTYMHi cueHapii siKi MOBUHHI
TecTyBaTUCS:
1. Brtparta gaHux i BigHOBNEHHS pe3epBHOI konii. Peui, siki cnig BpaxoByBaTtu:
a. Yac, sk 3arime BiHOBIEHHS.
b. HenepeanbauvysaHi npobnemu nig yac BigHOBMEHHS.
c. lMNMoTeHuinHi cnocobun nokpaLLeHHs Yacy BigHOBIEHHS.
2. HeBpane pesepBHe konitoBaHHs. HeobxigHO peTenbHO NepeBipAaTU pe3epBHi Konii i NpoBoAUTH
TECTYBaHHSA PO3ropTaHHS 3 HUX.

3. 360i B poboTi mepexi.

4. 300i obnagHaHHS.

5. TecTyBaHHs 6e3neku.

IcHye gekinbka nigxogie Anst po3pobKku cueHapito aBapiNnHOro BiAHOBIEHHS. YCi BOHM 6a3yloTbCs Ha
naTepHi BUKOPUCTaAHHSA CUCTEMM Ta CTpaTerisax pe3epBHOro KonitoBaHHSA Ta pe3epByBaHHs. Hanpuknag,
pe3epByBaHHsSI BUKOPUCTOBYE CTaTerito poboTU napanenbHoi iHPPaCTPYKTypK, sika Npautloe Yy iHWOMY
pErioHi.

Y Ttabnuui Mn MokemMo 6a4nMTK OpiEHTOBAHMIA Yac Ta WBUAKICTb aBapiNHOMO BiAHOBIIEHHSA Ta MOro
MOXTNUBI cLieHapii.

Tabnuus 1.
Mogeni aBapilHOro BigHOBMNEHHS

Mogenb Yac cuHxpoHisauii Yac BigHOBMEHHS XapaKTepucTukn
pe3epBHOro
KonitoBaHHS

apsya (Hot) CekyHan/XBunuHu XBUITMHN ®is3nyHe
BiA3epKaneHHs
iHpacTpyKTypu
Tenna (Warm) MognHu 1-24 rogmHu ObwmexeHe
disnyHe/BipTyansHe
BiA3epKarneHHs
XonoaHa (Cold) OHi Binbwe 24 rogvH PesepBHe KonitoBaHHS
nosa nposavaepoM
XMpPaHoro
064nCneHHs

OCHOBHMM 3aBOaHHS PO3POBKKU CLIEHApPID aBapiiHOro BiGHOBNEHHA — MiHIMI3yBaHHS MPOMIDKKY Yacy
Big 30010 00 BigHOBNEeHHs cepsicy — RTO (recovery time objective). 3aTpumMku BigHOBNEHHSA nicns
BiAMOBM cknagatoTbes 3 [2]:

¢ Yacy, HeobXxigHOro Ha HanawTyBaHHSA 0bnagHaHHA

e Yac iHiuianisauii onepauinHoi cuctemm

e Yac iHiuianisauii nporpaMHOro NpoayKTy

e Yac BigHOBNEHHA CTaHy AaHUX

e Mepexesi satpumku (IP, DNS)

lMokasHMKkaMn edEeKTUBHOIO CLiEHapito € MiHIManbHICTb BNNUBY Ha HopManbHy poboTy cepsica,
reorpacpiuHe po3gineHHsi Ta 6e3neKoBUn KOMMOHEHT.

Mani Ta cepegHi Gi3Hecu, AKi MOXyTb COOi LO3BONMUTM HEBENWKUI Yac MPOCTOK Yy pasi aBapii
BigaaTb nepesary Warm moaeni aBapiiHOro BiiHOBIMEHHS.

Y cTaTtTi po3rnsgaeTbCs peanbHUii Kernc BukopuctaHHsa Warm moaeni aBapinHOro BiAHOBIIEHHSA Y
xmapi Amazon Web Services. CepBic BUKOPUCTOBYE pidHOMaHITHI MOXXNnBOCTi xMapu. OcHoBHO 6a3oto
naHux € RDS PostgresSQL. MeToto JocnifXXeHHS € HadaHHA pekoMeHOauin Woao 3MEHLIEeHHSA Yacy
BiQHOBIEHHS CUCTEMM NiCNs aBapii y iHWOMY reorpad)iyHOMY PETioHi.
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BukoHaHHA aocnigkeHb
JocnigXeHHs npoBoAUIIOCHA Ha pearibHOMY MporpaMHoOMy NPOAYKTi, pO3ropHyTOoMy B XxMapi AWS vy
reorpadiyHomy perioHi us-east-1 (N. Virginia). MNiggocnigHun nporpamMHmnin NpoayKT Mae MiKpoCepBiCHY
apxiTeKTypy Ta BUKOPUCTOBYE HACTYMHI XMapHi cepBicH:

Elastic Container Service — cepBic Ansi opKecTpauii NporpamMHMX NPOAYKTIB 3 MIiKPOCEPBICHOO
apXxiTEKTYpOLo

Elastic Container Registry — cepic ans 36epiraHHa KOHTENHEPIB

AWS RDS - cepsic 6a3 gaHux. [laHnin nporpamHuin NnpogykT Bukopmuctosye Postgres

AWS Dynamo DB — rno6anbHa NoSQL 6a3a gaHux

AWS EC2 — cepBic BipTyanbH/UX MaLUUH

AWS S3 —06’ekTHO-OpieHTOBaHMI cepBic Ang 36epiraHHA AaHuX

AWS Lambda — 6e3cepBepHuin, KepoBaHUI NoLissMN 06YNCITIIOBANbHUI CEPBIC, AKMIA OO3BOSSIE
BMKOHYBaTW KOO MpPakTU4HO ANA HeobMexeHoro Tuny nporpamym abo cepsicy 6e3 HagaHHS
cepBepiB Ta MOXNUBOCTI iX 6e3nocepeaHLOro 06cnyroByBaHHA

AWS API Gateway — cepBic, npuaHadyeHWn AnNs CTBOPEHHS, nybnikauii, obcnyroByBaHHs,
MOHITOPUHIY Ta 3abe3neveHHs1 6e3nekun API y 6yab-aknx maclutadbax

Ak My 6aunmo Ha puc. 2, yCi 3annTu Bif KNieHTIB cepaica HagxoaaTb Ha Application Load Balancer
KOTPUW PO3NOAINA0 HaBaHTaXEeHHs Ta BUKOHYe YyHKUili SSL Termination. OCHOBHUWM
nporpamMHui NPOAYKT pO3ropHyTo 3a gonomoroto AWS Elastic container service KoTpuin BUKOHY€E
dyHKLit0 opkecTpauii KoHTenHepiB. [lani 36epiraoTbes y aekinbkox 6asax gaHmx - AWS Dynamo
DB 1a AWS RDS Postgres. Takox, € gekinoka API cepgicig, siki Bukopuctosytote AWS Lambda
Ta AWS AP| Gateway. VY sKocTi 6pokepa noBigomrieHb BUKOpPUCTOBYETbCA RabbitMQ, sikui
PO3ropHyTUI 3a AONOMOrOH auto-scaling rpynu Ha BipTyanbHux MawunHax EC2. [Jogamo, Lo Bcs
iHpacTpyKTypa po3ropHyTa 3a gonomorot mogeni Infrastructure as a Code Ta nporpamHoro
npoaykta Terraform. BiH go3Bonsie geknapatMBHO KypyBaTu iHPACTPYKTypol, WO Aae
MOXINUBICTb Ti MEHEXKMEHTY Yy Byab SKMI Yac, 3MiHIOHYN Nuwe aekinbka 3MiHHUX. Hanpuknag,
ocb K geknapyetbcsa Application Load Balancer:

EAW& Cioud

i 3 0
Mobie / Wed »i s —B ,.;':‘_ tameaat o
\AL-B/’ *’i@l |L"‘| w |@‘| Rabot ASG
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Puc. 2. IHdpacTpykTypHa giarpama

resource "aws_alb" "vcc-proxy-alb” {

name = "${local.env}-${local.application}" # Naming our load balancer
load_balancer_type = "application"
subnets = data.aws_subnets.public.ids

# Referencing the security group
security_groups = [aws_security _group.vcc-proxy-alb-sg.id]

}

resource "aws_lb_target_group" "vcc-proxy-alb-tg" {
name = "tg-${local.env}-vcc-proxy"
port =80

protocol ="HTTP"
target_type = "ip"
vpc_id = data.aws_vpc.vpc.id
health_check {

matcher = "200,301,302"

path = "/api/health-check/"

depends_on = [aws_alb.vcc-proxy-alb]
}
resource "aws_|b_listener" "alb-listener" {
load_balancer_arn = aws_alb.vcc-proxy-alb.arn # Referencing our load balancer

port ="443"
protocol ="HTTPS"
ssl_policy = "ELBSecurityPolicy-2016-08"

certificate_arn = local.cert_arn
default_action {
type = "fixed-response”
fixed_response {
content_type = "text/plain”
message_body = "hello"
status_code ="200"
}
}
}

resource "aws_Ib_listener" "alb-listener-redirect” {
load_balancer_arn = aws_alb.vcc-proxy-alb.arn
port ="80"
protocol ="HTTP"

default_action {
type = "redirect"

redirect {
port ="443"
protocol ="HTTPS"
status_code = "HTTP_301"
}
}
}

resource "aws_Ib_listener_rule" "redirect-to-vce-proxy"” {
listener_arn = aws_|Ib_listener.alb-listener.arn
action {
type = "forward"
target_group_arn = aws_lb_target_group.vcc-proxy-alb-tg.arn

condition {
host_header {
values = ["${local.proxy_domain}.com"]

}
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LLlono mMoxnueBumx 3MiH — yce KOHirypyetbcsa y dpanni variables.tf, o gae MOXNUBICTL BU3HAYUTH
CKiSTbKW pecypciB Ma€e TOW Yn iHWKI reorpadivHniA perioH, BHOCUTU 3MiHW Y BEPCIisIX TOLLO.

Basytouncb Ha MOXIMBUX CLEHapisiX aBapiiHOro BiQHOBMEHHS Ta BuMMorax 6isHecy ansi gaHoi
cuctemn 6yna obpaHa Warm moaenb cueHapito aBapiiHOro BigHOBMNEHHS. Y iHWOMY reorpadgidyHomy
perioHi Oyna po3ropHyTa Taka cama apxiTektypa, 3a 4onomoroto koay terraform. [Ina ameHLwweHHs BuTpaT
Oi3Hecy iHpacTpykTypa Yy iHLWOMY perioHi Mae BABiYi MeHLLE pecypciB, TOOTO KiNbKICTb NpaLoymx
KOHTENHepIB, po3mip 6a3u aaHux.

[nsa pesepByBaHHs 6a3n gaHux OyB BUKOPUCTaHWUA MexaHiaM read-replica, sikuin [O3BONsSE Matu
penniky 6a3n gaHuX y iHLOMY PEerioHi, ika 4OCTYMHA TifTbKM Ha YMTaHHS. (puc 3)

3a3HauMmo, WO Bepcil nporpaMHMX NpoayKTiB MaloTb OyTW OHOBMEHI OO TUX CaMUX BEPCin, siki € y
OCHOBHOrO cTeky. Lle moxe 6yTn gocarHeHo 3a gonomoroto ClI/CD npuHumna Ta NOCTiINHOrO MOHITOPUHTY.
Y Bunagky asapii, iHXeHepW, sKi BignosigalTb 3a iHMPACTPYKTypy MOBMHHI OTpuUMaTW A03Bin Ha
iHiLitOBaHHSA aBapiMHOro cueHapito. AKWO Takmn 0O3BIiN €, TO BOHU MOBMHHI BUKOHATW HACTYMHi KPOKW:

e |HiuitoBaHHS pennikn 6a3n AaHUX sIk OCHOBHOI

e 3awmiHa 3anuciB DNS ans ycix cepsiciB, Siki BAKOPUCTOBYIOTLCA Y aHi CUCTEMI

e  MOHITOPWHT XXypHaniB NnoryBaHHsA pe3epBHOi cUCTEMM Ta 36iNbLUEHHS KiNTbKOCTi pecypciB 3a yMOB
BEMKOro HaBaHTaXXEHHA Ta NpaBuibHOI poboTH.

Mpun o6paHHi WARM cueHapito aBapiiHOro BigHOBNEHHS MU MOXEMO
MaTn SOBOMI WBKUAKe nepekntoyeHHs DNS 3anucis, ane ans geskmnx
KNIEHTIB Le MOXe cTaTn NpobriemMoro, KO BOHN BUKOPUCTOBYIOTL BriaCHI
DNS cepsepa 3 BennkuM Yyacom KelyBaHHs. Tomy, TTL DNS 3anucis mae
OyTn gososni manum. Ane, OCHOBHOK NPOBMAEMOI0 € 3aTpMMKa pennikauii
6a3un gaHnx mix reorpadiyHumm perioHamu ( puc. 4).

MNpn mMogentoBaHHI aBapil y AaHin KOHKPETHIN CUCTEMi MU MOXEMO CTBeEpaKyBaTW, WO Y
BUNaAKy aBapinHOro cueHapito Yac Ha BigHOBNEHHS MPOrpaMHOro CTeky Yy iHLWOoMY reorpadiyHomMmy
perioHi MoXxe konmeaTUCS Bif 45 XBUIMH 40 AEKINbKOX roauH. 3se4emo AaHi y Tabnumuto:

Tabnuuga 2.
Yac iHiuitoBaHHSA aBapiiHOro cTeky

Cepsic Yac Ha 3MiHy KomeHTapi

DNS 3anucu 1-15 xBunuH 3anexutb Big DNS TTL Ta
KinnbkocTi DNS 3anucis
Read-Replica Promotion 15-120 xBunuH 3anexuTb Big 06’emy 6a3u
JaHuX Ta i KoHQirypauii

Lle osHauvae, wWo npu aBapii € wWaHC BTpayaHHA NEBHOI KiNbKOCTi AaHux. Takox, LWBWAOKICTb
nepeknYeHHs pennikv 6a3un gaHnx 4o MacTepa 3arMMae 3Ha4YHU Yac.
[ns BupiweHHsa unx npobnem € Aekinbka onuin:
e BukopucTaHHs MiX perioHanbHUX 6anaHcyBanbHUKIB HArpy3Kku, SKi 3gaTHi nepeknoyaT Tpadik
Ha [HWWM perioH aBTOMaTM4HO, abo cneujianisoBaHWx ceps.iciB, Takux sk AWS Global
Accelerator.
¢ BukopucrtaHHa master-master pennikauii 6asm gaHmx, abo bi-directional pennikauito.
BukopucTtaHHs rmobanbHux 6a3 gaHux.
o BukopucTtaHHA KOHTeMHepu3aLUil AN 3MEeHLLEHHS Yacy iHilianisauii.
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OcHoeHa Ba3a [JaHux

3anuc

A 4

YuTaHHA

ACHHXpOHa pennikauiA

YuraHHA »

D !D

Pennika baau [Janux

Puc. 3. Pennikauis 6a3n gaHux y iHWKWA reorpadivyHnin perioH

Metrics
Metric Statistic Time Range Period
Replica La... ¥ Average v Last 2 Weeks ¥ 1 Minute v

Legend: | cognicalpostgres-vpc-oregon

300,000
250,000
200,000
150,000
100,000
50,000
0 - TOR] DR co el Fo l BT e | sca ey Y
11/25 11/27 11/29 12/01 12/03 12/05 12/07
00:00 00:00 00:00 00:00 00:00 00:00 00:00
Puc. 4. 3aTpumka pennikauii 6a3u gaHux y iHWWn reorpadivyHmin perioH
BucHoBKkuU

Y cTaTTi po3rnaHyTi OCHOBHI CLeHapil aBapinHOro BiHOBIMEHHS Y XMapHUX Mepexax.
MpoBeaeHi pocnimpkeHHs npobrnematnkn Warm mogeni aBapiiHOro BiQHOBIIEHHS Ha
npawoY0oro cepeica, po3ropHyToro y xmapi AWS.
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OcHoBHUMK Npobriemamu, sKi 36inbLIYOTE Yac BiOHOBNEHHSA CepBicy Micnsa aBapii € LWBUAKICTb
nepekntodeHHs DNS 3anucis nicnst aBapii i LWUBMAKICTb NEPEKIOYEHHA MacTepa 6a3n AaHuX y iHWWA
reorpadiyHNn perioH.

3anponoHoBaHi meToam onTumisadii RTO — BukopucTaHHs bi-directional pennikauii 6a3u gaHux, Lo
003BONUTb MaTK hakTUYHO MacTep-macTep pennikauito. Lle o3Havae, wo byae 36epexeHun Yac, akui
3apa3 BMTPA4Ya€eTbCA Ha NEepeKntoYeHHsl. TakoX, 3anponoHOBAHO BUKOPUCTAHHA MiK-perioHanbHuX
OanaHcyBanbHUKIB HABaAHTAXEHHS, siKi 403BONATL 3MeHWnTK 4o 0 yac nepekntodeHHa DNS 3anucis.
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AHomauisi: Y cmammi po3ensidaembcsi npobriema sukopucmaHHs MObIfIbHUX MpuUcCmpois sk
yacmuHu adanmuegHoi Kelic-meHedxXmeHm cucmemu (8i0 aHesn. Adaptive Case Management, Dynamic
Case Management, Advanced Case Management), 3axucm ma 06pobka HecmpyKkmypoeaHOi
iHgbopmayii Ha MOBINbHUX MPUCMPOSX WO akmueHO 8UKOPUCMOBYOMbCS 8 adanmueHux Kelc-
meHedxmeHm cucmemax. Ocobnueocmi gukopucmaHHs ma rnomeHuitiHi NpPobeMHi MOMeHmuU 8
iHmeepauyji ma ezaemodii.

Knroyvoei cnoea: MobinbHuli npucmpil; cmapmegoH; adanmugHuli Kelc-MeHeOXMeHm;
cmpykmyposaHi ma He cmpykmyposaHi OaHi; Halkpaw, npakmuku e3aemolii kopucmysaya 3
MobinbHUM ripucmpoem ma ACM;

MOBILE DEVICE AS PART OF AN ADAPTIVE CASE MANAGEMENT
SYSTEM

Evgen Brovchenko, Open International University of Human Development "Ukraine”, Kyiv,
Ukraine. yebrovchenko@hotmail.com

Valery Samarai, Ph.D., Ass.Prof.Open International University of Human Development
"Ukraine", Kyiv, Ukraine. samaraj@ukr.net

Ivan Datsenko, Ph.D. Open International University of Human Development Ukraine”, Kyiv,
Ukraine. docik_ivan@ukr.net.

Volodymyr Pavlenko, Ph.D.,Ass.Prof. Open International University of Human Development
“Ukraine”, Kyiv, Ukraine. pavlenko.v@i.ua

Abstract: The article considers the problem of protection and processing of unstructured
information on mobile devices that are actively used in adaptive case management systems.
Peculiarities of use and potential problem points in integration and interaction. In modern conditions of
uncertainty and rapidity, the success of solving tasks or problems in many cases depends on effective
response to certain circumstances and established business processes. Therefore, adaptive case
management (Adaptive Case Management, Dynamic Case Management, Advanced Case
Management) is a concept of dynamic management of business processes. ACM systems are
designed for solving problems of collective interaction, setting tasks and assignments, and monitoring
performance. The possibility of accumulating corporate knowledge and practices for reuse can also
be considered a significant advantage. The main idea of the adaptive case management system is the
dynamic management of business processes in conditions of uncertainty and the requirement for self-
adjustment. It should be noted separately that the user participates not only in the process of solving
the tasks, but also the opportunity to influence the development of the system. The channels of
interaction in the system can be noted as the next important element. The development of digital
technologies has given us the opportunity to use mobile devices in many areas of our lives. ACM
systems were no exception. Apparently, a mobile device can be seen everywhere today, so it is not
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surprising that it can occupy a separate important place in ACM systems. This device may have several
advantages and unique features. This creates both convenience for users and problems. The security
of using mobile devices has always been a priority issue. The use of mobile downtime in modern
human life and the functionality of mobile platforms require certain security measures in the context of
data storage. More and more private information is entering digital display and uncontrolled use. The
development of the industry requires fast, reliable, and effective solutions that fall not only in the
economic plane, but also in the plane of cyber security.

Key words: Mobile device; Adaptive Case Management, ACM; security; data protection; UI/UX;
structured and unstructured data; mobile user experience and ACM best practices.

BcTtyn

B cydacHuMx ymoBax HeBU3HAYEHOCTIi Ta LWBWOKOMMAWHHOCTI YCMiX BUPILLEHHS
nocTaBneHnx 3agady 4u npobnem B GaratbOox BUNagkax 3anexutb Bid egeKTUBHOIo
pearyBaHHs1 Ha NeBHi 0O6CTaBMHM Ta BCTaHOBNEHi GisHec-npouecn. OcobnmMBO Le BaxKo
3po0buTK KON 3a3ganerigb B HE MaeTe MOBHOI KAapPTUHWU Ta YiTKOI MOCTAHOBKM 3agadi un
npobnemun, opmarnisadisi TeX He 3aBXan Moxe MaTn 6axaHi pesynbTaTtn. TOMy 1 He AUBHO
LLO BMHMKAE FOriYHEe NUTaHHA a WO 3 uum pobuTtn. OaHIM 3 MOXIUBUX PillEHb B LIbOMY
HanNpsAMKy MOXyTb ByTu Kenc-meHemXMeHT (Big aHrn. Case Management, CM). OTxe, kenc-
MEHEeKMEHT — Lie anropuTM, B SIKOMY OAMH eTan NocnigoBHO 3MiHIOE iHLLWKA, Bif BUSBNEHHSA
OCHOBHUMX BMMOT A0 KiHLEBOI CcTafil po3B'sa3aHHs NOYaTKOBOI 3adadi. AKWO Len anroputm
noknactu B GinbLw dopManbHy MAOWNHY TO OTPUMAEMO KENC-MEHEMXKMEHT CUCTEMY.

Omxe aganTuBHUIN Kenc-meHemkMeHT (Big aHrn. Adaptive Case Management, Dynamic
Case Management, Advanced Case Management) — Lie KOHLenLis AMHaMiYHOro ynpasniHHS
bisHec-npouecamn. Cuctemm ACM npusHayeHi Ans BUPILWEHHA 3adayv  KOJEKTUMBHOI
B3aeMOgii, NOCTaHOBKa 3adad Ta OOPYyYeHb, KOHTPONb 3a BUMKOHAHHSAM. TakoX CYTTEBOH
nepeBarold MOXKHa BBaXKaTW MOXIMBICTb HAKOMUYEHHSI KOPMOPaTUBHUX 3HAHb Ta MpakTUK
O5151 NOBTOPHOIrO BUKOPUCTaHHS.

BrniacHe ocHOBHa igesa aganTMBHOI KENC-MEeHEMKMEHT CUCTEMU LUe [JUHaAMIYHe
ynpaBniHHa 6i3Hec npouecamMy B YyMOBax HEBWU3HAYEHOCTI Ta BuMoOra [[O Camo
HanawTyBaHHA. OkpemMo Tpeba 3a3HayuTu y4vyacTb KOpUCTyBada He nuwe B nNpoueci
BUPILLEHHSA NOCTaBMEHNX 3a4a4y a h MOXIUBICTb BMNNMBATU HA PO3BUTOK CUCTEMU B LLiNIOMY.

HacTynHumM BaXnueBuM enemMeHTOM MOXHa 3a3HayuMTu BracHe KaHanu B3aemopdil B
cuctemi. Po3BuTOK LMGPOBUX TEXHOSOTIN A€ HaM MOXIUBICTb BUKOPUCTOBYBATU MOBINbHI
npucTpoi y 6aratbox cgepax Haworo Xutta. He BuHaTkom ctann ACM cuctemun. MabyTb
MOGINBHUI NPUCTPIN MOXHa No6aynTn CbOroAdHi ycoan TOMy M He AMBHO WO Lier BiH MOXe
3armaTi okpeme Baxnuee micue B ACM cuctemax. Llen npuctpin moxxe maTtu psg nepesar
Ta YHiKanbHUX MOXIMBOCTEN. BnacHe Le 1 CTBOPIOE K 3pYYHOCTI ANS KOPUCTYyBaYiB TaKk i
npobnemn. Besneka BUKOPUCTaHHS MOOBINBHUX MNPUCTPOIB 3aBxau OGyna npiopuUTeTHUM
NMUTaHHAM.

BukopuctaHHA MOBIiNbHUX MPOCTOIB B Cy4aCHOMY >XUTTi NIOAMHU Ta (PyHKLiOHamNbHI
MOXIMBOCTI MOBINbHUX NNaTtopM BMMaralTb NEBHUX 3axofiB 6e3nekn Yy KOHTEKCTI
36epiraHHa gaHunx. Bee Ginblie npyBaTHOI iHpopMaLii noTpannse B uMgpoBe BigobpaKeHHS
Ta HE KOHTPOSIbOBAHE BMKOPUCTAHHS.

BukoHaHHA pocnigXxeHb

ApantuBHa  Kelc-meHempKMeHT cuctema (ACM), mMobGinbHM  npucTtpin  Ta
HECTPYKTYpPOBaHi JaHHi.

Cuctema ACM pae MOXNMBICTb KepyBaTu YycCiMa MOTOYHUMW KOPNOPaTUBHUMU
npoekTamu i cniBpobiTHUKaMu, ki 6epyTb B HUX y4aCTb, MOBHICTIO KOHTPOMOBATN BUKOHAHHS
NPOEKTY Ha KOXXHOMY eTani i popMyBaTu BiBNIOTEKN «KpaLuX NPaKTUK» B NPOLECi pearibHOI
po6oTn. BpaxoByeTbcsa JOCBIA Ta nobakaHHA KOPUCTYBauYiB.

IcHye GaraTo OyMOK SIK MOXHa BU3HAYUTWU MOHATTS adanTUBHUIA KENC-MEHEKMEHT.
[eski ekcnepTn NepekoHyrTb, Wo KoHuenuis ACM € anbTepHaTUBHOK MO BiAHOLIEHHIO 4O
kKoHuenuii BPM (anrn. Business Process Management, ynpaeniHHa 6isHec-npoLecamm).
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TobTo BOHA Mae Ha MeTi BUPIWWUTKM Ty X caMy 3agadvy edeKTMBHOI opraHisauii 6isHec-
npouecis, ane iHWnMK 3acobamu Ta metogamu. PisHuuUo B nigxogax knacudikauii MoxHa
oxapakTepusyBaTu HacTynHum YmuHom: BPM npe Big CTpyKTYpu npouecis, ckragy KpokKiB, aKi
HeobXxigHO 3pobuTK, Wob Aocartm MeTu Ta nnaeneHoi 3agadi. [aHi BUHWKaOTL B Xo4i
BMKOHaHHS MPOLIECY YK 3adadi, | € MOBHICTIO 3anexHuMu Big Heoro. ACM nae Big iHdpopmauii
i GisHec-gaHux, wo OepyTb CBiM MOYATOK BNacHeE M BUKOPUCTOBYIOTbCH B Xodi poboTu i
HeoOXxigHUX onsa Toro, Wwob BBaXxKaTn pesynbTaT 4OCArHYTUM. TOGTO NpouecH BUHUKAKOTL B
KOHTEKCTi JaHuX, a He HaBnaku.

Heski daxiBui MoXyTb cTBepmxyBatn, wo ACM - ue BCbOro nuiie crnpolieHa Bepcis
BPM, wo Bupiwye Ti X 3aBgaHHs, wo i BPM. A icHye gymka, wo ACM - ue AONOBHEHHS 40
BPM-cuctemu, y skin Hemae 3acobiB Ta MOXITMBOCTI 3aBaHTaXXeHHs channis, ayaio, Bigeo umn
doTorpadin KopucTyBauiB, 3acobiB Onsi BeAEHHs BHYTPILLHIX Ta 30BHILLHIX OWCKYCIA 4un
Aianorie (MOXIMBe BUMKOPWUCTAHHS 4YaTiB arne sik YacTMHa eKOCUCTEMM ), B TOW 4ac K Onis
O6yab-skoi ACM ui 3acobu BBaxalTbCA CTaHOAPTHUMKM YW HaBiTb GasoBumu. € rpyna
daxiBuiB WO cTBepAKYOTb HacTynHe: ACM - ue couianbHuin BPM, B sikin HACTynHUA Kpok
npouecy BW3HAYaAETbCH PILEHHAM JOAMHM YW TPyNu  Nogen, Wo 3HaxoauTbCs B
couianbHOMY €KO CepeaoBULL Ta MatloTb 6e3nocepenHe BiOHOLWEHHS 4O npouecy. A ue sk
pa3 Ti 0as3oBi 3acagn, SKMX He BUCTavae Tpaguuiiium BPM-cuctemam. [Npu Takomy
Bn3HadyeHi BPM i ACM rapMOHINHO [OOMOBHIOKTb OAWH OOHOrO, [O03BONSANTb
aBTOMaTM3yBaTW K CTPYKTYpPOBaHi, ycTaneHi 6isHec-npouecu nianpMemcTBa Ymn opraHisaldii,
TaK i WOAEHHY KONEKTUBHY poBOTY CniBPOBITHUKIB Y OKPEMUI YHACHUKIB NpoLIeCy.

Cnig 3a3HauMTM HacCTyMHi KOPWUCHI Ta UikaBi 0COOMMBOCTI aganTUBHOIO Kewnc-
MEHEKMEHTY.

Cuctema ACM Hagae MOXNUBICTb HAKOMUYEHHSI Ta BMKOPUCTAHHS KOPMNOpaTUBHUX
3HaHb TO [OCArHeHb Ans 1X MOBTOPHOrO BMKOPUCTAHHS YU YOOCKOHANEHHSA. YCniWwHO
3aBepLUEHN KeWC, WO MICTUTb OOCBI4 KONEKTMBHOI poboTu cniBpObIiTHUKIB Ta yYaCHUKIB,
nigaetb 06pobui Ta pegaryBaHHio (AN 3abe3neyvyeHHs yHiBepCcanbHOCTI Ta YHIKanbHOCTI) i
30epiraetbcs B 6ibnioTeui wWabnoHiB Ans 3aranbHOro BUKOPUCTaHHA. [loTim, npwu
HeoObXiQHOCTi, HOBUI KENC Ha L TeMy MoXe OyTun CTBOPEHUIA Ha OCHOBI apXiBHOI Koril yn
wabnoHy.

ApanTtuBHicTb i rHy4ykicte ACM pgosBonsie aBTomMaTudyBaTuU Ta MokpawmTtu OisHec-
npouecu nignpuemMcTBa YW iHWOI YCTaHOBM B 3BMYHOMY Ta [JOCTYMHOMY [AOns
cniBpobiTHUKIB(KOpMCTyBaYiB) BUrnaai. HoBi kericn oopmMyoTbCA CamnumMmn KOpucTyBadaMum siK
CMNCKN 3aBAaHb Ta Linen, siki NOTPIGHO BUKOHATU, KOPUIYOTBCS | JOMOBHIOKTLCA MO XO4Y
BMKOHAHHSA npouecy. [pnyomMy iCTopia XUTTA TOro Ym iHLIOro Kency Mae ikcyBaTuUCb Ta
3anobiratm MOXIMBMM HECAHKLIOHOBAHUM MaHinynsilisim.

MpocToTa i couiankbHicTb cuctemmn ACM A03BONSAIOTE aBTOMATU3YBaTU NOTOYHI NpoLecK
nignpuemcrBa(yctaHoBM, Towo) 6e3 geTtanbHOro aHanisy um obpobku GisHec-npouecis i
CKMagHOro HanawTyBaHHA 4YM HaBUTb BUKIIOYAE HeobXigHICTb B cneyundivHomMy
nporpamyBaHHi. 3amicTb cknagHux onucie 6i3Hec-npouecis ACM BUMKOPUCTOBYE CXOXMWM
nigxig KOHTPOSIbHNX TOYOK, LLIO SABMSAKTL COBOH CNUCOK 3aBAaHb, SKi HE0BXiAHO BMKOHATU Y
po3rnaHyTn. lig Yac BUKOHaHHSA npouecy Len nepenik Kopuryetbcs i AonoBHOETLCA. Li
AONOBHEHHA MOXYTb OyTW 3AiNCHeHi Oyab-SKMM Y4YaCHWKOM Mpouecy B 3anexHoCTi Bif
MONITMKN SOCTYNY Ta MOTOYHOrO CTaHy KENCy.

Cuctemy ACM MOXHa eqeKTMBHO BWKOPUCTOBYBATM MPAKTUYHO HeramHo nicns
iHTerpadii, NOCTYNnoBO CTBOPKOKOYM Ta BOOCKOHAmMOKYM KeNcu (NOocnigoBHOCTI 3aBOaHb i
AopyyeHb) Ha Byab-aki Temn Ta Byab-AKOH0 KiNbKICTIO KOPUCTyBaYiB

KoHTponoBaT BWKOHaHHS MPOEKTY Ha KOXHOMY eTani Ta BHOCUTU 3MiHW 3rigHo
BCTaHoBNeHux npasun [1].

PosarnsHemo dyHkuioHansHi moxnusocti ACM.

Cuctema ACM posBonse:

KepyBaTtu kencamu - Habopamu 3agad 1a 4OpydeHb, NOB’A3aHNX C BUKOHAHHAM LifIoro
4n okpemoro bisHec-npoueca (MoxnmBe po3butta). Kencu - nocnigoBHICTb NOBIAOMIEHD, LLO
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MICTATb onuc Npobnemm Ym 3agadi, 4OpPYYEHHS, ANCKYCIl Ta Nepenmckmn KOpUcTyBadis, CINCKN
BMKOHABLIB Ta y4acHUKIB, hannun, opmum gaHux, 6isHec-npasuna, ToLO.

36epiratu BClo iHpopmauito 0 GisHec-npoueci - 4OKyMeHTH, dboTorpadii, Bi4eoponuku,
€NEeKTPOHI NNUCTK, iHWY Nepenucky KOpUCcTyBadiB, KpecreHHsl Ta byab ski dannu. Tpeba
3as3HauuTu WO BCSA BXigHa/BuxigHa iHopmauis maw OyTn 3adikcoBaHa B CUCTEMI 3a
NeBHUMU NpaBunamu.

ALMiHICTpyBaHHS KOpUCTYBadiB, LLO BXOAATb B KOMaHAy Kenca, KepyBaTtu SOCTYNoOM OO0
3a4ad uv nig 3agad, pannie Ta NoBiAOMIEHb Kenca, NoBiAOMATM KOPUCTYBaYiB O NEBHUX
nodisix Ta CTaHy Kerca B uiriomy.

AOmiHicTpyBaTK Ta NigTpUMyBaTW yNpasriHHA NpaBuiaMy Ta nonitukamm (B Tomy Yucni
nonitnkamn 6e3nekn), WO A03BONATbL aBTOMATUYHO aKTUBI3yBaTW HACTYMHI 3agadqi(Kpoki)
Kency nicnsa 3akiH4eHHsA nonepenHix UM JOCArHeHi NeBHUX KOHTPOMbHUX TOYOK, iHhopMyBaTh
KopucTyBa4a, kepyBaHHsI apXiBOM.

Bectn XypHan B3aemopii kopucTyBada 3 AOPYYEHHSIMU / NOBIOOMMEHHSAMN / Kecom /
NeBHNUM ansioM YU MNOBIOOMIEHHAM, KONMW OOPYYEHHSA/MOBIOOMIEHHST CTBOPKETLCH,
penaryetbcs 4n 3amiHa Moro crartycy.

MigTpumyBaT Ta NPOBOAUTM MOAEepaLUild KOpnopaTUBHUX AUCKYCIMHUX (OpyMiB 3a
pi3sHMMN TemamMu Ta npoekTamu. [igTpumyBaTtm 6iGnioTekn WabnoHie, Npouec apxiBauil.

MpeacTaBnaATU CNUCKM 3aay B Kencax.

30iMCHIOBATU MOrOAXKEHHS, peLeH3yBaHHA Ta 3aTBEPAKEHHSA JOKYMEHTIB UuM iHTerpauis
3 CUCTEMaMN EJIeKTPOHHOIOo AOKyMeHTa o6iry abo iHWWMKM CYMDKHUMKW CUCTEMaMW.
dopmyBaTn cknagHonigpsgHi 6isHec npouecu y BUMALI MOKPOKOBUX iHCTPYKUIA [0
BUKOHAHHS.

Ak 3a3Ha4Yanocb, MOXIMBMM KaHanom B3aemodii Ta 3B’s3Ky B ACM cuctemi moxe 6yTtn
MOOINbHUI NPUCTPI Y MOBINbHUIA TenedoH. OTke gaBanTe TPOXU PO3ITISHEMO Lie NMUTaHHS.
MoGinbHWiA NpUCTPIA - Le TepMiH MOXHa BMKOpUCTaTM ANna Oyab-AKOro nopTaTMBHOMO
KoMm'tloTepa WO Mae [ocTyn OO0 Mepexi TO BOfogie neBHMM piBHEM MOGINbHOCTI Ta
He3anexHocTi. TakoX Len TEPMIH MOXXHa 3aMiHUTXU Ha MNOPTaTUBHUM NPUCTPINA, CMapPTAOH,
CMapT-NpUCTPin, ManeHbkun komn'totep. [MnaHweTtn, Oyab 4HKi eneKkTpOHHI CcKaHepw,
CMapTAOHK, KMLLIEHBKOBUIA KOMM'IOTEP, KULLIEHBbKOBUI nepcoHanbHuin komn'totep, (KMK) Ta
nopTaTMBHI Nporpaeayi 3 pO3yMHUMN MOXITMBOCTAMM — Lie Bce MObBinbHi npucTtpoi. Okpemo
MOXHa BigainuTn cmMaptdoH. CmapTdoH - ue KaTeropis CTifIbHUKOBUX TenedoHiB SKi
NOEAHYIOTb OYHKUIT HagaHHS CTINbHUKOBOIO 3B'SI3KY 3 BUKOHAHHSIM LUMPOKOrO CHEKTPY
aonatkoBux  OYHKUIM | MOXIMBOCTEW, 3abeanevyBaHMX BiOKPUTUMKU  onepauiiHumm
cucteMamu i gogatkamm 4o Hux. Lli npucTpoi MatoTb 03HaKM NepcoHanbHOro KOMM'lTepa,
NocCTinHe cxoBuLe iHpopMaLil (K BHYTPILLHE TakK i 30BHILWIHE), BENWKI 06’eMn onepaTUBHOI
nam'sti, NOTY)XHWUMA UEeHTpanbHUn  Ta rpadiyHnini NpoLecop, MOXNUBICTb iHTerpauii 3
XMapHUMUK CepBiCamun 41 CXOBMLLAMM.

[lo nepeBar MOXHa BIQHECTWN : KOMMAKTHICTb, MOBINbHICTb, AOCTYMHICTb, LUBWUAKICTb,
CyyacHicTb, aBTOHOMHa poboTa, He Benuki po3mipu. BigHOCHO nerka mopepHisauis Sk
nporpaMHoro 3abesneyeHHsa Tak i anapaTHoro. MOXNMBICTb BMKOPWUCTAHHS CyYacCHUX
iHbopMaUifHMX pilleHb Ta TeXHOMOrIN.

Mo6inbHi NPUCTPOi MarTb PO3LUMPEHHI MOXITMBOCTI:

e OTpumaHHs, 06pobka Ta 36epiraHHsi FONOCOBMX BUKNUKIB. KOpCTyBay MOXe B NEBHIN

Mipi NpOBOAUTM HanalwTyBaHHA 3a BlaCHUM BNOA06aHHAMMN Y OOMEXEHHAMMN.

e CninkyBaHHS pisHUMKU kKaHanamu. Lle moxe Byae K KnacuyHin A3BIHOK Tak i Benvka
KINbKICTb TEKCTOBMX, ayAio 4u Bigeo ¢opmatiB 0OMiHy, noynHatoumn Bifg CMC Ta
3aKiH4yl0uM cneujianizoBaHNM NporpaMHUM 3abe3neyeHHsM.

o [lepernsag Beb6-cTopiHOK. BnacHe MobinbHUI NPUCTPI MOXXe BUKOHYBATW YCi 3BUYaANHI
ikl Ta BUKOPUCTOBYBATH CrieLndIiYHi.

o [eonokauisi. BusHauyeHHs micLie po3TallyBaHHS KOpUcTyBada. BCTaHOBNEHHSA NEBHUX
npasun 4n NONiTUK B 3anexXHOCTi Big KoopauHaT.
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e biomeTtpia. Ciogn MoOXHa BigHECTM siK po3mi3HaBaHHA OGMMYYS 4M ronocy Tak i
BigOUTKM nanbLiiB.

e BuKopuCTaHHA eneKkTPOHHOI MOLWITK, TEKCTOBMX MOBIOMIIEHb Ta FONOCOBOI MOLITH.
B3arani Ha cborogHi MOGinbHI NPUCTPOI 4O NEBHOI MipM MOXYTb KOHKypyBaTu 3
KNnacM4YHUMMK KOMIT'IOTEPaMU 3 TOUKM 30pY (PYHKLIIOHANBHOCTI.

e BukopuctaHHa oTo, aydio Ta Bigeo. MoXnuBICTb BUKOPUCTAHHA LUMX DYHKUIN 3a
Pi3HUMU cLEeHapiaMN.

e BukopuctaHHs BipTyanbHuUX acucTeHTiB, Hanpuknag Siri, Cortana abo Google
Assistant. B geskux Bunagkax poboTy Takux CUCTEM MOXHA BBaxaTu sk poboTy
LUTYYHOrO IHTENEKTY.

o PisHOomaHITTA dopmdakTopiB, po3mipiB. Moxnueictb 00paTu onTMManbHy
KOHcpirypaLito 3 To4kn 30py epeKTUBHOCTI Ta A0UiNbHOCTI.

o besgpotoBa pobGorta. MoxnumeicTb OHMNanHoBOI/odNanHoBoi poboTtu. KiHuesuin
KOpUCTYyBa4y MOXe CTBOPUTU MNEBHUA oONTUManbHMW wabnoH pobotn um
KOPUCTYBaHHS.

MepeBaxHa GinbLUiCTb MOBINBbHUX NPUCTPOIB NpauoTb Mg KEPYBaHHAM MOBHOLHHOI
ornepauinHoi cuctemun. Lle gae MOXNUBICTb THYYKOro Ta €qEKTMBHOIO BUKOPUCTAHHA,
CTBOPEHHSI MEBHUX HaBMKIB poboTn Ta B3aemopdil 3 KOpUCTyBa4yeM, CTBOPIOBATWU CKagHi
cueHapii Bsaemogii.

[o HannoLwwmMpeHiwmnx onepauinHnx cuctemmn Ta nnatopmm MoxHa BigHecTn Android Ta
iOS.

Android - nnatdopma AnNa cMapT@OHiB, 3 BIAKPUTUM BUXIAHUM KOOOM, LIO
po3pobnseTbca OHA (rpyna komnaHin Ha Yoni 3 Google). MNnaTtdopma 6asyeTbeca Ha Linux.
B 2012 poui 3a gaHnmun IDC puHkoBa gons uiei MoBinbHOI onepauiiHoi cuctemu cknana 75
%.[4]. BaranbHa BIgKpUTICTb nnatopMm 3 TOYKM 30py po3pobku Ta iHTerpauil
PO3rNagacTbCa SIK KOHKYPEHTHA nepesara B Konax sik iHKeHepiB TakK i KIHLEeBUX KOpUCTyBadiB.
Ane ue BigKpuTICTb MOXe OyTn 06’ €KTOM 3ITOBXMBaHb YU LUAXPANCBbKNUX CXEM.

iOS - BUKOPUCTOBYETbCS B MOOINbHUX MNPUCTPOSX Ta ramkeTax komnaHii Apple,
po3pobnsaeTbCa Ta CynpoBOLXKYeTbCS Ha ocHoBi Mac OS X.). pyra 3a nonynspHictio OC
ans cMmapTdoHiB ctaHom Ha 2019 pik. BBaxaeTbcs WO LS onepauiiHa cuctema € AoCuUTb
3aKpUTOID 3 TOYKM 30pYy CTOPOHHBLOI PO3PO6KM, BNacHe Le W pernameHTye HaginlHiCTb Ta
CTiRKicTb B uinomy. lNpoTe ue ranbmylo €BOMOLiIK0 NPOAYKTY, TOMY OCTaHHIM 4acoMm MU
MOXeMO crocTepirat cnpobun cTaTu BigKpUTO Ta NpO30poto NnaTgopmolo.

Tpeba 3a3HaunTh WO icHye 6araTo crneumdiyHMx Ta BY3bKO CMPSIMOBAHMX MOBINbHMX
onepauinH1x cucTem. X BUKOPUCTaHHSA NepeBaXkHO CPSIMOBAHO Ha NPUKNaaHi 3a4adi Ta He
Ma€ LUMPOKOrO0 BUKOPUCTaHHA. TOMy 3 TOoukM 3opy ACM cucteM Ui pillEHHS Ha MalTb
nepcrnexkTnBm.

OpHieto 3 nepeBar uUux nNNatTopM € MOXIUBICTb PO3POOKM Ta BMKOPUCTaAHHS
nporpamHoro 3abeaneyvyeHHs1 CTOPOHHIMU pPO3pOobHMKamMn. TOBTO NPU BMKOHAHHSA MEBHMX
YMOB 3i CTOPOHWM npoBavgepa nocnyr 0yab-XTO MOXe CTBOPUTM CBOIO BfiacHy nporpamy
(MOBINbHUIA 3aCTOCYHOK, AOAATOK) Ta MaTU MOXIUBICTb BUKOPUCTOBYBATU Ha nnatdopmi,
BCTAHOBMEHA Ha camMoMy NpUCTPOi abo MOXyTb OyTW 3aBaHTaXeHi Ha HbOro 3 OHNaWH-
MarasuHiB MOBiNbHMX 3aCTOCYHKiB, Takux sk App Store, Google Play. Hapasi po3pobHuku
MalTb MOXIMBICTb MOBHOI iHTerpauito CBOIX nporpam 3 orepauinHo CUCTEMOIO,
BMKOPUCTAHHS YCiX OYHKLUI MOBINbHOro NPUCTPOIO | THYYKY CUCTEMY YNpaBniHHSA A4O4ATKOM.
Takuin yHidbikoBaHUI Ta dhopMani3oBaHWi Nigxig CTBOPIHOE A0AATKOBMK piBeHb Oe3neku,
rapaHTye BMCOKY SAKICTb 06CNyroByBaHHSA Ta KOPUCTYBaHHS, BUPOOMISE€ NEBHI KOPUCHI 3BUYKM
Yy KiHLeBOro kopuctysaya. ba 6inbLue ue ocHoBa ANs pO3BUTKY ranyai.

Takox cnig akueHTyBaTU yBary Ha MOXIUBOCTI agMIHICTPYyBaHHA Ta KepyBaHHS
MOBIiNbHUM MPUCTPOEM SK Ha PiBHI OnepauinHOl CUCTEMU TaK i Ha PiBHI OKPeMoro AoaaTky.
Hanpuknag € MOXnuBICTb ANCTAHUIMHOIO agMiHICTPyBaHHS K MOBINbHOIO NPUCTPOIO TaK i
poaatky. YnpaeniHHa mMoGinbHumu gopatkamm (Mobile Application Management, MAM)
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onucye nporpamMHe 3abe3nedeHHs Ta MOCAyru, BiOMNoBigamnbHi 3a HagaHHSA Ta KOHTPOSb
AOCTyny [0 BHYTPILWHbLO PO3p0O0MeHnX i KOMepUiHO AOCTYMHMX MOBINbHUX nporpam, siKi
BMKOPUCTOBYIOTbCA B BisHEC cepepoBuwax. YnpasniHHA MoGinbHUM npuctpoem (Mobile
Device Management, MDM) gae MOXNUMBICTb 34INCHIOBATK KOHTPOSIb HA PiBHI MOGiNbHOro
NPUCTPOIO.

Okpemoto nepeBaroto MobinbHUX NNaTopM MOXHa BBaXkaTu LOCTYMHICTb Ta BiAHOCHO
He BEenuKy UiHy. fK pe3ynbTar € MOXIMBICTb BMKOPMUCTOBYBATM 0OCOOMCTUI MOBINbHIN
npucTpin B poboyomy cepepoBuile. Tob6To € Hebesneka BUKOPUCTaHHA poboyoi iHdpopmauii
Ha He NiAKOHTPOrbHIM TepuTopil. BnacHe icHye cTparTeriq, WO Npu3HayeHa Ansg KoMneHcau,i
pu3uky - Bring Your Own Device (BYOD). Konu cniBpo6iTHUK 4 KOpUCTYBay BUKOPUCTOBYE
ocobucTmm npuctpin B pobovomy cepegoBuLLe 3a YMOBM NPUNRHATTSA NEBHNX 0OMEXeHb Ta
npaBun KopucTyBaHHA. KepyBaHHs MOGiNbHUMM godaTkamu 4y NPUCTPOEM Oa€ 3MOry
kopnopatuBHomy IT-nepcoHany BWKOPUCTOBYBaTU HeOOXiOHI nmporpamu, KOHTPOMoBaTh
poctyn go GisHec-gaHux i BUaanaT nokanbHo 6isHec-gaHi 3 NpUCTPOro, AKLWO BOHM BTPAYEHi
abo SKLLO X BNacHMK He € YNCTUHOK KOMMNaHil.

KoHTelnHepusauia € anbTepHaTMBHMM nigxogom Ao 6Ge3neku. Lle okpemuin piBeHb
3abe3neyeHHs (pyHKUioHaNbHUX NOoTpeb KopucTyBada. 3aMicTb TOro, o0 KOHTPOMOBATU
BECb MNPUCTPIN cniBpobiTHMKA, O0OATKM AN KOHTEMHEPYBaHHS CTBOPHOKOTH i30MbOBaHI
CXOBMLLA OKPEMO Big 0cobuctux gaHmx. KOHTponb KomnaHii Hag NPUCTPOEM MOLUMPIOETLCS
nuuie Ha Len oKpeMnUn KOHTenHep.[5]

BrnacHe Wwo 3 4yimM MM MaeMO cnpaBy B KeWc-MeHemkMeHT cuctemi? Lo ctaHoButb
UiHHicTb? Lle gaHHi. Ane He NpOCTO faHHi @ He CTpyKTypoBaHi. Hanpuknag ue moxe 6yTtu
aygio, Bigeo abo hoTo, NOBIAOMNEHHSI €NEKTPOHHOI NowTK, Towo. Cama ines ACM cuctemmn
HaM roBOPUTb LLO B SIKOCTi iHdbopMaLii MOXe ByTK WO 3aBrogHoO, € MOXIMBICTb HaBiTb He
3HaTK 1 He PO3YMITU MPO caMy CyTb AaHUX arne M1 Maemo OyTn roTOBUMU 0 iX BUKOPUCTaHHS
Ta BMIiNo kepyBaTtu. onoBHa npobnema Takoro poay iHopmauii ue HeBU3HAYEeHICTb Ta
CKMagHocCTi B aHanisi, HeBigNoBIAHICTb 3a3ganerigb BM3HadeHin mogeni. e n kepyBatu He
3aBXON MOXHa epeKkTMBHO. AK okpeMy 0CcoBNMBICTb 3a3HaYMMO MOXMBICTb 36epiratucs y
BUrNsAi CTPYKTYpoBaHMX 06'ekTiB channis Ym AOKYMeHTIB. OT)Xe HeCTPYKTypoBaHi AaHi - AaHi,
SKi He BignoBsigaloTh 3a3ganerigb BU3HaYeHin mogeni gaHux, i, K npaBunio, NpeacTtaBnieHi y
BUrNAAI TeKCTy 3 AaTtamu, uudpamu, daktamu, SKi posTalloBaHi B HbOMY B [JOBIfbHin
dopmi[6]. Taki gaHi Baxko aHanidyBaTn, 0COGMMBO 3 AOMOMOroK TPaAULINHUX Nporpam,
npusHavyeHnx o poboTn 3i CTPYKTYPOBaAHUMM [aHMMWU (@HOTOBaHMMKM abo TuMmu, WO
3bepiratotbeca y 6asax). lNMpuknagom Moxe cryryBaTu HECTPYKTYPOBAHWA TEKCT, KHUMN,
XKypHanu, OOKyMEeHTW, meTagaHi, ayaio, Bigeo abo oTo, aHanorosi AaHi,
NOBIOOMMNEHHSA €NEKTPOHHOI noLuTw, Be6CTOPIHKM, OOKYMEHTN, CTBOPEHI 3a
JOMNOMOrOK TEKCTOBUX MPOLIECOPIB.

BucHoBok

CyuacHi iHpopmauinHi cuctemmn Bce bBinblue MaloTb CnpaBy 3 HECTPYKTYPOBAHOKO
iHpopmauieto B ymoBax NeBHOI HeBU3HayeHocTi. CknagHi 6i3Hec npouecn Ta 3pocTatoui
BMMOIM KOPUCTYyBadiB 0 cuctem o6pobku iHdopmauii BMMarawTb BUCOKOEMEKTUBHUX
piweHb. Lle Haknagae obMmexeHHs Ha BMKOPUCTAHHAM Ta 3arnyyeHHs CydacHuWX nigxonis
06pobneHHs iHpopmalii. IHKONMM Hema 4Yacy Ha CMCTEMHMI aHani3 Ta AoCnigkeHHs. Ak
pesynbTar 3'ABNAOTLCS CUCTEMUM afanTUBHOrO kenc MeHemxmeHTy (Adaptive Case
Management, ACM). Cuctemn Takoro pogy Mae Ha MeTi BUpPILLEHHA 3aday B ymMoBax
HEeBM3HAYEHOCTI Ta AuHamivyHoi 3miHM. B ACM cuctemax akTMBHO BMKOPUCTOBYHOTbCS
Pi3HOMaHITHI MOOINbHI NpucTpoi. MapMoHiHa iHTerpauia Ta BMKOPUCTAHHA CyYacCHUX
TEXHOJOri € 3anopyko po3BUTKY. CKNagHIiCTb TakMx CUCTEM MNONSArac B TOMy WO 3axucT
iHopmauii € npioputTeToM Ta BUKOPUCTAHHA MOBINLHUX MNPUCTPOIB CTaBUTb nepen
iHXeHepamu Ta po3pobHMKaMM HOBI CKNaAHi TEXHIYHI 3aBAaHHS.

LLBnakin pict TEXHONOrIN Ta BUKOPUCTAHHS MOBINbHUX NPOCTOIB B Cy4aCHOMY >KUTTI
NOOMHKY, (PYHKLIOHAmNbHI MOXNMBOCTI MOBINbHMX NnaTtgopm BMMarawTb MNEBHUMX 3axXOAiB
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6e3nekun y KOHTeKCTi 36epiraHHsa aaHmx. O6uncnoBanbHi NOTY)KHOCTI Ta HaAiNHWMIA [OCTYN 4O
AKICHOI LUBMAKICHOT Mepexi nNpu3BoguTb OO0 TOrO WO 4YacTMHA NpuBATHOI Ta KPUTUYHOI
iHbopMaUii noTpannsie B LMPOBUIN CBIT HA YMOBAX HEKOHTPONbOBAHOIO BUKOPUCTAHHA.
Po6oTa 3noBMUCHUKIB cTae Ginbll CknagHow Ta BuHaxignueotw. KopuctyBad MoGinbHUX
NPUCTPOIB MAa€E KOHKPETHI BUMOMK Ta nobaxkaHHS L0 CNapooTbCsA HA eproHOMIiKY Ta piBEHb
iHpopMauinHoi obisHaHocTi. Cnig 3a3HaunTK WO PO3BUTOK iHOPMALINHOT ranysi B Lifiomy
BUMArae LWBUOKNX, HaOiMHMX Ta eqeKTUBHMX pilleHb Lo MOTPannsiioTe He nuvwe B
€KOHOMIYHY NIIOLLMHY a 1 NNoLLmHy Kibep 6e3neku.
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oCcobJINBOCTI BUKOPUCTAHHA CUCTEMU CINOBIWLEHHA MOPENJIABLIB MNMPU
BUABJEHHI HEBIAOMUX HEBE3MNEK CXOXUX HA MOPCbKI MIHUA
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AHomauisi: Y cmammi po3ansidaembscsi cucmema 0nsi nepedadi 0aHux NAVTEX e pexxumi 8y3bKoCcMy208020
OpykysaHHs1 (YBI14 - NBDP - Narrow Band Direct Printing) ma pexumi meneepadii (F1B - meneepapia (TLX) 3
yacmomHor modynsyiero. [na pobomu daHoi cucmemu nepedbadyeHo npasosy ma mexHiyHy 6a3y 32i0HO
KonseHruii COJIAC-74, 3 iMnneMeHmauieto KOXHOI 3 KpaiH nidnucaHmie, Hopm KoHeeHuii 00 HauioHaslbHO20
3aKkoHoOascmea ma mexHiYHUX xapakmepucmuk obnadHaHHs Ons nepedayi 0aHux Ha MOpI.

Poseansdaembcst po3dineHHsi C8imoeoao okeaHy Ha MOPChKi 2eoepadpidHi palioHU 8 Mexax, SKUX HagizauilHi
cnyxbéu ecix kpaiH ceimy, 30ilicHOMb c80i 0608’a3KU 3 3abes3rniedyeHHs1 iHghopmauii 3 besrneku Ha Mopi Ons
mopennasuie. OOHUM 3 0008’513Ki8 € CrlOBIlEHHSI MOperiasuie rnonepedXeHHsIMU, Moei0OMIeHHSIMU U000
cumyauii Ha Mopi. Y npubepexxHux rornepedxeHHsIX MoWUpPoemMbCs iHghopmauisi, sika HeobxioHa Ornsi 6e3ne4yHoeo
Mopernnascmea 8 Mexax MeeHo20 pezioHy. 3aseudall npubepexHi nornepedxeHHs1 Hadaromb HGhopmauito,
docmamHto 0nsi bearneku mopernnascmea dani 3a nioxioHul 6yl abo fIouMaHCbKy CmaHUuito, i He 0bMeXyrmbcs
iHgbopmaujero Wodo OCHOBHUX CyOHOIMIa8HUX LUSTSIXiB.

[ns nepedasaHHs npubepexHux nonepedxeHb Yyepe3d NAVTEX, 3abesneydye nepedasaHHs li asmomamuyHe
npuliMaHHs iHgbopmauii 6e3 3anyyeHHs1 cyOHosux ¢haxiguie. BidnogidHo do PeanameHmy padio3e’sa3Ky OCHOBHO
yacmomoro, Ha fKil nepedaembcs yel eud iHbopmauii aHanilicbkkoro Mogoro, € yacmoma 518 kl'y. [na nepeday
NAVTEX HaujoHansHUMu mogamu gudineHo Yacmomy 490 kl'y i dodamkoeo 0rnisi mponiyHux patoHie - 4209,5 kl'y.
HaseizauitHi nonepedxeHHs1 KOXXHO20 Uy Maromb C80K HACKPI3HY HyMepauito npomsiaoM yCb0o20 KasrieHOapHO20
POKy, noduHarodu 3 Homepa 0001 Ha 00.00 2o0duH BcecgimHb020 KoopduHogaHoz20 4acy ro [puHsivy - (UTC)
01 ciyHs.

lpornioHyembcsi cmeopumu nogidomrieHHs1 8idnogioHo 0o cmaHdapmie yxeaneHoi KoHeeHuii COJIAC-74,
wodo Hebesrieku y Mopi 8 Mexax resHuUx KoopduHam (koopduHamu e ¢popmami cucmemu WGS 84). 3a
npuknadom, Hebesrneky cmaHogumume 06°ekm CXoxuli Ha MOPCbKY MiHY. B HasedeHomy ripuknadi 0aHi 6ydymb
HaeoduUMUChH 3i CKOPOYEHHSAMU, K MPUUHAMO 3a cmaHdapmamu npu rnepedadi nodibHUX MogidoMreHb, 3 MEMOK
3MeHWeHHs1 06°emy Halibinbw HeobxiOHOI iHghopmauii Moperasusam.

Knroyoei cnoea: mopcbka Hasizauis, meneepagis, nepedaya 0aHuX.

PECULIARITIES OF USING THE MARINERS' WARNING SYSTEM WHEN DETECTING
UNKNOWN HAZARDS SIMILAR TO SEA MINES
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Abstract: the article describes the system for data transmission NAVTEX with mode of narrow band printing
(NBDP - Narrow Band Direct Printing) and telegraphy mode (F1B - Telegraphy (TLX) with frequency modulation.
The system is operated by legal and technical basics which are provided in accordance with the SOLAS-74
Convention, an implementation of each of the signatory countries, norms of the Convention in the national
legislation and technical characteristics of equipment for data transmission at sea.

Under review, the World Ocean which is divided into maritime geographical areas within the navigation
services of all countries of the world carry out their duties to provide maritime safety information to. One of
the responsibilities is to notify mariners with warnings, messages about the situation at sea. Coastal warnings
disseminate information that is necessary for safe navigation within a particular region. Usually coastal
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warnings provide information sufficient for safe navigation beyond the approach buoy or pilot station and are
not limited to information on the main shipping lanes.

Transmission of coastal warnings is done through NAVTEX; it provides the transmission and automatic
reception of information without an involvement of shipboard specialists. According to the Radio Regulations,
the main frequency on which this type of information is transmitted in English is 518 kHz. The frequency 490
kHz is allocated for NAVTEX transmissions in national languages and additionally for tropical areas - 4209.5
kHz. Each type of navigational alert has its own end-to-end numbering throughout the calendar year, starting
with the number 0001 at 00.00 hours of Coordinated Universal Time (UTC) on January 01.

In result, it is proposed to create a message in accordance with the standards of the adopted SOLAS-
74 Convention, regarding the danger at sea within certain coordinates (coordinates in the format of the WGS
84 system). For example, the danger will be an object similar to a sea mine. In this example, the data will be
given with abbreviations, as is customary for the transmission of such messages, in order to reduce the
amount of the most necessary information to mariners.

Key words: maritime navigation, telegraphy, data transmission.

BcTtyn

[ns 3abe3neveHHs 6e3nekn y MOpsx i okeaHax, B Cy4aCHOMY CBiTi BUKOPUCTOBYIOTb AOBOSi
PO3BUHEHI Ta nowwmnpeHi metoam 3B’a3ky. 3 1 ciyHa 1992 BignosigHO 00 NPURHATOT KOHBEHLT
COIJIAC-74 6yno po3pobneHo METOAONOri0, CUCTEMY MOAINY 30H CBITOBOIO OKEaHY Ha PETIOHMU i
nepenbadeHo TEXHIYHI MOXITMBOCTI ANst nepefadi HacTyNHUX NOBIAOMIIEHb MOPENIIaBLUSM:

1. HasirauinHi nonepempxeHHs (COASTAL);

2. MeTteoponoriyHa iHdopmauis (WEATHER FORECAST);

3. [HdopMaLisa 3 NowyKy Ta pATyBanbHi 4ii (CnaciHHA);

4. NonepeXeHHs Npo nipaTcbKi Hanaaw.

3 npunHaTTAM KonseHuii COJIAC-74 yci kpaiHn Takox B3snM Ha cebe 3060B’si3aHHSA
iIMNSIEMEHTYBATU B CBOI HauUioHamnbHIi 3aKOHOOABCTBA MYHKTWU, WO CTOCYKTbCA TEXHIYHOro
3abes3neyeHHs Ta gpyHkuioHyBaHHs NAVTEX (NAVigational TEleX) 3 BugineHHsam nig poboTy aaHoi
CUCTEMU OKPEMMUX CMYr pagiodacToT | po3ginuTtn CBITOBUA OKeaH Ta MOps Ha 30HU
BignosigansHocTi NAVAREA - NAVAREA (Navigation Area) B mexax, AKuMX KpaiHW BRACHUKU
MOPCBLKNX TEPUTOPIN MOBUHHI HagaBaTu onepaTUBHY iHOpMaLito MopensiaBLAM.

BukoHaHHA gocnigXeHb

Cucmema NAVAREA (NAVAREA Navigation Area) — ue MoOpCbKi reorpadiyHi panoHu
BcecBiTHbOI cnyxbu HaBirauiiHMx nonepemkeHb METO skux € 3abesnedyeHHs iHdopmalii 3
Gesnekn Ha Mopi. 3 MeTow YHidikauii cMcTemMnm nepefadi HaBirauiMHOI Ta MeTeopOsorivyHOl
iHpopmauii i 3 meTolo 3abesneveHHa Geanekn MopennascTBa Po3pobneHO CBITOBY Cryxby
HaBirauinHMX nonepemXeHb, WO 3abe3neyye KOOpAMHALIiK nNepefaBaHHA HaBirauinHUX
nonepemkeHb Ta NoBiaoMIeHb Mo pafio BciMa MopcbkuMm KpaiHamu.®! Mepenayy 3ailicHo0Tb No
panoHaM, SKi npencTtaBnsAlTb cobok 30HM CBITOBOro OKeaHy MOAINEHOro Ha 16 palioHiB
NAVAREA:

"NAVAREA | - liBHi4Ha YacTuHa ATNaHTUYHOro okeaHy"

"NAVAREA Il - NiBaeHHa yacTuHa ATNaHTUYHOro okeaHy"

"NAVAREA 1l - CepensemHe mope"

"NAVAREA |V - CxigHa yacTuHa ATnaHTu4yHoro okeaHy (CxigHe y3bepexoks CLUA i Kanagwn)"

"NAVAREA V - Y3b6epexxka bpasunii (MisgeHHa Amepumka)”

"NAVAREA VI - MpuGepexHi panoHn ApreHtnHu Ta Ypyraar"

"NAVAREA VIl - ParoH Big lMiBaeHHOT Adpukn o AHTapktnan (ATNaHTUYHUMIN Ta |HAGICEKUIA
okeaHm)"

"NAVAREA VIl - MNpubepexHi panoHun IHaii"

"NAVAREA IX - PaiioH lNepcbkoi Ta AgeHcbkol 3aTok i YepBoHoro mopsa”

"NAVAREA X - NpubepexHi panoHn Asctpanii”

"NAVAREA XI - lNMiBaoeHHa Asiga"

"NAVAREA XII - 3axigHa 4acTuHa Tuxoro okeaHy"

"NAVAREA XIlII - MpubepexHi panoHn Pocii"
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"NAVAREA XIV - lNpubepexHi panoHn Hosoi 3enaHaii Ta lNiBgeHHOI YacTuHM Tnxoro okeaHy"
"NAVAREA XV - lNpubepexHi panoHn Ynni (3axigHa 4actuHa Tuxoro okeaHy)"
"NAVAREA XVI - Y36epexxs Mepy" B

NAVTEX BROADCASTS
Mediterenean and Black Sea
(NAVAREA Iy

Puc. 1. CeiTosi parioHn NAVAREA Pwuc. 2 etaneHa mana panioHy NAVAREA I
3 YopHum Ta CepeaseMHOMOPCHKNM MOPSIMU

KoxHa 3 kpaiH € BignoBiganbHOK 3a 0e3neKy NPOXOMXKEHHS CYAEH B MeXaxX CBOIX MOPCLKUX
KopAoHiB. LleHTpn HagirauinHoi iHdopMauii unx KpaiH galTb CMNOBILLEHHS CTOCOBHO 3abe3neyveHHs
©e3nekn mopennaeBaHHA. Kpim Toro, € we wrtabu koxHoro 3 panoHiB NAVAREA, aki gooaTtkoBoO
KOMYHiKylOTb 3 YyCiMa KpaiHamu, WO BXOAATb B 3a3HauveHi panoHn (iX HasnBalTb PaNOHHUMU
koopamHaTopamn NAVAREA). B cnoBilleHHsAX, SKi We Ha3nBalTb «MOBIAOMIIEHHS MOpennaBuaMy,
NOBWHHA MICTUTUCL iH(popMaLis, LLIO CTOCYETLCS MOLLKOMKEHb HEDE3Nnek, a TakoxX iHopmaLid, 40 AKOi
MOXYTb BYTU BHECEHI 3MiHUM OO0 3anfiaHOBaHOMo MapLupyTy, A0 Takoil iHpopmaLil BigHOCATLCS:

1. "HecnpaBHICTb BOrHiB, TyMaHHWX ByiB i curHanie, Wwo 3abes3ne4vyoTb NnaBaHHA MO OCHOBHUM
CyaHOoNMaBHUMM Lngxamun®;

2. "HasBHICTb HeGEe3NeYHNX 3aTOHYNNX CyeH Ha OCHOBHUX CYAHOMMAaBHMX WNAXax B 6e3nocepeaHin
Onun3bKocTi Big HUX";

3. "BCTaHOBNEHHA HOBOro Ba)KMMBOro HasirauiiHoro obnagHaHHsa abo iCTOTHI 3MiHW HasiBHOTO,
SKLLO Take BCTAHOBMAEHHS ab0 3MiHM MOXYTb BMSMHYTU Ha 6e3neky nnaBaHHA";

4. "HasBHICTb BENMKUX BYKCUPHNX KapaBaHiB B paoHax 3 Tyrn niaBaHHA";

5. "opendyoTb MiHK",

6. "panoHn nowyky-psaTyBanbHUX pobiT i panoHu, B SKUX NMPOBOASATLCA 3axoau no 6opoTbbi i3
3abpygHeHHaM mops”;

7. "HasgABHICTb HOBOBUSBIIEHWUX CKENACTUX MINWUH, pUIB i 3aTOHYNUX CyAEeH, AKi MOXYTb CTAHOBUTU
Hebe3neky Ana MopennaBcTBa Ta, SKLO €, X OrOPOLKEHHNA";

8. "HecnogiBaHi 3MiHK abo TMMYyacoBa 3abopoHa nraBaHHA";

9. "poboTa 3 npoknagaHHsa nigBogHUX kabenis abo Tpybonposoais abo iHWKUX NiABOAHUX POBIT, SKi
MOXYTb CTAHOBUTWU HeGe3neKy MopennaBcTBa Ha CyAHOMMaBHUX LWsaxax";

10. "3HayYHi NOPYLLUEHHA pexuMy poboTn pagioTexHiYHUX 3acobiB HaBsirauiHoro obnagHaHHa";

11. "iHdopmauis, Lo cTocyeTbCcA 0CcOBNUBKX A, AKi MOXYTb BNMHYTU Ha 6e3neky MopennaBaHHs
B AESKUX BUMAAKaX B BENMKNX parioHax (HaBYaHHS BiINCbKOBO MOPCBLKMX CUM, PaKeTHi CTPinbou i iH.)".

3 nepwy HasedeHa iH(OPMaLis OronowyeTbCA BiAMNOBIOHUM PaVOHHUM KOOPAWHATOPOM MO
MOXINMBOCTI He Ni3Hiwe Hix 3a 5 gi6 o novatky cBoei gii. Lli noBigomneHHs NnoBMHHI NOBTOPHOBaATUCS 0
3aBepLUEHHS iX Aii B Mipy HEObXiaAHOCTI.
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Pos3knaam nepenay KOXXHOro panoHy cknagarTbes Tak, wob yac nepegadi NAVAREA no gaHomy
panoHy He 36iraBcsa 3 Yacom NodibHUX nepeaay CycigHix panoHie, Wob He CTBOPHOBATU pagionepeLukos,
MK IHLUMMW Nepefadvyamun Bif HauioHanbHUX HaBirauinHMX BiOMCTB.

AKWwo HagirauinHi nonepeakeHHs 3anualTbCs B CUNI NMicna OCTaHHLOI nepegadi ix no
pagio, To iH(popMaLisi LLO MICTUTLCS B HUX, AOBOANTLCS 0 BidoMa MopensiasuiB BCboro CBiTy.

[nsa Toro, wo6 Ha cygax He Byno MOBTOPHOIO NPUNOMY OAHUX i TUX K€ NONEepPEemKEHb i
HenoTpibHOro ouikyBaHHA, ©eperoBi pagioctaHuii nepegatoTs cBoi NAVAREA nouyeproso,
nepenikom 3 KiHus.

MNepegani no pagio NAVAREA NOBWHHI, SIK NpaBuno, MiCTUTK iHdbopMaLito Tiflbku No
CBOEMY panioHy. [epenavi BeayTbCsl y BCTAHOBNEHWUI Yac i NOBTOPIOKOTLCA MO pajio Bigpasy
X nicng novaTtkoBOi nepepadi, notim - y Mipy HeobxigHocTi. NAVAREA, sk npasurno,
nepegarTbes Big 2 Ao 6 pasiB Ha goby, noBToptoloThbes No pagio Big 30 go 45 aid nicns
NepLIOro OrosIOLEHHS.

bioneteHi nonepemxeHb NAVAREA nepepaiwotecs nepiognyHo. Bci NAVAREA
3anMWaloTbCs B CUMi 4O TUX Mip, MOKM BOHU HE ByayTb CKacOBaHi paiOHHMM KOOPANHATOPOM.
B cBoto uyepry, KoxeH panoHHUI KOOpPAMHATOP MNOBUMHEH 3a0e3neuYnTy iHWKMX PaNOHHUX
KoopAamHaTopiB abo HauioHanbHi opraHu 3a ix 3annuTamm NMCbMOBMMM TEKCTaMM NonepeaKeHb
NAVAREA, w0 matoTb TepMiH aii 6inbLue 6 TUXHIB.

OpykoBaHi NAVAREA MoxyTb BugaBaTuca NOPTOBUMMK cnyxbamu Ta agMmiHicTpauiamu, a
Je ue MOXNUBO, 1X BKMYaTb B 3aranbHO4OCTYMNHI APYKOBAHI BUAAHHS. Y KOXHOMY panoHi
BeJeTbCA CBOS nopsigkoBa Hymepauis nepefadumx no pagio NAVAREA, nouvHatoum 3 1 cidHg
KOXHOro poky. [

Cucmema NAVTEX (NAVigational TEleX) - ue MibkHapogHa cuctema [Aans
aBTOMAaTM30BAHOrO nepefaBaHHsl HaBirauinHOI, MeTeoposnoriYHoi, iHdopmaulii 3 6e3neku
MOpPENnaBcTBa, LWTOPMOBUX MOMNEpPeAXeHb Ta [HWOI TepMIiHOBOI iHdopMalil B pexumi
By3bkocmyrosoro apyky (BBCY - NBDP - Narrow Band Direct Printing), pexum (F1B -
Tenerpadia (TLX), yactotHa mogynsuia (gianasoH MNMB/KB i3 LIIM + printer)). NoBigomneHHs
NAVTEX nepepatotbca BeperoBumn ctaHuisMu, ski nepebyBatoTb Yy nNpubepexHin 3oHi, i
pagiyc ixHboi aii 4o 400 Mopcbkmnx Munb (6nm3bko 740 kinomeTpis).

Ona cnyx6n NAVTEX cneuianbHO BMAINEHO Kinbka 4acToOT Yy CepeaHbOXBUIIbOBOMY
pianasoHi: 518 kl'y (mikHapogHa), 490 kl'y i 424 «l'y (HauioHanbHi). Kpim uboro, ans
HauioHanbHux cnyx6 NAVTEX BuaineHo 4acTtoTn B KOPOTKOXBUbOBOMY Aiana3oHi: 4209.5
kKl'y. TobTto Ha vactoTi 518 k'Y npautotoTe GeperoBi cTaHUii, WO nepegatoTb iHpopmauito
aHrMiNCLKOK MOBOIO 3a BCECBITHIM pPO3KNagoMm, Ae And KOXHOI 6eperoBoi CTaHUil BUAINEHO
cneujianbHW NPOMIDKOK Yacy ansa nepegadi iHdpopmadii.?!

Posknag cknagaetbca BcecBiTHboo Cnyxboto HasirauiHnx [NonepemxeHb. Ona
npunmaHHa  nosigomneHs NAVTEX BUKOPUCTOBYETBCS  cheuianbHU  npuamad, Lo
cknagaeTbes 3 6noky npuriMada cepeaHbOXBUNBOBOIO Aiana3oHy i ApYKyBanbHOro NPUCTPOLO.
3rigHo 3 Bumoramu GMDSS i SOLAS npunmay NAVTEX BcTaHOBMOIOTL Ha MiCTKy abo B
LUTYpMaHCbKin pybui, BiH Mae ByTn NOCTIMHO B poBo4YOMy CTaHi nig Yac pewncy cygHa.

MepenasanbHi ctaHuii NAVTEX reorpadiyHo poaTawoBaHi Tak, Wwob nig 4vac ixXHboi
po60oTN yHEMOXNMBNIOBaNUCA B3aeMHi nepewkoam. o6 yHUKHYTM B3aEMHMX nepeLukos, YCi
6eperosi cTaHuii NAVTEX nepegatoTb iHhopmaLito 3a po3knagomMm, i KoKHa BUXOAUTb B eqip
He BinbLue wecTn pasis Ha Joby.

CknalOaHHs1 rogiOomrieHHs1 O rniepedayi  NPOMOHYETbCHA ANA MOpennasuiB  3rigHO
BCTAHOBNEHOI IHCTPYKUii «[Mo cknagaHHO W OOPMMEHHIO NpUBEPEXHUX NOoNepemXeHb i
OOBeEeHHIo X A0 BigoOMa MopennasuiB» 3 pO3LNGPYBaHHAM TEKCTY Y NOBIAOMIEHHI.
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Puc. 3. Mpunmay NAVTEX 3 ekpaHom. Furuno-nx- Puc. 4 MNpuiimay NAVTEX 3 neHToro ans apyky
700b nosigomneHs,. Furuno-nx-700a 4

PosrnsHemo cuTyauito, KOnu naTpynioyn MPUKOPOOHHE CYAHO BUSABUIO HEBIOOMWA OBG’EKT, CXOXWA Ha
apendyoyy MiHy Y MOpCbkux Bogax YkpaiHu. [po gaHui iHumgeHT 6yno noBigoOMNEHO y HaBirauiiHWm LEeHTp, a
Tenep 3 LUbOro LEeHTpy NoTpibHO nonepeaunTu ycix MopennasLiB Npo MOXIMBY HeGe3neKy Ha MOPCbKOMY LUMAXY:

YXUTTEBO BAXIMBO VITAL

MYHKT OguWH HEBIOOMWN OB'E€KT PARA ONE UNKNOWN OBJECT
CXOXXWUW HA MIHY OPEU®YE APPARENTLY MINE

46-34.46N 031-30.41E 46-34.46N 031-30.41E

171215 UTC NIOT 2022 171215 UTC FEB 2022

OPEN®YE Y HAMPAMKY 200 rPAQYCIB ADRIFT IN DIRECTION 200 DEGREES
MYHKT BA BIOM LibOro PARA TWO CANCEL THIS MSG ON
201215 UTC NMIOT 2022 201215 UTC FEB 2022

[aHe npubepexHe-HaBirauinHe nonepemxeHHss Oyae nolwmpeHe HauioHanbHo, Ta 060B’A3KOBO
aHrNINCbKOKD MOBaMM, OCKINbKM Y MOPCbKMX BOAAX MOXyTb OyTW He yKpaiHCbKi cygHa, a i cyaHa nig
iHo3eMHVM nparnopom. [

MyHkT GKNTTEBO BAXKITMBO» BKasye, L0 Le BaXMBe NOBIOOMIEHHS, SKWO Npu nepegadi we
aodatn OO TEKCTy * | TO JaHe MNOBIOOMIIEHHSA TaKOX HeMOXINMBO Oyae AoAdaTtv Yy BUKIIOYEHHA Ta
npoirHopyBaTu npuriMmadem. MNMosigomneHHs 6yae HeranHo nepegaHe No pagio.

MyHkT «MYHKT OOWH HEBIOOMWIA OB'EKT CXOXMN HA MIHY OPEN®YE» nosigomnse npo Lo
naeTbCs y NoBigOMMEHHI. B Hawomy Bunagky BUSIBNEHO O6’EKT CXOXUIN Ha MiHY.

MyHkT «46-34.46N 031-30.41E» Bka3ye koopaunHaTu. B gaHomy Bunagky B panoHi Mk Opecoto Ta
OyakoBoMm.

MyHkT «171215 UTC JIKOT 2022» Bkadye 4ac 3a [puHBiveM Ta paTy konu 6yno BUSABMAEHO
Hebe3neyHun ob’exT.

MyHkT «APEN®YE Y HAMPSAMKY 200 FTPAOYCIB» BKasye HanpsaMoK pyxy Ha cxif.

MyHkT «MYHKT ABA BIOM LUbOIO 201215 UTC JIKOT 2022» Bka3dye yac 3a [puHBiYeM Ta gaty
KONW JaHe NoBiAOMITEHHS NPUMNUHAE CBOLO Ait0.

Micna npunuHeHHs Ail 4aHOro NOBIAOMIEHHS!, BOHO NOBMHHO ByTn onybnikoBaHo B ny6nivyHOMY
apxiBi Ha oMiUiNHUX pecypcax PO3MNOBCIOMKEHHS iHpopMaLii HasirauinHoro ueHTpy. NoBigoMneHHs
ny6nikytoTbCs, K 36ipHUK TEKCTOBUX NOBIAOMIEHb B TOMY X BUrMNAAI, K BOHM TpaHCcnoBanues nig yac
nepegaui.
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Puc. 5. KoopauHatn 46-34.46N 031-30.41E Ha mani

MoXnmMBuM BOOCKOHaNEHHSIM He TiflbKW apxiBy a i MOXIMMBOCTEN CUCTEMW 3ararioMm MoOXe cTaTtu
rpacpiyHa obOnoHKa 3 MOXIMBUM BigoOpakaHHSAM OaHMX MO OHOBIEHHK cuTyauii Ha Mmopi. lliguac
poBOTU HaBIraUiMHOIO LIEHTPY Y HAaA3BMYaNHUX CUTYaUIN KOXHA XBUIMHA rpard CBOK BaroMy ponb Ansi
3abe3neyeHHst 6e3nekn cygeH nig Yac HaB4yanbHUX CTPiInb6 abo nig Yac NowyKo-pATyBanbHUX POBIT.
[aHe BOOCKOHaNeHHs1 403BONUITO © 3MEHLWNTK Yac pobOTH i BidiNTK Bid BUKOPUCTAHHS NanepoBux man
y HaBirauinHmx ueHTtpax. Ans nybniyHnx kopuctyBauis 6yno 6 HabaraTto 3py4Hilie opieHTyBaTuCs 3a
rpacivHO Manoko Hix 3a koopanHaTamu y cuctemi WGS 84.

BucHoBku

NAVTEX (NAVigational TEleX) Ta NAVAREA (Navigation Area) 3apekomeHayBanu cebe, Kk HaginHy
CUCTEMY perynsapHOro CrosiweHHs MopennasuiB. [MoBigomneHHs, gk posrnsganochb y crtatTi, byae
nepegaHe MUTTEBO NPWU HACTYNHIA TpaHcnauii. Tak 6yae nonepedXeHo yci cygHa, aki npoxogaTb 6ins
3a3Ha4YeHnx KoopauHar i byge BpsaToBaHO 6arato XUTTIB.

Cepen HeponikiB cnig BigMITUTW, WO NPW TPaHCNIOBAHHI MOBIAOMIIEHHS 3rigHO poO3knagy Ha
BuaineHnx 4vacrtotax 518 klu, 490 kluy, 424 klu, 4209.5 kly, akwo BiabyBaeTbcs napanenbHa
TpaHCrAuig, Le NpsiMo BMAMBAE Ha AKICTb MOBIAOMMAEHb Yepes HaknagaHHA OQHOMo CUrHamny Ha iHWuin B
Mexax OfHiel cMmyrn pagiodacToT. [daHuin TexHiYHWA HeJoniK YCyBaeTbCs TiflbKM OpraHidauinHumMu
3axofamMu, pavioOHHUI KoopauHaTop KOXHOI i3 30H NAVAREA dopmye po3skrnaz KOXHOI HauioHanbHoi
HaBirauinHoi cnyxbu ona noganbLlUNX TPAHCNALUIN Y BigBeaeHUn vac.

IHWWA Heponik, Ue BIACYTHICTb IHCTPYMeHTIB Anga rpadivyHol Bidyanisauil, WO BuUpilLYyeETbCA
TEXHIYHUMUN MOXIMBOCTAMM CcboroaeHHs. 'padiyHa obonoHka 6yna 6 akTyanbHOI, K | AN NpauiBHUKIB
Ta cnyx0o0BUiB HaBirauinHUX LEHTPIB, Tak i AN KOpUCTyBadiB, SKMM MNOTPIOHO BidyanbHO MNpocTa
iHdbopMaLii Woao cutyauii Ha Mopi.
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PROSPECTS OF THE INFRASTRUCTURE DEVELOPMENT FOR
FINTECH COMPANY’S DATABASES

Sergii Rozhkov. Open International University of Human Development “Ukraine”,Kyiv,
Ukraine. serj.rozhkov@gmail.com

Abstract: Technologies used in the development of applications are changing rapidly On the other hand, one
of the main parts of the backend is a database which does not undergo fundamental changes so often. The purpose
of this work is to investigate and, if possible, to predict ways of fintech companies’ infrastructural solutions for the
nearest future.

One of the biggest users of relational databases is the financial sector. In order to predict something, one must
first determine the current state of database infra. By 2020, almost 75 percent of the infrastructure was located
on real servers in rackspaces. Despite all this, most fintech companies plan to move to public clouds in the future
as it provides

many advantages for their business. Even 5-7 years ago, it was not possible to talk about the fact that highly
loaded databases of serious financial companies could be deployed in the public cloud, since public clouds could
not provide the necessary performance, primarily in the speed of working with the volumes[1][4]. But progress in
hypervisor technologies has led to the fact that almost any database can be migrated or deployed in the cloud.
Therefore, it is safe to say that the future deployment of database infrastructure are public or private clouds.

But the use of serverless technologies (for example, RDS in AWS) will still not gain such a large popularity. Since
so far self-installed databases are cheaper not only in terms of hardware, but also in terms of licenses for paid
versions of databases. In addition, self-installed versions provide greater flexibility and maneuverability in solving
emerging issues during operation, for example, to work with a disk, you can use software RAID for disks of different
types, distribute the load on different partitions (for example, database files on one patrtition, log files on another
partition )[1] or use optimization due to the file system itself and its additional options, use combinations of instances
with ephemeral storage and orchestrators and configuration management systems for read-only replications.

Key words: databases, AWS, public cloud, serverless services, RDS, EC2, fintech.

Beryn.

B cyvacHomy 6i3Heci iCHye Bemnuka KOHKypeHLis fka i € pylwiem nporpecy, a Ansd KiHueBuXx
KOPWUCTYBAYiB BUpaXKeHa y TOMY LLIO CEPBICK MOCTIMHO NOKPALLYIOTLCS, HE € BUKINIOYEHHSIM i dhiHaHCOBUIA
CEKTOp Ae, HanpuKnag, BXe BaXXKO 3HAWTU NOAMHO Y AKoi Oyae MeHLWwe ABOX MOBinbHMX GaHKiHrB Ha
cMmapTdoHi. Tomy, Sk M1 6a4nmo, HaBITb TYT, e KOXHa Ais obMexeHa iHAyCTpianbHUMK Ta ypsagoBMMm
perynsauiamm Tpeba opieHTyBaTUCA Ha BUCOKOMPOAYKTUBHI (PperMBOpkM, BescepBepHi Ta XMapHi
TexHornorii — wob 6yt Wenawmm, Kpalmum i AaBath Te YOro HeMae y KOHKYPEHTIB.
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TexHoMorii Wo BUKOPUCTOBYHOTLCS Y PO3pOOLIi 3aCTOCYHKIB 3MIHIOOTLCS LLUBUAKO, arne, He 3BaXKaroun
Ha Lie, OAHI€El0 i3 OCHOBHUX YacTuH BekeHay € 6a3n gaHnX e KOpPiHHI 3MiHM BiabyBalTbCA He Tak YacTo,
TOMY B [iaHi CTaTTi OCHOBHa yBara 6yae npuaineHa came 6asam, Tak 9K OKpiM TOro Lo Le € BaXNMBMM
€NeMeHTOM BiH, SIK NpaBusio, € e i HANOOPOXKYOK YaCTUHOK apXiTEKTYPHOIO PilLIEHHS.

Ak BUAHO i3 pyc.1. 0AHMM i3 HAMBINbLUMX KOPUCTYBaYiB pensiLinHux 6a3 gaHux € came iHaHCOBUI CEKTOP.

BukoHaHHs paocnigxeHb

Ona Toro wob wock nporHo3yeBaTn Tpeba cnovaTky BU3HAYUTUCA i3 MOTOYHMM CTaHOM peyen. Ha
2020 pik mamxe 75 BigcoTKiB iHPPaCTPYKTYpU 3HAXOOMMNCSA caMe Ha «3ani3Hux» cepBepax(aus puc.2.)

Ane fKWO NoauBUTUCA Ha TOMOBUX KOPUCTYBadiB caMme XMapHuUX cepBiciB (puc.3.)[7] TO MOXHa
no6aunTn Wo came iHAHCOBMI CEKTOP € OAHWM i3 MigepiB No iHTerpawii CBOiX CepBiciB, Xxo4a 3axucT
o6nikoBNX AaHMx — ogHa 3 Hanbinblmnx npobnem, NoB'a3aHUX i3 po3TallyBaHHAM AaHMX Y XMapi.
Bisbmemo, Hanpuknag, AWS (Amazon Web Services). Ockinbku 3 Baloro KopeHeBOro 06mikoBOro
3anuncy 34iNCHIOETbCA KePyBaHHS NMOB'A3aHMMK pecypcamum Ta cepaicammn AWS, noTpibHO HagaTy NOBHUN
OOCTYN A0 BCIX AaHUX, BKAOYAOUK Ti, HA AKi NOLWINPIOTHCA NpaBa agMiHicTpaTopa.

IT services/consulting/
system integration 20%
Financial services 13% N
Government (all levels) 1% 1N
Healthcare/medical 9% N
Manufacturing 9% N
Software/application development 8% |
Education (all levels) s N
Retail/Distribution 6% N
Utility/Telecommunications/
Transportation 6% Il
Media/Entertainment 4% A
Consumer services 3% 1
Insurance 3% 1
Business services 2% 1
High-tech manufacturing 1% 1
Other 2% 1

& 0 20 40 60 80 100 )

Puc.1. Ctatuctuka BUKopucTaHHs 6a3 gaHux 3a iHaycTpieto.

4% Other

On-premises systems  71%
25% In public clouds

Puc.2. PoamilleHHs iHdpacTpyKTypu onepaTopa.
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Top 3 Highest Cloud-Spending Industries

e g %

$19B $16B $16.78

Manufacturing Professional Banking
services

Pwuc.3. Tligepn BUKOpUCTaHHSA XMapHMX CEpPBICiB.

HesBaxarum Ha Bce uUe, BinblWiCTb IHTEK KOMMNaHin nnaHye i Hagani nepeisgutn y nybniyHi
xmapu(puc.4.) Tak K Le Hagae 6eaniy nepesar[3]:

GinbLua rHyyKiCTb MaclTabyBaHHS;

MEHLLINA KOLLTOPUC;

He NOTpiOHO BUTpaYaTh Yac Ha NiaoTPUMKY CEpBEPHOI IHPpaCTPYKTYpH;
LWBNALWMNA WINAX ceTany Big po3pobKu A0 NPOAaKLLEHY;

MEHLLUWI piBeHb KBanigikauii nepcoHany;

Ginbwimn Bubip CYB[;

iHTerpauiq i3 iHWuMM XmMapHMMn cepsicamu;

LBWAKI Oekanu;

MOXIUBICTb NEPEHOCUTU NIKOBE HaBaHTaXeEHHS i3 HapOLLyBaHHAM MNOTY>KHOCTI;
Kpawe 6anaHcyBaHHS HABaHTaXKEHHS.

3rigHo i3 p1c.5 OCHOBHI 3ycunnga €BpONENCbKMX KOMMaHi BUTPAYaloTbCs CaMe Ha Mirpauito y xmapu
i, 9k 6aummo, dani Ha oOnNTMMI3auil KOWTIB, WO i He AOWBHO, TaK sK Tapudikauis cepsiciB €
GaraToBeKTOpPHOW i cknagHow. Lle HaBiTb nopoamno komnaHii siki NPOCTO MPOpPaxoBYyOTb BapTiCTb
ManbyTHBOI KOHPIrypauii iHpacTpyKTypu, a NOTiM KOHTPOSIOTbL PaxyHOK i HA4aTb CBOI pekoMeHaaLii
o0 Moro onTumisadlii.
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Past 12 months Next 12 months

Decrease 2% 2%
No change 32% 18%
Increase 1-5% 18% 15%
Increase 6-10% 16% 17%
Increase 11-25% 13% 17%
Increase 26-50% 9% 1%
Increase by more than 50% 4% 10%

Total Increase 26% 38%
Don’t know/unsure 7% 9%

Pwuc.4. Hanbnwkdi nnaHu cTocoBHO Mirpadii 6a3 gaHux y XmapHi cepsicu.

Top 3 Cloud Initiatives in Europe

(<)
50%
Fostering a cloud-
first strategy

(o)
70%
Workload migration
to the cloud

o)
59%
Optimizing cloud
use to cut costs

Puc.5. Ha siki po©oTu y xMapi BUTpa4yaloTb pecypcu EBPONENCHKI KOMMNaHii

I3 HaBeaeHOI BULLE CTAaTUCTUKM BUMAMBAE NULLIE O4MH BUCHOBOK — Hagani GinbLwicTb koMnaHii 6yayTb
NepeHoCUTI CBOI SIK 3BMYaWHI CepBiCU | 3aCTOCYHKM TaMm i 6a3n gaHnx came y nyonivHi xmapw.

Po3rnsHeMo eeKkTUBHICTb BUKOPUCTAHHA KOLUTIB, Tak SK nepw 3a Bce MeTa bisHecy -ue GinbLue
3apobnsaTn Ta MeHwe BuTpadaTtu. A gani BiglutoBxyBaTucs Bifg pesynbTartis. [ybniyHa xmapa, mabyTb,
HanbiNbL EKOHOMHE pilleHHs, 0cobnMBO SAKWO BM npautoeTe 3 SaaS-goaaTkom 3i 3pocTarynmu
BUMOramMmn OO iHdpacTpykTypu. lNpmBatHa xmapa, HaBnaku, Oyaoe HankpawimMm BapiaHTOM, SKLUO
KOHTponb Ta 6e3neka Ans Bac HanBaxnumeiwa. Tak gk HannonynsapHiwnm nyéniyHMM XmMapH1UM cepBicoM
e AWS pani 6ygemo posrnsgatu camo roro(puc.6.).
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Cloud Infrastructure Market Share

\ B
%, %, i A 20% 10%

aws A\ Azure Google

Puc.6. CtaTucTtnka BUKOPUCTAHHSA XMapHUNX CEPBICIB.

Hani noctae nutaHHa — 4 Tpeba BMKOPUCTOBYBATU XMapHi cepsicM 6a3 gaHMX 4nm Bce X
BMKOPUCTOBYBaTU CaMOiHCTanboBaHy 6a3y AaHuXx.

PoarnaHemo AWS RDS (Relational Database Service) — ue 6asa gaHux sik cepBic. Bam HagaoTb
pocTtyn o 6asu gaHmx 6e3 HeobxigHOCTI il aamiHicTpyBaTK, a BCi TypbOTH WOA0 NIATPUMKN PE3EPBHOIO
KOMitoBaHHA, HanawTyBaHHs pennikauii Ta 3abesaneyeHHs BUCOKOI [OCTynHocTi Gepe Ha cebe
noctavanbHuK nocnyrm (to6to AWS)[5].

MpocTiwe Kaxyun BM OTpUMYETe OauH abo Kinbka eksemnnsapie B[, 3 akMMn MoxHa ogpasy
npautoBaTiu — nucat 4m yutatm gadi. MNMpy ubOMy Hemae HeOBXiAHOCTI camMOCTIMHO po3bupaTtucs 3
BCTAHOBIEHHAM Ta NOYATKOBO KOHdirypauieto camoi BI1. Ane, Hacnpaegi, € HroaHcu. ObmexeHHss RDS
MOXHa 3aranom ccopmyrnoBaTt Tak[2]:

e OCKINMbKM BeCb npouec agmiHicTpyBaHHA 6epe Ha cebe nposangep, BM SK KOpUCTyBau
oTpUMyeTe 0bMEXeHy MOXIMBICTb KOHQiIrypyBaHHsA B[, wo iHogi 6yBae KpUTUYHO, TOMY LUO
npu UbOMY BiACYTHS MOXIMBICTb NPU HEOOXIAHOCTI 3pOBUTU TOHKE HaNawTyBaHHS;

e i3 TOYkM 30py Oesnekn BM HaBiTb HE MaeTe KOpucTyBada i3 MOBHUM Habopom
aaMiHiCTpaTMBHMX NPUBINEIB;

e FKWO XTOCb pobuTb 3a Bac BCl «BpyaHy» poboTy, TO 3a ue AOBedeTbCs 3annatutu, a 'y
Bunagky RDS paxyHok 6yBae Yvmanum.

3pobUMO HEBENMYKNIA NPUMIPHUIA NMigPaXyHOK-NOPIBHAHHA MixX RDS

Ta camoiHcTanboBaHow 6a3ot Ha EC2. [1na npuknagy Bisbmemo 6a3y

cepefHbOro poamipy i3 napametpammu 32 CPU 128 RAM. [1na npoctoTtu

npuknagy BisbMemo 3suyanHuii SSD guck Ha 1Tb.

Ons RDS:

Estimated monthly costs

DB instance 2300.96 UsSD
Storage 127.00 UsD
Total 2427.96 UsSD

Puc.7. Po3spaxyHok BapTocTi iHCcTaHcy RDS i3 manctep Hogow

Axwo gogatn Hogy Ans penniku:
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Estimated monthly costs

DB instance 2300.96 UsSD
Multi-AZ standby instance 2300.96 UsSD
Storage 253.00 UsSD
Total 4854.92 USD

Pwuc.8. PospaxyHok BapTocTi iHCTaHCy RDS i3 manicTep HOA4OK Ta penikoro
Mpuknag ans 6asm Ha EC2:

Estimated monthly costs

instance type hour day month storageperGb 1Tb Total
master mbi.8xlarge 1,712 41,088 1232,64 0,11 110 1342,64

Total 1342,64

Pwuc.9. PospaxyHok BapTocTi iHcTaHcy EC2 i3 mancTep Hogow
I3 pennikoto:

Estimated monthly costs

instance type hour day month storage perGb 1Thb Total
master mebi.8xlarge 1,712 41,088 1232,64 0,11 110 1342,64
replica mé6i.8xlarge 1,712 41,088 1232,64 0,11 110 1342,64
Total 2685,28

Puc.10. PospaxyHok BapTocTi iHcTaHcy EC2 i3 MaiicTep HOZOH Ta penniko

Ak BUNNMBae i3 po3paxyHkiB — CamMOCTIMHO iHCTanboBaHa 6a3a gaHux B ABa pa3u geweslle, To6TO,
SKLO MW FOBOPMMO MPO KNacTepHy apxiTeKTypy ANA BUCOKOHaBaHTaXeHuX 6a3 gaHux, pisHuMus MOXe
caraTu OeCATKIB TUCAY JonapiB Ha Micsub.

TakoXX MOXXHa PO3rNAHYTU NiLeH30BaHi 6a3n gaHnX | NOPIBHATYM X LiHK, Bi3bMEMO A0 NpUKnagy ayxe
nonynspHun Microsoft SQL Server:

e RDS RI 32 cores price - 178116%$/pik
e Marketplace IAM 32 cores price - 137777$/pik + 15894%/pik 3a EC2 icHTaHC
e Own License 32 cores - 95632%$/pik + 15894%$/pik 3a EC2 icHTaHC

Lle o3Hauae wo i3 Toukn 30py Gi3HECY NOBHICTIO HIBEMETLCA ronoBHa nepesara RDS — Te wo He
Tpeba matn okpemMoro cneuianicta i3 6a3 gaHux, TOMy WO AN BENUKMX 06’€MIB BUrigHiLLE HAWHATH
komaHgy DBA.

YacTto 6yBae, Konu NpoeKT TifNbK1 NOYNHAETLCS, TO BUrigHiwe B3saTM RDS. Ane B Mipy 3pocTaHHs Ta
PO3BUTKY CaMOro NPOEKTY 3pOCTaE, sik NpaBuIo, i 6asa AaHux, a 3Ha4YnTb | BapTiCTb 3a KOXEH eK3eMnnsp
RDS. Y skuinicb MOMEHT nNpuxoauTb PO3YMiHHSA, WO BurigHiwe maTtn self-hosted-pilieHHsA, HaBiTb 3
ypaxyBaHHSAM BUTPAT Ha MOro po3ropTaHHA Ta NiATPUMKY Yacy i pecypcis.
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BucHoBok

e 5-7 pokiB Tomy rogi 6yrno roBoputn npo Te Wob BUCOKOHABaHTaXeHi 6a3n gaHux Cepmro3HMX
hiHaHCOBUX yCTaHOB MOrnun GyTW PO3ropHyTi y Xmapi, Tak SK NyGriyHi Xmapu He MOrnu HagaTwu
HeoOXigHYy NPOAYKTMBHICTL Hacamnepeg Yy wBuakocTi pobotn i3 guckom[1][4]. Ane nporpec y
TEXHONNOrisiX poboTK rinepei3opa NpPM3BIB 4O TOro WO BXe Make 0yab-siky 6a3y MoxHa mirpyeatn abo
PO3ropHyTK Y XMapi. Tomy MOXXHa BNEBHEHO rOBOPUTY LLLO MabyTHE po3ropTaHHS iHppacTpykTypu 6a3
AaHnx — ue nybnidHi abo npuBaTHi xmapw.

A ocb BUKOpUCTaHHA Ge3cepBepHux TexHonorin(Hanpuknag RDS y AWS) Bce X He Habyae Takoro
BENUKOro maclutabdy. Tak sik MOKK WO camoiHCTanboBaHi 6a3n gaHux oKpiM TOro WO € AeleBLUNMN He
TiINbKM y NNaHi 3anisa, a i y nnaxi niyexsin Ha nnaTtHi Bepcii 6a3 gaHux. Okpim Toro, camoiHCTanboBaHi
Bepcii HagatoTb OiNblly THYYKICTb Ta MAHEBPEHICTb MO BUPILLEHHIO BUHMKAOYMX MUTaHb MO Mipi
ekcrnnyaTauii, Hanpuknag, ons poboTu i3 4MCKOM MOXXHA BUKOpPMUCTOBYBaTK nporpamMHi RAID ans guckis
Pi3HMX TUNIB, PO3HOCUTN HAaBaHTaXXEHHSA Ha pi3Hi po3ginu(Hanpuknag Ha ogauH po3ain dannm 6asn, Ha
iHWKIA po3ain dannu xypHanis)[1] abo > BUKOPUCTOBYBaTN ONTUMI3aLil0 3@ paxyHOK camoi hannoBoi
cucTeMun Ta il 4o4aTKOBUX ONMLi, BUKOPMCTOBYBATM KOMOiHaLIT i3 iHCTaHCIB i3 eheMepHNM cTopagkem
Ta opKecTpaTopiB i cUCTEM ynpaBriHHA KOHQIrypauissMmu ans pensikadii wo BUKOPUCTOBYIOTLCS NuLle
AN YNTaHHS.
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Abstrfct: the article examines the latest types of cryptographic algorithms in various mobile operating systems
(I0S, Android). Research describes how different operating systems protect user data; what vulnerabilities exist for
now. Determine what is sensitive information for the user that should be carefully secured. Recommendations how
to protect and increase security for mobile devices that are everywhere solving different tasks including digital
actives. A lot of attention is paid to different technologies of protection, general principles of security of confidential
data. Exploring existing levels of abstraction for design and analysis the stability or efficiency for cryptographic
systems. Give a try to compare different environments with opposite ideology but one roots. Partial or complete
breakdown, prompt response to vulnerability. The problem of disk space encryption and the choice of appropriate
cryptographic algorithms by one or another platform are considered. It is proposed to investigate various methods
for evaluating the stability and efficiency of the presented algorithms. Cryptanalysis of mathematical models and
physical devices to protect confidential or sensitive information. An overview of end-to-end encryption and why it is
important. Thoughts on further research on finding a universal method for checking the stability and efficiency, time
or labor costs for the possibility of interfering with the security of the device under the condition of active floating or
with the help of a hardware and software product are presented. At the end, conclusions and suggestions for
improving the efficiency of the security system on any mobile device under the guidance of the operating system
are presented. Everything invented by man or nature is subject to study and research in the possibility of obtaining
benefits for humanity.
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Bctyn

OpfHielo i3  HaMBaXKNUBILLMX XapaKTEpPUCTUK KpunTorpadivyHoro 3axucty iHdopmauii  (K3I)
BBaXaeTbCs CTINKICTb anroputMy O KpuntoaHanidy. ToOTO CTiMKMM BBaXXaeTbCsl anropuTM, KU Ons
YCMiLLIHOT aTakun BUMarae Big NPOTUBHMKA HEQOCSXKHUX 004YMCOBanNbHMX pecypciB, HEQOCSKHOro obeary
nepexonsieHnx BIOKPUTUX i 3awndpoBaHMX MOBIOOMSIEHb YW X TaKOro 4acy pPO3KpUTTA, WO MO MOro
3aKiHYEHHIO 3axuLleHa iHpopmaLia Oyae Bxe He akTyanbHa, i T. 4. Y OinNbLlIOCTi BUNaaKiB KPUNOCTINKICTb
He MOXHa MaTeMaTUYHO JOBECTU, MOXHA TiflbKW AOBECTU YpasnuBICcTb KpunTorpadpivyHoro anroputmy[1].

Bigomo [2], wo icHye paekinbka piBHIB abCTpakuii npu NPOEKTyBaHHI Ta aHanisi CTiNKOCTI
KpuntorpadiuHmx cuctem: abcTpakTHa MaTeMaTMyHa Mogesnb KpuntorpadiyHoro nepeTBOPEHHS
(anrebpaiyvHi Ta MMOBIpHICHI Mogeni wndpy), mogens 3acoby KpunTorpadiyHOro 3axmcTy iHopmauii Ta
KpUNTOCUCTEMWN peani3oBaHii Ha KOHKPETHIM nporpamHo-anapaTtHol nnatdopmi. [Mepwi moaeni
nepeBaxHO aHani3ylTbCsd MeTO4aMW KacMYHOro KpunToaHanidy, OCTaHHi — KpunToaHanisy 3
BUKOPUCTAHHAM iHdopMaUii 3 nobiyHMX kaHaniB (aHrn. - side-channel cryptanalysis). Takum 4nHOM, y
KpunToaHanisi noGiYHMMK KaHanamy AOChiAKYyETbCA BMMMB HENPAMOI iHopMaLii, OTpUMaHOI nig Yac
pobOTK KpMNTOCUCTEMM, Ha OcnabrieHHs CTIMKOCTI 40 YacTkoBoro abo nosHomy 3namy[2]. OueBugHo,
WO MEeToaM KpunToaHanidy no nobiyHMM KaHanam 3anexuTb Big apXiTekTypy Ta ocobnmuBocTen
peanisauii o64ncnioBanbHOI CUCTEMU, Y MeXax siKoi peanizoBaHo 3acio K3l.

Ha gaHuMi MOMEHT CBITOBWUI PUHOK onepauiiHux cuctem Anst MoBinbHMX MPUCTPOIB 3 BEMMKUM
BiapnBOM ovontotoTb ABoe nigepis: Google Android Ta Apple iOS (Puc. 1). Y npoueci eBontouii obnasi
nnatcopmu ccopmyBanm nigxoguM OO0 opradizauii 6e3nekn gaHuMx kopuctyBada. KoxHa Mae cBoi
nepesaru Ta Hegonikn. 3akpute cepenosule po3pobkm iOS Ta onepaTUBHE pearyBaHHsi Ha BPasnmBiCTb
CTBOpPHOIOTE AoBipy 00 Apple. Ane pgoci Apple MOBHICTIO HE 3axuLWAEe KOPUCTyBadiB Big 3namy Ta
KoMnpomeTauii AaHuX PisHUMK KaHanamu.

Google 3a ocTaHHi Kinbka pokiB 3Ha4HO nigsumna 6esneky OC Android 3a paxyHOK BUKOPUCTaHHS
KpmnTorpadivyHoi hyHKUiOHanNbHOCTI. Ane daxiBui 3 KibepKkpMMiHaNICTUKM BCE LLE MOXYTb 0BIATN 3aXMCHI
MexaHi3amun Android Ta oTpumaTt gOCTyn A0 AaHUX.

PoarnaHeMo geTanbHille KOXHY 3 onepauiHux cuctem, po3bepemMo MeToam 3axucTy, NO3Ha4YMMo
CuUnbHi Ta cnabki cTopoHn Besnekun. Y pesynbTaTi ChopMyeEMO pekoMeHaauii SK AN KOpUCTyBadiB, Tak i
Anst po3pobHuMKiB 3 060x nnaTtdgopm.

BukoHaHHA gocnigkeHb

Maixe BCi gaHi kopuctyBadya MOBINbHUX NPUCTPOIB € KOHMPIOEHUIMHUMK: enekTpPOoHHa nowTa,
NOBIAOMINEHHS, GiomeTpuyHa iHopMaLis, OTO- i BiAEOKOHTEHT, AOKYMEHTU, MiCLe po3TallyBaHHS,
naponi, ictopis po6oTtun y 6paysepi Ta 6arato iHworo. Aki came gaHi HanbinbLL KOHMIAEHLINHI | AKi TEXHIKa
3axXMCTY BUKOPUCTOBYIOTLCS 3apa3? TakoxX po3rngHemMo 3aranbHy MoAesnb 3arpos.

MoxHa BnginuTn gekinbka Knio4oBMX TEXHIK KOHTPOMIO OOCTYNY A0 AaHUX:

» besneka ma i3onauis [10. CyyacHi onepauiviHi cuctemMm MOBINbHUX MPUCTPOIB  YiTKO
PO3MEXOBYIOTb OOCTYN AOAAaTKiB i AOCTyn KopucTyBada. Hanpuknazg, CyMHiBHI godaTku He
MOXYTb OTPMMaTM LOCTYN A0 AaHWUX, Ha SKi He MatoThb BigMNOBIAHMX NpaB, 403BONIB. 115 3anycky
AOBINBbHOIO KOOy Ha MpUCTPOi HeobXigHO BMKOHATM 00OXiA  BCTAHOBMEHOIO OOMEXEHHS:
«oprennbpenk» ona iOS abo otpumaTu pyT-goctyn ana Android.

= [locmyn 3a donomozorww Kodie ma 6iomempii. KoHTponb pgoctyny po iHtepdencyOC
30INCHIOETLCA NepeBaXHO Yepes naporb AOBINLHOI CUMK, HanyacTiwe BiH umMdposuin. MoxHa
aKkTMByBaTW naTTepH (rpadivYHMi KoY — MOCNIAOBHICTb) Ha ekpaHi 6rokyBaHHSA. Bce vacriwe
3aCTOCOBYETbCA BIOMETPUYHMI JOCTYyN : 4epes3 posnidHaBaHHS puc obnmydsa abo BigbuUToK
nanbus.
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StatCounter Global Stats
Maobile Operating System Market Share Worldwide from Oct 2021 - Oct 2022

Android I?1 7%
i0s I;n 14%

Samsung [{0.4%

Unknown [0.12%

Kai0s |0.11%

Nokia Unknown |0.02%

Windows [0.01%

Series 40 0.01%

Other |0.02%

0% 16% 32% 48% 64% 80

Puc. 1. YacTka mobinbHMx nnatdopm y cBiTi 3rigHo statcounter.com

»  UlugppysaHHs ¢hatinie ma duckie. B pasi o6xody 3nMOBMUCHUKOM NPOrpamMHUX MEeTOLIB 3axuUCTy
BiH 3iTKHETbCA 3 3awwmndpoBaHMn gaHnmu. Lle moxyTb B6yTun, ik okpeMi bannn, Tak i po3ginu
ancka. LudpyBaHHA [aHWX, AK NpaBuno, OpraHi3oBaHe acuMMETpU4YHO: B ObnagHaHHA
BOygoBaHa OfHa YacTUHA KMoya, a iHwa — reHepyeTbcsl Ha OCHOBI BUOPaHOro KOpUCTyBayem
naponto.

» FesneyHe anapamHe 3abesrnevyeHHs npucmpoig. OCTaHHIM YacoM BUPOOHMKN BNPOBAgKYOTb
cniBnpovliecopun 6esnekn Ta iX BipTyanisoBaHi aHanoru. Lle 3axuiiae Big nporpamMHmx aTtak i atak
Ha obragHaHHS NPUCTPOID, MIACUITIOYM MEXaHI3MU LWNMPYBAHHA KOHMIAEHUINHUX OaHKWX,
30kpeMa GioMEeTPUYHUX LLIABMOHIB.

» FesneyHe pe3epsHe KorioeaHHS ma poboma 3 xmaposumu cucmemamu. 30BCIM HeaaBHO
nocrtayanbHMKM MOCAYr no4yanu nponoHyBatu 6e3nedyHy Moaenb XmapHoro 36epiraHHs
pe3epBHMX KoM gaHux 3 npuctpoiB. CydacHa cuctema 3awmdpOBaHONO pPE3EpPBHONO
KOMilOBaHHS1 YHEMOXIMBIIOE MNPSIMAA  OOCTYN XMapoOBOro npoBanaepa, 3rNOBMMUCHUKIB 4K
NpPaBOOXOPOHHMX OpraHiB 4O AaHWUX KOpUCTyBa4a

Modenb 3a2po3: CydacHi MoBinbHI NpMCTPOi AoCUTb A0Bpe 3axumLeHi Big TpaauUiiHUX OUCTaHLUiIMHMX
aTak. Ane npamuin isnyHUn 4oCcTyn A0 NPUCTPOLO (abo MOro KOMMOHEHTIB) NPOTSArOM TPMBasoro vacy,
3Ha4yHO cnpollye poboTy waxpaie abo daxiBuiB 3 kibepbesneku, WO NIABULLYE PUBUK 3UNTYBaHHS
iHcbopmallii.

MpamMun JoCTyn MoOXe 3AINCHIOBATUCS HE3aKoHHO, (Kpagikka, obmaH), abo npauiBHUKamMu opraHis
tocTuuii, Kibepnoniuii 3akOHHO, KOTpi BMKOHYKOTb 3aKOHOAABYI MNpUNUCH, wo nepeabavaloTb
poacekpedyBaHHA naponen. Cnig Oytm gyxe obepexHuM, OCKINIbKA HE BUKMIOYEHE BUKOPUCTAHHSA
AEepXXaBHUMM YMHOBHMKaAMM CBOEI CnyX60BOI KOMMETEHTHOCTI Ta HeBirnactea kopucTtyBaya. Lle
HaWKoANTb B MOAanbLIOMYy XOPOLWin penyTauii npuctpoto. Tpeba 3aB4acHO nepesipATU OCOOUCTI
OOKYMEHTM Ta [03BosiM, 60 Lwaxpai 4yacTo KOPUCTYIOTbCS COLianbHOK AOBIpOlD, BMOAKTbL cebe 3a
CniBpOBITHUKIB NMPaBOOXOPOHHMX, AEpPXKaBHUX YCTaHOB, i OOGi3HaHi B iHXEHEpHUX TEexHikax, nerko
npoHuKawTe B 6a3nm MOBINbHMX NpUCTPOIB. Take MPOHMKHEHHS 4Yepe3 3acTOCyBaHHA nong
KiGepKpuUMIHanNiCTUKM OOMOMOXE He TiNlbKM  CcKomnitoBaTU HEObXigHy iHdopMalito, ane m MaTu TOKEHU
noctyny 0o 6e3neyHnx XmapHuUX CxoBuLl, i3 nam’aTi. [HdopmaTuBHi pannu 3 MoBINbHUX NPUCTPOIB i
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XMapHUX CXOBWLL 3aBXau MICTATb B cobi 0cOOMCTi AaHi, 3aBONMOAIHHA SKMMW CTaHOBUTUME 3arposy
KOHQIOEHUINHOCTI KOPUCTYBaYiB.

KoHabideHuitiHicmb 0aHux MobiribHUX rnpucmpois.

Montooun Ha 3nounHus, daxisui 3 kibepnoniuii gictaloTb HaWbiNbLL BaXnuBI KaTeropii  3akpuToi
iHdbopMaLii, ika 4ONOMOXE PO3KPUTK 3104UH. [MpnMipOM 3a OCHOBY Bi3bMEMO:
* IMEI, MEID / ESN Ta iHWi Noka3HMkM aboHeHTa MOBINbHOro 3B’s13KY;

* BCi BUXigHIi i BXigHi A3BiHKM, 3anuLLeHi B XXypHanax;

*  CMNWCKM KOHTAKTIB, KaneHdapHi gatu, HaragyBaHHA i T. N.;
* Bigeo Ta ayaio maTepianu, hannm 3 JOKyMeHTaMmu;

*  pisHi BUaun nosigomneHo (MutTEBi, MMS.SMS);

* agpeca i BMICT €fTeKTPOHHOT CKPUHBKM;

* icToOpisa Ta 3aknagku B 6paysepi;

*  KOOpOMHATU MiCUsl 3HAXOAXKEHHSA Ta NepecyBaHHS;

*  [iSiNbHICTb B coLjianbHUX Mepexax;

+ SIM/UICC, npoangep, IMSI, MSISDN Ta iHWe.

[aHun nepenik He 0BOB’A3KOBO Mae He3anepeyHuin xapakTep. YacTuHa BigomMocTen MoXxe MaTtu
TMMYacoBYy akTyanbHiCTb. Ane Tpeba nam’sitaTi, WO TiCHi MEpPEeXeBi 3B’A3KM 3 poaudammu, Korneramu,
apy3smn (0CoBUCTI NNCTyBaHHA, PO3MOBM, KOMEHTapi) MICTATb MpuBaTHY iHopmauito Ta nig 4dac
po3ronocy 3arpoxytoTb 6e3neLi Benukoi rpynu nogen.

KomnaHis Apple, onepauitiHa cucmema iOS.

KinbkicTe npautooumx raapkeTi y BCbOMY CBIiTi 3a nigpaxyHkamu kopriopauil Apple B 2022 poui
nepesuwmna 1, 5 mnpa. oanHuub. Lle maike 46 % mobinbHux TenedoHis B CLUA Ta iHWKMX KpaiHax, LWo
3HaxoaAaTbCA Nig KOHTponem onepadinHoi cuctemm iOS. MNMocTinHe 3pocTaHHA KinbKOCTi HOBMHOK Apple
Ha pykax y CBIiTOBOI CniflbHOTU NpMBabItoe, AK WaxpaiB, Tak i 6arxaHTepiB ( cdaxiBuiB, IO LWIYKAKOTb
npobnemHi Mmicusa, Hegoniki B nporpamax), siki crniBnpautooTe 3 Kopropauieto. Ha onnaty nocnyr 3
TECTYBaHHS LLIOPIYHO BUTpadaeTbCca noHag 2 minH gonapis CLUA.

3axucT gaHux KkopucTtyBayda iOS Ha CbOrogHillHiIN AeHb
OCHOBHI efnleMeHTU 3axuUcTy (OpPMYIOTbCSA Ha TIiCHIM B3aemogii  Knwo4voBi enemeHTn 3axucTy
chopMOBaHi 3a AOMOMOrol B3aEMO3B’s13Ky NPUCTPOIO 3 XMAPHUMU TEXHOSOTISIMU.

AemeHnmudpikayis

KopucTyBayi disniHO B3aEMOAi0Tb 3 NPUCTPOSIMU Yepes: BiomeTpnyHy ayTeHTudikauito abo ko, wo
Ccknagaetbca 3 nitep Ta uudp. llepeBaxHO Le Napofib i3 LWECTU CUMBOMIB, akTUBOBaAHWW MO
3aMoBYYyBaHHI. PekoMeHOyeTbCA 3aCcTOCyBaHHA [OBrMX naponis, WO CKNagawTbCca 3 uinux dpas
(kombBiHauin cnis, nitep). Apple He paguTb NOBHICTIO BUMUKATK ayTEHTUAIiKaLil0, XO4a Taka MOXIMBICTb
icHye. Kinbkapa3sosi cnpobu Habopy naponto 6nokytoTbca. [MOBTOPHO BBECTU KOA A03BOMSETLCA TiNlbKU
Yyepes neBHWU Yac. Buwmin pieeHb 3axmcty HagawTb TouchIlD ( gatumk BigdbuTky nansus) i FacelD (
ineHTudikauia puc obnmyysa 3 4ONOMOro Kamepu).

MMidnucu kodie npozpam

Koo, Lo BMKOHyeTbCcA Ha iOS , mpocTiwe BCbOro, obMexmnTn 3 ONOMOrow LudpoBoro nignucy,
BOygoBaHoOro Ha Hwx4omy piBHi (Boot ROM). B MOMeHT, konu nignuc npoxoauTb MepeBipKy,
BinOyBaeTbCcA 6e3neyHa 3arpyska, ska rapaHTye TpMBanuin 3axuCT BiA iHilianisauii nigo3pinoro kogy) i
3a paxyHoK nianucy gopatka, sika CKnaJaeTbCs i3 YaCTUHWU, KOHTponboBaHoi Apple i cepTudikaTy 3
BIOKPUTMM KIitodem Ans MacwtabyBaHHA cUCTeMU. ICHYIOTb TakoX «cepTuddikaTi nignucy ycTaHoBUY,
npu3HaYeHi Ang cneuianisoBaHoro 3anycky gogatkis Ha iOS.

Mico4yHuys ma aHani3 kody
Y6esneuntn kopuctyBaubki gaHi i APl Big NPOHUKHEHHSI B CMCTEMY NiZO3piNMX gogaTkiB gonomarae
3anpoBampKeHHs 0bMeExXeHOoro 4oCcTyny 40 NPOCTopY Nam’siTi, hannis Yepes BCTAHOBSIEHHS i30/1bOBAHOMO
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cepefoBuLLa, Tak 3BaHOI nicodHuui. Mpu nmignucaHHi MaHiecTy cneuianbHO BKa3YyHOTbCS PECYpPCH i
cnyx6u wwupokoro pgoctyny. [o HuX Hanexutb reonokauis. [dogatku i3 App Store nignsaratotb
aBTOMATMYHIN Ta PYYHin nepesipui kogy. Xo4a HaBiTb HANCTPOTiLi 0OMEXEeHHSA He 4al0Tb CTOBIACOTKOBOI
rapaHTii mepenoHn MNPOHUKHEHHIO 4YyXux HebaaHux gopaTtkiB. BoHM MOXyTb NPONTU NEPEBIPKY i
NOPYLUMTN BUHATKOBICTb NpaB KOpUCTyBaya.

UlugppyeaHHs

B Apple gie Takox HaginHa cuctema wnpysaHHs gaHux npuctpoto Data Protection. Lle Ha Bunagok
KoM LwaxpasiMm SKMMOCb YMHOM BCe XX BOACTbCA 06iTM nonepeaHi 3axXncHi MexaHiamu, npumipom, vyepes
NOriYyHi NpopaxyHKM 4n Hedonikn obnagHaHHA. BukopuctoBytoTbest kpuntorpacdpivHi ctaHgaptu AES,
ECDH over Curve25519 Ta iHwe, Te wo cxeBaneHe NIST(HauioHanbHMM iHCTUTYTOM CTaHgapTiB i
TexHonorin) CLUA. Bci gaHi npukpinneHi o NpUCTPOLO i X KOHTPOIME caM KopucTyBad. Tinbku nomy
BIJOMMIN KNIOY LUMGPPYBaHHA — YHiKanbHa anapaTtHa cekpeTHa kombGiHauis UID (kpunTokniod) i naponb.
KL NpUCTpIN NepesanycKkaeTbCs, TO KN4 WndpyBaHHA Tpeba BCTaHOBMIOBATH 3aHOBO, TOOTO BBECTHU
paHille BCTAHOBIEHMM Maposlb i po30foKyBaTyM K4 3 gornomorow GiomeTpii. 3aBaxae 06iNTu
LWndpyBaHHS MeToa 0OMeEXEHHS NPOoNo3nLin i3 36iNbLUEeHHSIM IHTepBaniB Yacy Ta (OYHKLIE OTPMMaHHSA
Knto4a Ha ocHoBi naponto. Apple 3actocoBye Taki «knacie 3axucty» (Class key) wndpysaHHa Ha Bubip
PO3pPOGHMKIB:

e [loBHui 3axuct (CP) —npunaau kntodi wudpyBaHHa Buganstotbes Yyepes 10 cekyHa nicns
GroKyBaHHS.

e 3axuueHo Tinbkn, konm 3akputo (PUO) — B nam’aTi 3anmwaeTbCa BiOKPpUTUIA KoY nepeaadi
3awmndpoBaHmx ansnis, Konu NpucTpi 3abnokoBaHuin. MoBHMIA 3axmcT BKtovaeTbes (CP)
nicnsa CTBOPEHHSA hanny, B MOMEHT MOro 3aKpUTTA.

e 3axuLieHo Ao NepLuoro po3nisHaBaHHA KOpUcTyBada — No4YaTKoBOro po3dnokyBaHHs (AFU).
Konu BBOOUTBLCS NepLumMii pa3 naporb, TO KNHoui WndpyBaHHA po36n0oKOBYOTHCA i
3anuaroTbCa B NamM’siTi NPUCTPOIO HaBITb Nig Yac 6noKyBaHHS.

e 3axucT BiacyTHin (NP) —npucTpin BKNIOYEHUN, lWindpyBaHHS 34INCHEHO TiflbkKU anapaTHUMK
kntoyamum UID i 4o HMX NOCTINHO € AOCTYN B NaM’siTi, KON NPUCTPIN Npautoe.

Knioy cbaitnosoi cuctemu

Knioy obnagHauHa

Class Key

"I MerapaHi daiina
Ta + Bwmict daitna
Koy chaiina

Kntoy napons

Puc. 2. Cxema iepapxii kntoviB iOS Data Protection

Keychain

Lle — saxuweHe anapaTHMMK Krno4aMm Ta naponemM KopuctyBaya 3alumdpoBaHe CXOBULLE KOYIB Ta
CEeKpeTHOI iHdhopMaLii (noriHu / naponi). BoHo mae 3aransHogoctynHuii API. Onuis Non-Migratory (NM)
Aae MOXMKMBICTb MPOBECTU AelndpyBaHHA TiflbKM HA NPUCTPOI, Ae AaHi 6ynu 3awmndposaHi. B
NMKOPUCTOBYETLCSA YHiKanbHUN ineHTudikatop UID.

Pe3epeHi konii

PesepBHe konitoBaHHs MoxHa BukoHaTy Ha MK abo B iCloud. JlokanbHuin Gekan wundpyeTbea
BMOpaHMM naponem, Tak ¢opmyeTbca cTpykTypa Keybag. HeHaginHumi naponb He 3B'a3aHui 3
anapaTHUMK Kroyamu | ToMy Mae cnabke Mmicue, a caame, He CTiMkun o 6pytdopcy (nepebopy
BapiaHTiB). 3a3suyan iOS BukopuctoBye 10 mnH. itepauin PBKDF2, wob nigBuwuTn CTiKiCTb 00
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nepebopis. Mpu konitoBaHHi B Apple iCloud aaHi wudpytoteca Curve25519, ue gossonse 3pobutu
pe3epBHE KONitOBaHHSA HaBiTb Npy 3abNOKOBaHOMY NPUCTPOI.

3awmdposaHi kntodi 3a gonomoroto iCloud Keychain, ctatoTb Bigomummn Apple, Tomy BUPOBHMKM Ymn
Wwaxpai MOXyTb oTpumaTtu goctyn o 6ekany. [JogatkoBo Keychain wudpye obugsa tmnu pesepBHOi
konii kntodem UID, wo6 3anobirtu nepegavi gaHnx Ha CTOPOHHIN NpUCTpin. Pe3epBHOMY KOMitoBaHHIO B
iCloud mignsiratoTe: gaHi gogatkis; pe3epsHi konii Apple Watch; HacTpoiiku npuctpois; SMS i MMS, doTo
i Bigeo; icTopia NOKynok B cepsicax Apple; foMalUHii ekpaH | iMessage; naponb ronocoBoi NOLWTH.

SEP: TouchID i FacelD

Secure Enclave Processor (SEP) — cniBnpouecop, KM BUKOPUCTOBYE 3allMdpoBaHy nam'aThb i
opraHidye poboTy 3 aBTeHTUdiKaUii, KepyBaHHIO Kroyamu, WKMPYBAHHIO U reHepauii BUNaakoBux
yncen. Axkwo sgpo iOS 6yno 3namaHo, To SEP 3abesneunTb wndpyBaHHA 3a paxyHOK BriacHoOl
aBTOHOMHOI apXiTEKTYpU.

3meHwWweHHs1 ppoHMy amaku
Mpwn 3a6rnokoBaHOMY NPUCTPOT OOMEXYIOTBCA LUNAXU BBOAIB | BUBOAIB AaHUX | cAaame Lie 3MeHLLYE (OPOHT
aTaku. LLlo6 goctaBnty ekcnnont Ha npuctpin Apple , Tpeba nponTn 0aHMM i3 TaKUX LUNAXIB:
e CUHXpPOHIi3auilo AaHUX B (POHOBOMY peEXMMI;
® NyLU-NOBIAOMMNEHHS;
e pesiki noBigomneHHs 3 mepexi (Wi-Fi, Bluetooth, cTinbHMKOBMIA 3B'A30K);
e nopT Lightning Ha npucTpoi.

Secure Enclave Processor

UID obnagHaHHs —— Media Key

[apons  =—t—————

; . a8 a
3anucu kopucTysaya Merta D,aHi
%) e Ta faHi

Class Key = Kniou Toma T ToMa

Puc. 3. Cxema 0bpobku krntouya Secure Enclave Processor

Po6oTa aBTeHTUdikauii TouchlD / FacelD y3rogxyetbcs yepes SEP.

MNicna BBegeHHS USB Restricted onepauiiiHa cuctema noyana obmexyBaTu poctyn
HecaHKLUioHOBaHMX nigknoveHb 4Yepe3d USB/Lightning, Hanpuknag, iHCTPYMEHTIB KOMMIOTEPHOT
KpumiHanictukn. iOS 3ynuHse poboTy USB nicna nepworo nigknioYeHHs, SKWO MNpUCTpin He OyB
3a3HaYeHUn KopucTyBayeMm, sik AoBipeHun. [loBipeHi nigknioyeHHsa 3 BukopucTaHHam USB/Lightning
3annLaoTbCsA B NaM'dTi HA MicALb.
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Kopucrysay OnepaLjiitHa ciuctema Secure Enclave
s N
ook Biometpis
\;;‘\ . . > i
M. S : , : :
p : ., NloxansHwil bpeiimaopk - YnpasninHs
: ayTeHTudikaujii < . > o6nikoBuMM AaHUMK
OpeiimBopk : ”\
6e3neku : \ :
7 &———————5 YnpaeniHKs Knioyamu

K Keychain

L J < p L J

Puc. 4. Cxema po6oTn Apple TouchlD i FacelD

Message i FaceTime
3a gonomoroto FaceTime, Apple niaTpumye HackpisHe (end-to-end) WwudpyBaHHS Bigeo- / ayaio3s'ssky
MK cBOIMM npucTpoamu. [aHe wudpyBaHHA 06a3yeTbCsi Ha OCHOBI ©e3Me4YHOro TPaHCMOPTHOro
npoTokony B pexum pearnbHoro 4acy(SRTP). B iMessage BMKOPUCTOBYETbCA CXema LINPyBaHHSA
«signcryption».
My6nivHi kntodi BukopucToBytoTb Apple Identity Service — sk goBipeHun opraH, WO OOBOAWTL
CMpaBXHICTb KOPUCTYBauiB.

AkmyanbHi mexHiku 06x00y 3axucmy KopucmyeauybKux 0aHux iOS

Ak TiNbKn B npoaaxy 3'dABNAeTbCs HOoBa cepis npuctpoie Apple 3 niaBuweHMM piBHEM Ge3neku,
BiApasy XX BOHA CTa€ LikaBOK O51s1 3lTOBMUCHUKIB, i haxiBLUIiB 3 KibepKkpuMiHamniCTUKM i 6barxaHTepiB, sKi
OTPUMYIOTb AOCTOMHY MAaTHIO 32 BUABNEHHA HegonikiB. OTXe, Ha3BEMO Kifnlbka Cy4dacHUX TeXHIK obxoay
3axucty ans ioS.

xelinbpelik i npoz2pamHi excnnolimu

Ana ycyHeHHA obmexeHb iIOS HamnvacTille BMKOPUCTOBYETBbCH MXeWnbperk BuMycKaeTbCs Mia
KOHKpeTHUI npucTpin i Bepcito iOS. BinblwicTb IHCTPYMEHTIB KpunToaHanidy 3actocosye Jailbreak ans
OOCTaBKM «KOPUCHOIO HaBaHTaXeHHs» B NPobreMHuin KOMMNoHeHT nporpamu, Yepes USB/Lightning.
[locTaBka 340iCHIOETLCS 3 4OMOMOrol NoBigomMneHb abo cneuianbHux Beb-CcTopiHOK. e kopucTytoTbes
NaHLIOXKOM EKCMONTIB. 3 no4YaTKoOM KOHTPOmo Hag sapom iOS |, MoXHa gictaty 3awundpoBaHi gaHi,
HacTtynHa mogudikauis (naTtynHr) nporpamHoro sapa A03BoNUTb 3anycTuty Byab-9KMn Kog B CUCTEMI.
Apple gbae npo BnacHy penyTauilo, TOMy BKpaW LWBWOKO pearye Ha BUSABMEHHS HedonikiB, SKi
npu3BoaATb OO0 MKennbperky, TakMM YMHOM BOAETbLCA TPUMATUM BUCOKY LiHY CydacHuUX poboumx
BapiaHTiB. [xennbpenkn checkm8 / checkraln crann gyxe edektusHumm B 2020 poui B npoueci
KibepkpMMiHanicTU4HUX JocnigkeHb, A03BONATL npaulsaTtn 3 npuctposmu o iPhone X B pi3Hux
Bepcisx i0S. Ekcnnontn Cellebrite UFED Touch u 4PC — ue MOXnuMBICTb 3anycKky pes3epBHOro
KonitoBaHHs 6e3 aBTOpu3aLii kopuctyBada abo akTmBauii 3arpysynka 3 kogom Cellebrite ons BunyveHHs
YacTuH hannoBoi cUCTEMU NPUCT

Mio6ip naponto

PaHiwe 3noBMUCHUKM MOrnn NpoBOANTM BinbLu YCMilLHI aTaky 3a paxyHOK aHynoBaHHSA MOKa3HWKIB
nivynnbHWKA HenpasubHO BBEAEHUX naponie, 60 nepesipka Naposito KOHTPOMoBanacsa npoLecopoM
camoro npuctpoto. 3 nosieoto apxitektypn SEP 3'aBunuca obmexeHHs Ha BragyBaHHS KOMOGiHauii, i
MMOBIPHICTb 3namy 3ameHwmnacsa B paHiwmnx Bepciax iOS ansa 36010 nivnnbHUKa BigKNOYanm XUBMEHHS
npuctpoto, a B 2016 poui 6yna 3actocoBaHa TexHika BigasepkantoBaHHA dnew-nam'ati NVRAM Ha
iPhone 5C i uncno Beogy napornis ctano HeobmexeHnm. (Tabn.1) ObmexeHHsa Ha nigdip B 80 mc pobutb
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aTaku 3 nepebopom 6e3rny3aumm ansa cknagHuWx nNaponis, WO cknagatoTbea 3 nitepi umdp. Ona PIN-
Koy 3 6 uundp, WO BMKOPUCTOBYETHCH 3a 3aMOBYYBaHHSM, OOMEXEHHs Ha BragyBaHHS € OCHOBHO
nepeLuKoaoH0.

Tabnuug 1.
OuiHka yacy nepebopy umdposmx naponis B iOS
[loBXx1Ha naposnto 4 uncppum 6 undp 10 undp
Bcboro BapiaHTiB 10”4 =10 000 10”6 = 1 000 00010710
Bcboro BrkopuctoByeTbcs19276 997090 -

12,37 xBUNnHn22,16 rognHun ~25 pokiB
6,19 xBunuum 11,08 rogmHm
~70 gHiB ~20 pokiB
~35 OHiB ~10 pokiB

80 mc/cnpobu ovikyBaHHS

10 xB./cnpoba o4ikyBaHHS ~200 000 pokiB

3nam SEP

[ns B3aemopnii ¢ SEP HeoOxioHi npueinei sapa. Omxe, Jailbreak — Le cknagoBa YacTMHa NaHLOXKa
ans anomy SEP. Akwo ataka Ha SEP Bmanacs, 1o waxpam 4ym daxiBeub 3 kibepaHanizy maroTb
HeoOMeXXeHWI JOCTYN He TiNbKM 0 KIoYiB WnNdpPyBaHHS, a 1 A0 6araTboX iHWMX OYHKUIN 3axXmCTy Ta
MOXIMBICTb AicTaTnca Ao iHdopmauii 3 6yab akoro dganny. Komnais Grayshift 3 2018 p. BuHecna Ha
PUHOK UikaBui iHCTpyMeHT GrayKey, skun Hibn 10 3mir obxogutn obmexeHHs SEP. Ak gokas, 6yno
NpoaeMOHCTPOBaHO HN3KY BUTOKIB iIHCpopmauil (Baanun anam naponsa 6rnokyBaHHs ekpaHy iPhone X). Ha
noyvatky 2020 poky gisHanucs npo BuTik 3 PBP. 3a He nigTBepmpkeHMn gaHnmm GrayKey oTpuman
aoctyn go 3abnokosaHoro iPhone 11 Pro Max (iOS 13), HeBpasnuBoro gns checkm8. Len dakr
BUKINMKaAE MosiBy OaraTbOX NuUTaHb, Hanpuknag: uvM Oyno ue poboumm akcnnontom? Yum, moxe, ue
3BUYanHa komnpomeTauis SEP?

Buny4yeHHs1 0aHUXx

CrparteriyHi nnaHu BUNy4YeHHs gaHmx O0yBatoThb Pi3Hi i 3anexaTb Bifg TOro, BKIOYEHMM YU BUKITHOYEHNM
€ MPUCTPIN Ha MOMEHT 3axonfieHHs. YacTto, konu BiAbyBaeTbCs KOHickauia npuctpoto Apple,
NPaBOOXOPOHLi 3abupatoTb Takox i cymikHi npuctpoi MacBook un Apple TV, wo6 npoaHanidyBatu ix
BMICT, BUKOpPUCTOBYHOUM KniTKy Papagesa abo aBTOHOMHE [AXeperno XWMBMEHHS Ans 3anobiraHHs
BUMKHEHHSA npunagis. Y Bunagkax, konu ataky Ha iOS, 34iNCHIOITb 3NTOBMUCHUKN, OCTaHHIM pybixem
3axucTy 3anuwaetbcsa wudpysaHHa Big Data Protection. Tomy Butar gaHux 6e3 3rogyn yu npu
BiJCYTHOCTi KOpMCTyBa4a NpoxoauTumMe rno OAHOMY i3 TPbOX CLeHapiiB.

1. QJocmyn Ao npunady 3a 0onomo2oro Knro4ia. Kntovi ndpyBaHHs, WO 3arpy3vnucs B
nam’sitb, MOXXHa BUNy4nTU. Ckaximo, iHcTpyMmeHTu kpunTtoaHanisy Cellebrite UFED i XRY
Logical gatotb go3sin nigkntountuca go npuctpois iOS vyepes nopt USB/Lightning abo yepes
Bluetooth, a Takox 34iNCHNUTN pe3epBHE KOMitoBaHHS YM NEPErnaHyTN annu.

2. 06xi0 3axucHux MexaHi3mie. HaBiTb HE4OCTYNHI ANA BUNYYEHHS AaHi, B OKpEMUX BMNagkax
BCE X BUIy4alTbCH, 3 JONOMOrow iHCTpyMeHTy GrayKey. BiH 3 ycnixom cnpaBnsieTbcs 3
3aBAaHHAM gewndpyBaHHA KoAiB 4OCTYNy KopucTyBaya. Boana BucokoyactoTHa aTaka
wnaxom nepebopy Naponto Kopuctysaya [03BONUTL BUNydnTH BCi harinm iOS, Keychain i
BmicT iCloud. | pesynbTat He 3anexunTb Big Toro B skomy ctaHi (AFU un BFU) s3Haxoamscs
NPUCTPIA 40 NoYvaTKy aTaku.

3. AnbmepHamueHi Oxxepena aHux. 3aCTOCOBYETLCS aTaka Ha pe3epBHy konito i0S, wo
30epiraetbcsa B NlokaribHOMY KOMM'OTEpi | Mae crnabkui 3axmcT Big OpyTdopcy. Takox TyT
BUNYyYalOTbCA JaHi KOpUCTYBaya i3 XMapoBUX CEPBICIB.

lMocuneHHs 3axucmy daHux. Apple cTBopuna sikicHe nporpamHe cepegosulle (bpernmMBOpK) Ans
3axuCTy JaHux KopucTyBada, ane noku Data Protection BUKOPUCTOBYETLCS B HE Ay)Ke CTPOroMy peXxumi.
Ckaximo, ToKkeHM aBTeHTUdIKauil ANa XMapoBUX CepBICiB MOXYTb ByTn BUny4YeHi i3 nam'ati. Xo4a knac
3axucty B cTaHi AFU gocnTtb HaginHuin ane peTenbHILWOoi opraHisadii noro poboTu.
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LHuHamiyHul 3axucm daHux. [locsaraetbcsl 3aBAAKM B3aEMOAIT 3 KOPUCTYBa4YeM Ha OCHOBI HaBYasribHMX
anropuTtmie pas3oM 3 nokpaileHHaM 3axucty o knacy CP. iOS nepepbavae, siki kntodi i konu came
NOBUWHHI ByTN 3acTOCOBaHI. HeakTyanbHi CBOEYACHO BMAANAKTLCS 3 NaM'aTi, HATOMICTb BBOASITLCA HOBI.

HackpizHe wugpysaHHs bekarie i iCloud. Apple 36epirae kntoui, siki LO3BONSAIOTb po3wndpyBaTh gaHi
6ekanis B iCloud. IMig 4Yac BukopucTtaHHs iCloud Keychain, gkicHO opraHisyeTbCcsi Hackpi3He pe3epBHe
KonitoBaHHs, HegocTynHe ana Apple, ane goctynHe anga 6yab SKOro 4OBIPEHOro NPUCTPOIO KOPUCTYBava.
Lle BukopuctoByeTbes | anst koHTerHepa CloudKit, Ta nigeuiuye 6e3neky 36epiraHHsa gaHMX KopucTyBaya
B Xmapi.

lMaponi Ha nokanbHi 6ekanu. 3axnucTUTn Bia nepebopiB, 3MOXYTb Maponi nokanbHuUx Gekanis, siKi
MatoTb NiaABMLLEHY cknagHicTb. Came Taki peKoMeHAY0Tb CTBOPIOBATU LUMSIXOM HaBYaHHSA KOpUCTyBa4va
i onTMMiI3au,il iHTepdecy.

lMidocunenHsi iCloud Keychain. € we ogHa cnabuHka ue — knactep HSM, Tomy WO BiACyTHS
Npo3opicTb WnNpyBaHHS 3i CTOPOHN cepBepy. Apple 3asBudan 3acmocogye mexHosnoeito Certificate
Transparency, ue Kosnu 8y3/U repesipstomb agpecu U KopekTHicTe HSM, pobnate iHdopmauito
nyoniyHO i AINATLCS Heto.

ObmexeHHss Ha USB-iHmepgbetic. Ctporiwi obmexeHHs nig yac kepyBaHHA USB/Lightning Ha piBHi
sapa iOS moxyTb nigcunut 6esneky i 3anobiratn poboTi ekcnnonTie, HanNpuknag, checkms.

ObmexeHHs Ha pexumu DFU i JTAG. KopucTyBadi Konu 3aBrogHo mMatoTb 3MOry MepeBecTu CBil
npuctpin B pexkum DFU, i ekcnnonTr 3gaTHi BUKOpUCTaTH Lo WnapuHKy. OpraHisyeTbCa aBTeHTUdIKaLis
3 kpunTtorpadieto. MogibHi pekomenaauii nigxogaTb i o pexmnmy JTAG, xoda HUM KOPUCTYETBLCS MEHLUA
KinbKicTb ntogen.

lpo3sopicmb i pyHKYioOHanbHI npomupiyyds. 3 NUTaHb 3axXUCTYy KOPUCTYyBaubKUX AaHux B Apple 3
npoTupivYs, ki Bigpasdy Tpeba ycyBatn. Hanpuknag, BKMOYEHHSI / BUKMOYEHHSI ONUuii CUHXPOHHOCTI
naHux 3 iCloud, 3annyTye kopucTyBaya i 3'aBNAETbLCA PU3NK BUTOKY AaHUX. Te came MOXHa ckasaTty i
npo iHTepdenc, i Npo HanawTyBaHHs, i Npo ynpaeniHHA iCloud 3a 3amMoBYyBaHHAM.

KomnaHris Google, onepauitiHa cucmema Android

Android, abo Android Open Source Project (AOSP), — ue Habip nporpamHoro 3abesneyeHHsa 3
BiOKPUTMM MoYaTKOBMM Kodom, po3pobrieHnm Open Handset Alliance nig kpunom Google. MobinbHi
cepsicu Google (GMS), noctatHbo [0Ope po3LLMPHOOTL | YyCKNnagHowTh cnctemy Android, 60 MicTaTb B
cobi nponpietapHi APl n nporpamHi cepsicu. 3aiHaBLUIM OCHOBHY No3uuito Ha 6asi Linux, Android mae BCi
nepeearu Ta Hegonikn 6e3nekn gaHoi OC. BpasnueicTb MoGinbHMX NpucTpoiB Android 3aBxam roctpo
BiIrYKYETLCA Y CBITi 3 Ornsgay Ha NonyrnsapHIiCTb i NOWMPEHHS LMX raKeTiB.

Baxucm daHux kopucmysada Android Ha CbO200HIWHIlI OeHb.

AemeHmudbikauisi

MpacbivyHmi kntoy (natepH), undpoBuit KO4 Ymn dpasa i3 nitep i yndp. MNMarepH-aBTeHTUdIKALiO MO cyni
NPUPIBHIOKTb 40 LMAPOBOro naponto 3 2-3 umdp. Takox iHoAi 3agisiHa | BiomeTpryHa aBTeHTUiIKauis
3a BIiAOWUTKOM nanbusi 44 po3ni3HaBaHHA 0O0nn4yys. BoHa BBOOUTLCA BMPOOHMKaMM MPUCTPOIB 3a
B6axaHHsam, 6o ons Android € He obos'askoBoto. lNigkntodaeTbea onuis Smart Lock, B LibOMY BuUnagky
051 po36IOKYBaHHA CMCTEMOIO BUKOPUCTOBYETLCS iHhOpMAaLlis Npo OTOYEHHS (TenedoH nepebysae B
CyMLUi, NeXuTb BOOMA).

licoyHuusn Ans dodamkie

3acTocoByeTbCA AMCKpeLiiHuiA (BUBipkoBuUiA) KoHTponb 3a goctynom (DAC) u SELinux. ®annm
aodaTka MaroTb J03BIN, AkMn 6a3yeTbCsa Ha ineHTudikaTopax kopuctysadis Linux. Cnpoba Bigkputn He
cBin chann npusege o nomunku. flogatkosy isonsuito 3abesnevye SELinux. Jana nonitnka SELinux
XKOPCTKO KOHTpOItoe npusinel goaatkis. O6oB's3koBuin KOHTposb goctyn (MAC) gae amory rapaHTyBaTy,
3aXMLLEHICTb CUCTEMM, HABITb KOMNW NpoLec 3anycky NpOXoAnTb Ha NpaBax cynepkopucTyBada (root).

UlugppyeaHHs

lNosHe wugpysaHHsi ducky (nounHaroum 3 Android 4.4), konu 3agisHo moaynbe «dm-crypt» sapa Linux.
BukopuctoByeTbesa anroputm AES-128 B pexxumi CBC ¢ ESSIV. |3 naponio kopuctyBaya CTBOPHOETLCA
cneuianbHUM KNKOY 4ns wndpysaHHA manctep-kntoda. Came BiH Mae 6yTn QOCTYNHUM Nig vac 3arpysku
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OC, wo6 akTmByBaTM OCHOBHI OyHKLUIi cuctemn. Mancrtep-krnod BUKOPUCTOBYETLCA ANS BCiX onepadin
OnokyBaHHA OOCTYyNy OO0 OaHUX, TOMY MiCrsi NMPOXOKEHHST KOPUCTyBavYeM aBTeHTudikauil, Hasaexaoun
3anuwaeTbCsa B NaMm'aTi NPUCTPOLO.

Qadnoese wugysaHH — Le TaK 3BaHUW rpaHynboBaHWU KOHTponb. Mogynb «fscrypt» agpa Linux
BUKopucToBye anroputm AES-256 B pexxumi XTS ans dpannis CBC i gnsa metagaHnx dpannie. Maemo gBi
kaTeropii 3awundposaHnx ¢annie: Device Encrypted (DE) i Credential Encrypted (CE). [Oani DE
BBiOpanu B cebe cekpeTn NpUCTPOI0 Ta CTalTb AOCTYMHUMM i Nig Yac 3arpy3ku, i Npu po3BnoKyBaHHI,
BOHM 3ape3epBOBaHi A1s CUCTEMHUX AoaaTkiB. Hanpuknag, Ans knaeiatypu, Kanbkynatopa, roanHHuka,
BuknukiB). dani CE wndpytoTbca knovem 3 Naposnto KOpUcTyBada i ctaloTb AOCTYNHUMM TiNbKK MiCns
po36n0KyBaHHA. BUKOPUCTOBYOTLCA BCiMa AOAaTKaMm 3a 3aMOBYYBaHHAM.

Android Verified Boot (AVB)

TyT 3acTocoBaHun Mmoaynb Bepudikauii «dm-verity», 100 nepeBipMTyH LiMICHICTb NOYATKOBOI 3arpy3kiu
CUCTEMM Ha OCHOBI KpunTorpadgiyHoro xew-aepesa. NepesBipka 3aBepLlUNTLCA MOMUITKORD, SKLLO Mg Yac
3arpyskuM MoAayrniB ornepauinHol cucteMm ofHe i3 3Ha4yeHb Oyae BBEAEHO HE MpaBWUMbHO, a NPUCTPIN
3anNUWNTLCA B HeyHKUiOHanbHOMY cTaHi. [1igTpMMyeTbCs i onuis NoOBEpHEHHA [0 nonepeaHbol
6e3neyHoi Bepcii, ika 36epiraeTbCca B creuianbHOMY po3Aifi, CTINKOMY A0 MPOHUKHEHHSA. 3arpykynk B
no3uuii «po3briokoBaHO» A03BoONsSiE BUMKHYTM AVB | BBECTU AOBINbHWUI KOA Nif, Yac 3arpy3ku NpUCTPOLo.
Takui xig Mmoxxe 3HagobUTHUCS Po3pobHMKaM Y KOPUCTYBaYaM, SKLLO BOHM XOYYTb MaTu pyT-4OCTYn.

IHi

CnpaexHs OC
BUsiBNeHa’?

0 OHoBUTU MeTajaHi
Mpucrpii Bigkaty A0
3a6110K0BaH0? > noneperzm,cT
GesneuHol Bepcil.

MpucTpii
B pexumi eio?

Tak \
TMoka3aTn
YepBOHUI -

eKpaH eio.

A

MonepeaxeHHs npo
3miHeHy OC.

ym?ioagenmn
KopucTyBayem’ Tak

Hacrynruit kpok
3a 10 cekyHa.

A\

He moxHa Hi Tak
MipTee, HHA
sr?ff;aéi’é“m: ( | > - Klgpumeu sl 3aBanTaxumTH OC.
BiAHOBNEHHS. npotsirom 30 cexyHa?

t

Puc. 5. Anroputm po6otn Android Verified Boot

Google Mobile Services (GMS)

Google kopuctyetbes Google Cloud gns 36epiraHHs gaHux i npoTokonom TLS ans 3B'A3Ky KMieHTIB 3
cepsepom. [laHi i3 Google Cloud 3awmngpoBaHi 3 4ONOMOrow KrodiB, Npo siki 3Hae Google. HackpisHe
LWMdpyBaHHA NIOTPUMYETBCS Tinbkn y nporpami Google Meet. Po3pobHukn gogaTtkiB cniBnpawooTb 3
GMS uepes Play Services API. € we n API SafetyNet, Taka cnyx6a nepesipkv npuctpois Android Ha
HasABHICTb pyT-npaB 4n cyMHiBHoro MO.

MidnucyeaHHsi APK ma nepeeipka Kooy

AOSP Bumarae wob po3pobHuK nignucyBas CTBOPEHUN HUM OOAATOK, AKUM NNAHYETLCA 3anyCTUTW.
Mignuc cdanny APK Bignosigae BigkputoMy Krtod. BoHn nowmptotoTbea pasom. [Jo noyatky nyGnikauil
poaaTtky B Play Store BinbyBaeTbcs aBToMaTU4Ha i pyyHa nepesipka kogy cniBpobiTHukamun Google. B
Bepcii Android 11 yxe 3agisHuin moaynb «fs-verity», akui noctiiHo nepesipsie dannn APK. [Npu
HaaBHOCTI cepTudpikaty GMS TenedoH Mae oOnuilo yCTaHOBKM [04AaTKIB 3 «HEBIOOMUX Kepeny,
BiACYTHIX, Hanpuknag, B Play Store abo Big iHWNX po3p00HMKIB.
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Pe3zepeHe KoniroeaHHs

3 ponomoroto GMS, BoHO opraHizoBaHe 2 crnocobamu. Android Backup Service 3anpoBamkeHo B
Bepcii Android 2.2. Llen gogaTok CTBOPHOE KONii Nap KIoYiB | 3Ha4YeHb BiAnoBigHO A0 TOro, SiK iX pO3MiCTUB
KopucTyBad. Taka onuis He 06oB'si3kOBa, BOHA 3aKragaeTbCsl i HaAnMawToOBYETbLCS pPO3pobHukamn. B
Android 6 Bxe npautoe MexaHiaM aBTOMaTU4YHOI CUMHXPOHI3aUii gaHmx 3 Google Drive — Auto-Backup.
Llen BapiaHT 06xoanTbca 6e3 HanawTyBaHHA pO3pobHMKa, @ KOpMCTYBay Mae 3MOry BiOMOBUTUCS Bif
nocnyrun. 3 2018 poky gie HackpisHe wndpyBaHHa ans Android Backup Service. Kntoyu gnst wndppysaHHs
OekaniB CTBOPIOETLCS HA NPUCTPOI, WOO gictaTuca 4o Ki4a, BUKOPUCTOBYOTh KnacuyHy cxemy (PIN-
Kof, naponb 4v naTepH). [aHi gogaTkiB konitotoTbes B cepic Google Drive okpemo, Tak sk Android Auto-
Backup. BoHu WwindpyoTbes naponem akayHTy Google un aBTeHTUdikaLieo KopucTyBada Ha NpUcTpol.
Y Google € gocTtyn go umx knouis. IHoA4I BUpOGHMKIN NPOMNOHYOTL BnacHi 6ekan cepsicn. Android Debug
Bridge Ta iHWi iHCTPYMEHTH, WO A03BONAIOTL POOUTK pe3epBHE KoMitoBaHHA Ha komn'toTep Yepe3 USB.

TexHiky 06x00y 3axucmy OaHux Kopucmyead4ie Android

Root-gocTyn i BukopuctaHHs ekcnnountis. OTpumanHs root-goctyny B Android nogidHe go Jailbreak Ha
iOS — ue possonse mogudikysatn OC BignoBigHO A0 NOTpeb KopucTyBada, OMUHATM OOMEXEHHS
BUPOBHMKIB 4M 3anyckaTu OOBiNbHWUIA kod. ByBaloTb MpUCTPOI, siKi KOPUCTYIOTBCA rOOt-goCTyNnoM Ans
po36roKyBaHHs, Todi HeoOXxigHO po36nokyBaTtn 3arpyxumk. Bci kopucTyBaubki daHi npu Ubomy
BMAaansaTbes, 60 cucteMa nepectae AOBIPATU 3arpysui i He Moxe rapaHTyBaTh 6e3neky. Ane € Taki
€KCMNMOWTK, L0 A03BONATbL 00XoanTh Ui obmexeHHs. 3rigHo 3i ctatuctukoto SafetyNet Big 2017 poky,
5,6 BigcoTkiB Android nponwnu npouenypy pyTtyBaHHs. [NounHatoum 3 2013 p. Samsung 3anpoBagus
3anporpamoBaHuin enekTpoHHu 3anobikHnk Knox-bit. BiH cnpauboBye nig 4ac cnpobu pyTyBaHHS,
BMXOOUTb 3 Nagy i Moxe 6yTn 3amiHeHUn Tinbkn anapaTtHo. Google SafetyNet Takox BiacTexxye npmcTpoi,
ne 6yno 3actocoBaHo root-goctyn. Omxke, TexHika 6nokyetbcsa BUpOOHMKamu. PisHMMKn cnocobamm
OTPUMYETLCA rOOt-4OCTYN 3a LOMNOMOrOK eKCnonTiB 6e3 BvaaneHHa AaHuX KopucTyBaya (ataka Ha
anpo OC un kog OEM abo ocobnmsocTi SoC). Android 6a3yeTbcs Ha siapi Linux, npobnemHi micusa y HuX
CMiNbHI | JO3BONATL BUKOpUCTATU AOCTYN cynepkopucTtyBada. Ha BpasnueocTti Linux Dirty CoW
Gasyetbca ekcnnovT nig Android, a nporanuHa PingPongRoot, B <gapi Android, moxe
BUKOpucTOBYBaTUCA B Linux. MpoaoBxyoTb BUABNATUCA LWe i HOBI HEBIgoMi goci Hegoniku (0-day), wo
MOXYTb 3abe3neunTu root-gocTyn. ATaka Ha KOHKPETHUIN NPUCTPIN BY3bKO cripamMoBaHa. BpaxoByoTbes
0COBNMBOCTI NPOLLUMBKN KOMIMOHEHTIB, 0611agHaHHS, SKLWO NMPOBOAATbL MaHINynsLii, TO MOXIMBA 3arpy3ka
iHTepdperncy Qualcomm EDL, a He Android. Takum 4ymMHOM Liaxpan 3anucye NoTpibHUM kog B po3ain
Android i oTpumye npaBa cynepkopucTyBada 6e3 BTpat gaHmx PyTyBaHHS MOXMMBE i 3@ 4OMOMOrOH0
iHcTpymeHTy SP-Flash-Tool 6e3 po36nokyBaHHSA 3arpy>xymka, SKLWO Ha NPUCTPOT NPUCYTHI KOMMOHEHTU
MediaTek. Cnncok gocuTb BENUKUNA.

Sk moxkHa 6yrno 6 nidsuwumu 3axucm Android

LWugppyeaHHsi daHUX Kopucmyea4a nid yac 6/10KyeaHHsI eKpaHy

Kniod wndpyBaHHA Bugansetbca 3 nam'aTi nicna 6nokyBaHHs ekpaHy. Ocobucti gani 6yayTb
HeJOCTYMNHi 40 TOro Yacy, MoKM KOpUCTYyBay He BBIMKHE MpuCTpii. Taka yHKUioHanbHa ocobnuBeicTb
Android nigBnwmMTb piBeHb 6e3nekn Ha NopsaoK ane po3pobHMKam AoBedeTbCs agantyBaTu poboTy
aodatkis B (poHOBOMY pexumi i3 3abnokoBaHum ekpaHoM. Lle Takok oOMexuTb eqeKTUBHICTb
BUIMYYEHHA aHWX i3 pyTOBaHUX Yepes eKCnionTy npunagis.

3anpoeadxxeHHs1 HAaCKpi3HO20 wugpysaHHs1 Onsi npodykmie Google

MigewmnTb 6e3neky AaHuX i AOBIpY KOPUCTYBauiB HacKpisHe wudpyBaHHS B cnyxbax GMS. Xoua
Tpeba nam'aTatn, WO Taka HaginHa KOHMIOEHUINHICTb, MOXe MEepeLlKogKaTU NPaBOOXOPOHLUSAM
oTpMMYyBaTK LiHHY iHpopMaLito Ans 6o0poTbbu 3 HeGe3neYHNMM 3NOUMHLAMMU.

Be3neyHuli docmyn e pobomi 3 NpPowu8Kor

BinbwicTe ekcnnonTiB 3aaTHi 0GINTM 3axuMcHi MexaHiamu Android, KOpUCTylOuMCb Heponikamu B
npowwmBli. ICHye OBa WNAXM BUPILEHHA MNWUTAHHA: anapaTHUMWA Cnocib, Komm pO3noBCHOOXKYHTLCA
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nporpamaTopu MPOLUMBKMA 3 KOMMOHEHTaMM, 3axuULLEeHVMW Bid MNPOHWKHEHHS i BOHW [03BOMNSATb
BigcnigkosyBaTu BUTIK. [pyrui BapiaHT — BigKIMKaTn cepTugikaT CKOMNpOMETOBaHOro nporpaMmaropa.

llidcuneHHs1 KOMNOHeHMi8 anapamHoi YacmuHu

dyHkuioHanbHicTe TEE TrustZone nigcnnioeTbcs anapaTHO, KON BUKOPUCTOBYETLCS CMiBNPOLECop
6esnekn. BupobHukM He 3aBxau nayTb Ha Takui Kpok, 60 0o4aTKOBUIW CMiBNPOLECOp He A03BONNUTb
3MEHLUUTUX BapTICTb MPUCTPOLO.

lideuwieHHs1 yacmomu oHoesieHHs1 Android

CborogHi NpucTpoi MalTb OyXe HafilHMIA 3axucT JaHux KopucTyBada. Ane octaHHsa Bepcia OC
BCTaHOBMNEHa Janeko He Ha BCiX NPUCTPOSX, TOMY PU3NK NMPOHUKHEHHS 3annLLAETbCA JOCUTb BUCOKUM.
Ocob6nmMBO UEe CTOCYETbCS 3acTapifiMx BapiaHTiB, KOMM MPOCTO HEMOXIMBO MPOBECTU OHOBIIEHHS
onepauinHoi cucteMn. 3HN3NTU BIACOTOK PU3MKY OOMOMOXE 3anpoBamKEHHS HAaBYaHHSA KOPUCTYBAYiB i
cBoevacHe oHoBreHHs OC.

lMepeeazu gidkpumozo kody i ekocucmemu

LLiBnake Ta epekTMBHE 3aXOMNEeHHA PUHKY Ta nonynsapHicTe Android y CBiTi JONOMOXYTb NiABULLUTY
3axucT. [skytoun BigkpnuToMy Koy, po3pobHUKM BBOOATL NOKPALLEHI OHOBMNEHHSI He3anexHo Big Google.
A Google moxe cdopmyBaTn cTaHgapTy 6e3nekn Ta nNpocyBaTu pidHi npoTokonu. LlinicHe sagpo Linux i
Android B3aemosurigHe ansa obox nnatdopm. OcKinbku, BOHWM gonomarawTb OAWH OAHOMY BYaCHO
BMSABNATY | NikBigoBYyBaTN Npobnemu, NOCTynoBo nigsuLLyBaTtn 6esnekxy.

Ocob6nusocmi 6e3sneku Apple iOS:

e ABTeHTUiKaLis kopucTyBada (uncposui PIN-koa, napons, biomeTpis) + SEP;
nignucyeaHHa kogy (Boot ROM i nignucyBaHHa goaaTkis);

niCoYHULSA | aHani3 kogy foaaTkis;

wndgpysaHHa (AES, ECDH over Curve25519, UID, Data Protection classes);
Keychain (APl onst 6eaneyHoro 36epiraHHs KntouiB);

PesepsHe konitoBaHHA (Keybag i iCloud Backup Keybag);

xmaposun cepsic iCloud i CloudKit (API ans iCloud);

iCloud Keychain (cnHxpoHisauis i BigHoBneHHsa Keychain);

anapatHa 6esneka (SEP);

KOHTpoOrb i obmMexeHHsa poHTy ataku (Wi-Fi, Bluetooth, nyw-nosigomnerHs, USB/Lightning).

Ocobnueocmi 6e3neku Google Android:
e ABTeHTUdiKaLis kopucTyBaya (undposui PIN-koa, naponb, natepH, 6iomeTpisa) + Gatekeeper i
Smart Lock;
e nicovHnus gogatkis (DAC + SELinux);
e LWKMdPpYBaHHA BCbOro aucka u dannis (AES-128/256, Credential Encrypted i Device Encrypted), a
Takox SD-kapTu;
Trusted Execution Environment (TEE) i nogatkoBun anapatHuii mogynbe 6e3nekn (secure element);
Android Verified Boot;
PesepsHe konitoBaHHA (Auto-Backup i Backup Service);
Google Mobile Services;
MignucyBaHHA goaaTkiB i aHania ko4y;
HackpisHe wndpysaHHa B Google Meet.

BucHoBkuK

3NOBMUCHMK MOXeE MNPOHUKHYTU CUCTEMY | OTpUMaTW KOHQIAEHUIVHI [aHi, He 3anexHo Big
BMKOPUCTOBYBAHOI MNatgopmu, AKWO AoKnage Hemanux 3ycunb. B koxHin OC € cBoi ocobnmBocTi
Gesnekn.

Xou Apple Kkpalle opraHisye wmndpyBaHHA hanniB Ha NPUCTPOsX | B Xxmapi, Hixk Google, BUHMKaOTb
cuTyauii, Konu waxpaesi BOAETbCA OTPUMATW LaHi KopucTyBada. 36epiraHHs TOKEHIB aBTeHTudiKauil
ans iCloud B pexumi AFU Tpeba nepepobutn. HackpisHe wmndpyBaHHs BCiX gaHnx B XMapi, YCyHe
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NPOTMpPIYYs B noniTuui koHgigeHuinHocTi Apple. HackpisHe wndpyBaHHA pekoMeHayoTs i ana Android
GMS. CeprnosHum Hegonikom Android € nocTinHe 36epiraHHA KItoYiB LWNPYBaAHHA B NaM'aTi IPUCTPOIO
nicnsi nepworo po36nokyBaHHs. AHanor iOS Complete Protection 36inbwunTb 3axmMcT 4aHNX KOpUCTyBaYa
Bif Waxpancbkux atak. Kopuctysayam MobGinibHMX NPUCTPOIB PEKOMEHAYIOTH CTBOPIOBATU OYXKE CKnagHi
naporsi pa3om 3 6iOMETPUYHOI aBTEHTUMIKALIEID CKPi3b, A€ TifTbKM MOXNNBO. AKWO € HEOOXIigHICTb, TO
3anpoBagxyBatn 2FA (aBodakTopHy aBTeHTUiKkauito). Kpalle He 3aknagatv B Xmapy Hi4Oro 3amBoro i
Ana  upboro TpebGa rapHO BUMBYMTU CXeMy CWUHXPOHi3auii AaHux 3 XMapoBMMU CepBicamw.
PyTupyBaHHs/mxennbpenk npunagie — LUe pU3MK 3anycKky AOBINIbHOrO Kogy (HaBiTb B MPOLUMBLI) i
3arposa Buxoay 3 nagy OC npuctpoto. CyvacHa 6e3neka gaHux KopucTyBada Ha 060X nnatgopmax
opraHisoBaHa gocuTtb sikicHO ane i ana Google Android, ana Apple iOS € Wwe Kyau pocTu B LbOMY MAaHi.
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Abstract: The article considers algorithms for assessing the personal capabilities of players that are suitable
for multiplayer online games with teams. Analyzed popular algorithms and proposed changes to
adapt them work with teams of multiple players.
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nroduHuU «YKpaiHa», Kuis, YkpaiHa.

AHomaujisi: Y cmammi po3anisiHymo an2opummu OUiHKU ocobucmux Moxrueocmel / pelimuHay epasuis,
AKi niOxo0sme  Ons 6bazamokopucmysaubKux OHnalH-izop 3 KomaHOamu. [IpoaHarnizoeaHi nonynspHi
arneopummu ma 3arnpornoHoeaHi 3MiHu (0151 anzopummie wo He nidmpumyroms KomaHOu), wob adanmysamu ix
0na pobomu 3 KomaHOaMu 3 KiflbKOX 2pasuie. 3pobrieHO akuyeHm came Ha 8UKOpucmaHHi anzopummie 0rs
KOMaHOHUX i2op. Anzopummu po3ansidatombCsi 110 Yacy ix CmEOPEHHS, MaK SIK KOXeH HacmyrnHuUl amnzopumm
ue rokpaweHa eepcisi nornepedHbo20. Arne npu UbOMY KOXEH i3 UUX an2opummie 8UuKopucmoeyembcs 8
Cy4yacCHUX iepax mak SIK 6Ci 80HU Marompb CE0I repeesazu. PelimuHz08i anzopummu 8 C80eMy 3a2alli
guKopucmosyomb 08a NMoKa3HUKU w06 ouiHuUmu epasus, pelimuHa — ye peasnbHulli pelimuHe 2pasusi Kompul
3MIHKEMBCS MICISA KOXHOI 2pu, ma ciema — ue 8i0XuneHHs1 8i0 pelimuHay siKe MoKasye HacKiflbKu MU MOXeMO
sipumu 8 moyHicmb pelmuHay, YUM MeHWe 3Ha4yeHHsl ciaMa muM MmouYHiwe pelmuHe 2pasus. PelimuHe
3MIHIEMbCS MICNS1 KOXHO20 Mamya 8 3ariexxHocmi 6id pe3yribmama, Ko guepaul mo 36inbwyemscs, 8 pasi
npoepawy mo 3HUXyemscs. Ciama X 3MeHWysamucs 3 KiflbKicmio ieop Kompi epaseypb 3iepas, mum camum
nidémeepdxyeamu peanbHuli pelmuHe epasusi, abo 36inbwysamucs asne 3 YacoMm, mobmo 3 4acom 3pocmae
HemouHicmb peldmuHay epasus. [na ypaxyeaHHs pelmuHeay cucmemoto nidbopy 3aseuyall 3py4HO Mamu
npedcmasrneHHs npo pelimuHe 00HUM HucrioMm, 8 eurnadky sKuwo pelmuHe rnpedcmasneHo 0goMma Hucriamu,
modi (oeo ob4ucmowmbs fK peuimuHe — 3% ciema. Takum 4YuHoM 6epymb CUIBHO MECUMICMUYHE
npedcmasrneHHs npo pelimuHe epasys. lNpedcmaesneHa nopigHsiibHa mabiuus po32sissHy mux asg2opummis.

Knroyoei cnoea: pelimuHzoga cucmema, nowyk rnapmHyepie

Introduction
Why do we need player ranking in the game?

. To make game fair enough for players which are added to one game session. Teams
should have close summary ranking to each other. Close - is not mean that they should be
identical, no, but to some extend so we can calculate that they have at least some chances of
winning.

. To ensure teams balance in game session all chosen players for the game session
splitting +/- equally on teams, that's also should be done based on each player ranking.

Ranking of a player should be corresponding to player performance in game or his real skills.
Skill is tricky especially in shooter games when it depends on player reaction, practice, play time and
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even some bit of luck. But still, skill can be measure as rough approximation of player abilities. What
we really interesting is who’s better than whom in our particular game. If a player has a higher rating
than we expert him to win against player with lower rating. That give us a scale where every player
has a rough approximate number which we can use for comparison.

Player ranking and they intersection can be visualized using Gaussian curve when every player
can be described by two values: mean (rating), that representing skill difference and standard
deviation, that representing probability of difference. If players intersect within borders of their
respective deviations than we can say that they are compatible to play together ( fig.1).

Player B:
Mean=5
Deviation=0.6

Player A:
Mean=3
Deviation=1

Fig. 1. lllustration of two player ratings

Goal of ranking algorithms is to give players a fun and enjoyable game when he have a challenge
and some probability of winning. Knowing player skills, we can predict rough probability of winning in
the match. Good metric here can be used a 50% win rate in total number of matches.

Simple solution that also can be used for some purpose.

Research

Win — Lose. Every of presented algorithms use game outcome as main parameter for
creating player rating. Simplest way to differentiate player ranking based on win/lose outcome of game
session can be calculated:

Rpew = Ry + 57, (1)

St— it is a match result of player team, win counts as 1, a loss as -1 and draw as 0.

Matching player among each other can be done by determining allowed distance between they
ranks as 200 (value should be based on statistic) when probability of winning is not less than
60%(fig.2).

Pros:
o Easy to implement that can be great for game development time.

o It is enough to disperse players on groups with some distance from each other that
allows matchmaking to do it’s job. Players that play better will go higher and less skilled player
go down. In result you should

. ave probability of winning as visualized on the next picture:

* negative skill difference mean that advantage to Team B (positive for Team A)
Cons:
o Big spreading with time.
o Slow adaptation for player ranking. Rank always change monotonically by 1 point.
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o Has no control on rank scaling.

° Does not take into account player personal performance. It will be worse in situation
when players play as part of group and other players of the group play much better. Even if
one of the players always with the lowest score, his overall skill can be high.

o Does not take into account time of playing in the match. Not every player play from
the start of the match.

° Does not change with time when player don't played the Game for long period of
time. In this case player rating become unreliable.

Win probability distribution

10%
wﬂ
B{Pﬂ
0%
S{PU
50% BTeam B
A% BTeamA
3{?0
2{?0
10%
0%

-350-300 -300-250 -250-200 -200-150 -150-100 -100-50 500 080 50200 100150 150-200 200-250 250-300 300-350
Skill difference befween teams

= =

= =

o=

Praobability af winning

p==]

Fig, 2. Win probability distribution

Elo. Key ideas of Elo rating system:
- Developed mainly as rating system for two players (like a chess, but can be used for
many match-ups with some modifications.
- Operated by only one storable parameter known as rating (R) that should describe
player skill. Initial rating recommended to set = 1500, but also it can be any other value
even 0.
- Rating calculated in two steps:
- Calculating expected result (E) of the Game based on known player ranks. It get us a
normalized value from O to 1 of a chance to win.
- Calculating update for player ranks based on the expected result and game outcome or
final score (S).
- Let's take a closer look at the math behind Elo. Imagine that we have two players: A with rating
120 and B with rating 80. Expected result of this match can be calculated by the formula:

1
" 1+10(Rg-RA)/D

(e.1)

Ra — rating of the player for which expected result is calculating; Rg — rating of the

opponent:

1
- 1+10(80-120)/400

E, ~ 0.56 .
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It is mean that player A probability to win the game is 0.56. If we calculate the same for Player
B we will have probability = 0.44 of winning.

D — ratio of difference, that known in Elo as mysterious 400 number. It should be chosen as
difference between players with which one player will have 10 times more chances to win the game.
A player with double D rating (800 points) over another player have 100 times better chances to win.

D number is arbitrary, if you want a wider range of possible rankings, increase the value, if you
want a narrower scale, decrease it.

Let’s calculate new rating for player A using formula (also assume that player is a winner):

Rpew =Ry + K(SA - EA) ) (8.2)
R, =120+ 10(1 — 0.56) = 124 ;

Sa—final score, it is an actual result of the game when win=1, loss=0, draw=0.5.;

K —is known as the k-factor, or development coefficient.

It usually take values started from 2 to 40. It determines how a result affects the rating of players
after the game. The higher the value the more change to the rating it brings. In our example we use
k-factor equal to 10 and it give player A increase in 4 point to rating, in case of K=20 it will be 8 points.
It can be a good idea to use higher coefficient for new players as they tend to improve faster and lower
coefficient for all other players. If your game has many game sessions than it's better to use lower K
to prevent measures from changing by large amount.

At the end of the game Player A rating rises by 4 point to 124 while Player B rating falls by the
same number of point to 76.

The Elo rating system measures the relative strength between players when calculating players
rating. If Player A had lost that game than his rating would have fallen by 6 points and Player B will
increase his skill by 6 point. It does make sense, as Player B should be rewarded with more points for
winning to more skilled player even when he is expected to lose.

Elo rating system work well for estimation player rating and we can use it to combine each
players ratings to create a team rating. Unfortunately, Elo only knows how to compare two players at
atime. So, first of all let’s adapt it to multiplayer game with two teams by changing logic of estimation
player skill to match every player of one team to every player of opponent team (Teama: vs Teamg:-
en). A game with teams of the same size has N(N-1)/2 distinct pairwise matching of player against
team opponents.

Expected score in this case can be calculated using the formula:

= 2:71\1]=1(1"'10(Rn—RA)/D)—1

Ey = N(N-1)/2 '

(e.3)

N — it is a number of players in team,
Rn — every player in opposite team.

Actual score can be calculated in the same way as an original Elo proposed, winner team get 1
and losing team get 0. If we do it like this than every player of team get the same amount of points.
Just like simple Win-Lose algorithm except number of points can be different because of K value. It is
not fair for players which performed the most.

Let’s think about conditions to calculate actual score that include personal performance of a
player:

o All players of winning team should increase their score as well as all score of the
losing team should be decreased.

o Scores of players in each team should be decreasing monotonically. 1% place has a
higher score than 2st place.

o Personal score representing the actual rank in team at the end of the match, is
normalized so that the ranks of players in team sum up to 1.
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Based on this condition let’s write the formula for calculating final score:

_ N—Ply
SA —_ ST + N(N—l)/Z ] (e4)
St— it is a match result of player team: win=1, loss=0, draw=0.5,
Pla — it is a place of a player in his team in final score board (1 for 1st, 2 for 2nd, ..., N for last).

Played time it is one more parameter that can be included in skill calculation. There is many
possibilities in online games and one of them that team players in game session can be added in the
middle of a game as well as for the end of the game session. In this case it is incorrect to calculate
player score that can be 0. To avoid this situation we can add an additional variable for calculation:

£ - normalized version of minutes or seconds played by the player.

A t=— (e.5)

t — time played in the game session by player,
S — total time of the game session.

Final formula for calculating new player ranking should be look like:

Rnew = RA + Kﬁ(SA - EA) (66)

Seems everything is fair:
o Player 24 was expected to have the best performance that’s why got the biggest
rating decline because of loss and bad scoring.
o Player 25 was expected to have lowest performance that's why got the lowest
rating decline because of loss

Glicko. The Glicko rating system extends Elo system by adding to it - rating deviation
(RD). Therefore rating system operated by three storable parameters player rating, rating deviation
which measures the uncertainty in a player rating and latest rating update to find out time period.
Main difference from Elo is that player rating changes not only because of number of matches
played but rating changing with time.
How rating deviation works:
e Than lower RD than more certain that rating of a player is accurate. The RD
increase slowly over time of inactivity.
e Than lower RD than slower changing rating of a player. That allows for fast
adaptation for player rating from the start and after that it not change so dramatically.
e RD takes meaning from 30 (recommended to not use the RD lower than this
value to ensure rating can change appreciably even in a relatively short time) to 350
(assumed to be the RD of an unrated player).

Where c is a constant that based on the uncertainty of a player skill over a certain amount of
time. It assumes how many rating periods would take for a player rating deviation to return to an initial
uncertainty of 350. For example, let’s suppose that one rating period it is a one month of a playing
and assume that after 5 years (or 60 rating periods) we will be uncertain about player skill. Also
suppose that typical player has RD = 50.:
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c =/(3502 — 502)/60 ~ 44.72 . (9.2)

Where t is the amount of rating periods since player was in the Game. For online game we can
decide that if player played at least once in the latest month than it is 0, and with every month that he
doesn’t play it is +1. Let’s calculate RD=50 for different t (t=1 mean player doesn't played more than a.

Tablel.
Elo rating calculation for 2 teams (K=10)

Player R = Game Score Rnew
Team A (win — ratings go up)
Player 11 1800 0.68 3500 1802.6 (+2.6)
Player 12 1700 0.57 2200 1702.8 (+2.8)
Player 13 1650 0.52 2100 1652.7 (+2.7)
Player 14 1850 0.73 1200 1851.6 (+1.6)
Player 15 1140 0.13 1100 1143.7 (+3.7)
Player 16 1500 0.37 720 1502.5 (+2.5)

Player R E Game Score Rnew
Team B (loss — ratings go down)
Player 21 1800 0.68 2000 1798.6 (-1.4)
Player 22 1750 0.62 1800 1748.5 (-1.5)
Player 23 1600 0.466 1800 1598.9 (-1.1)
Player 24 1850 0.73 1200 1847.6 (-2.4)
Player 25 1100 0.106 1100 1099.8 (-0.2)
Player 26 1500 0.37 750 1498.5 (-1.5)

The Player A current RD should be determined :

RD = min (\/RD} + c7t,350) (9-2)

month) using formula g.2:

Table 2.
Calculating RD with different t
t=0 t=1 t=2 t=3
50.0 67.08 80.62 92.2
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from collections import namedtuple

P = namedtuple('PlayerInfo’, ['rating’, 'score'])
D =400
K=10

winning_team = [P(1800, 3500), P(1700, 2200), P(1650, 2100),
P(1850, 1200), P(1140, 1100), P(1500, 720)]

losing_team = [P(1800, 2000), P(1750, 1800), P(1600, 1800),
P(1850, 1200), P(1100, 1100), P(1500, 750)]

def calc_for_team(team: list[P], opponent_team: list[P], win=True):
team_size = len(team)

new_ratings = {}
for player in team:
place_in_team = sorted(team, key=lambda p: p.score, reverse=True).index(player) + 1
personal_score = (team_size - place_in_team)/(team_size*(team_size - 1)/2)
expected_scores = [(1 + 10**((op.rating - player.rating) / D))**-1
for op in opponent_team]
actual_scores = [K* ((1 if win else 0) + personal_score - €)
for e in expected_scores]

new_rating = player.rating + round(sum(actual_scores) / (team_size * (team_size -

1D/2),1)

new_ratings[player] = new_rating

return new_ratings

if _name_ =='_main_":
print("Winning team:")
for player_, rating in calc_for_team(winning_team, losing_team, win=True).items():
print(f" {player_} rating become {rating}")

print( )
for player_, rating in calc_for_team(losing_team, winning_team, =False).items():
print(f" {player_} {rating}")

Table above shows how RD increasing over a time.
Next step is to calculate expected score between two players:

E, = (1+1079Ra—RW)/D)™" (9.3)
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D=400 - ratio of difference, the same as in Elo,
Ra—is the player’s rating,
Rn — is the opponent’s rating.
g — is a function that calculated by the formula:

1

9= J1+3q2RD2 /72 ' @4)
g — is a constant which is equal to log(10)/D = 0.0058565.

Before new rating is calculated, the new RD is needed to calculate for the player:

1

RDgpew = TomnE (9.5)
where d? calculated as:
2 _ 1
d- = ZEE) . (9.6)

Having expected score, game session outcome and new RD we can find out updated rating
using formula:

RAnew = RA + qRDAZmewg(SA - EA) ' (97)

Sa — is the outcome of the Game session: win=1, loss=0, draw=0.5.

Glicko as well as Elo designed to work only with two players, so we need to adapt it to work with
teams, just like we do for Elo. In the simplest way we just need to sum up rating and rating deviation
for every player of the Team i with every player in Team j and than divide on number of player in
teams. For two teams of the same size calculation of rating and rating deviation can be wrote like:

-1
Si<j<n(+v/1/RDZ2+1/d?
RDppew = = N( ) ) (9.8)

Nt

R _ Y1<jsNRA+ARD}pew9(Sa—Ea)
Anew — Ny

, (9.9)

Nt — is the number of player in one team.
Let’s get two teams and calculate ratings for them:

TrueSkill

The TrueSkill rating system is also generalization of the Elo system, developed by Microsoft
Research and has been patented (no free license) and used for Xbox games. System additionally to
rating tracks the uncertainty about player rating, can deal with any number of teams (even with
asynchronous team sizes) and can infer individual skills from team results.

The TrueSkill more adapted to multiplayer online games with teams of many players including:

. Individual player skill for every team member. Team wins but player own skill needed for
further matchmaking.
. Partial play that allows to handle situation where a player wasn’t present for the entire game

ssesion. Implemented as weighted sum factor where the weights are the percentage of the time player
was present.
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Table 3.
Glicko rating calculation for 2 teams

Player R RD t RD g E d? RDnew Rnew
initial
Team A (win — ratings go up)
Player 11 1662 290 0 290 0.736 ~0.43 499.042 249.74 1812.0
Player 12 1746 252 0 252 0.781 ~0.51 469.472 220.98 1851.66
Player 13 1794 100 1 109.46 0.945 ~0.57 402.072 105.35 1819.4
Player 14 1823 50 2 66.95 0.969 ~0.61 399.152 78.68 1836.26
Player 15 1842 30 0 30 0.995 ~0.63 403.812 30 1843.84
Player 16 1500 350 0 350 0.669 ~0.30 585.902 299.81 1743.31
Team B (loss — ratings go down)
Player 21 1662 290 0 290 0.736 ~0.43 499.042 249.74 1547.83
Player 22 1746 252 0 252 0.781 ~0.51 469.472 220.98 1632.1
Player 23 1794 100 2 118.17 0.936 ~0.57 402.07? 113.12 1754.08
Player 24 1823 50 3 91.9 0.960 ~0.61 399.152 89.41 1795.82
Player 184 30 0 30 0.99 ~0.6 403.8 30 1838.7
25 2 5 3 12 2
Player [150 |350 |0 350 0.66 |~0.3 |585.9 |299.8 |1396.9
26 0 9 0 02 1 8

From the first look on factor graph it is hard to understand how skills should be calculated. That
is why we will try to explain TrueSkill without it but in straight forward way.

As well as Glicko rating system TrueSkill system assumes that the skill represented a Gaussian
distribution when each player satisfies a normal distribution of mean p and variance o, which are
fixed to be the same for all players at the initiate step: Hiniia = 25, 0 = 25/3 and B = 0/2. The parameter
B controls the updating effect, larger 8 leads to a more dramatic changes.
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import math
from collections import namedtuple

P = namedtuple('PlayerInfo’, ['skill’, 'rd’, 'score’, 't"])

D =400
RD_MAX, RD_MIN, RD_TYPICAL = 350, 30, 60
RT_AWAY = 60

¢ = math.sqrt((RD_MAX**2 - RD_TYPICAL**2)/RT_AWAY)
q = round(math.log(10)/D, 7)

winning_team = [P(1662, 290, 3500, 0), P(1746, 252, 2200, 0), P(1794, 100, 2100, 1),
P(1823, 50, 1200, 2), P(1842, 30, 1100, 0), P(1500, 350, 720, 0)]

losing_team = [P(1662, 290, 3500, 0), P(1746, 252, 2200, 0), P(1794, 100, 2100, 2),
P(1823, 50, 1200, 3), P(1842, 30, 1100, 0), P(1500, 350, 720, 0)]

def calc_rd(rd_initial, time_periods_away=0):
return min(math.sqrt(rd_initial ** 2 + ¢ ** 2 * time_periods_away), RD_MAX)

def calc_g(rd):
return 1/math.sqrt(1 + (3 * q**2 * rd**2) /math.pi**2)

def calc_expected_score(g, player: P, opponent: P):
return 1/(1 + 10 ** ((-g * (player.skill - opponent.skill)) / D))

def calc_new_rating(r, rd_new, g, s, e):
returnr + q *rd_new**2 * g * (s - e)

def calc_for_player(player: P, opponent_team: list[P], win=True):
rd = calc_rd(player.rd, time_periods_away=player.t)
g = calc_g(rd)
expected_scores = [calc_expected_score(g, player, p)
for p in opponent_team]
rd_x = [calc_rd_new(rd, calc_d2(g, e)) for e in expected_scores]
ranking = [calc_new_rating(player.skill, rd, g, (1 if win else 0), e)
for rd, e in zip(rd_x, expected_scores)]
rd_new = sum(rd_x)/len(opponent_team)
r_new = max(sum(ranking)/len(opponent_team), RD_MIN)
return r_new, rd_new

The TrueSKill express the model as a factor graph and use approximate message passing to infer the
marginal belief distribution over the skill of each player. An example of it:
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Fig, 3. TrueSkill factor graph example
The Player current sigma (o) should be determined by using formula:
o =VoT+ 12
Where 1 is the dynamic factor which restrains a fixation of rating. The recommended

value is percent of sigma: o/100.
Updating mean value calculation after game session shown below:

2 t
w=ntsr(7)e()
St - is the outcome of the Game session for your team: win=1, loss=-1.:

t = Uwinner — Hioser )

c= \/(NSBZ + o-v%inner + o-lzoser) )
Ns — it is a total number of players in game session:.

N(t
u(t/c) = 59

N and © represent the PDF and CDF of a standard normal distribution, respectively.
Updating sigma new value calculated by formula:

o [(-20)

where:
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TrueSkill was the first algorithm documentally applicable to team games. TrueSkill sums the
ratings of team members to calculate the rating of their team. Most of the ensuing rating systems
leveraged a similar approach in their calculations. Calculation result for two teams:

Table 4.
TrueSkill rating calculation for 2 teams

Player V] (o} H_new o_new
Team A (win — ratings go up)
Player 11 40 2.10 40.158 2.09
Player 12 55 3.30 55.389 3.29
Player 13 35 1.25 35.056 1.25
Player 14 25 6.10 26.33 5.96
Player 15 33 5.92 34.25 5.79
Player 16 25 8.333 27.48 7.96
Team B (loss — ratings go down)
Player 21 45 1.50 44 .92 1.50
Player 22 60 1.30 59.94 1.30
Player 23 30 3.25 29.62 3.23
Player 24 20 5.10 19.07 5.02
Player 25 33 5.92 31.748 5.79
Player 26 25 8.333 22.52 7.96

o Player 16 & Player 26 are newbies and we can saw that they have more rating
change than everyone else. This means the algorithm try to quickly adapt player to
reasonable approximations of skill.

o Player 13 got the lesser change to rating because of the lowest value of sigma.

Weng-Lin
Weng-Lin or the OpenSkill rating system is similar to TrueSkill.
They propose to use generalized approach with different distribution models for different purposes. It is
developed specially for online games with multiple teams, this algorithm aims to be simpler and faster
than TrueSkill while yielding similar accuracy. Also it is distributed under free license.
Can be used with distribution models, like:
o Bradley-Terry - follow a logistic distribution over a player's skill, similar to Glicko.

o Plackett-Luce - generalized Bradley-Terry model for k =2 3 (k-number of teams
participating in a game).

. Thurstone-Mosteller - models follow a Gaussian distribution, similar to TrueSkill.

Rating system assumes that skill represented by two value of mu (=25) and sigma (=25/3). We
will skip the review of formulas this time, because this rating system includes several models and
therefore deserves a separate article with an overview of mathematics and approaches. Limiting
ourselves to results that can be obtained using, for example library [10].
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Every of observed algorithms can be suitable for modern game. The most advanced are the
algorithms of TrueSkill, also the most famous and OpensSkill (Weng-Lin) that looks simpler, designed
to be faster and give the same results.

Table 5.
OpenSkill rating calculation for 2 teams

SEW v o M_new o_new |
Team A (win - ratings go up)
Player 11 40 2.10 40.12 2.09
Player 12 55 3.30 55.30 3.29
Player 13 35 1.25 35.04 1.25
Player 14 25 6.10 26.01 6.04
Player 15 33 5.92 33.95 5.87
Player 16 25 8.333 26.89 8.18
Team B (loss — ratings go down)
Player 21 45 1.50 44.94 1.50
Player 22 60 1.30 59.96 1.30
Player 23 30 3.25 29.71 3.24
Player 24 20 5.10 19.29 5.06
Player 25 33 5.92 32.05 5.87
Player 26 25 8.333 23.11 8.19

Table.6.
Comparison of some difference about algorithms

Win- El Glicko TrueSkil OpenS

Lose o | kill
Support for teams = + + ++ ++
Fast adaptation for newbie = - + + +
Take into account personal - + + ++ ++
performance
Take into account time when = - + + -
player not in the Game (TrueSki

112)
Has control of rank scaling = + + + +
Conclusion

In this article, we observed the four popular rating systems for online multiplayer games. We dived
into the mathematics behind algorithms and compare the results. It's also clear that every new
algorithms is an evolution of the pasts one and that’'s why all of them have many similarity among each
other. And even updates of exist algorithms in some way it is a loan of good idea of other similar
algorithms
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Elo is the most simple to implement and can easily be good used for PvE games and possible
for PvP, but not suitable for multiple teams and asynchronous game modes.
We hope this article has clear up the workings of the most popular rating systems. The focus was
on core logic and calculation behind algorithms, so it is not cover all details about them.
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AHomauyissi: Cmamms npucesyeHa adarisy ICHyI4uUx I[HOpMayiliHO-KOMYHIKamMuU8HUX mexHomnoeil, ix
pisHosudie ma moxnueocmed. [NposedeHO 025190 HOPMamuBHO-MPaso8UX akmie, W0 MPUCESYEHI IHKMO3UBHIl
ocseimi ma sumozam 00 opaaHisauii Hag4arbHUX MPOYECI8 3 BUKOPUCMAaHHSM MPUHUUII8 yHigepcarbHOo20 du3alHy
Yy HaeyaHHI. [NpornoHyrombCs KOHKpEemHi eapiaHmu iX 3acmocyBaHHS Y IHKITIO3UBHOMY Hag4YaHHi ma eapiaHmu
8UPIUIEHHST ICHYIOYUX rpobriem 3 iHKIo3IE.

Knrouoei cnoea: iHkmo3sis, IKT, iHgbopmauitiHo-KoMyHiKauiliHi mexHoroeil, yHieepcanbHul u3alH.

APPLICATION OF INFORMATION AND COMMUNICATION TECHNOLOGIES IN
INCLUSIVE EDUCATION

Vitalii Pavlyk. Open International University of Human Development “Ukraine”, Kyiv, Ukraine.
Vitalik2698 @gmail.com

Valerii Samarai, Ph.D.,Ass Prof. Open Internationfl University of Human Development “Ukraine’,
Kyiv, Ukraine. samaraj@ukr.net

Abstract: The article is devoted to the analysis of existing information and communication technologies, their
varieties, and possibilities. A review of normative legal acts devoted to inclusive education and requirements for the
organization of educational processes using the principles of universal design in education was conducted. This
article provides an overview of a number of policy frameworks and international human rights instruments aimed at
ensuring equal access to ICT for all, including girls and people with disabilities. Specific options for their application
in inclusive education and options for solving existing problems with inclusion are offered. Considered the
advantages of inclusive education, the application of the principles of universal design in information and
communication technologies, and the universal design of education. The article contains examples of universal
learning design. They are organized into eight categories of performance indicators, with general recommendations
for each. A set of universal design principles is established to provide guidance in the design of environments,
communications, and products that can be applied to academic environments, communications, and products. The
main educational components of an inclusive school and the conditions necessary for the optimal use of ICT in
inclusive education are defined (School infrastructure, Procurement of good quality equipment, Digital skills,
Medical and rehabilitation support, and Coordination to ensure the correct use and maintenance of ICT). Listed the
actions needed to increase equitable and effective access to ICT and improve the use of ICT to support inclusive
education. The article can be useful for all stakeholders (National governments, Institutional donors, Civil society
actors, etc.) in raising the level of inclusive education.

Key words: inclusion, ICT, information and communication technology, universal design.

BcTtyn

Xoua goctyn oo oceitTn nokpawmeca 3 2000 poky, KinbKicTb Nogen, BUKNIOYEHNX i3 CUCTEM OCBITH,
BCE LLe 3anuwaeTbCs cepnosHoto npobnemoto. KoxxHa oanHagusita guTMHa MONoALWOro LWKiNbHOMO BiKy
nosbasneHa oopmarbHOI OCBITU, MPUYOMY BiNbLLIICTb i3 HUX NPOXMBAE B KpaiHax ApuUKM Ha NiBAEHb
Big Caxapwu [1]. CouianbHO-eKOHOMIYHWIA CTaTyC | CTaTb AUTUHU € BU3HAYanbHUMWU hakTopamu, ane
iHBanigHicTb € OCHOBHUM bakTOpOM BUKMNOYEHHS [2]. HacnpaBai noeaHaHHs KinbKoX hakTopiB NOCUe
OCBITHIO BiAYY>KEHICTb AN MifIbUOHIB Ntogen 3 06MEXEHNMN MOXIMBOCTAMM, YT YNCMEHHI NepeLIKOan
Ha LWIsXy 40 OCBITM YacTo 3anuLaoTbCs No3a YBarok B OCBITHIX nporpamax. Kpim Toro, ix nepebyBaHHs
y 3aKknagi ocBiTv He 060B’sI3KOBO O3HAYaE, O BOHN MaloTb ePEKTUBHUIA LOCTYN 4O HaBYaHHS. LLkonspi
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Ta CTYAEHTUN 3 OOMEXEHNUMMN MOXIMBOCTAMM, SIKi BiABIAYIOTb HABYaNbHUIA 3aknag, 4acTo HaB4YalTbCS B
OKpeMunx cepepfosuLlax Ta/abo 3 pecypcamu, siki € HegoCcTaTHIMM Ta/abo noraHo aganToBaHMMK ANA
3abe3neyeHHs IXHbOro ycnixy B HaB4aHHi. Tak, nogun 3 obmexeHmmu moxnusoctsmu B 10 pasis pigwe
BiABiAYIOTb HABYarbHi 3aknaau, HixX iHwWi [3], a 4iTn 3 00MeXXeHNMM MOXITMBOCTAMM B KpaiHax 3 HU3bKUM
i cepefHim piBHEM goxogiB MaloTb Ha 19% MeHLe WwaHciB oTpumaT 6a30Bi HABMYKN YNTAHHS, HIK iXHI
ofHoniTkn 6e3 obmexeHb [4].

BukoHaHHA aocnigKeHb

IKT BigirpatoTb KNO4OBY porib y TOMY, W6 3poduTn HaBYanbHi 3aknagm MicusiMyM OTPUMaHHS 3HaHb,
HaBWYOK | CTaBMNEeHHs, BiNbHUMM Big 6yab-aKoi hopmmn ANCKpUMIHALLT UM cerperauii, Haga4un BYNTENSM
abo nekTopam LUMPOKUI CNEKTP OCBITHLOrO KOHTEHTY Ta 3axoAiB, AOCTYMHUX ONS BCiX IXHiX y4HiB. IKT
MOXYTb A0MoMOrTu YUYHAM nogonatu TPyAHOLLi 30py, cnyxy, CMinNKyBaHHS,
3anam’aToByBaHHA/KOHUEHTpaUii/HaB4aHHA abo pyxy BEpXHiX KiHLUIBOK (Le 34aTHICTb YacTo noTpibHa
AN nMcbMa abo iHWKX 3aHATD).

IKT MOXHa po34innTn Ha TpM OCHOBHI KaTeropil:

* HaB4danbHi Mmartepianu i misanbHICTb, Taka aK: uMpoBi Menia, MeTo SKUX € nepenada
YPOKIB/HABMYOK CTYAEHTY (Hanpuknag, aygiokHura, HaBdanbHe Bigeo 3 cypaonepeknagom Towo).

* AnapaTtHe 3abesneyveHHs, sike CryXuTb nocepeaHUKkom Ans 3abe3neyeHHs JOCTyny A0 MEBHOro
HaBYanNbHOrO KOHTEHTY/AIANbHOCTI (Hanpuknag, KOMM'loTep ANA nepernsgy XectoBoro nepeknagy
ayadioAOKyMeHTa).

* DyHKUIT OOCTYNHOCTI, ki pobnaTb anapaTtHe 3abe3neyeHHs OOCTYNHUM ANSA BCiX (Hanpuknag,
nporpamMa 34uMTyBaHHSI €KpaHa, sika O03BOJSIiE He3psiHoMy CTyAeHTy abo cTygeHTy 3 Bagamu 30py
BMKOPWUCTOBYBaTU KOMIM'IOTEP ANS AOCTYNYy A0 BMICTY B IHTEpHeTi).

Y pamkax MikHapoaHoi nonitukn IKT BBaxaloTbCsl HEOOXiAHUMU ANS CTBOPEHHS iHKITHO3MBHUX i
crnpaBenmMBUX CYCNINbCTB. Tak, HU3Ka NOSITUYHUX PaMOK i MbKHaApOOHMX OOKYMEHTIB 3 NpaB JIl0AUHU
cnpsimoBaHi Ha 3abesnedeHHs piBHoro goctyny go IKT gnga Bcix, Bkniodaroum giByaT Ta nogen 3
0OMEXEHUMU MOXKITMBOCTAMN. 30Kpema:

* Ctatta 9 KoHBeHUii Npo npaBa niogen 3 iHBanigHICTIO BUMarae Big AepXaB-y4acHuUb CrpuaTu
poctyny go IKT Ta IHTepHeTy ans niogen 3 oOMEXEeHUMU MOXIMBOCTAMMU LUMIAXOM 3a0XOYEHHS
po3pobkK, po3pobkn, BUpOOHMLTBA Ta nowmnpeHHa goctynHux IKT ta cuctem.

* Uinb cranoro possutky (LICP 4) 3aknukae o 3HavyHOro poswmpeHHs goctyny go IKT T1a
3abe3neyeHHs 3aranbHOro Ta 3py4YHOro 4oCTyny A0 IHTepHeTy B HaMeHL po3BUHEHMX KpaiHax Ao 2030
poky (uinb 9.c). BoHa Takox cnpamoBaHa Ha 36inblieHHa BukopucTaHHs |IKT ana poswmpeHHs
MO>XITMBOCTEW XIHOK 3a JOMOMOro TexHosorin (uinb 5.b.).

» 3aranbHun komeHTap KomiteTy 3 npaB amtuHu Ne 25 (2021) wopo npas giten y undgposomy
CepenoByLLi 3aKNMKae OepXxaBu-ydacHUUi NpocyBaTU TEXHOIOTi0, sika Bignoeigae notpebam giten 3
0OMEXEeHUMM MOXITMBOCTSMU, | rapaHTyBaTW, LLO BOHA € 3ararbHOAOCTYMHOW, WOo6 Hew Mornu
KopucTyBaTUCS BCi 6€3 BUHATKY AiTW.

lNepeesaau iHKMO3UBHOI oceimu. barato gocnigKeHb, NPOBEAEHUX 3a OCTaHHI TpU OEeCcATUNITTS,
nokasanu, Lo y4Hi 3 00MEeXEeHUMN MOXIMBOCTAMUN AOCATral0Tb BULLIMX JOCATHEHDb | NOKPALLYIOTb HABUYKK
3aBASAKM iHKIMIO3MBHIM OCBITI, @ IXHi 0gHOMITKN 6e3 MopyLUeHb TakoX OTPUMYIOTb BinblUy KOPUCTb Bif
TaKoro HaBYaHHSA, HiX Bif 3BMYaHOro. [na CTyaeHTiB 3 OOMEXEHVMN MOXITMBOCTAMW L€ BKMOYae
akageMiyHi ycnixv B rpamMoOTHOCTI (YATaHHA Ta NUCbMO), MaTemaTuui Ta couianbHUX Haykax — 8K y
OLiHKax, TakK i Ha CTaHOAPTHUX TeCTaxX — Kpalli KOMYHiKaTUBHI HAaBUYKM, NMOKPALLEHi couiarnbHi HaBUYKM
Ta Ginblue Apyx6un. binblle Yacy B 3aranbHOMY Knaci TakoX NOB’si3aHO 3 MEHLLIOK) KifbKiCTIO NPOrynis i
NMoKapaHHsMW 3a HENPUEMHY NoBeAiHKy. Lie moxe 6yTn nos’d3aHO 3 BUCHOBKAMM LLIOAO CTaBEHHS —
BOHW MalOTb BULLYY CaMOOLiHKY, iM Biniblue nogobaeTbCa WKona Ta ixXHi BUMTEni, BOHM BinblU MOTUBOBaHI
Loao poboTy Ta HaBYaHHS.

Ix ogHoNITKM 6e3 iHBaniAHOCTI TAKOX BUABNAIOTL BiMbLL NO3UTUBHE CTaBMEHHA 40 TUX caMux cdep,
KON HaB4YalTbCS B iHKMIO3MBHUX Knacax. BoHn gocaratoTb 6inblinx ycnixis y HaBYaHHi B YATaHHI Ta
mMatemaTtuui. JocnigpkeHHa nokasyloTb, WO HasiBHICTb CTyAeHTiB 3 obmexeHHaMM gae nogdam 6e3
oBMexXeHb HOBi MOXIMBOCTI ANA HaBYaHHA. OgHa 3 HUX — Le KON BOHW BMKOHYHOTb POJSib OL4HOSITKIB.
HaBuyatounch, 9k 4ONOMOrTU iHLLIOMY YYHEBI, XHA BNacHa YCNilWHICTb MNOKpaLlyeTbCA. IHWa nondrae B
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TOMY, LWO, KOnu BYMTENi BinbLue 3BepTatoTb yBary Ha CBOIX PI3HOMAHITHMX YYHIB i3 06GMEXeHHAMN, BOHM
HagalTb IHCTPYKUii 3 LWMpLWIOro Aiana3oHy MeTOoAiB HaB4aHHA (Bi3yanbHOro, aydianbHoro Ta
KIHECTETMYHOrO), LLIO TAaKOX NPUHOCUTL KOPUCTb IXHIM 3BMYANHUM YYHSIM.

YacTto gocnigxytoTe npobnemmn Ta NOTEHUinHI “niaBOA4HI KaMeHi”, Ki MOXyTb 3pOOMTU HaBYaHHA
MeHLW ePeKTMBHUM Y Kinacax iHKMNto3ii. Are BUCHOBKM MOKa3yloTb, LWO Le He Tak. AHi HaBYanbHWI vac,
aHi KiNbKICTb 3anyyeHuX Y4YHIB MK iHKITHO3MBHUMM Ta HEIHKMIO3MBHMMW Knacamu He Bifpi3HAHTbLCS.
Hacnpasgi, y 6aratbox Bunagkax 3BuMyaviHi CTyAEHTM OCBITHIX 3aknafiB NoBiAOMNATb, WO NPaKTUYHO
He 3HalTb NMPo Te, WO B IXHiX Knacax HaBiTb € CTYAEHTM 3 OOMEXEeHUMU MOXNMBOCTAMMK. Konv BOHU
YCBIOOMIIOOTL LEe, BOHU AEMOHCTPYHOTb Oinbllie CNpURHATTS Ta TONepaHTHOCTI Ao nwgen i3
0OMEXEHHAMM, KONK BCi pa3oM OTPUMYHOTb iHKIMO3MBHY OCBITY.

BacmocyeaHHs npuHyuUnie yHisepcanbHo20 dusaliHy 6 IKT. YHiBepcanbHUin An3anH — Lie npouec
CTBOPEHHS MpPOAYKTIB, AOCTYMHMX IOAAM i3 LUPOKAM diana3oHoM 34ibHoCcTen, ObMeXeHuX
MOXIIMBOCTEN Ta IHWWMK XapakTepuctukamu. [1poaykTn yHiBepcanbHOro [Au3anHy BpaxoBYHOTb
iHOMBIQYyanbHi NnepeBarn Ta 34i6HOCTI; epeKkTMBHO nNepeaarnTb HeobXiaHy iHopMaLito (He3anexHo Big
YMOB HaBKOJSIMLLUHLOrO CepefoBuLLa YN CEHCOPHMX MOXITMBOCTEW KOPUCTyBaya); i 4O HbOro MOXHa
NiginTn, JOCArTU, MaHinNynoBaTN Ta BUKOPUCTOBYBATU HE3aNeXHOo Big po3Mipy Tifa MoguHu, No3m yu
PYXMBOCTi. 3acTocyBaHHA MNPUMHUMNIB YHIBEPCANbHOrO Au3anHy 3BOAUTb A0 MiHiMymy noTpeby B
OOMOMIDKHUX TEXHOMOrIAX, CTBOPIOE MPOAYKTU, CYMICHI 3 AONOMIKHUMW TEXHONOTISIMM, | pOOUTb NPOAYKTU
3pYYHIlWMMM ONs BCiX, @ He Nnvwe ansi nogen 3 ooMexXeHNmMn MOXIMBOCTAMM.

Ak npaBuno, NpoaykTn po3pobneHi Takum YMHOM, Wo6 BOHWM Oynu Hambinblw npuaaTHAMKU Ans
cepeHbOCTaTUCTUYHOIO KopucTyBada. Haenaku, npogyktn, po3pobneHi BignoBigHO A0 NpUHUMNIB
YHiBepcarnbHOro amsariHy, po3pobrieHi TakuMm YMHOM, OO HMMK KOPUCTYBABCS KOXEH, Akomora binbLue,
6e3 noTpebu B aganTauii un crneuianbHOMY AN3aiHi.

YHiBepcanbHui ausaviH 3a3Buyan 3abesnevye yHKUii NPOAYKTY, SKi NPUHOCATb KOPUCTb Pi3HUM
KOpuCTyBadaMm, a He nuule niogam 3 obmexeHumu Moxnusoctsmu. Hanpuknag, 6opatopu TpoTyapis,
npu3HayveHi gns Toro, wob 3pobuTn TpoTyapu Ta BYNUUi OOCTYNHUMW AN TUX, XTO KOPUCTYETbCS
iHBanigHUMK Bi3kamMu, CbOroOA4HI YacTO BUKOPWUCTOBYIOTb AiTM Ha cKkeWTOopAax, B6aTbkM 3 gUTaYnMU
KonsickamMyn Ta Kyp’epyu 3 Biskamu. Tak camo ABepi, SKi aBTOMaTMYHO BiAYMHSAKOTLCS, KOMW XTOCb
HabnwkaeTbCs A0 HUX, € BiNbl JOCTYNHUMW AN BCiX, BKNIOYAYM ManeHbkux AiTen, npauiBHUKIB i3
NOBHMMW pyKamMu Ta nogen, ki KOPUCTYIOTLCA XOA4YHKaMU YK iHBanigHUMN Bi3kaMu.

BcTtaHoBneHO HacTynHui Habip npuvHUMNIB  YHiBepcanbHOro AusamnHy, wob 3abeaneunTtn
KepiBHMLUTBO B Au3ariHi cepefoBuvla, KOMYHiKauin i NpOAyKTiB, WO MOXyTb OyTM 3acTtocoBaHi Ao
akageMidHoro cepefoBmiLa, KOMYHiKaLin i NpoayKTiB:

» CnpaBegnunBe BUKOPUCTaHHA. Llen gusanH KOpuCHUKW | npuBabnveui gnga nogen i3 pisHumu
3gibHocTamn. Hanpuknag, Be6-canT, po3pobreHmin Takum YMHOM, WO BiH AOCTYNHUIW NS BCiX, Y TOMY
yucni ons He3pavnx ngemn, BUKOPUCTOBYE Lier NpuHLNN.

» [HYYKICTb Y BUKOPUCTaHHI. KOHCTPYKLUisi BpaxoBye LUMPOKUIA CNEKTP iHAMBIAYanbHUX ynogobaHb i
MOXnueocTen. MNMpuknagom € mMysein, SKMn SO3BOSISE BiABioyBayeBi Yntatm UM cnyxatm OnNUC BMICTY
BITPUHN.

= [pocTe Ta IHTYITUBHO 3pO3yMifie BUKOPUCTAHHA. BUKOPUCTaAHHA OuM3alHy Nerko 3posymiTw,
He3anexHo Big AOCBiQYy KOpWUCTyBaya, 3HaHb, MOBHMX HaBWYOK abO MOTOYHOrO PIiBHS KOHLEHTpaLil.
O6nagHaHHSA HaykoBol nabopatopil 3i 3p03yMinvMu Ta iHTYITUBHO 3PO3YMINIMMWN KHOMKaMWN KePYBaHHS €
XOPOLUNM NPUKIAA0M 3aCTOCYBaHHS LIbOro NPUHLUMNY.

» BiguyTHa iHdpopmauis. KOHCTpyKUis epekTuBHO nepenae HeobxigHy iHopmaLito KopuctyBayesi,
Hes3anexHo Bi4 YMOB HaBKOMULWIHLOIMO cepegoBuwa abo CEeHCOpHUX 34ibHOCTEen KopucTyBaya.
MprvknagomMm BUKOPUCTaAHHA LbOro MPUHUMMNY € Te, WO TeneBisilHi nporpamu, Wo MPOEKTYTbCHA B
ranacnuemx rpoOMacbkux Micusx, SK-OT eKCMo3uLil HayKOBUX KOH(PEepeHLin, BKYalTb CyoTUTpu.

» TonepaHTHICTb A0 nomunok. KoHCTpykuia MiHiMidye Hebesnekn Ta HecnpusaTnivBI Hacnigku
BMNagKoBMx abo HeHaBMUCHUX Ain. [MprknagomM NpoayKTy, KU 3aCTOCOBYE Lier NPUHLUMIM, € HaBYarnbHa
nporpama, sika Hagae BKa3iBKW, KONM KOPUCTyBay pobuTb HEBIAMNOBIAHUIA BUOIp.

» Hu3bki dpisnyHi 3ycnnng. Liio KOHCTPYKLi0 MOXHa BUKOPUCTOBYBaTN e(PeKTUBHO, KOMOpPTHE Ta 3
MiHiManbHOK BTOMOW. [IBepi, 4Ki nerko BiAKPUBAKOTLCA JIIOABMM 3 PISHUMU  (PI3UYHUMHU
XapaKTepucTuKamu, 4EMOHCTPYIOTb 3aCTOCYBaHHA LbOro NpUHUMMY.
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= Poamip i npocTip ans nigxogy Tta BMKOpUCTaHHs. 3abe3nevyeTbCcs BignoOBiAHUI PO3MIp i NPOCTip
Ans nigxoay, AOCSKHOCTI, MaHINynsauin i BAKOPUCTaHHS He3anexXxHo Bif po3Mipy Tina, No3u Yn pyxsiMBocCTi
KopucTyBaya. [prknagaoM BUKOPUCTaHHSA LbOro NPUHLMMY € rHy4Yka pobo4da 30Ha HaykoBOi flabopaTopii,
npusHaveHa ans BUKOPUCTaHHSA CTydeHTamMm 3 PisHMMN (PisUYHUMK XapakTepuctukamm Ta 3gibHocTamum.

LLlo6 3acTocyBaTu yHiBepcanbHWiA AU3alH Y HaBYaHHI, IHCTPYKTOPY MOBMHHI BpaxoByBaTU MOXIIMBI
Bapiauii B iHAMBIAyanbHMX HaBW4Kax, CTUNAX HaBYaHHA Ta BnogobaHHAX, Bili, CTaTi, CekcyanbHin
opieHTau,il, KynbTypi, 34iBHOCTAX Ta OOMEXEHMX MOXITMBOCTSIX, KON BOHM 00MpatoTh BignoBigHMA 3MICT
i cTparterii Ansa BuKagaHHs, a noTiM 3acTOCOBYKTh YHiBEpcanbHWUA OM3ariH OO YCiX 4i Ta pecypciB
Kypcy.

MprHUMNK WO nexaTb B OCHOBI YHIBEPCANbHOIo AM3anHy HaBYaHHS, MOXyTb OyTK 3aCTOCOBaHi 40
3arasibHOro AmsanHy HaB4YaHHS, @ TakoX A0 KOHKPETHUX HaBYarnbHUX MaTtepianis, 3acobiB i cTpaterin
(Takmnx sk nexuii, 0broBopeHHs B KNnaci, rpynoBa poboTta, Beb-iHCTpyKLUii, nabopaTopHi po6oTH, NONbLOBI
poboTn Ta gemMoHcTpauii). Hwkye HaBegeHO Npuknagu yHiBepcanbHOro AvM3anHy HaByaHHsS. BoHwu
opraHi3oBaHi 3a BicbMOMa KaTeropissMv nokasHukiB e(peKTUBHOCTI, i3 3aranbHUMK pekomMeHgauiamm ans
KOXHOT:

e LliHHOCTI knacy. Mpunmante meTtoam, Aki BigobpaxkatoTb BUCOKI LiHHOCTI LWOA4O Pi3HOMaHITHOCTI,
cnpaBeanuBOCTI Ta 3anyyeHHs. Npuknag: po3MiCTUTb 3asBY y CBOEMY HaBYaNbHOMY NiiaHi, 3anpoLuyo4m
CTYOEHTIB 3yCcTpiTuca 3 Bamu, W06 o6roBOpuUTM NPUCTOCYBAHHS, MOB’A3aHi 3 iHBanigHICTIO, Ta iHLWI
0cobnmBi HaB4arnbHi NoTpeodu.

e B3aemopgia. 3aoxouynte perynapHy Ta eqeKkTUBHY B3aEMOAI0 MK YYHSMWU, BUKOPUCTOBYUTE
Pi3HOMaHITHI MeToAWM ChiNKyBaHHS Ta MepeKoHamTecs, WO MEeTOAW ChinkyBaHHS AOCTYMNHI Ans BCiX
yyacHukiB. NMpuknag: npusHayTte rpynosy poboTy, 40 SIKOI Y4YHI MOBMHHI 6paTn y4acTb, BUKOPUCTOBYHOUM
Pi3Hi HaBMYKK Ta poni.

e ®isnyHi cepegoBuLLa Ta NPoayKTW. [1na 30BHILLHLOrO HABYaHHA NepekoHanTecs, Wo 06’ekTn, BUan
[isiNbHOCTI, MaTepianu Ta obnagHaHHS i3nYHO AOCTYMHI ANS BCiX CTYAEHTIB, @ TAKOX WO 3 TOYKM 30pYy
6e3nekn BpPaxOBYKTbCA PI3HOMAHITHI MOTEHUiMHI XapakTepucTuku cTyaeHTiB. [lpuknag: po3pobiTe
npoueaypw 6e3nekn Ans BCiX CTyAEHTIB, y TOMY YMchi AN chinux, rmyxux abo KopucTysadiB iHBanigHNX
Bi3KiB.

e Crniocobu poctaBkn. BukopuctoBynTe Kinbka METOAIB HaBYaHHA, SIKi AOCTYMHI BCIM YYHSAM.
Mprknag: BUKOPUCTOBYINTE Kiflbka PEXMMIB A9 AOCTABKN BMICTY; KOMU Lie MOXITMBO, LO3BOSIbTE YYHAM
BMBUpaTKN 3 KiNbKOX BapiaHTiB HaBYaHHS; @ TakoX MOTUBYWTE Ta 3anyyante CTYAEHTIB — PO3rNsHbTe
nekuii, BapiaHTU ChiNbHOMO HaBYaHHS, MPAKTUYHI 3aHATTS, CHINKYBaHHA 4epe3 |HTEpHET, OCBITHE
nporpamMHe 3abesneyeHHs, NonboBy poboTy TOLO.

¢ I[HhopMaLinHi pecypcu Ta TexHonorii. NepekoHanTecs, WO HaBYanbHi MaTepianu, NPUMITKA Ta iHLWi
iHbopMaUiniHi pecypcn € npuBabnvMBMMK, THYYKMMM Ta OOCTYMHUMWM ONs BCiX cTygeHTiB. [Npuknag:
BMbepiTb ApYyKOBaHi MaTtepianu Ta nigroTynte nporpamy 3aByacHo, Wob faTn CTygeHTaM MOXIUBICTb
noyatu YiTaTtm matepianu Ta npavtoBaTu Hag 3aBOaHHAMM OO nodvaTtky Kypcy. [lante gocTtaTtHbo vacy,
o6 opraHizyBaTh anbTepHaATUBHI hopMaTh, HaNnpuKNaa KHuru B aygiodyopmari.

¢ 3BOPOTHI 3B'A30K i OLUiHKA. PerynsipHO OUiHIOWTE Nporpec CTyOeHTIB, perynsapHo HagaBanTe
KOHKPETHI BiAryKN, BUKOPUCTOBYHOUMN YNCIIEHHI JOCTYMNHI METOAM Ta IHCTPYMEHTH, i BiAMOBIAHO KOpUrymTe
iHCTPYKUii. Mpuknaa: 4o3BONbTE YYHAM 34aBaTU YaCTUHWU BEMUKUX NPOEKTIB AN OTPUMaHHS Bigrykie o
TOro, sk HaCcTaHe OCTaTOYHUIN NPOEKT.

¢ Po3milleHHs. [naH po3millleHHs CTYAEHTIB, Yni NoTpebn He NOBHICTIO 3a40BOJbHSTLCA 3MICTOM
HaBYaHHA Ta npakTukow. [lpuknag: 3HamTe MpPOTOKONM Kamnycy [Afs OTpUMaHHA MaTepianis B
anbTepHaTuBHMX bopmaTtax, nepennaHyBaHHS KNacHMX KiMHaT i opraHisauii iHWWX npuMmilweHb ang
CTYOEHTIB 3 0OMEXEHUMMN MOXITUBOCTSMU.

OcTtaHHA knacudikauis npakTUK yHIBEpCanbHOrO AM3anHy HaBYaHHA € BaXKIIMBOK, OCKINbKM
BMKOPWUCTAHHS MOro MpUHUMNIB He yCcyBae NoTpebu B cneujianbHUX NPUCTOCYBAHHAX OS89 CTYOEHTIB 3
obmexxeHuMM MoXnMBOCTAMWU. Hanpuknag, Bam MoXe 3HagobuTuca Hagatu cypaonepeknagada
rnyxomy ctyaeHTy. OfHak 3acToCyBaHHS KOHLENLN YHiBepcanbHOro Au3anHy HaBY4aHHA Npu NnaHyBaHHi
Kypcy 3abesneyye MOBHWMWN AOCTYN A0 KOHTEHTY ANA BinbloCTi CTyAeHTiB i MiHimMidye noTpeby B
cneuianbHUX NPUCTOCYBaHHSAX. Hanpuknag, cTBOpeHHs BEG-pecypciB y AOCTYNHUX hopmMaTax y Mipy ix
po3p0obKM O3Ha4yae BIACYTHICTb MepenniaHyBaHHSA, HEOOXiQHOro, SKWO [0 Knacy 3apaxoBYETbCA
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He3pAYNn yYeHb.

YHiBepcanbHuin gu3anH HaB4aHHA NPUHOCUTb KOPUCTb CTyAeHTaM 3 0OMEXEHNUMN MOXKITUBOCTSIMUA,
ane TakoX MPUHOCUTb KOPWUCTb iHWKuM. Hanpuknag, cy6TuTpu OO BigeOPONnMKIB KypcCy, siKi HagarTb
A0CTyn rnyxmmM abo cnabo4vytoumm CTyaeHTaMm, TakoX € nepeBaroto Ans CTYAEHTIB, AN SKUX yKpaiHCbKa
€ ApYror MOBOW, ANA AesKUX CTYAEHTIB i3 BafaMy HaBYaHHA Ta AN TUX, XTO AMBUTBCS CTPIYKY B
LUYMHOMY OTOYEHHI. Hagnuiwkose HagaHHS BMICTY MOXe MOKPaLLMTU HaBYaHHS OS5 CTYOEHTIB i3 pisHMMK
CTUNAMM HaBYaHHSA Ta KyNbTYPHUM NOXOMKEHHAM. HagaHHS BCIM y4HAM OOCTYNy OO BalUMX HOTATOK i
3aBAaHb Ha BeO-canTi NpMHece KOPUCTb SK CTyAeHTaM 3 0OMEXEHUMN MOXITMBOCTSIMU, TaK i BCIM iHLUUM.
[MnaHyBaHHA Hanepen eKOHOMUTbL Yac Yy JOBrOCTPOKOBIM NEPCMNEKTUBI.

IKT ansa nigTpUMMKM iHKNIO3NBHOI OCBITH

Cuctemun iHKMNIO3NBHOI OCBITU CNPsSIMOBaHi Ha 3a[40BOSIEHHS Pi3HOMaHITHUX NOTpeb ycix aiten Ta
mosogi, wob BOHM MOrnM HaBYaTUCH, POCTM Ta PO3BMBATUCS Pa3oM.

OCHOBHi OCBITHIi KOMNOHEHTW iHKSTHO3MBHOT LLIKOMW:

¢ CninkyBaHHs 3 yuntenem abo nekropom;

¢ CninkyBaHHSA 3 y4HAMMU;

¢ [locTyn 0O nMcbMoBOro martepiany (nigpyyHuky, iHpopmauisa, HanMcaHa Ha AOLLi TOLWO);

¢ [locTyn 0O ycHOro matepiany (ayaiomatepianu, Towwo);

o MoXnmBICTb BUCOBOBATUCS NUCbMOBO (30aTW NMCbMOBE LOMAaLLHE 3aBAaHHS; CKNnacTu
NMMCbMOBUI iCMINT TOLLIO);

e MOXnKMBICTb BWCIOBMIOBATUCS YCHO (3po0MTM npeseHTauii/mogatn ycHi gOMalLHi 3aBAaHHS,
CKI1acTu YCHi iCnuTu TOLWO);

e MoXXNMBICTb pOBUTN HOTATKMK;

¢ OTpMaHHA [OoCTyny [0 Pi3HUX MefaroridHUX iHCTPYMEHTIB/HaBYanbHUX Martepianis, LWoO
NPOMOHYIOTbCA (HaBYaHHs | T-HaBMYKK, Nepernsag Bigeo Towo).

Ymosu, HeobxiOHi Ons onmumarnbHo20 sukopucmaHHs IKT 6 iHKm3usHili oceimi. B 6inblIOCTI
BUNaAKiB Anga ontumManbHoro BukopuctaHHs IKT B iHKNIO3UBHIN OCBITIi HEOOXIQHO BUKOHATWM HU3KY YMOB
[6]. Y kpaiHax i3 HM3bKMM i cepefHiM piBHEM OOXOA4Y BXe € GaraTo npuknagis 3Ha4YyHOro mporpecy y
OOCSAMHEHHI LMX YMOB, i BOHV MiATBEPOXKYIOTb XXUTTEBO BaXIIMBE 3HAYEHHSI BCTAHOBIIEHHA NapTHEPCTBa
Ta KoopAMHaLIT MiXK KNIOYOBUMM rpaBusaMiy (BKIOYHO 3 ypsagamu, NpuBaTHUM CEKTOPOM, IHCTUTYLIRHUMN
AoHopamu, areHtctBamm OOH, wkonamu Ta yHiBepcuTeTn) i NOLWYKY iHHOBALiMHUX PilleHb.

YmoBa 1: [HpacTpyKkTypa HaB4anbHOro 3aknagy.

Onsa 6inbwocTi IKT noTpibeH AocTyn 40 enekTpoeHeprii Ans 3apsakm abo BukopuctaHHsA. barato
LUK, 0cOBNMBO B CiNbCbKIiA MICLLEBOCTI, He MiAKMOYEHi OO0 enekTpomepexi abo mMalTb 0OMEXeHUn
AO0CTYyN A0 SKICHOT enekTpoeHeprii (TO6TO enekTpoeHeprii, ska He nowkompKye obnagHaHHs). B YkpaiHi
JaHa npobnema ocobnuBo akTyarnbHa NiCnsa pakeTHUX OBCTpIniB eHepreTMkn BOPOroM - y BCiX perioHax
YKpaiHu «YKpeHepro» 3acTOCOBYE aBapilHi BiOKNHOYEHHSA CBiTNa 4Yepes3 CTpiMKe 3pocTaHHs Aediuunty
NOTYXXHOCTi. [pnynHOo  36inblieHHA AediunTy MOTY)KHOCTI CTanu HEenporHo30BaHi  aBapiviHi
BiOKNIOYEHHA BNOKIB Ha KinbKOX enekTpocTaHuiax. Kpim Toro, CnoXmBaHHA enekTpoeHeprii 3pocTae
yepes MOoripWeHHA NorogHnxX ymoB. Y KpaiHax AdpukM cuTyauis TakoxX cknagHa i 6e3 aBapinHMx
BigkntoyeHb. Tak, y beHiHi nuwe 42% HaceneHHs mae JOCTyn A0 enekTpoeHeprii, a Ha Magarackapi —
26% [7]. Oeski IKT (ocobnuo 6inbll NPOCYHYTi iHCTPYMEHTU) TaKOX BUMarawTb MNiOKMNOYEHHA [0
[HTepHeTy, ane B BinblWOCTI KpaiH 3 HU3bKUM piBHEM A0OX0AYy (DiKCoBaHWM IHTepHeT Bce Lwe Ayxe
obmexeHun, a MobinbHW [HTepHeT 3aHagTo Aoporvi. Hanpuknag, y bypkiHa-®aco nuwe 16%
HaceneHHsi KOpUCTYETbCS hikcoBaHMM IHTepHeToM [8], ane 65% HaceneHHs oxonneHo 3G [9]. B YkpaiHi
cuTyauist 3apa3 Takox gectabinisoBaHa yepes npobrnemu 3i CTOpoHM NpoBangepis.

YMoBa 2: 3akyniens sikicHoro obnagHaHHs.

BapTicTb € OfHiel0 3 OCHOBHUX nepewkoa aAna sukopuctaHHa IKT y HaBuanbHWX 3aknagax.
KomepuiHO AOCTynHe 34MTyBaHHS 3 ekpaHa abo nporpamHe 3abe3neyeHHs Ons CTBOPEHHSA CMMBONMIB
MOXE peasnibHO 3MIHUTU XUTTS Y4HIB 3 OOMEXEHUMM MOXIMBOCTAMM, ane 4acTo Le Hagto goporo [10].
Kpim Toro, gesiki IKT, BusiBneHi B HaBYarnbHWX 3aknagax pisHUX KpaiH He BignosigatoTe notpebam yyHiB
i, HapewTi, gocTynHicTb IKT MicLueBMMN MOBaMU € Haa3BUYAMHO PiOKOLO.
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YmoBa 3: unpoBi HABUYKN.

BinbLwicTb yuntenis, y4HiB i 6aTbKiB y LinbOBUX KpaiHax 4OoCNioKeHHSA Ayxe Mano ctukanuca 3 IKT i
MaloTb AyXe Marno ungposmx HaBnYoK. Lle ronosHa nepelukona ans sukopuctanHa IKT y knaci Ta gns
ONCTaHUINHOro HaB4aHHs. [eBHUIM piBEHb IPAMOTHOCTI TAKOX € BaXKITMBOKO NEPEAYMOBOIO 4151 TOro, LwWob
HaBunTUCA KopucTyBaTuca nesHmK IKT. Yepes HM3bKMn piBEHb rPaMOTHOCTI cepeq YneHIiB poguHu YK
ONiKyHIB AOMAaLUHA NigTPUMKA, SIKY MOXHa HagaTu UMM AiTSIM Y HaBYaHHI Ta pPO3BUTKY HEOOXiaHWMX
LM POBUX HABUYOK, OOMEXKEHA.

YmoBa 4: MeanyHa Ta peabinitaudinHa nigrpymka.

BusHayeHHst HeObOXigHUX NOCNYr Ta IHCTPYMEHTIB BUMarae nigTpMMKN MbKAUCLMMAIHAPHOT KOMaHAMW.
O6mexeHn [ocTyn OO0 chneuianicTiB i3 OXOPOHW 340poB’'ss Ta peabinitauii  (gisioTepanesTis,
eproTepanesTiB, floronedie TOLWO) 3anuWAaeTbCA MEpPEeLlKodo ANs OiarHOCTUKM iHBamnigHoOCTI Ta
Bu3HadeHHa Tuny IKT, gki BignosigatoTb notpebam AMTMHM, a TakoX ANA 34INCHEHHSA HeobXigHWMX
aganTauin go 6yavMHKy OAWTUHW. | WKINbHe cepepoBule (Hanpuknag, Yepes nrnaHyBaHHA MpoCcTopy Ta
mMe0bni, agantoBaHi ansa sukopuctaHHs IKT).

YmoBa 5: KoopguHauia ans 3abeanevyeHHs npaBUNbHOrO BUKOPUCTAHHSA Ta nigTpumMkm IKT.

HeobxigHe y3romkeHHst IKT Ta eTukm B iHKNIO3MBHIA OCBITi. Hanpuknag, 3a 4onoMorow Aeskux
3acobiB IKT gitn, siki BAKOPUCTOBYIOTb iX AJ11 BUKOHAHHSA BNpae, BiAOKPEMIEHI Big pewTy knacy. Tomy
OyXe BaXMBO PO3rNstHYTU €TUYHI NUTaHHSA 3a Y4acTio nepeq BNpoBagKEHHAM OCBITHLOI Nporpamu, sika
nepenodayae BMKOpPUCTaHHA 3acobiB IKT.

BapiaHmu eupiweHHs1 iCHyto4ux npobnem. [lepenik pfin, HeobxigHMX Ana  36inbleHHS
cnpasennuBoro Ta edpektuBHoro goctyny o IKT Ta nokpaweHHs BukopuctaHHsa IKT Ha nigTpumky
iHKIMO3UBHOI OCBITHU:

HaujoHanbHum ypsdam baxxaHo:

¢ IHTEMPYBATW IKT y cBOi nnaHu B ranysi OCBIiTW i iCHytOYI Ta MaibyTHI OCBITHI CTpaTerii, a Takox
BUAINEHHS KOHKPETHUX GromxkeTiB aAng ix peanisadii. Ockinbku ypsgu nepernsgatoTb CBOT OogpKeTu nicns
COVID-19, iHBecTuUii B iHKMIO3MBHY OCBITY € XWUTTEBO BaXnNuBumMK, WOO [Oitm 3 obBMexeHumMu
MOXXMBOCTAMMU BinbluUe He 3anuLIanmcs OCTOPOHb:

1) HagaTtn npiopuTeT y CBOIX MpoeKkTax PO3BUTKY iH(PACTPYKTYpu MiOKNIOYEHHIO LWKIN A0
enekTpoeHepril Ta [HTepHeTy.
2) 3abeaneunTtn uMcpoBe HaBYaHHA LN BUYMTENIB, BaTbKiB, OMIKYHIB i YYHIB, NpuAainatum

ocobnuBy yBary AiTsM 3 0OMeXeHMN MOXIMBOCTAMU. [ANs BUMTENIB Lier TPEHIHT Mae BKOYaTh MOAy N
3 BuKopucTtaHHs IKT Ta 6a3oBux HanawTyBaHb i KepyBaHHSA 00CIyroByBaHHSIM.

3) LWykatn oQiLlinHi yroau 3 nocravanbHuUKamu (BMPOGHMKM
Komm’toTepis/nnaHweTiB/TenedoHiB, po3pobHMKM NporpamMHoro 3abesneyeHHs!, onepaTtopy MobinbHOro
3B’A3KY, TEXHOJIOTYHi CEPBICHI KOMMaHii TOW0), 0COBIMBO HA MICLLEBOMY PiBHi, LOG 3HAWUTW piLLEHHS ANS
36epexeHHda BaptocTi IKT Ha gocTynHOMY piBHI Ta NIgTPUMKKM BiflbHOro AOCTYNY A0 MigKNHOYeHHs abo
€NeKTPUKN Y NEBHUX BUHATKOBMX yMOBaX (Hanpuknag, Ans UCTaHUiNHOIrO HaBYaHHS Nig vac BENUKOI
Kpnan).

. 3ABEIINEYNTU, wob MiHicTepcTBO OCBITU CUCTEMATMYHO HAAINANOCA NOBHOBAXXEHHSIMI
o4ONUTM cniBnpaul 3 iHWKMMKM MiHICTEPCTBaMW Ta CeKTopaMu LUMASXOM CTBOPEHHS Ta NIATPUMKM
BGaraToCTOpOHHIX NNatdopM (NpeacTaBHUKIB LUK, HEYPAOOBMX OpraHisauin, 3anyyeHnx MiKHapogHUX
opraHi3auin, npuBaTHOro cektopa Towo) Ta baratoranysesux nnatgopm (OCBiTa, OXOPOHA 340POB’A,
peabinitauis, iHdpacTpyKkTypa, TEXHOMOTrIiI, eHepreTuka, reHaepHa piBHICTb).

o BUKOPUCTOBYBATW 6yab-siki MOXNMBOCTI, W06 iHTerpyBaTu BukopuctaHHs IKT B OCBITi
B CBOI MONITUYHI NraHu uMdpoB.isaLii, po3BUTKY iIHPPACTPYKTYpU Ta couianbHOI iHTerpadii.

IHecmumyuitHum 0oHopam 6axaHo:

o BIOOABATU MPIOPUTET iHkNO3MBHIA OCBITI B Nporpamax gonomoru, ocobnueo y BignoBigb Ha
naHgeMito Ta BOEHHI Adil, BpaxoByuM iX KatacTpodiyHUW BNAMB Ha AOCTYN OO OCBITU Ana AiTen 3
0OMEXEeHUMIN MOXKITUBOCTAMMN.

¢ 3BJIBLUNTU dhiHaHCcyBaHHA Anda NigTpMMKM TpaHcdopMauil 40 iHKM3UBHUX, SKICHUX CUCTEM
OCBITW, SIKi MaKCUMIi3ytoTb nNoTeHuian iHcTpymeHTiB IKT ona cnpusiHHS 3any4eHHIo 4iten 3 00MexeHuMun
MOXNUBOCTAMM Ta MapriHanizoBaHuX y4HiIB.
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¢ IHBECTYBATMW Ta niaTpMmyBaTu iHHOBAaU,ii, 4OCMIAXEHHS Ta po3p00Ky AOCTYNHUX i 4OCTynHuX IKT
ONs1 BUpPiLWEeHHS NpobniemM iHKNI03NBHOI OCBITK, BKIOYAO4YM ANCTaHLUiMHY Ta/abo OHNanH-HaBYaHHS.

YyacHukam 2pomadsiHCbKO20 cycrifibcmea (opeaaHidauii nodel 3 o0bMexXeHUMU MOXXITU8OCMSIMU,
HYO, micyesi acoujauii mow,o) 6axaHo:

¢ CMPUATW naptHepcTBy Ta MIABNLWMNTU OBIBHAHICTbL cepep 3auikaBneHux CTOpiH, 0cobnmBo
ypsgis, cnpusitoun gianory, o6MiHOYMCh BigMOBIGHMMKW pecypcamMmn Ta JaHUMK NPO OCBITHIO CUTYaLito
fiten 3 obMexeHnMn MoXxnmeocTamMu Ta noteHuian IKT, a Takox nigTpumyloun 3ycunnsa 3 nepexoqy 4o
Ginbl iHKMO3MBHUX cucteM OcCBiTU. OCHOBHMM rnobanbHUM  TEXHOMOriYHUM rpaBuaM  Tpeba
nigKpecnioBaTy K4oBy poslb Yy 3abeaneyvyeHHi AOCTYMHOCTI CBOIX MPOAYKTIB ANs MakCMManbHOI
KiNbKOCTi Nogen 4yepes3 3acTocyBaHHS MPUHLUMIB YHiBepcanbHOro Au3ainHy, ocobnmBO B KpaiHax 3
HU3bKUM i cepeHiM piBHEM goxoay. 3 uieto MeToo cnig nocunatmuca Ha Mappakelucbky yrogy [11], wo
nonerwye BMPOOHULUTBO Ta MiXKHApPOAHY Mepedady KHWr, crneuianbHO agantoBaHuX Ans cninux abo
niogen i3 Bagamu 30py, BCTAHOBIOYM Habip 06MeXeHb i BUHATKIB i3 TPaAMUINHOIO aBTOPCLKOro npaea.

Ycim 3auikasneHum cmopoHam baxxaHo:

. BU3HAYATN nepenoBi npakTuky, NiATPUMYBaTU iX BNPOBAKEHHA Ta CNpuaTU iX
NMOBTOPKOBAHOCTI AN ONTMMAaIbHOrO Ta WwupLioro BukopuctaHHs IKT y HaB4YaHHI Ha NigTpMMKy GinbLu
iHKITIO3MBHOT OCBITMU.

. 3ABESIMEYNTU cytTreBy yyacTb 3auikaBneHmx nwogen (ocid 3  obmexeHummn
MOXITMBOCTSAMW, AiTen, GaTbkiB, BUMTENIB) Ta OpraHisauin, WO iX NpeacTaBnsiioTb, Ha BCIX eTanax
BNPOBaKEHHS iHKMIO3MBHUX OCBITHIX Nporpam, y ToMy 4Ynichi woao BukopuctaHHs IKT.

. MPUAHATU rengepHo-4yTAVBUI NiOXia LWASXOM YCYHEeHHs BiAMIHHOCTe! y JoCTyni Ao
NiOKNIOYEHHA Ta UMPOBOro HaBYaHHA Ta CMPUSIHHSA MOXITMBOCTSIM 3aCTOCYBaHHS LIMX HABMYOK Ha
npakTuLi.

° 3BUPATW, ananizyBatn Ta 06MiHIOBaTUCSA AAaHUMM MPO OCBITHIO BiAYY)XEHICTb, HaBYarbHi
notpebu Ta goctyn go IKT, gesarperoBaHi 3a Bikom, CTaTTIO Ta iHBanigHICTIO.

BucHoBKu

IHbopmaLiMHO-KOMYHIKaLiNHI TeXHOMOoril BidirpaloTb BaXXNMBY POrfb B iHKMHO3MBHOMY HaBYaHHI
WKoONsApiB Ta CTygeHTiB. [Ona MOKpaweHHA CTaHy iHKM3MBHOI OCBITM Ta i 3abesneyeHHsa GinbLuin
KinbKOCTi ntogen, ypsagam BapTo iHTerpysatu IKT y cBOT nnaHu B ranysi OCBiTW i iCHyto4i Ta ManbyTHi
OCBITHI cTpaTeril, a TakoX BUAINUTM KOHKPETHI GromkeTn Ans ix peanisauii. Y4yacHMkaMm rpomMagsiHCLKOro
cycninbcTBa (opraHisauii nogen 3 obmexeHmmn moxnusoctamu, HYO, micueBi acouiauii Towo) cnig
CApUSTM NapTHepPCTBY Ta MigBULLEHHIO OBGi3HAHOCTI cepepn 3auikaBNeHWX CTOPiH, a 3auikaBreHUM
CTOpOHaM BapTO BW3HAYUTU NepedoBi NPaKTUKW, NIATPUMYBATU X BNPOBaMKEHHS Ta COpuatn ix
NOBTOPIOBAHOCTI ANA ONTUMArbHOro Ta Wwupworo BukopuctaHHsa IKT y HaBYaHHi Ha nigTpumKy GinbLu
iHKITHO3MBHOT OCBITMW.
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AHomauisi: B ymogax 36inbWeHHs KiflbKocmi 20510c08UX 3pa3kig 07151 06pObKU OCHOBHUM 3a80aHHSIM €
npuweudwWeHHs1 pobomu i3 Hag4YanbHUMU GaHUMU ma 36epexxeHHs weudkodii ma sidmosocmilikocmi cucmem
pO3ri3HagaHHs 8UirIoMy, W0 cmae docmyrnHUM Mpu 8UKOpPUCMaHHI po3rnodineHux ma 0euyeHmpasizogaHux
cucmem. BukopucmarHs 6azamoxmapHux nioxodig 00380715€ ompumMysamu repesaau 8i0 8UKOPUCMAaHHS KOXHOI
3 HUX ma ompumMytoHu MacwmabosaHicms, bifibWy KinbKicme 064UCeHb 3@ OOUHUUK Yacy ma 3MEeHWEHHS Yacy
OYiKy8aHHS1 Ha pe3yfibmam.

Knroyoei croea: posnizHasaHHs MOBIIEHHS], po3rodifieHi cucmemu, deueHmpanizoeaHi cucmemu, arnubuHHe
Hag4aHHs.

REVIEW OF CURRENT WAYS OF ACCELERATING WORK WITH TRAINING DATA IN
AUTOMATIC SPEECH RECOGNITION SYSTEMS

Yukhym Shulha. Open International University of Human Development “Ukraine”, Kyiv, Ukraine.
yuhim1308@gmail.com

Stanislav Zabara, Dr.habil., Prof. Open International University of Human Development “Ukraine”,
Kyiv, Ukraine. staszabara@gmail.com

Abstract: The training data and preserve the speed and fault tolerance of recognition systems as a whole,
which becomes available when using distributed and decentralized systems. To process a large number of
requests, it is necessary to keep the initial database up-to-date, taking into account trends in system usage and
received new or abnormal requests. For the development of such systems, both logical or topological and
algorithmic approaches are used. Each of them has its own shortcomings and advantages, which need to be studied
for use in each system to obtain optimal results. The use of multi-cloud approaches allows you to get the benefits
of using each of them and getting scalability, a greater number of calculations per unit of time, and a reduction in
waiting time for the result. For a preliminary analysis of features and potential complex architectural solutions when
working with state-of-the-art approaches, already existing studies were reviewed to identify the necessary
improvements and the possibility of application in a wide range of systems. The combination of acceleration and
availability is one of the most important because the use of the most modern algorithms may require the use of
specific hardware. Extensive research uses specialized equipment of the same type connected by a high-bandwidth
local network, which in practical designs will require the use of a multidimensional architectural approach, which
will require a balanced use of the geographical location of computing centers in order to reduce delays between
system elements to balance the obtained acceleration and potentially possible delays in the transmission of
information between elements located in different treatment centers.

Key words: speech recognition, distributed systems, deep learning.

BcTtyn

Po3BuTOK cucTemMa aBTOMaTU4YHOrO PO3ni3HaBaHHA B ymoBaXx 30iNbLUEHHSA KiNbKOCTI FOMOCOBUX
3paskiB BMMarae aganTauii npouecy posnidHaBaHHs Ans 30epiraHHA aBTEHTUYHMX Ta obpobreHmx
rosiocoBmx 3anucie. [leLeHTpanisauist Ta po3nogineHHs € 0 AHMMM i3 HarKpaLLmx cnocobiB 3abe3neyeHHst
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He TiNbkn Ona 36epexeHHs aBTEHTUYHOCTI M HegomnyLeHHsT NigMiHM rofocoBmMX 3paskiB, a we i anga
NPUCKOPEHHA poboTK cucTeMu Buinomy. Baxnmeo cTBOpuT ymoBM AN e(PeKTUBHOIO po3nogineHoro
HaBYaHHS, a TaKoX LOOKU anropuTMmn HaB4aHHsi Mornm 36iraTnucsa 3 BeNukMM po3mipom naketa. CtpaTeria
pO3BUTKY CUCTEM TaKOro poAdy Mae MICTUTM Aekiflbka OCHOBHMX eTanis. [lepwumin eTan NOBUHEH
OOCNiANTM OCHOBHI rinepnapamMeTpu (Hanp. WBUAKICTb HaBYaHHS, 06’eM HaB4YanbHOI 6a3n) Le HeobxigHo
Ansa 3abesnevyeHHsa HaneXxHoi TOYHOCTI, BUKOPUCTOBYOUM, Y pOBOTI NakeTu pisHNX po3mipis. HacTynHui
eTan Ginbw npakTU4HMK | NoTpebye NPakTUYHOro TEeCTyBaHHS CTPATErin (CMHXPOHHY, aCUHXPOHHY,
ACUHXPOHHY OeLeHTparnizoBaHy naparnernbHy CTOXaCTUYHOrO rpagieHTHOro cnycky m ribpugny). Mig vac
po6oTn 3 geueHTpanisoBaHMMKM CUCTEMaMM PO3Mi3HABaHHA MOBEHHS €KCNepuUMEHTU nokasanw, Lo
BUKOPUCTAHHA aCMHXPOHHOrO AeleHTpanisoBaHoro napanensHOro CToXacTUYHOMO rpagieHTHOro Crnycky
[a€e MOXNUBICTb NpaLoBaTh 3 pO3MipOM NaKeTy, WO BTPMYi GinbLnin 3a po3mip NakeTy Ans CUHXPOHHOTO
CTOXaCTMYHOro rpagieHTHoro cnycky. [ocnifpKeHHs nokasylTb, WO LUeln po3BUTOK [A0CUTb
nepcnekTUBHMIM i Nokadye Aobpy MacwTaboBaHICTb i CyTTEBE NpULLBUALIEHHA pobOoTM Moaeni, ogHak
Take NPUCKOPEHHA MOXIMBE B pasi BUKOPUCTAHHA OOHOTUMHOMO crieuianizoBaHoro obnagHaHHs, Lo,
MOXe, HaknacTu MneBHi OOMEXEHHs Ha MpaKTUYHE BUKOPUCTAHHSA Takux meTogiB. HiBenwowTb Taky
notpeby NOoTeHUiNHO HabaraTo NPOAYKTUBHILLI KBAHTOBI 06YMCNIOBANbHI KNnacTepu, a TakoxX MoayrbHUIA
Niaxiga Ao CTBOPEHHSA 064YMCNIOBaNbHOrO KnacTtepy, Skuin, Moxe, OyTn nerko macltaboBaHUN LUNSAXOM
3any4deHHss HOBMX 0BYMCITIOBANbHUXX KMIEHTIB, HA SKi, MOXe, OyTu po3nogineri 3agadi 3 o64MCneHHs.
Xo4ya OCTaHHI Miaxio, He € MNOBHICTIO AeLeHTPani3oBaHMM, a POo3NoAdineHUM KNoro MOXHa 3pobuTtn
AeLeHTpanizoBaHNM, BUKOPUCTOBYHOUN, BNOKYEnH niaxia y po3pobneHHi.

BukoHaHHA gocnigaXeHb
CucteMn aBTOMaTUYHOIO PO3Mi3HABaHHSA MOBMEHHS 3 MOMEHTY CBOEI MOSIBU OEMOHCTPyBasu
CYTTEBUN Ta CTAbINbHE 3POCTaHHA Ta BNPOBAMKEHHS Y BEJMKY KiNbKICTb ranysen. Ocobnmeo npmeabnmei
CUCTEMM aBTOMATUYHOIO PO3Mi3HaBaHHSA CTanuy Nicnsi No4aTky iX 4OCTynHOCTI y dpopmari M3, sk cepsic,
a B Yyacu naHaemii picT BNpoBagKEHHA CUCTEM aBTOMATUYHOrO po3nidaHaBaHHS MOBNeHHs cknae 23 %.
PosnisHaBaHHA MOBMEHHS — Ue OdHa 3 neplumx ranyseun, e MeToanm rmubuHHOro HaBYaHHS 4atoTb
3MOry oep)XyBaTu CyTTEBO Kpalli pe3ynbTaTu 3a MEeHLUMIN TepMiH HEOOXIgHWI ANS BUKOHaHHSA. [1ns Toro,
abu oTpymaTu penpeseHTaTMBHI pesynbTaTh BaXnMBO KOMOiIHyBaTW nigxoawm Ta ctparterii pobotn i3
cucTeMaMmm aBTOMaTUYHOMO PO3Mi3HaBaHHA MOBMEHHS Ans 3abe3nevyeHHs HeobXiaHOT NPOaYKTUBHOCTI.
HarBaromiwnm enemeHToM, WO 3abe3nevye NpoayKTMBHY pobOTYy CUCTEMM € HaBuyarnbHi gani. O6csar
TpeHyBasbHUX JaHUX AN CUCTEM PO3ni3HaBaHHSA MOBMNEHHA AN TUMOBUX 3a4ady CKIagae Big TMcadi o
OECATKIB TUCAY rOAMH, a BY3bKOCMeLianidoBaHi 3afadi BUMKOPUCTOBYIOTb A0 MifbNoOHA roguH. Takuin
BENUKNIA 06’€M JaHUX NOTPIOHO pe3ynbTaTUBHO Ta 6e3neyHo 06pobuTtn. O6pobka Takoro MacuBy gaHUX
Ha ogHOMY OB4YMCIOBANIbHOMY €MNEMEHTI, MOXe, 3alNHATN POKM TOX NOMYHMM KPOKOM € 3aCTOCYBaHHS
nigaxoais, 3a 4ONOMOrOH0, AKUX Yac Ha 06pobKy ckopoTUTbCA. Migxoan po3noainaTbLCS Ha anropUTMIYHI
Ta CTPYKTYypHi. Hanyactiwmm Ta edekTMBHMM nigxXxogoM € po3nogineHe HaB4yaHHsA. PoanopineHe
HaBYaHHS LUMPOKO BMKOPWUCTOBYETBCHA Yy cdepax MaLLUMHHOIO 30py, ake Mae nopibHi oo cuctem
aBTOMATMYHOIO PO3Mi3HaBaHHA MOBJIEHHS anropuTMIYHI Ta CTPYKTYpPHi cxemu. Lle BaxxnvBe yTOYHEHHSA
agxe Ui cdepu MaroTb NoAidHY CTPYKTYPY TOMY CXeMU NPULLBMALLIEHHS poBOTU He 3aBXaWM CyMixKHI, a
Han4yacTile He B3aeMoO3aMiHHi, TOOTO, MpAMe 3ano3n4eHHs1 TEXHIK, MoXxe, He Aatm OakaHoro
pesynbTarTy.
" HekoonepaTtusHa (puc.1).
LleHTpanizoBaHa Tononoria MictuTb y cobi LeHTp 06pobkun abo X 3NUTTA 4aHUX, WO BUKOHYE 3aaaui
3 OTPUMaHHSA AaHuX, Po3noAiny 3aBaaHb Ta 300py pesynbTaTiB. 3aBOsKM HAABHOCTI B CTPYKTYpi Takoro
LEeHTpY NpsAIMOro CnifikyBaHHS MiXK areHTamMu He BiabyBaeTbCs, WO pobuTb Taky Cxemy JOCUTb MPOCTOlo,
PO3MOBCIOIKEHO Ta AOCUTb MPOCTO MacwTaboBaHow. OfgHak HasiBHICTb LEHTpanisoBaHoOro By3na
KepyBaHHSA BHOCUTb Y CUCTEMY BPa3fmBICTb Ta CTBOPIOE BY3bKE MiCLIE B NPOMYCKHIN 34aTHOCTI CUCTEMM,
LLO 1 OOBOAATb AOCHIMKEHHS Pi3HUX rpyn OOCNIAHMKIB. Ane 3BaXKarun Ha LWMPOKY PO3NOBCIOAXKEHICTb
po3pobneHi NpakTU4YHI Nigxoan, siki AatoTb 3MOry MakCMMaribHO HiBenoBaTu HeraTtuBHi Bnnmen. OgHak
ansa poboTtu i3 po3nogineHnm, a TUM nade i3 geueHTpanisoBaHUMM Nigxoaamn Us cxema He Moxe ByTu
3acTocoBaHa. Yepes ue ans onTuMMisauii CMcTeM 3acTOCOBYIOTb KOOMepaTuBHa 1 HekoonepaTuBHa. Y
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HeKkoomnepaTuBHI TONONOTIT BCi areHTW He3anexHi OAvH Bif 04HOro, Lo A03BONA€E M peanidyBaTu BMacHI
OuYikyBaHHS. KOoXXeH areHT caMOCTIMHO AiNMTbCA JaHMMKM Ta CBOEK MOBEAIHKOW. A B KOOMepaTuBHIN
KOXEH 3 areHTiB Ma€e 404aTKOBUIM 3B'A30K, WO 403BOSIE OTpMMyBaTK BinbLue iHhopMalii Npo 3aBAaHHS
Ta CTaHu B NporpamMHoOMYy BUIMsAi peanidoBaHuin y Burnsai 6anaHcyBanbHOro anroputMy A8 Kpawioro
poanoginy 3aedaHb. Kpim, Toro, y Takum cnocib 36inbLwyeTbecs CTiMKICTb 40 HECNPaBHOCTEN Ta BiOMOB,
30INbWNTM KOHMIAEHUINHICTE OaHMX, 30iNbWMTM MNOTYXHICTb po3nogineHoi obpobku iHdopmaulii B
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>E Ej E%F
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Pwuc.1. PisHoBunAa Tononorin: a) LieHTpanizoaHa; 6) OeLeHTpanizoBaHa He koonepaTuBHa;
B) [leueHTpanizoBaHa koonepaTMBHa
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CTpyKTypHi nigxogn MicTatb y cobi MorivyHi nigxoaw, oAHaK, CNpsIMOBaHi Ha BMPOBagXEHHS B
NPaKTUYHY peanisauilo And OTPUMaHHA HarKpalwnxX MNOKAa3HWUKIB. YCi CTPYKTYPHI cTpaTerii, WO MOXYTb
ByTn 3acTocoBaHi 4O CUCTEM aBTOMATMYHOrO PO3ni3HAaBaHHA MOXXHa BUOKPEMUTU B Taki rpynu :

- [lapanenbHuti docmyn 0o 0aHuXx Ta naparsnesibHe MioOKIYeHHs1 00 MOOeri:

Mapaneniam gaHuMx po3noginsge MiHinakeTm gaHuUX MK Kinbkoma ydHamu (Hanpuknag, GPU a6o
CPU), npuyomMy KOXeH y4vyeHb Mae konito mogeni. OBYMCNEeHHS BUKOHYETbCA ON1S1 KOXHOMO YYHS
napanenbHO 3 BUKOPUCTaAHHAM AaHuX nepeq TUM, SIKk CUcTema NeBHUM YMHOM arperye CTaTUCTUYHI AaHi.
IHoAI Moaenb 3aHaaTo Benuka, Wobu NoOMICTUTMCA B NaM’saTb OQHOrO yYHs. 3a uiel ymoBU napaneniam
MOAENi BUKOPUCTOBYETLCA ANS PO3NOAiNy MOAeni MK y4YHAMW BOOHOYAC KOXEH YYeHb Mae, nuvwie
yacTkoBy mMopenb. BuxigHi gaHi O4HOro y4Hs BUMKOPUCTOBYIOTbCH, AK BXiAHI AaHi iHWOro yyHsa aAng
npoBedeHHa obuyncneHb MOBHOI Mogeni. Xoya napaneniam Mogernen BUKOPUCTOBYETBCA B OESKUX
CueHapisx, napaneniam gaHux € OOMIHYHYOK PO3MNOAINEeHOK CTpaTerield Ha NpakTuli B CydacHin
CNifIbHOTI PO3MOAiNeHOro HaB4YaHHS.

- OO0Ho 8y3noea Ta bazamo 8y3ri08a cmpykmypa:.

Mig By3noM posymieTbCs i3UYHMI MPUCTPIA (Hanpuknag, cepBep) Yy KOMMIOTEPHIN Mepexi.
PoanogineHe HaB4YaHHA Ha OOQHOMY BY3ni — L€ KONM BCi Y4YHi (Hanpuknag, rpadidHi npouecopw)
3anualTbCA Ha OAHIN MalwuHi 3i CNiNbHOK NaM’aTTio. CninKyBaHHS MiXX YYHAMW € HALIHUM i, MOXe,
3abe3neynTn noMipHe NpUckopeHHsA. TobTo Takui BapiaHT yce e po3yMHUI Nigxig 4ns posnogineHoro
HaBYaHHSA HEMPOHHMX Mepex. O4YeBNAHO, WO BiH Mae OOMEXEHHS LLLOAO MOXIMBOCTI MacLuTabyBaHHS,
a KiNbKiCTb y4HiB 0BMexeHa anapaTHO KOHdirypadieto mawuvH. Po3nogineHe HaB4YaHHA 3 gekinbkoMa
By3riamMun Mae Kinbka mMawuvH (By3niB) onsa popmyBaHHA xmapu abo knactepa, e y4Hi BAKOPUCTOBYHOTb
ChiNbHY NamMm’aTb AM5 fOKanbHOro 3B’A3Ky BCepeauHi By3na Ta nepegadvy noBigoMIEHb Yepe3 Mepexy
Ons 3B’A3Ky Mk By3rnamu. Lle ctano HOpMOK AN OCTaHHIX MacluTabHMX PO3MOAiNeHnxX TpEeHyBaHb.

- LeHmpanizoeaHe Ta 0eueHmparnizoeaHe Hag4YaHHSI.

LleHTpanizoBaHe po3nofineHe HaBYaHHA MOKMadaeTbCA Ha LUeHTpanbHUW BY30r, | BCi Y4HI
CMINKYIOTbCA 3 LEHTpanbHUM BY3MOM, Nuwe Afs OHOBMEHHs MOAEeni Ta nepefadi pesynbrartiB.
[JeueHTpanizoBaHe HanalwTyBaHHS HE Mae LIeHTpanbHOro By3na, i BCi y4Hi yTBOPIOOTbL Mepexy NneBHoi
Tononorii (Hanpuknag, kinbue). Yci y4Hi nepebyBaloTb y PiBHOMY CTaHOBML LWOO0 OBYMCREHb i
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cnifikyBaHHA. LleHTpani3oBaHe po3nogifieHe HaBYaHHSA 3a3BMYan BUMKOPUCTOBYETLCS Ha MNpakTuui B
GaraTbOX Mporpamax MalWHHOro HaByaHHsA. OOHaK Le CTBOPIOE BENMKE BY3bKe Micue y BUrnsgi
LEeHTpanbHOro By3na, KOmnu KinbKiCTb y4HIB Benuka. 3 iHworo 60Ky, AeueHTpanisoBaHe po3nofineHe
HaBYaHHA Mae nepeBary B MPOMYCKHIN 30aTHOCTI 3B'sI3Ky Ta CTae BCe Oifbll NONynsipHMM, Xo4a i
NPOEKTYBaHHSA Ta aganTauisi cucteMm 3arimae Habarato GinbLue pecypcis.

- CUHXpOHHE Ta aCUHXPOHHE Hag4YaHHSI:

ANropMTMM pO3NOAINEHON0 HaBYaHHSA MOXYTb MpauloBaTM B CUHXPOHHOMY abo aCMHXPOHHOMY
pPeXuMi. Y CUHXPOHHOMY PEXMMi 0BUYNCIIEHHS Ta OHOBJIEHHS] MOOESTi CUHXPOHI3YIOTbCA OOHE 3 OOHUM.
OHOBRNEHHs1 MOAEni BUKOHYETLCSA MICIA TOro, sIK yYCi Y4Hi 3aBepLuaTb 064MCNEHHS NTOKanbHOro 3aBAaHHs.
OpHak B aCMHXPOHHOMY PEXUMi CUHXPOHI3aLuist MK OGUYNCNEHHSIM | OHOBMNEHHSIM MOAenNi BUAANSETbCS,
M YYHi OTPMMYIOTb CBOI MiHINAKeTM 3a NoTpebun 3anexHo Big cTaTycy CBOiX OBYMCrEHb i LBMAKOCTI
3B’A3KY, LLLO 3HAYHO CKOPOYYE Yac MPOCTO0, MOPIBHIOYM, i3 CUHXPOHHUM PEXUMOM.

3 NpaKkTU4YHOI TOYKM 30pYy CTBOPEHHA MOBHICTIO AeLeHTpanisaoBaHOl CUCTEMU BUMAarae 3HayYHWUX
3ycunb, a neBHi Mpouecu, WO npuTamaHHi poboTi 3i 3BYKOBMMW CUrHanamm MOBHOLIHHO
JeleHTpaniayBatm HEMOXSIMBO TOMY HaMONTUMAasbHILLUMM € BUKOPUCTaHHS pPO3MOoA4iNeHnX CUCTEM.
OCHOBHI 3ycunnga Takoi CMCTEMU CAPSIMOBaHi Ha PO3MOAiN npouecy posnisHaBaHHA Ha Mpouecu 3a
MOXIMBICTIO NapanenbHOro BUKOHaHHS. Y KiHLEeBOMY pe3ynbTaTi, BUXOAUTb, CUCTEMA, LLO CKNagacTbCs
3 TaKMX YacTuH:

- MapanenbHa YacTuHa, sika, MoXe, BUKOHYBaTUCS NapanesnsHo, Hanpuknag, rpagieHTHe
0B4YNCNEHHS.

- lNocnigoBHa YacTuHa, SIKy He MOXHa poanapanenutu. Hanpuknag, nigcymMoByBaHHS
rpagieHTiB abo mopenen, moxe, OyTM BUKOHAHO, NULIE MiCNs TOro, siK rpagieHTn abo mogeni
OyayTb Ha micui.

- KomyHikauivHa 4acTuHa, sika nepegae iHdopmauilo Mk  obuucroBanbHUMU
pecypcamu, Hanpuknag, nepegava rpagieHra/Barv MK yY4HAMW.

Ona ouiHIOBaHHA MOTEHLUINHOMO MPUCKOPEHHS TakOi CUCTEMU BUKOPUCTOBYIOTb 3akoH Ampana
3aCTOCOBaHUN OO0 Hanbinbll BUMKOPUCTOBYBAHOIO anropuTtMy Mpy po3nofifieHOMY HaBYaHHi, a came
CTOXaCTMYHOro rpagieHTHoro cnycky(aHrn. Stochastic gradient descent, SGD). lNpwunyckatoun, wo
BapTICTb 3B’A3KY OOPIBHIOE HYMO, TO 3rigHO 3 3aKOHOM AmAana MpPUCKOPEHHs napanensHOoi nporpamu

1 -
o6|\/|e>|<e|-|e§, A€ P € YacTUHOKW po3rnapanentoBaHoi YacTuHu nporpamu. OAns anroputmy SGD

napanenbHa YacTMHa JOMiHye Hag nocnigoBHot. OTxe, p Ayxe 6nmsbke A0 1, i B NpUHLMNI MOXHa
OOCArTU Ay>Xe BUCOKUX MPUCKOPEHb. AK HACMiAOK, OCHOBHUM OOMEXYHOYMM YMHHUKOM O1151 AOCATHEHHS
NiHINHOrO NPUCKOPEHHS B LIbOMY BUNAAKY € BapTiCTb 3B’A3KY.

Tunosa cucTema po3noAifieHoro HaB4aHHs, gk 306paxeHo Ha puc. 1, Mae Taki anapaTHi KOMNOHEHTH

(pnc.2):
- CXOBMULLE AaHNX
- nam’sitb, Nnpouecopu (CPU/GPU)
- Mepexy.

Mepenaya gaHux BigOYBaETLCA 3a TaKM CNOCIO: KOXEH y4eHb 3aBaHTaXye BXifgHI AaHi 3i cxoBuLLa
OaHUX 3 0OMEXeHHAM NPOMYCKHOT 34aTHOCTI CXOBMLLA B OCHOBHY nam’aATb. BiH npoBoanTb nonepeaH:to
06pobKy OaHWX i3 AOMOMOrol LEeHTpanbHOro npouecopa nepea TuM, SK BiAnpaBuUTK iX Ha rpadiyHumn
npoLecop Yyepes WWHy nepefadi AaHux Ans HaB4yaHHs mogeni. Konun obumMcneHHs rpagieHTa 3aBepLueHo,
rpagieHTn HagcunawTbCa A0 LEeHTpanbHOro npouecopa abo iHWUM yYHAM 3rigHO 3 OOMEXEHHSAM
NPOMyCKHOI 30aTHOCTI Mepexi. Tunosa NponyckHa 30aTHICTb cucTeM 36epiraHHs KONMBAETHLCS 3aexHo
Big TUny

- 1-10 MB/c (mepexeBa dannosa cuctema) go 100 Mb/c (xopctki gucku, HDD),

- 300-500 MbB/c (TBepmoTinbHWMM HakonuyyBad, SSD), po kinbkox [B/c (SSD 3
eHeproHesanexHo nam’'aTTio Express (NVMe)).

- TunoBa nponyckHa 3a4aTHICTb OCHOBHOI NaM’aATi CTAHOBUTb Kinbka gecatkis 'B/c.

- Tunosa nponyckHa 3gaTtHicTb WwuHu gaHmnx CPU-GPU konueaeTtbes Big 16 N'b/c B ogHy
cTopoHy (Hanpuknag, PCl-e 3-ro nokoniHHA) go 50 'B/c B ogHy cTopoHy (Hanpuknag, IBM Power
9 Nvlink).
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- TunoBa nponyckHa 34aTHICTb Mepexi konueaeTbes Big 100 MB/c (Hanpuknag, 1 IGiT
Ethernet) go 10 'B/c (Hanpuknaga, 100 6iT Ethernet, RDMA).

Knactep HPC Bucokoro knacy (Hanpuknag, cynepkomm’iotep SUMMIT) 3a3Buyan ocHaweHun
NVMe SSD, NVlinks i 100Gb Ethernet (abo Buwie) ona 3abesneveHHs WBMAKOrO 3B’A3KYy. 3 GOKy
obumcneHb K4oBUM BuUpianbHMM YmHHMkoM € FLOPS (adrn. Floating Point Operations Per Second,
FLOPS), Tunosi npouecopu BUCOKOro Knacy npautoroTb 3i WBKAKicTio Big coteHb FLOPS go 1 FLOPS,
a TMNoBI NpPoLLeCopy BUCOKOro Krnacy

MpadpiuHi npouecopu npautotoTe Ha 10 TFLOPS abo Buwe. CucteMHi nporpamicT BUKOPUCTOBYOTb
napanenbHe nNporpamyBaHHA, sike 3a3BWYan JocAraeTbCs 3 AOMOMOrol 6araTonoToyHOCTI, LWobu
nepekpmMBaTn 3B'sI30K 3 OBYMCMNEHHAMMU. Y CUMHXPOHHOMY PEXWUMi,3aBaHTaXXEeHHA Ta obpobka AaHux
MOXYTb HaknagaTuca Ha rpagieHTHe obuncneHHs. B acMHXpOHHOMY peXxumi BCi Wnsaxm 3B’a3Ky (To6To
3aBaHTaXeHHs AdaHux, nonepegHss obpobka paHux, nepegadva gaHmx CPU-GPU | nepepava
rpagieHTiB/Bar) MOXyTb MepekpuBaTUCA rPagi€eHTHUMU OOYMCNEHHAMM. Y Taki cnpobu MOKpaLLEHHS
MalTb Ha MeTi JOCArTU igeanbHOro NepekpuTTss MK KOMyHiKauieto Ta obymcneHHamu. Ha npaktuui
CMiNKyBaHHSA, SKi H& MOXYTb BYTW NepekpuTi 0BYNCIIEHHAMN, € OOMEXYIOUUM YNHHUKOM Y AOCATHEHHI
NiHiNHOro npuckopeHHsi. OgHMM i3 BaXXNMBUX 3aBAaHb Yy PO3POOGMEHHI PO3MOAINEHOro HaBYaHHS €
MaKcuMi3aLig NepekpuTTa MK HUMMU.

[ns posnofineHoro HaB4YaHHA BWKOPUCTOBYIOTb anropuTM rpagieHTHOro Cryck Ta pisHi 1oro
Bapiauii, a came rpagieHTHUN CNyCK, CUHXPOHHUI rpagi€eHTHUA CNYCK, aCUHXPOHHUI rPagi€eHTHUI CNyCcK
Ta ribpnaHMN BapiaHT rpagieHTHOro CNycky, a TakoX Pi3Hi Habopwu HaByanbHUX AaHWX. AHanisylouu
OOCNIIKEHHST MOXHA 3pobUTM BUCHOBOK, LLO A4S pobGoTH i3 po3noineHnMmn cuctemMamm onTuManbHUm
Bn6opom Oyae acMHXPOHHWA OeueHTpani3oBaHUM napanenbHUA CTOXaCTUYHWUIA TpagieHTHUM ChnycK
(pnc.3). EkcnepumMeHTr 3 anroputMamMy HaBYaHHSA 0alTb 3MOrY BUSIBUTU BY3bKi MiCLISI CUCTEMU agpKe
MEHLLA KifTbKICTb HaBYarnbHMX AaHUX HE 4O3BONUTbL HABYNTU CUCTEMY TaK, LLOOKU BUSABUTM BYy3bke MiCLE,
a 6inbLUMN 4O3BONUTL NpUCTOCYBaTN POBOTY A0 BY3bKNX MiCLib, @ iHLLA anropuTMidHa CTPyKTypa He byae
BMKOPWUCTOBYBATN anapaTHy YacTuHy cuctemm B ob’emax LOCTaTHIX ANA BUSIBMIEHHS npobnem Ta
BUpPaxoBYBaHHA NOTeHUiMHOro npmpocty. CTaHOM Ha 3apas y fnitepaTtypi € 'PyYHTOBHI JOCNIAXEHHS, AKi
BUKOPUCTOBYIOTb aCUHXPOHHMI AELEeHTpani3oBaHnn napanenbHUn CTOXaCTUYHWUIA TPagiEHTHUA CNYCK Ta
NoKasylTb CYTTEBUI MPUPICT LWBUAKOAIT 3@ YMOBU BUKOPUCTAHHSA rpafiEHTHOro CrycKy.
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Puc.2. KoMNoHEeHTM Ta NOTOKM AaHMX Y BUCOKONPOAYKTUBHOMY O0YMCOBaNbHOMY CepeoBULLI NS
pO3noain eHOro HaB4YaHHSA

BapTo 3a3HaunTK, WO JOCMIOKEHHS NPOBOAMMNCA Ha cneuianbHoMy obnagHaHHi, Wwo He notpebye
A00aTKOBUX onepavui i3 NpMcTocyBaHHA A0 poboTn 3 obnagHaHHAM, a Lier YMHHUK NO3UTUBHO BNINBAE,
SIK Ha LUBMAOKOAIiI0 TaK i HA TOYHICTb pe3ynbTaTiB. Y JOCHIgXEHHSIX BUKOPUCTOBYBASIMCA HaBYarbHi 6asu
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Tpueanictio o 2000 roguH Ta 128 rpadpivHmx agep Nvidia V100. Pesynbtati gocnigkeHb NokasyloTb
pe3ynbTatn npuckopeHb Ao 50 pas (Tabn.1), ogHak y Takomy BapiaHTi BaXnmBo 3abe3neyunt BUCOKY
LWBNOKOAI MK enemMeHTamm amke BiACTaBaHHA [OOCTaBKWM MNaKeTy A0 OAHOro i3 KOMMOHEHTIB
O3HavaTume He noBHe abo XX B3arani HEMOXITMBE BUKOHAHHS onepadil (tabn.1).

3E'A20K TAEaHTAMSHHA TaHIT OOTIICTeHEA

Puc.3. Intoctpauis BnpoBamxeHHs ADPSGD, yci y4Hi yTBOpIOHOTb KinbLe

KoxeH y4yeHb Mmae 064MCrneHHs NoKanbHOro rpagieHTa, Wo BUKOHYETLCA Ha rpadivHoMy npouecopi,

ycepeaHeHHs Mogeni 3 iHWWMK YYHSAMW Ta 3aBaHTaXXEHHS AaHWX Ha LeHTpanbHui npouecop. [Ba
NPOLIECU 34INCHIOTLCA 0QHO4YaCHO.
[na nobyaoBu NpakTUYHUX CUCTEM Y NepernivyeHnx A0CNiAHMLBbKMX poboTax LiKaBnsaTb NOKa3HUKK: vac
NPUCKOPEHHA Ta MOKa3HUK MOMMAOK Ha cnoso. Lli nokasHukM UikaBnsaTb 4epe3 NpsMuii BRAAMB Ha
nobyaoBy apxiTeKTypu CUCTEMM BLINIOMY afXe 4Yac NMPUCKOPEHHS MOKa3ye, CKiflbKW MOTEHLIMHO Yacy
MOXHa ogepXaTn ONs BUKOHAHHSA iHWKMX onepauin (puc.4) Ta gaTn NPUCKOPEHHS B poboTi KiHLEBOMY
KOPUCTYBaYdy TaKoX BaXXIMMBUN Liel NOKa3HUK TUM, LLIO B pasi BAHUKHEHHSA HECNpaBHOCTEN JAacCTb 3MOry
nepeBecTn Ha PobOTY Ha pe3epBHUN erneMeHT cuctemMu (B pasi HasiBHOCTI Takoro) abo X BigHOBUTU
po60oTy B LUTATHOMY pPeXMMi Ta AaTn KOPUCTYBady pe3ynbTaT BUKOHAHHS, a MOKa3HMK MOMUIIOK Ha CIOBO
NOKasHWK BaXNMUBWUA TUM, WO came MOro MiHiManbHe 3Ha4YeHHs dae 3Mory Bigpi3KiB, TOX KiHLEeBUI
KOpuUcTyBad ofgepXutb bGaxkaHuin pesynbTaT 6e3 TpuBanoro OYikyBaHHS Ta HebaxaHoro CnoTBOPEHHS
aygiosanucy. Lli gocnigeHHs nokasyoTb NEBHI 0COBNMBOCTI NPOEKTYBAHHSA CUCTEM po3nidHaBaHHs. [ig
Yac BMNPOBaAXeEHHi Takux obuucrnioBanbHUX ernemMeHTiB Yy TribpugHy abo x 6GaratoxmapHy
iHPaCTPYKTYpHY CXemy BapTO BpaxoByBaTW HeOOXiOgHICTb 3abe3nedeHHs KaHaniB KOMyHikauii 3
BMCOKOIO LUBUOKOLIED ONs1 OTPUMAHHSA MPUCKOPEHHST Bif, BUKOPUCTAHHA Takmx oOB4YMCrioBanbHUX
enemeHTiB. lMoTpiBHO 3BEpHYTM yBary Ha KPUTUYHY HEOOXiOHICTb pes3epByBaHHS, SIK MeEpEeXeBUX
3'elHaHb TaK i BCiX eNeMeHTiB CUCTEMU aXe CTINKICTb CUCTEMM 0 MONOMOK JacCTb 3MOry rapaHToOBaHoO
ofepxyBaTn 6axaHi pesynbTaTy.
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K-Tb Po3amip 3aran WER% Yac (rog) | Mpwuckop

YYHiIB nakeTty bHUN €HHS
poamip
SWB CH

1 128 128 7.5 13,0 121,96

1 256 256 7.5 13,0 99,0 | 1.0x

1 512 512 7,5 13,1 82,0 | 1.2x

6

16 512 8,192 7.4 13,3 5,88 | 16.8x

32 256 8,192 7,6 13,1 3,60 | 27.5x

64 128 8,192 7.5 13,3 2,28 | 43.4x

128 64 8,192 7,7 13,3 1,98 | 50.x

[ns 6inblWw NOBHOIMO PO3YMIHHSA MPUCKOPEHHSA MNOTPIOHO npoaHanidyBaTu i BTpaTW, sKi MOXYTb
BUHUKATKM Nig Yyac poboTun i3 gaHumun. Ak Byno 3asHavyeHHs Ansi MakCUManbHOro NPUCKOPEHHSA BTpaTU
MyCsTb OyTK BiACyTHI abo X MiHiManbHi. CTiNKICTb OO BTpaAT BaXNMBUIN napameTp agxe B pearibHUX
yMOBax NoBHa BiACYTHICTb BTpaT, MOXe, BUMaraTu CKNagHuX apXiTeKTYpHUX pilleHb. [Ons nopiBHAHHA
BTpat ADPSGD nig 4ac po60Tu 3 4aHUMK B AOCTIIKEHHAX BUKOPUCTOBYIOTE SSGD TO6TO CUHXPOHHMIA
CTOXaCTUYHUI rpafieHTHUI cnyck . Take NopiBHAHHSA NOKa3ye nepesary aCUHXPOHHOIo BUKOHaHHA nepes
CYHXPOHHUM Y LUBUAKOCTI, ampke B pasi BUKopMcTaHHA SSGD y4Hi 064MCcniooTb rpagieHT i YekaroTb, MOKK
Oyae obyucneHo BCi rpagieHTn, NoTiM MOAEb OHOBIIOETLCA Ta 3HOBY PO3MOBCHOAXKYETLCH BCIM YUYHAM,
4YOro He BiAOYBAETLCA B ACMHXPOHHOMY PEXUMI aKe KOXEH yYeHb OTPUMYE HOBWUW FpagieHT nicng
3aBEepLUEHHsT ODYMCNEHHS, arne CUHXPOHHMIA BapiaHT Mae Oinblly MOANbHICTL OO BTpAT, Xo4va 1
NMOCTYNaETbCHA B MPUCKOPEHHI .

Takox Mato 3a3HauuTK, WO Ui BULLe3ragaHi JOCnigXeHHs A0BOAATh paLioHanbHICTb BUKOPUCTAHHS
nnatopMHUX MiAX0A4iB nNig 4Yac po3pobKM UM  MNPOEKTYBAHHA CUCTEM pO3Ni3HABaHHA, LWO
3abe3nevyBaTMe MacwTaboBaHICTb i a4anTMBHICTL Ta MO3WTMBHO BnnvBaTtMMme Ha 6esneui. Taki
BapiaHTU obuucnoBanbHUX CUCTEM YXE peani3oBaHi MPakTUYHO, OCHOBHA OCOOGMMBICTL X € He
BMKOPUCTAHHSA cneujianbHUX 064YMCroBanbHUX HOA, a CTBOPEHHS TaKMX, BUKOPUCTOBYHOYM, MNEBHY
KiNbKiCTi  oBuncrnioBanbHUX eneMmeHTiB ob6’egHaHMX B OOHY HOA4y, WO CyMapHO [JalTb TaKy X
obumcnioBanbHy NOTYXKHICTb, O 1 CUCTEMMU, SIKi BAKOPUCTOBYBANMCh Yy JOCHIMKEHHSIX. Y Takomy nigxoni
OCHOBHWMW MfOCaMU € CYTTEBO HWXYMIA piBEHb BapTOCTi Ta NpocToTa B MacwTabyBaHHi, OAHaKk,
OCHOBHMMMW NUTAHHAM € 3abe3neYeHHs LWBMAKOAIT MiXK efleMeHTaMuM Ta Yac BMKOHaHHA onepaldii. Y pasi
poGoTn 3 npocTold 06pobKo nonepeaHbO 36epexeHoi HaByanbHOI 6asn TeopeTU4HO MOXHAa
3HEXTYBaATW HE3HAYHMM 36ifbLUEHHAM Yacy Ha BUKOHAHHSA 3 Ornsiay Ha MeHwy BapTicTb. OgHak poboTta
B pPeXuMi peanbHOro yacy abo x i3 Benmkumy o6’eMamMm BUKOPUCTAHHA TaKoro NigxoAy NOBUHHO ByTu
aocnigxeHe.
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Puc.4. MiHimanbHa nponyckHa 340aTHICTb 3anexHo Big po3Mipy nakeTy.

BucHoBoOK

OnucaHi gocrnigpkeHHs NokasylTb CYTTEBUA MPUPICT Y MPOAYKTUBHOCTI pobOTK i3 HaBYanbHUMU
AaHyMn B nabopaTtopHUX yMOBaXx, LLO TEOPETUYHO i3 HEBEMMKOIO MOXMOKOI, MoXe, ByTn oTpuMaHum i
BiJ peanbHOi cuctemm poasnisHaBaHHs. OgHak € MneBHi HeoOXigHI yMOBM, siki pobnaTb MOXNMBUM
OTPUMaHHS NPUCKOPEHHS. [lepeHeceHHs Takoro cnocoby poboTn Ha oB4YMCnioBanbHi eNeMeHT! MeHLW
NPOAYKTMBHI, ane ob’egHaHi Mk coboo MOXYTb NOKasyBaTh NPUPICT 3@ YMOBM PO3NOAINeHHs 3agadi
BiOMOBIAHO A0 MOTY)KHOCTI KOXHOrO 3 enemeHTiB. Takui nigxia MoXxe BuMaratM OKpPemoro
©anaHcyBanbHOro Mogynsa tTa Mae 6yt BMBYEHU Tak caMo, SIK | AOLINBHICTb Takoro BapiaHty poboTtu
amKe UeHTpanbHUA GanaHcyBarnbHWUA KOMMOHEHT CUCTEMW € €eneMeHTOM npuTaMaHHuM Ans
LeHTpanisoBaHoi TONOMOrii, xo4a 1 He BnnnBae 6esnocepedHbO Ha cnocib ChifkyBaHHA, OTPUMaHHSA Ta
nepegadi ydHamMu, a Ginbll KOPEKTHE PO3ModineHHs 3aBAaHb, NOTEHUINHO, MOXe, AaTh 0AaTKOBUIA NpUpIcT y
wBunakoall cuctemin.
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