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IHOOKOMYHIKALIIMHI TEXHOMNOTTI
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CUEHAPIA BAKOPUCTAHHA AHANITUKU
KNIHIYHOI O IHTEPHETY PEYEM (10T)

KupcaHoe O. 0., Xapkiecbkull HauioHanbHUl yHigepcumem padioerlekmpoHiku, Xapkie, YkpaiHa.
https.//orcid.org/ 0009-0001-5987-4728, oleksandr.kyrsanov@nure.ua

Kpueenko C. A., k.m.H., XapkigcbKuli HayioHanbHUU yHigepcumem padioennekKmpoHiku, Xapkig, YkpaiHa.
https://orcid.org/0000-0002-5244-1276, stanislav.kryvenko@nure.ua

AHomauis. Cmamms rpucesiyeHa cueHapito sukopucmaHHs aHanimuku IHmepHemy peydel (loT) ons
36opy ma aHanidy daHux 3 eriekmpoeesocurnedig, obradHaHux loT-npucmposiMu, 3 MEMOK MiOBUUEHHS
i3UYHOI aKmu8HOCMI HaceneHHs, Wo crpusimume fnpoghiiakmuuyi cepyeso-cyOUHHUX 3ax80ptoeaHb. 3a-
rporioHosaHa apximekmypa cucmemu 6asyemscs Ha AWS i oxonnoe mpu Ko4osi pigHi: nputiom ma o6-
pobKy OaHux, ixHe 3bepieaHHs, @ MaKoxX aHarsi3 i eisyanisauito pesyrnbmamis.

Ha nepwomy emani nidknodeHHs loT-npucmpoie do AWS loT Core 3abe3nedye nepedadvy O0aHux 3
enekmposernocunedis yepes npomokon MQTT. JaHi peeynspHo Hadxo0simb do Kinesis Data Firehose, e
B80HU MOXymb bymu 36a2ajveHi ¢pyHKuUissmu Lambda, siki 0o0arompb 00 HUx dodamkosy iHghopMauiro, 30Kpe-
Ma eeosokauitiHi daHi npo kopucmysadis. Lle 3abesneyye binbw moyHul i 0emanizoeaHull aHasi3 3ibpaHux
OaHux.

Hpyauli eman eknovyae HanawmyeaHHsi OpenSearch Service 0ns 36epieaHHs ma iHOeKkcauii ompu-
MaHux OaHux, wo 0038osisie nposodumu demarsibHUl aHari3a 3a 00noMoeaor iHcmpymeHmie OpenSearch
Dashboards. Y pesynbmami cmeoprorombCsi pi3HOMaHimHi 8isyarniszauii, maki sk Kpyaoei Oiazpamu, me-
noei kapmu, eicmozpamu ma iHWi epagidyHi iHecmpymMeHmu, siki 00380/151l0mb He fiuwe sidcmexxysamu
8UKOpUCMaHHs eriekmposeriocunedie, a U nposodumu aHasi3 8nusy rnpozpamu Ha isudyHy akmueHiCmb
epomadsiH, @ makoxX euaHadamu KIo4o8i chakmopu, Wo ennusaroms Ha echekmueHicms Ujei npoepamu.

Ha 3asepwarnbHoMmy emarii pesynbmamu aHarnizy Hadarombcs 3auikaerieHUM CmMopoHaM Yepes 3pydHi
iHgbopmauy,itiHi naHeri, docmyn 0o sKkux 3abesneqyyembcs 3a 0oromozoto Amazon Cognito ma AWS Identity
and Access Management (IAM). Lle eapaHmye 6e3neyHudl i HaditiHu docmyn 0o 0aHux, wo € ocobru-
80 BaX/iuguM 011 npuUHAMMSs1 06rpyHMo8aHUX yrpaeiHCbKUX pilueHb. 3arnporoHosaHa apximekmypa
OeMoHCcmpye 3HavyHUl rnomeryian 10T y KniHIYHIO aHanimuyi, crpusiodYu egbekmugHoOMYy 8UKOPUCMaHHK
3i6paHux daHux 051 MOKpaweHHs1 300p0o8’si HacereHHs. Takum YUHOM, 8rposadxeHHs Uybo2o nioxody rid-
suwye echekmuesHicmb yripaeniHHS rpogpamamu hi3U4HOI akmugHOCMI, a makKox cripusie 3arnobieaHHO
3ax80pHBaHHSIM, W0 00380JII€E CYmMmMeSO MOKpauwumu pieeHb epomMadcbko2o 300poe8’s ma 3pobumu uel
nioxid ocobnueo akmyarsnbHUM y Cy4acHUX yMosax WeUudKo20 po38UMKY mexHomogill.

Knroyoei cnoea: 10T, mobinbHuUl npucmpiti, cMmapmagboH, adanmueHuli Kelic-MeHeXMeHM, CMPyKmy-
posaHi ma HecmpyKmypoeaHi daHi.

A USE CASE FOR INTERNET OF THINGS (I0T) ANALYTICS

Oleksandr Kyrsanov, Kharkiv National University of Radio Electronics, Kharkiv, Ukraine. https://orcid.
0org/0009-0001-5987-4728, oleksandr.kyrsanov@nure.ua

Stanislav Kryvenko, Ph.D., Ass. Prof., Kharkiv National University of Radio Electronics, Kharkiv, Ukraine.
https://orcid.org/0000-0002-5244-1276, stanislav.kryvenko@nure.ua

Abstract. The article is dedicated to a scenario of using Internet of Things (loT) analytics for collecting
and analyzing data from electric bicycles equipped with IoT devices, aiming to enhance public health by
increasing physical activity, which contributes to the prevention of cardiovascular diseases. The proposed
system architecture is based on AWS and encompasses three key levels: data ingestion and processing,
storage, and analysis with visualization of the results.

The first stage involves connecting loT devices to AWS IoT Core, enabling the regular transmission
of data from electric bicycles via the MQTT protocol. This data is transmitted to Kinesis Data Firehose,
where it can be further enriched using Lambda functions, which add supplementary information, such as
geolocation data about users. This enrichment process ensures a more accurate and detailed analysis of
the collected data.
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The second stage involves configuring OpenSearch Service for storing and indexing the received data,
allowing for in-depth analysis using OpenSearch Dashboards tools. Consequently, various visualizations are
created, such as pie charts, heatmaps, histograms, and other graphical tools, which not only help track bicycle
usage but also analyze the impact of the program on citizens’ physical activity. Additionally, these visualizations
help identify key factors influencing the program’s effectiveness, providing valuable insights for optimization.

In the final stage, the analysis results are presented to stakeholders through user-friendly dashboards, with
access secured via Amazon Cognito and AWS Identity and Access Management (IAM). This ensures safe and
reliable data access, which is crucial for making informed management decisions. The proposed architecture
highlights the significant potential of loT in clinical analytics, contributing to the effective use of collected data to
improve public health. Thus, implementing this approach enhances the efficiency of managing physical activity
programs, as well as contributes to disease prevention, significantly improving the level of public health and
making this approach especially relevant in the context of rapid technological advancement.

Key words: IoT, mobile device, Adaptive Case Management, security, data protection, Ul/UX, structured
and unstructured data.

Bctyn

Y uint poboTi po3rnsiAaeTbCa CLeHapii BAKOPUCTaHHS aHanitukm IHTepHeTy peden (1oT). [ocnigkeHHs
NPOMNOHYE apXiTeKTypy ANdA NiGTPYMKN PiBHSA Npunomy Ta o6pobku, piBHA 36epiraHHs Ta piBHS aHanidy Ta
Bidyanisauii.

Mpo6nema GisHecy

CueHapin, npegcTaBneHun TyT, BiANOBIiAae ogHOMY BapiaHTy nraHyBaHHsS KOHBeepa. Baxnuneo npautoBa-
TN y 3BOPOTHOMY HanpsMKY Bif 6i3Hec-npobnemu, wob BU3HAYMTH, AKUIA TUM KOHBEEPA NOTPIGHO CTBOPUTY.

Po6oTa B 3BOPOTHOMY HanpsiIMKy Bif 6i3Hec-npo6nemum

CTtapTan-komMnaHisi 3 enekTpoBenocunesiB cniBnpaLoe 3 MiCLLEEeBO BNaaoko, Wob 3anpoBagnTu MiNoTHy
nporpamMy nNpokKaTy enekTpoBenocuneniB y KiflbkOX MPUMICbKUX parioHax.

MeTa Bnaam — npodpinakTuka cepueBo-CyaAMHHUX 3aXBOPIOBaHb HA OCHOBI NiABULLEHHS i3UYHOT aKTUB-
HOCTI rpoMaasiH.

Ha ubomy etani im noTpibHo 3ibpaTtu 1 npoaHaniayBaTn TEHAEHLIT y AaHMX PO Te, ik BUKOPUCTOBYHOTHCS
Benocunean. IM Takox NoTPIGHO BU3HAYMTK, SKi A@Hi BOHW XO4YThb BiCTEXYBATW, PO3LLUMPIOIOYM NPOrpamy.

BoHM 3HaIOTh, LLO BOHM XO4YyTb AMBUTUCS Ha Te, A€ NO4OPOXYyBanu Benocunean, yac poboTtn akymyns-
TOpa, PiBHI BUKOPUCTAHHSA ABUIYHA (BUMKHEHO, HU3bKUA, CEPEHIN, BUCOKUIN) Ta XXUTTEBI MOKa3HUKM Bero-
cvnegucTiB.

KoxeH i3 50 Benocunenis ocHalleHuin NpucTpoem IHTepHeTy peden (I0T), KU XUBUTLCA Bif akyMyns-
Topa Benocunega Ta BUKOPMCTOBYE 6e30poToBY TenedOHHY Mepexy Ans nepegadi gaHux. [Nprctpoi Buko-
pUCTOBYOTb NpoTOKON nosigoMmneHb MQTT anga HagcunaHHA Ta oTpumanHsa gaHnx JSON. Hapasi npuctpoi
HanawToBaHi Ha HaACWUMNaHHA NOBIAOMMNEHHS KOXHi 2 XBUMUHM [6].

MoTpibHO CTBOPUTM KOHBEEP AN NIATBEPOKEHHS KOHUeNUii, wob 3éupatn 1 aHanisyBatu gaHi 3 npu-
CTpOiB IHTEPHETY peyeit, BOyLOBaHMX B eNEKTpoBenocuneau.

SAKi KNOYOBI XapakTePUCTUKM onucaHi B BisHec-npobnemMi, sika kepyBaTUMe pilLEHHAMMU, SKi BU NpUimMa-
€Te AN CTBOPEHHSA KOHBeepa?

BukoHaHHs aocnigxeHb

ETanoHHa apxiTtektypa loT

PucyHok 1 intoctpye nponoHoBaHy apxitektypy AWS ansa nporpamu Ans nigTBepAXeHHS KOHLenL;ii.

Amazon CloudWatch

B¢

1oT rule Amazon Kinesis AWS Lambda
Data Firehose
1AM a |
@ | OsDemowebserver |
H IAMRole ]
AWS loT Core I]|-~|'1|-| []rl'!r] A :
' X
I {@E m LS LS i OsDemoWebserver |
T oy Amazon Opensearch Amazon OpenSearch Service | |AMPolicy1 |
Dashboards ] H
X
loT connected devices : OsDemoWebserver
=  1AMPolicy2
=S "
: v
X

Amazon Cognito AWS Identity and Access { OsDemoWebserver ||
Management (IAM) : IAMPolicy3 :

Puc. 1. NMponoHoBaHa apxitekTypa AWS

10



IHdbokoMyHiKaLiiHi Ta koMn'toTepHi TexHonorii, Ne 2 (08), 2024

MpucTpoi loT Ha Benocunegax HagcunatumyTb nosigoMneHHsa go AWS loT Core. Mpasuno loT Tpak-
chopMye NoBiJOMMEHHS Ta Hagcunae ix y notik goctaeskn Amazon Kinesis Data Firehose. NoTik goctaeku
HanawToBaHO AK MIONUCHMK Ha TEMY Ta MOXE BUKOHYBAaTW LOOATKOBI NMEpPETBOPEHHS, Wo6 nigrotyeatu
dadi ona aHanidy. Kinesis Data Firehose 3abe3neyye 3axonneHHsi TOTOKOBMX OaHWX 3 XXypHarniB Bebcep-
Bepa Ta ix nepegady no OpenSearch Service anga noganbluoro aHanisy. [oTik 4OCTaBKM HanawToBaHU
Ha BMKopuCTaHHS mxepena gaHnx «Direct PUT» Ta micusa npusHadeHHs «Amazon OpenSearch Servicey.
Lambda obpobnsie Ta 3baravye AaHi B pexvMi peanbHOro Yacy, AoAaroum oAaTKoBy iHpopMauito, Taky sk
reorpadpiyHe po3TallyBaHHs BifBidyBadiB Ha OCHOBI ixHiX IP-agpec. ®yHkuia Lambda «os-demo-lambda-
function» nos’aszaHa 3 notokom goctasku Kinesis Data Firehose i BukopuctoByeTbca aAng TpaHcdopmadii
XypHaniB goctyny nepeg ix nepegadeto o OpenSearch Service. OpenSearch Service iHgekcye Ta 36e-
pirae gaHi, gatoum MOXMIMBICTb aHarnidyBatu ix 3a gonomoroto OpenSearch Dashboards. 3a gonomoroto
Dashboards moxHa cTBOptoBaTH pidHi Bidyarnisauii 4ns BigoOpakeHHsa AaHuX y 3pydHoMy dhopmari [3].

Mpuiiom Ta nepepobka

Mo-nepLue, po3rnsgaeTbes piBeHb NpUomMy Ta 0O6po6GKK.

MigkntoveHHs npuctpois o AWS loT Core

Cxema nigkntoyeHHs npuctpois o AWS loT Core i noyatky nyonikauii noBidoMmneHb Ha BM3HAYEHY
TEMY HaBegeHa Ha PUCYHKY 2.

By

I

.% :— ~, 10T policies for authorization

AWS loT Core

(o)
&

L1 X.509 certificates for authentication

MQTT messages aus 10T connected devices

Puc. 2. NigknioveHHa npuctpois o AWS loT Core

[nsa uboro npuknagy Temoto € ebike/stats. lNMigknovannca gakTnyHi NPUCTPOT ANs TeCTyBaHHS Ta BU-
KOPMCTOBYBanvCb TECTOBI AaHi i3 CMMyNSITOPOM NpUCTpoto, Wwob nepeiputn notik. B AWS loT Core Bu-
KOpMCTOBYBanvcb napameTpu B MeHto «[ligknountny, Wwob nigkniount oamH abo Garato npucTtpois. Lle
nepenbadae cTBopeHHs 06’ekTiB-peven B AWS loT Core ans npegcraBneHHs NpucTpoiB. Takox HanawTo-
BaHi cepTudikaTt 6e3nekun, Skl KOHTPOMNIOE JOCTYN A0 NPUCTPOIO, | [0 T-NoNITUKM, HEOBXiAHI ANs KOHTPOO
poctyny go pecypcisa AWS loT. 3a gonomoroto TectoBoro knienta MQTT y AWS loT Core nignucanucs Ha
Temy ebike/stats, 006 nepekoHaTUCs, LLO NOBIZOMMEHHS 3 NPUCTPOI NybnikyoTbes B Temi. Mig yac Buko-
puycTaHHs NpucTpoiB loT 3adisHi KOMNOHEHTU Ge3nekn. Sk NpaBuo, NPUCTPOI BUKOPUCTOBYOTL cepTudi-
katn X.509 gnsa 3axucty goctyny Mix npuctposimu [oT. AWS loT Core BUKOPUCTOBYE Ui cepTudikatn ans
3axucTy 3B’A3ky Mix npuctposimm Ta AWS loT Core, a Takox Ans aBTeHTudikauii npuctpois loT. MNonitukn
AWS loT Core HagatoTb fo3sonv ans astopu3aadii aivi y AWS loT Core, Hanpuknag nigknioveHHs o 6poke-
pa nosigomneHb. OcHoBHi nonitukn AWS loT € gokymeHTamu JSON i 4OTPUMYIOTBCSA TUX CaMUX YMOB, LLIO
n nonitukn AWS Identity and Access Management (IAM). Ak nonitukn AWS loT Core, Tak i nonitukn IAM
BukopucToBytoTbCst 3 AWS loT Core ons KepyBaHHA onepavisiMu, siki MOXe BUKOHYBaTu ocoba (Takox 3Ba-
Ha npuHumnanom). Monitukm loT BUKOPUCTOBYOTLCA OS5 aBTOpU3aLii NpUcTpoiB i3 cepTudikatamm X.509,
a nonitukm |AM gogatoTbesa 4o kopucTysada, rpynu abo poni IAM [5].

Mpuknaa: nosigomnexnHs MQTT

Ha puc. 3 nokasaHo npuknag Toro, sk nosigomneHHa MQTT, HagicnaHe go temu ebike/stats, moxe Ha-
aartun atpubytu onsa Takoro npuctpoto loT.

HanawTyBaHHs npasuna loT ana maplipytmsadii Ta ginstpauii noBigoMneHb

Konu gaHi npuctpoto nyonikytoTbCcsa Ta NPUCTPOI yeniwHo nigknioumnmea ao AWS loT Core, 6yno cTBo-
peHo npasuno (puc. 4) ons Bubopy NOBiAOMIIEHb | X MapLlpyTM3aLii nepegnnaTHUKaMm.

11
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"format": "json",

“topic": "ebike/stats", e Ha3Ba Ta N03HaYKa yacy
"timestamp": 1665102292810,

"payload": { ‘
"device-id": "rLdMw4VRZ",
"location": "{ 'latitude': 38.9696, 'longitude': -77.3861 }",

::bﬂnfer\"’pcrnl!t"‘:n 7;:! . HaHinpucTporo, 3ibpaHi
engine-use": "off", _
"rented": 1, 3 AaTYMKiB

"last-pickup": "Oak",

"last-drop": "oak"

}

Puc. 3. MosigomnenHs MQTT
/= |AM role grants access

W
& —ha

loT rule Kinesis Data

Firehose

AWS |oT Core

£

A

T

TrrTT T

loT connected devices

Puc. 4. MNMpaswuno loT

Y ubOMy NpuUKnagi NpaBuio Hanpaenao NoBiAoOMIIEHHS 3 TeMu ebike/stats go notoky gocTtasku Kinesis
Data Firehose. Ponb |IAM BukopucToByBanachb Ans HagaHHs 4o3BoniB npaswny loT ansg 3anucy gaHux
y NOTiK JOCTaBKMW.

Mpuknaa: npasuno loT

Y ubomy npuknagi (puc. 5) HaBegeHi KOMMOHEHTU, AKi CTaHOBMATEL NpaBuno loT — iHcTpykuito SELECT
i gito, aKky noTpibHo BMkoHaTW. IHCcTpykuia SELECT BusHavae, siki aTpnbyTn gaHunx crig, BKIOUNTH.

"ruleArn": "arn:aws:iot:us-east-2:623616953939:rule/ebike",

"rule": {
"ruleName": "ebike",
"sgl": "SELECT device-id as id, location as bike_loc, battery-pent as |__ Atpubytun dinbrpie
battery, engine-use as engine FROM ebike/stats WHERE rented=1", Ta 3anucis
"description™ "" —
"createdAt": "2024-08-13T721:51:00+00:00",
"actions": [
{
Mepepaya "firehose": {
po Kinesis "roleArn": "arn:aws:iam:: account-id:role/service-role/ebikes-role",
Data "deliveryStreamName": "PUT-53-MXjPG",
. "separator™: ",",
Firshose "batchMode": false Ponb 1AM, aKa Hagae go3sonn
1 Ha PO3MilLLeHHA 3anucie y NnoTowi
¥

I
"ruleDisabled": false,
"awslotSqlVersion™: "2016-03-23"

Puc. 5. KomnoHeHTn npasuna loT

12
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PeueHHss FROM Bu3Havae BignosigHy Temy MQTT, i pevyeHHs WHERE BukopuctoByeTbes, Wob dink-
TpyBaTy, AKi 3anucu cnig BknouMTu. Po3ain ain Bkasye npasuny, Kyau HanpaensTu pesynsratu 3anuTy.
Y ubomy npuknagi onepatop SELECT obmexye atpubyTtu, siki noTpibHO BkntovaTh (igeHTudikatop npu-
CTPO0, po3TallyBaHHS, akyMynsiTop-pcnt i ABUIYH-BUKOPUCTaHHSA) i 3icTaBns€ iX 3 pis3HUMU iMeHaMu nonis.
MpaBuno TakoXx MoXe OOMNOBHIOBATY AaHi, Aodarun goaatkosi atpnbytn [1]. Hanpuknag, 6yno Bkio4YeHo
none Ans igeHTudikauii uMx 3anuciB Sk YacTWMHY MiINOTHOI Nporpamu, oHosneHo onepatop SELECT, wob
BKITHOYMTU «MNiNOTHUIM €Tan sk CTagito» Nicns «ABUMYH-BUKOPUCTaHHS SK MexaHiam». PeyeHHs FROM Bkasye
Ha TeMy 3anuTyBaTtu — ebike/stat y ubomy npuknagi. PeueHHss WHERE obmexxye obcsar 3anucie nvie Tumu,
Oe 3HaveHHs rented gopiBHioe 1.

Lii B uboMy npuknai noBifoOMNATL NpaBuy Npo AOCTaBKy pesynbraTiB 3anuTy 40 NOTOKY JOCTaBKU
Kinesis Data Firehose, akuin HasnBaetTbcst PUT-S3-MXjPG. Y ubomy npukniagi KopucTysad BUPILLMB CTBO-
pUTK NOTIK AOCTaBKU SIK YaCTUHY CTBOPEHHS NpaBunia B KOHconi kepyBaHHsa AWS. Lle nonerwmnno cTBopeH-
HSA NOTOKy Ta ao3sonis IAM, HeoBXigHMX Ons OCTyny OO MOTOKY.

Motik gocTaBKK

PiweHHs BukopuctoBye Kinesis Data Firehose gns 3aBaHTaXeHHS1 NOTOKOBWUX XypHanis JOCTyny A0
BebGcepBepa, a noTim BuKopucToBye yHKLii Lambda gns 36aradeHHs ganux [2]. Ticns BUKOPUCTaHHS
Kinesis Ta Lambda ansa o6pobku gaHux BukopuctoByBaBcsi OpenSearch Service ansa 3aBaHTaXeHHs Ta
iHaekcauii gaHux. BukopuctoBytoun OpenSearch Dashboards, cTBoptotoTbCs Bidyanisauii gaHux, wob oT-
pymaTu ysiBNEeHHs Npo CTaH KOPUCTYBayiB enekTpoBenocunesis. Bidyanisauil nowmptoloTees cepeq 3aui-
KaBneHux CTOpiH, BUKopucToBytoun Amazon Cognito sik iIHCTpyMeHT ayTeHTudikauii Ta AWS Identity and
Access Management (IAM) ons aBTopu3sadii 4OCTyny 0 iHopMaLiiHOT NaHeni.

HanawTyBaHHA Kinesis Data Firehose

HactynHum etanom 6yno HanawTyBaHHs Kinesis Data Firehose. [1na Lboro 6yno BMKOpMcTaHo KOHCOSb
Kinesis Ta nepernaHyTo KOHdirypaLito NoToKy AocTaBku os-demo-firehose-stream. Y nowykoBOMy psiaKy
npaBopyu Bif «Services» BubpaHo «Kinesis». Y nisin HagirauinHii naHeni BnbpaHo «Delivery streams» Ta
HaTUCHYTO Ha MNOTiK JoCcTaBKkM «os-demo-firehose-streamy». MNepernsaHyTto po3ain «Delivery stream details»,
Oe 6yno BkasaHo «Source» sk «Direct PUT» i «Destination» sik «kAmazon OpenSearch Service». Akwo
NPOKPYTUTU CTOPIHKY BHWU3, MOXHA Oyno MOMITUTU YBIMKHEHWI MOHITOPUHT, SIKUA reHepyBaB METPUKU Mo-
TOKY AOCTaBKW. TaKoX MepernsHyTo KoHdirypauito TpaHcdopmauii gaHnX. Y HWKHIA YaCTUHI CTOPIHKM
Jetanen noTtoky goctaekum Byno BubpaHo Bknagky «Configuration» Ta posagin «Transform records». Tam
3HaxoauTbcsa yHKUis Lambda «os-demo-lambda-function», sika BukopuctoByeTbcsa Ans TpaHcdopmadii
XypHanis goctyny nepeg ix nepegadeto o OpenSearch Service.

HanawTyBaHHA OpenSearch Service

KoHgirypauis knactepa OpenSearch Service 3ginicHioBanacs Yyepes koHcornb OpenSearch. Ha Bknagui
«Configuration» gnst notoky goctaBku y po3gini «OpenSearch Service destination» nig «Domain» 6yno
BMBpaHO nocunaHHsa «os-demoy. Bigkpunacsa koHconb OpenSearch Service, oe 6yno nepernsHyTo KOH-
dirypauito knactepata HanawTtyBaHHs 6e3nekn. URL-agpeca OpenSearch Dashboards 3Hagobunacsa ans
noaanbLIoro BUKOPUCTaHHA. Takox Ha Bknaaui «Security configuration» nepernsiHyTo nonitvku goctyny,
SKi BUKopuctoByBanu Agi poni: os_demo_firehose_delivery role Ta osdemocognitoauthuserrole.

CtBOpeHHs iHaekcy OpenSearch

Ina cTtBopeHHs iHoekcy OpenSearch BukopuctaHo OpenSearch Dashboards. [Ina Bxogy Oyno Buko-
pucTaHo Taki obnikosi AaHi: iM’s kopucTyBaya LabUser Ta napone PasswOrd1!. Micna Bxogy cuctema 3a-
nponoHyBana 3MiHUTK naporb. byno BBegeHo HoBun naponb PasswOrd1!2. MNicns Bxogy BMAaneHo HasBHi
XypHanu BebcepBepa. [ns uboro 4Yepes 3Ha4ok MeHto 3anyuieHo «Dev Toolsy». Y koHconi Dev Tools ko-
mangoto DELETE /apache_logs 6yno BuganeHo iHOeKe, SKLWO BiH icHyBaB. [ani 30iiCHEHO CTBOPEHHS HO-
BOroO iHAeKcy 3a gonomoroto metogy PUT. MNMpuknag kogy 4515 CTBOPEHHS! iHOEKCY HaBedeHO Hmk4e (puc. 6):

PUT apache_logs

{
"settings": {

"index": {
"number_of_shards": 10,
"number_of_replicas": @

}

1
"mappings": {

"properties": {

"agent": {
"type": "text"

Puc. 6. Kog ons cTBOpeHHS iHAeKCy
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}s

"browser": {
"type": "keyword"

1
"bytes": {
lltypell : lltextll
¥
"city": {
"type": "keyword"
¥

"country": {
"type": "keyword"

¥
"datetime": {
lltypell: lldatell,
"format": "dd/MMM/yyyy:HH:mm:ss Z"
1
"host": {
lltypell : lltextll
¥

"location": {
"type": "geo_point"

b
"referer": {
lltypell : lltextll
b
"05": {
"type": "keyword"
b
"request": {
lltypell : lltextll
b
"response”: {
lltypell : lltextll
b
"webpage": {
"type": "keyword"
b

"refering page": {
"type": "keyword"
}
}
}
}

Pwuc. 6. Kog ons cTtBopeHHs iHaeKcy (MpOOOBXKEHHS)

Binobpasunacs taka Bignosigp (puc. 7):

{
"acknowledged": true,
"shards_acknowledged": true,
"index": "apache_logs"

}

Puc. 7. Pesynbtat CTBOPEHHS iHOEKCY
Lls komaHnga cTBOpmna HOBUI iHAEKC Nig Ha3Boto apache logs. Konu xxypHanu BebcepBepa OHOBMNIOBA-

nnca yepes Tpadik BebcanTy, noTik goctaBku Kinesis Data Firehose HanosHioBaB knactep OpenSearch
Service gaHMMKn Ha OCHOBI BigNoOBigHOCTEN Yy kOMaHAi. KomaHga BCTaHOBUMA TUNW OaHUMX AN NOMiB
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y davinax xypHaniB cepepa y 6asi gaHux OpenSearch Service. [licna cTBopeHHS iHAekcy Byno 3ainc-
HEHO reHepaLlito >XypHanis gocTyny Ao BebGcepBepa, a MOTiM CTBOPEHO Bidyanisauii Ha OCHOBI JaHUX
Y UbOMY iHAEKCI [4].

leHepaUida xXypHanis goctyny o Bebcepsepa

MMicns cTBOpeHHs1 iHOEKCy Oyno 3reHepoBaHO >XypHanu goctyny o Bebcepsepa. Lle 3giricHoBano-
ca Wwnaxom BigBigyBaHHSA BebcanTy (puc. 8), poamiwieHoro Ha EC2-iHCTaHCi, 3 BUKOPUCTAHHAM Pi3HMX
Beb-6pay3epis.

« > C /\ He kondinenuiinmi  35.173.191.94/search.php

Welcome to Amazon Web Services! You are on the Search page

Which product would you like to go to?
Clinical ToT1
Clinical ToT2

Clinical ToT3

Go Back to Main Page

Puc. 8. Pesynbrat BigBigyBaHHS Bebcanty

[ns uboro BUKOpUCTOBYBanacs HoBa Bknaaka abo BikHo Gpay3epa Ta 3giicHeHo nepexig 3a URL-agpe-
coto http://<PUBLIC-IP>/main.php, 3amitneun <PUBLIC-IP> Ha ny6niuHy IP-agpecy, sky 6yno 36epexeHo
paHiwe.

LLnaxom cumynsuii KopucTyBaLbKOi akTUBHOCTI B KiflbkOX BeO-Opay3epax, 3reHepoBaHO XypHanu Beb-
cepsepa, BiABIQYYM Pi3Hi CTOPIHKN canTy.

CnocTepexeHHs 3a noaisimu xypHany B CloudWatch

[nsi cnocTepeeHHs1 3a NPOLECOM 3aBaHTaXEHHS Ta 0OPOOKM OaHUX BMKOPUCTOBYBASIMCS >XKYpHamnu
CloudWatch. BoHu fo3BonsitoTe nobaumTu, siK )KypHanu ocTyny BiABigyBadiB 3aBaHTaxyBanucs 3 sebcep-
Bepa fo Kinesis Data Firehose, 3barauyBanuca dyHkuieto Lambda i nepegasanucsa go OpenSearch Service
Ons noganbLuoro aHanisy [2]. NoeepHyBwmck o AWS Management Console, 6yno BubpaHo «CloudWatchy.
Y niBin HaBirauinHi naHeni 6yno BubpaHo «Logs» > «Log groups» i rpyny xypHanis /aws/lambda/aes-demo-
lambda-function. MepernsaHyTo NoTik X)XypHanis (puc. 9), BUOPaBLLX OCTaHHIN NOTIK XypHanis..

CloudWatch » Log groups » /aws/lambda/os-demo-lambda-function » 2024/08/20/[$LATEST]df53a58152b5453d8c4c760c0dec400a

Log events ‘ C H Actions v H Start tailing ‘

You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter patterns [4

Q Filter events - press enter to search H Clear m 30m 1h 12h Custom ‘UTCtimezone v H Display w &

> Timestamp Message

No older events at this moment. Retry

> 2624-08-20T19:47:27.307Z INIT_START Runtime Version: python:3.9.v56 Runtime Version ARM: arn:aws:lambda:us-east-1::runtime:52e9b67213e4bad8e3c265ce..
4 2624-08-20T19:47:27.656Z Loading Lambda function

> 2624-08-20T19:47:27.659Z START RequestTd: 8b74a8da-4034-418f-83dc-ad4318096447 Version: $LATEST

> 2624-08-20T19:47:27.661Z Incoming Record from Kinesis Firehose : {"host":"46.15@.65.4","ident":null,"authuser”:null,"datetime™: "20/Aug/2024:19:45:3..
> 2624-08-20T19:47:27.9447 Transformed Record going back te Kinesis Firehose : {"host":"46.15@.65.4","ident":null,"authuser”:null, "datetime":"20/Aug/..
4 2024-08-20T19:47:27.9447 Incoming Record from Kinesis Firehose : {"host":"46.15@.65.4","ident":null,"authuser”:null,"datetime™:"20/Aug/2024:19:45:3..
> 2624-08-20T19:47:27.9447 Transformed Record going back te Kinesis Firehose : {"host":"46.15@.65.4","ident":null,"authuser”:null, "datetime”:"20/Aug/..
> 2024-08-20T19:47:27.9447 Incoming Record from Kinesis Firehose : {"host":"46.15@.65.4","ident":null,"authuser”:null,"datetime™:"20/Aug/2024:19:45:3..
> 2024-08-20T19:47:28.001Z Transformed Record going back te Kinesis Firehose : {"host":"46.150.65.4","ident":null,"authuser”:null, "datetime":"20/Aug/..
4 2024-08-20T19:47:28.001Z Incoming Record from Kinesis Firehose : {"host":"46.15@.65.4","ident":null,"authuser”:null,"datetime™:"20/Aug/2024:19:45:3..

Puc. 9. MNoTik )ypHanis
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Oetani nogin xxypHanis 6yno nepernsiHyTo, pO3ropHyBLUM XypHanu 3 nosigomneHHsm «Incoming Record
from Kinesis Firehose», 106 nobaunty noyaTkoBi AaHi )XypHany goctyny, Ta « Transformed Record going
back to Kinesis Firehosey, wo6 nobaunTtu 36araveHi gaHi xxypHany. etani nogii nogioHi 4o takmx (puc. 10):

Incoming Record from Kinesis Firehose :

{
"host": "46.150.65.4",
"ident": null,
"authuser": null,
"datetime": "20/Aug/2024:19:45:32 +0000",
"request": "GET /Clinical_IoTl.php HTTP/1.1",
"response": "200",
"bytes": "297",
"referer": "http://35.173.191.94/search.php",
"agent": "Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like

Gecko) Chrome/127.0.0.0 Safari/537.36"
}

Transformed Record going back to Kinesis Firehose :
{
"host": "46.150.65.4",
"ident": null,
"authuser": null,
"datetime": "20/Aug/2024:19:45:32 +0000",
"request": "GET /Clinical_IoTl.php HTTP/1.1",
"response": "200",
"bytes": "297",
"referer": "http://35.173.191.94/search.php"”,
"agent": "Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/127.0.0.0 Safari/537.36",
"webpage": "Clinical IoT1",

"refering_page": "search",
"city": "Zaporizhia",
"country": "Ukraine",
"browser": "Chrome",
"os": "Windows",
"location": {

"lat": 47.85,

"lon": 35.2833

Puc. 10. 3b6arayeHi gaHi xxypHany

AHnani3 Ta Bi3yanisauin

Y uboMy nigpo3aini onMcaHo, sk MoxHa BukopuctoByBatn OpenSearch Dashboards gns po6otn 3 ga-
HumK loT, siki HanoBHIoBanu knactep OpenSearch Service.

CtBOpeHHs wabnoHy iHaekcy OpenSearch

[Micna reHepyBaHHA XXypHaniB OOCTYMy Ta CMOCTEPEXEHHs 3a iXx 06pobKoto Oyrno CTBOPEHO LWabnoH
iHaoekcy B OpenSearch Dashboards. Lle gossonuno igeHtudikysatn ingekcu OpenSearch, ki Bukopuc-
TOBYBanucs Ons CTBOPEHHs Bisyanisauin. [ng uyporo Ha ctopiHui OpenSearch Dashboards subpaHo
«Discover», notim «Create index pattern» Ta BBeaeHo apache_logs sk im’s uabnoHy iHaekcy. Ha gpyromy
Kpoui BubpaHo none datetime ans ginbrpauii faHnx Ta 3aBepLUEeHO CTBOPEHHSI LWabnoHy (Tabn. 1).

CTBOpEHHSs KpyroBoi Aiarpamu

KpyroBi giarpamu € BaXXnmBmMM iHCTPYMEHTOM A1 Bidyanisau,ii KaTeropiiHux 4aHux, OCKiNlbKWU BOHU J03-
BOMSIHOTb NErko NMOPIBHOBATM YACTKM PI3HUX CErMEHTIB. Y KOHTEKCTi BeBaHaniTMkn Kpyroei giarpamu gono-
MaratoTb BidyanidyBaTu AaHi Npo onepauiviHi cuctemmn ta 6paysepu, siki BAKOPMCTOBYBanu BiagigyBadi Beb-
caunty [2]. Huwkye onncaHo NOKPOKOBUIN NpoLLeC CTBOPEHHSA Kpyrosoi agiarpamu B OpenSearch Dashboards.

CnouaTtky 3giicHeHo Bxig no OpenSearch Dashboards. Y ronoBHoMy MeHk Oyno BuMOpaHO po3ain
«Visualize» ans cTBopeHHs HOBOI Bidyanisauii. HatucHyTo kHomnky «Create new visualization» i BubpaHo
TvN Bidyanisauii «Pie».
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Tabnuugs 1
LWabnoH iHaekcy B OpenSearch Dashboards
Im’s Tun dopmart 3 nowiykom ArperoBaHo BuknioyeHo
id string v v
index_ string v v
score number v
source source
type string v v
agent string v
browser string v v
bytes string v
city string v v
country string v v

Micnsa Bnbopy Tvny Bidyanisauii Bigkpunocs BikHO Anis BUOopy axepena gaHux. byno BubpaHo iHOekc
apache_logs*, wo 6yB cTBopeHu paHiwe. Lie 3abe3neqnno goctyn 4o AaHUX XypHaniB Bebcepeepa ans
noganbLloro aHanisy.

Y BepxHbOMY NpaBoMY KyTi iHTepdercy 6yno HanawToBaHO YacoBWU IHTEpBan Ansa aHanisy gaHux. Bu-
6paHo onuito «Last 30 minutes» Ana obmexeHHs gaHux Ao octaHHix 30 xBunuH. Lle go3sonuno otpumatu
aKTyanbHi AaHi Npo BiABigyBaHHsi BebGcanTy.

Koluvku BMKOpUCTOBYBanuCs Ansi Kateropmusauii JaHUX y Kpyrosiv giarpami. [Ins cTBOpeHHs nepLioro
Kowwwmka byno BubpaHo po3gin «Buckets» i HaTnucHyTo «Add» > «Split slices». Y noni «Aggregation» Bu-
OpaHo «Termsy», a B noni «Field» — «webpage». Lle HanawTyBaHHs1 [O3BONMIO PO34iNMTK OaHi 3a Pi3HUMMA
BeGCTOpiHKaMM.

3anvueHo 3HayeHHs 3a 3amoBdyBaHHAM Ans «Order by», «Order» Ta «Size». YBiMkHyTO onuito «Group
other values in separate buckety, 006 rpynyBaTth iHLWIi 3HAa4eHHs B OKpeMuii kowuk. Lle 3abesneunno Bi-
[obpakeHHs1 BCix BEOCTOPIHOK, HaBIThb SIKLLO AesKi 3 HAX Manu Mano gaHux. [dani 4oaaHo Le oAuH KOLNK
ONd kateropumaauii JaHux 3a onepauinHnmm cuctemamu. 3HoBy BubpaHo «Add» > «Split slices» i «Terms»
y noni «Aggregation». Y noni «Field» HaTucHyTo «os». YBiMKHYTO onujto «Group other values in separate
bucket».

OcTaHHiM KoLnKoM, KM NOTpiGHO Byno gogaTw, CTaB KOLIMK ANs KaTeropuaalil gaHux 3a Tunom bpay-
3epa. [NoBTOpeHo nonepefHi kpoku, «Add» > «Split slices» i «Terms» y noni «Aggregation». Y noni «Field»
HaTUCHYTO «browser». YBiMKHYTO onuito «Group other values in separate bucket».

[nsa Oinbl geTanbHOro aHanidy 3actocoBaHo inbTpy OO0 Kpyroeoi diarpamu. Hanpwuknag, wob Bi-
[obpasnty nuwe gaHi Npo neBHy BeOCTOpiHKY, BUbpaHo «Add filter» y BepxHbomy niBomMy KyTi. Y noni
«Field» BubpaHo «webpage», y noni «Operator» HaTUCHYTO «is», a y noni «Value» BBegeHo «kindley.
Oani HaTucHyTo «Save» Angd 3actocyBaHHs dinbrpa. [Ans 3aMiHWM CTUMO KPYroBoi diarpamu Ha «donut» Ta
HanalwTyBaHHs iHWKX napameTpie BubpaHo «Optionsy» Ha naHeni npasopyy. Onuii «Donut» Ta «Show top
level only» BUMKHYTO. YBiMKHYTO onuito «Show labels» gns BigobpaxeHHs MiTOk Ha giarpami. HaTucHyTo
«Update» gnsa 3actocyBaHHs 3MiH (puc. 12).

Lla Bisyanisauisa inoCcTpye BiACOTOK MepernsagiB CTOPIHKM NPoAyKTy 3 pi3HMX Opay3epiB Ta onepadin-
Hux cucteM. licna CTBOpeHHs AiarpaMy MOXXHA B3aEMOZISATU 3 HEl0 AN OTPUMaHHA J0OaTKOBUX IHCAWTIB.
Kypcop MOXHO HaBeCTW Ha KOXeH CermeHT giarpamu, wob nobadntn getani npo AaHi, Wo BKMYEH 40
cermeHTa. [logaHo iHWi inbTpu Ans nepernagy AaHux 3a pisHUMKU napaMeTpamMu, TakuMuy sik Tun 6paysepa
abo onepadinHa cuctema.

Lls kpyroea giarpama (puc. 13) nogibHa fo nonepeHbOi, ane Bknoyana ginstp Ans neBHoro 6paysepa.

CTBOpEHHSA TENNOBOI KapTu

Tennosa kapTa Aa€e MOXNMBICTb Ai3HATUCS, YM Binblue KMNIEHTIB Nepexogmnno Ha CTOPIHKW NPOAYKTIB
3 MOLLYKOBOI CTOPiHKM abo 3i CTOpiHKK pekomeHaauin [2].

[nsa cTBOpeHHs Tennoeoi kapTh BukopuctaHo OpenSearch Dashboards. Y ronoBHoOMy MeHto BUGpaHO
po3ain «Visualize» ons cTBOpeHHs1 HOBOI Bidyanisauii. HatucHyTo kHonky «Create new visualization» i Tun
Bidyanisauii «Heat Map».

Micns BMOopy TNy Bidyanisauii Biakpuocs BiKHO Ans BMbopy mxepena gaHux. byno subpaHo iHgekc
apache_logs*, wo 6yB cTBOpeHuUn paHiwe. Lle 3abesneunno gocTtyn 4o AaHMX XypHaniB Bebcepsepa ans
nopanbLIoro aHarnisy.
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Puc. 12. Kpyrosa giarpama
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Puc. 13. ®inbtp ans 6paysepa Firefox

Tennosa KapTa BUKOPUCTOBYE ABi OCi Ans BigobpaXXeHHs B3aEMO3B’SA3KiB MiX Pi3HUMK KaTeropismmn ga-
Hux. MNoyaTo 3 HanawTyBaHHA X-OCbOBOroO Kowwuka. Y posaini «Buckets» HatucHyTto «Add» > «X-axis».
Y noni «Aggregation» BubpaHo «Termsy», a B noni «Field» — «refering_page». Lle go3sonuno po3ginutu
OaHi 3a CTOpiHKaMMu, 3 SIKMX KOPUCTYBaYi Nnepexoamnu. 3anmeHo 3Ha4eHHs 3a 3amoBYyBaHHAM anst «Order
by», «Order» Ta «Size». ¥YBiMkHyTO onuito «Group other values in separate bucket», o6 rpynyeaTtu iHLi
3Ha4YeHHs B OKpeMuii KowuK. Lle 3abesneumnno BigobpaxkeHHs1 BCiX CTOPIHOK NepexoiB, HaBiTh SAKLLO AesKi
3 HUX Manu mMano AaHux.

HacTynHum kpokom Byrno HanawTyBaHHSA Y-OCbOBOrO KOLUMKa Ans KaTeropusadil JaHux 3a BigBigyBa-
HuMK BebcTopiHkamu. 3HoBY obpaHo «Add» > «Y-axis» i «Terms» y noni «Aggregation». ¥ noni «Field»
HaTUCHYTO «webpage». 3anuiieHo 3HayeHHs 3a 3amoByvyBaHHAM Ans «Order by», «Order» Ta «Size» Ta
yBiMKHYTO onuito «Group other values in separate bucket». Nicnst HanawTyBaHHA ocen Oyno HanawToBaHO
napameTpu BigobpaxeHHs TennoBoi kapTu. Ha Bknagui «Options» i B po3gini «Labels» yBiMKHYTO onuito
«Show labels» ana BigobpaxeHHs MITOK Ha Tennogin kapTi. Lle go3sonuno uiTkile 6aunTn kaTeropii oa-
HUX, O aHanisyBanmcs.

[na oTpuMaHHA akTyanbHUX 4aHuX Npo BiABigyBaHHA Be6canTy Oyno HanawToBaHO YaCcoBuWI iHTepBar.
Y BEpXHbOMY NPaBoMy KyTi iHTepdency aMmiHeHO TPMBaniCTb Ha OCTaHHI0 1 roguHy i HaTucHyTo «Refreshy.
Lle nossonuno tennosiv kapTi Bio6pasnTn HaNCBiXiLWi JaHi PO akTUBHICTb KOPUCTYBauiB.

Tennosa kapTa BigoOpaxae KinbKiCTb nepermnsgie BEOCTOPIHOK, a TakoX AXepena nepexoAis (3 nowuy-
KOBOI CTOpPiHKM abo 3i CTOPiHKM pekomMeHaalLin). Yum BuLLa iIHTEHCUBHICTb KOMNbOpPy, TUM BinbLue nepernsais
3adhikcoBaHO Ania BigNoBigHOT KaTeropii. TennoBa kapTa Burnsaana npubnuaHo Tak (puc. 14), ane BoHa
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Oyne pi3Ho 3anexHo Bif CTOPIHOK, Aki 6yno BiABigaHO nig Yyac reHepaldii XXypHanis goctyny ao sebcepse-
pa, Ta bpaysepiB, ski byrno BUkopucTaHo.

0-8
Clinical_loT1 15 6-11

n-17

Clinical_loT2 8 @ 17-22

recommendation 1

None
mair
Other

5 ]
refering_page: Descending

Puc. 14. ®inbtp ons 6paysepa Firefox

Buxoasum 3 uporo 306paxeHHs (puc. 14) Bidyanisauii, BigBigyBadi YacTille Nepexoamrnin Ha CTOPIHKK
npogykTie Clinical_IoT1 i Clinical_loT2 3 nowykoBOi CTOPIHKM, HiXX 3i CTOPIHKM pekomeHgaLin. 3pobneHo
BMCHOBOK, LLO MOLLYKOBa CTOPiHKa € Binbll eeKTUBHO, HiXX CTOpiHKa pekomeHaaLin, Ans nepeHanpas-
NEeHHs KOPUCTYBaYiB Ha CTOPIHKM MPOOYKTIB.

BucHoBoOK

CTBOpEHO KOHBEEP ANS NiATBEPOXKEHHS KOHLEeNUiT, wo6 36vpaTtu 11 aHanidyBaTtu AaHi 3 IpuUcTpoiB IHTep-
HeTy peyen, BOygoBaHuX B enektposenocunean. Y cknagi konseepy AWS loT Core nignucaHui Ha Temy,
B kil nybnikytoTbest fani 3 npucTtpoiB 10T Ha enekTpoBenocunenax. MNMpasuno loT HanpaBsnsie gaHi B NOTiK
poctasku Kinesis Data Firehose. PiweHHsa BukopuctoBye Kinesis Data Firehose ons 3aBaHTaxxeHHSA noTo-
KOBUX >XypHaniB 4ocTyny Ao Bebcepsepa, a NoTim BUKOpUCToBYE (pyHKLUii Lambda anst 36arayeHHs gaHux.
Micns BukopucTtaHHa Kinesis Ta Lambda ansa 06po6kun gaHmx BukopuctoyBaBcst OpenSearch Service ans
3aBaHTaXeHHA Ta iHgekcauii aaHux. BukopuctoBytoun OpenSearch Dashboards, ctBoptotoThbCs Bidyanisa-
il AaHuxX, Wob oTpMmaTK ysiBNEeHHSA Npo CTaH KOpUCTyBadiB enekTposenocuneis. Bisyanisauii nowwmpto-
I0TbCS cepep, 3aLikaBneHnx CTopiH, BUkopuctoBytoum Amazon Cognito sik iHCTPYMEHT ayTeHTudikauii Ta
AWS Identity and Access Management (IAM) ons aBTopu3sauii goctyny 4o iHopMaLinHOi naHeni.
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AHomauis. Memoro uiei pobomu € po3pobrieHHs iHghopmauitiHoi oHnauH-cucmemu obriky sumpam
ma 0oxodie 3a OoromMoeor cyvyacHuUx mexHornoeil: React, Express.js, Mongo DB, Node.js. [ns peanisauil
memu pobomu 6yrno sukopucmaHo KOMAIeKCHUl memod QocridxeHb nimepamypHux Oxepen w000 ro-
HAMb «gumpamu» ma «00xodu»; npoeedeHuli 021510 Hass8HUX IHGbopMayiliHuX oHnalH-cucmem 061Ky
sumpam ma doxodig 3a OorMoMo2ot cydacHux mexHornoaili React, Express.js, Mongo DB, Node.js ma
CYMICHUX 3 HUMU Ha PUHKY aHarsoeiyHux npodykmis, skuli 00380/1U8 8US8UMU CUSbHI CIMOPOHU PO3po-
6rto8anbHOI cucmemMu ma 8u3Ha4yumu HanpsMu nodanbuogo pPo38UMKY; MPoOeMOHCMpPOo8aHo MpuKaadu
peanizayii cucmemu 0bniky sumpam ma 0oxodie; HagedeHO MpukIadu 20mosux pesyibmamie; HagedeHo
HacmaHogy Kopucmyeada 00 po3pobrieHol iHghopmauitiHOI oHnaltiH-cucmemu obsiiKy eumpam ma 0oxodis.
Pesynbmamu pobomu: nposedeHO aHarli3 Hasi8HUX iHGhopmMmauiliHux oHnalH-cucmem obniky sumpam ma
Ooxodis 3a dortomozoto mexHorsoeil React, Express.js, Mongo DB, Node.js i cyriymHix 0o HUX, & maKox
oocridxeHo ix nepesasu ma HedOsIKU, MPOOEMOHCMPOBAHO i 3arPONOHO8aHO 07151 BUKOPUCMAaHHS PO3pO-
6reHy iHgbopmauiliHy oHmaliH-cucmeMy KOHmMpOoIo sumpam ma 0oxo0die 3 Moxrugicmio dodagaHHS Kopuc-
mysauig, 8ueody ¢hiHaHCO80I cmamucmuKu Mo eumpamax ma 0oxodax; makox € Moxsugicms 0odasamu,
sudansamu i pedazysamu cmeopeHi kamez2opii sumpam ma doxodig. Haykogsa HoO8U3Ha: BUKOPUCMAaHHS HO-
8ImHix mexHosioziti d038051uro po3pobumu iHghopmayiltiHy oHmalH-cucmemy obniky eumpam ma 0oxodis,
ska 00380/1UMb Mamu 8ecb NompibHuli (hyHKYioHan 8 0OHOMY Micui 3 IHMYyImuUueHO npocmum iHmepgeu-
com, be3ornnamHum ma HeobmexxeHum docmynom 00 Hb020. Po3pobrieHa iHghopmauiliHa oHnalH-cucme-
Ma 0bniky sumpam ma 0oxodig OorioMaezae Kopucmysa4daMm OrmumarbHO yrpasisgmu ceoiMu ghiHaHcosuUMU
Kowmamu 3 A0roMo20t0 QhiHaHCo8020 38imy, W0 0038071UMb biNbW pauioHanbHO yrpasasmu sumpamamu
ma Hakonu4ysamu Kowmu.

Knroyosi cnoea: sumpamu, iHgbopmauyitiHa cucmema, doxodu, iHmepgpetic, Mongo DB, Node JS.

DEVELOPMENT OF INFORMATION ONLINE ACCOUNTING SYSTEM
EXPENSES AND INCOME

Maksym Lavriv, master, graduate, lvano-Frankivsk National Technical University of Oil and Gas, Ivano-
Frankivsk, Ukraine. oksana7may@gmail.com

Oksana Belei, Ph.D., Ass. Prof., Ivano-Frankivsk National Technical University of Oil and Gas, lvano-
Frankivsk, Ukraine. https://orcid.org/0000-0002-2386-4106, oksana7may@gmail.com

Lidiia Shtaier, Ph.D., Ass. Prof., Ivano-Frankivsk National Technical University of Oil and Gas, Ivano-
Frankivsk, Ukraine. https.//orcid.org/0000-0003-1013-9869, oksana7may@gmail.com

Abstract. The goal of this work is to develop an online information system for accounting for expenses
and income using modern technologies: React, Express.js, MongoDB, and Node.js. To achieve the goal of
the work, a comprehensive method of research of literary sources regarding the concepts of expenses and
income was used; a review of existing online information systems for accounting for expenses and income
using modern technologies React, Express.js, MongoDB, and Node.js, and similar products on the market
was conducted, which allowed identifying the strengths of the developed system and determining the
directions for further development; examples of the implementation of the expense and income accounting
system are demonstrated; examples of ready-made results are provided; user instructions for the developed
online information system for accounting for expenses and income are provided. Results of the work: an
analysis of existing online information systems for accounting for expenses and income using technologies
React, Express.js, MongoDB, Node.js, and related technologies was conducted, and their advantages
and disadvantages were studied; the developed online system for controlling expenses and income with
the ability to add users, output financial statistics on expenses and income is demonstrated and proposed
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for use; there is also the possibility to add, delete, and edit created categories of expenses and income.
Scientific novelty: the use of the latest technologies has made it possible to develop an online information
system for accounting for expenses and income, which will allow having all the necessary functionality in
one place with an intuitively simple interface, free and unlimited access to it. The developed online system
for accounting for expenses and income helps users to optimally manage their finances with the help of a
financial report, which will allow more rational management of expenses and accumulation of funds.

Key words: expenses, information system, income, interface, Mongo DB, Node JS.

BcTtyn. O6nik Ta nnaHyBaHHs1 GIOXKETY HE € HOBMHKOLO, LLIO 3'ABUNACh i3 Npuxodom LmdpoBoi epu. Big-
noBifarnbHe MOBOMKEHHS i3 BNacCHMMM (piHAaHCaMK — Lie HEOOXIAHICTb Y KaniTanicTM4HOMY CBITi, A€ rpoLui
CUINbHO BMMBAKOTh Ha NOACLKNIA 40OpOOYT.

LLlomicsauHO nepen KOXHOK AOPOCHOK NMIOAMHOK NOCTaE 3aB4aHHS — NPaBuUibHO PO3paxyBaTH i KOHTPO-
noBaTU BracHi JoXoau Ta BUTpaTu. Baxnmeo 3a3HaumTu, WO MalTbCs Ha yBasi ABi BU3HAYeHi kaTteropil
ocib: npauiBHMKM Oyab-sikoi cdepu, a Takoxk Mani nignpyvemui, Wo He NoTpebytoTb MaclTabHUX CUCTEM
i3 METpPUKaMu, JOKYMEHTOOOIrOM Ta iHWKM dyHKUioHanom. BubpaHi kateropii ocid 6yayTe posrnsgaTuch
yNpodoBX yciei poboTH, agke came L€ € LinboBa ayanTopis MaibyTHbOI CUCTEMMN.

Ocb fekinbka npuymMH YoMy NOTPIOHO BECTM MnaHyBaHHA Ta 0bMik BNAaCHMX oiHAHCIB: KOHTPOSMb Hag
BMTPaTamMun: MoXe MigBULLMTY piBeHb BaLloi iHAHCOBOI Be3neky Ta JONMOMOITU YHUKHYTU 3aiBUX BUTPAT;
OOCHArHEeHHS DiHaHCOBMX Linen: 3aowamKeHHs Ha BenuKi MNOKYMNKW, OTPMMaHHs OcBiTM abo migroToBka Oo
NeHCIl; palioHanbHe BUKOPUCTaHHS pecypciB: MOXe MigBULLMTU Bally ¢diHAaHCOBY CTiMKICTb Ta JOMOMOITH
30eperTu rpoLLi Ha AOBrOCTPOKOBY MEPCNEKTUBY; YNpaBriHHA 6opramu: gonomarae kepyBatu 6opramu, siki
MOXYTb CTaTu Npobnemoto Ansi Bawoi diHaHcoBoi 6e3neku [1].

HixTo He 3ab0pOHSsIE BUKOPUCTOBYBATW BNACHWUI MNigxig, roNoBHE — MaTU SKYCb CUCTEMY, 32 SKOK MOX-
Ha eeKTUBHO PO3CTaBnATU MPIOPUTETU | MPaBUNBHO PO3MOAINUTA KOLUTU Ha KOXHY KaTteropito BuTpaT
i sika 3abe3neyunTb BiACYTHICTb 3aboproBaHocTen. OQHUM i3 TakMX pilleHb € Po3pobrneHHs iHpopMaLinHOT
OHNaviH-cucTeMu obniky BuTpaT Ta goxogis [1].

AHani3 ocTaHHix gocnigXxeHb i nyonikauin. Y cydacHii undpoBii ekoHOMILi pPO3BMTOK iHbopMaLin-
HUX OHMNarH-cncTeM Ang obriky BUTpaT i JOXOAIB Mae BupilLanbHe 3Ha4YeHHS. Pi3HOMaHITHI JoCnigKeHHs
NPUCBSIYEHI MOLUYKY OMTMMarbHUX pilleHb, WO 3ab0e3neyvytoTb 3pyyHiCTb Ta eeKTMBHICTb (DiHaHCOBOrO
06niky. OcTaHHi HayKoBi po60TK CTOCYHOTLCS TaKMX acrnekTiB, Ik aBTOMaTn3alist NPOLECiB, IHTYITUBHICTb iH-
Tepdency Ta iHTerpauis i3 30BHiLLHIMK cepBicaMu. Y LibOMY pO3Aifi NpoaHaniaoBaHO OCTaHHI AOCNIAXEHHS
Ta nybnikauii, npucesYeHi po3pobLi Ta BNpOBafXEHHIO TaKMX CUCTEM.

ABTOpamu [2; 3] 3anponoHOBaHi METOAONONIYHI Nigxoan Ta po3pobrneHo cxemy CTPyKTypu 6asm gaHux
cucTemu obniKy BUTpaT Ta AOXO0AiB, SIka € OCHOBO 4115 NPOEKTYBaHHS iHPOPMaLiiHOT CUCTEMUN MOHITOPUH-
ry oiHaHCOBMX onepavuin, Takux 9K BUTpaTK Ta 4OXOAM.

Y HaykoBin npaui Syifa Siti Rahayu, Hery Dwi Yulianto € cTBopeHHs iHdopmaLinHoi cuctemun byxran-
TEepPCbKOro o6niky rpoMaasiHCbKOro ynpaeniHHA BOOHUMM pecypcamu, ska 6a3yetbcs Ha BebcanTi. Buko-
pUCTaHUM METOLOM LOCHiAKEHHS Oyno onncoBe ONUTYBaHHS, Mg Yac sIKOro aBTop CUCTEMATUYHO OMNUCYE
CUTyaLito YM siBULLLE B 3pO3yMinin Ta AeTanbHin opmi [4].

Posrnanytun metop, [5] ynpaBniHHA NepcoHarbHOK NIaTiKHOK NNaTtopMO0 CTOCYETLCS CUCTEMU, AKa
[ae MOXIMBICTb KopucTyBadam (isndHnm ocobam, marasmHam, NpodeciiHmM cnyx6am, TOproBUM LEH-
Tpam, aBTo3anpaBHMM CTaHLisIM TOLLIO) NiAKMYATUCA Ta OTPMMYBaTU AOCTYN A0 LWMPOKOro cnektpa diHaH-
COBWX i KOMYHIKaUiNHWX Nepesar, WO pobuTs ii igeanbHUM LeHTPOM A8 3anyYeHHS KNiEHTIB.

Y meTogi Ta cucTeMi e(peKTUBHOIO HaflaHHs Nocnyr 3 OyxranTepcbkoro obniky Ta KopnopaTUBHOIO Nnna-
HyBaHHsS1 JOCMIQKYHOTBCA TEXHOMOrI, W0 3aCcTOCOBYOTLCS ANS aBToMaTtusadii Oyxrantepcbkoro obriky,
BKITHOYa0uM 06pobKy Benukmnx obcaris JaHnx, CTBOPEHHS 3BITIB Ta BUKOPUCTaHHS anropuTMIiB MallMHHOTO
HaBYaHHA ON1a aHani3y giHaHCoBOI iHopmallii [6].

Privat24 — ue mMobGinbHM GaHKIHF Ta PiHAHCOBUIM 3aCTOCYHOK, L0 Haaae knieHTam MpueatbaHky goctyn
00 CBOIX piHaHCOBUX pecypciB Yyepe3 cMapTdoH abo nnaHwet. 3a gonomoroto Privat24 knieHTn MoXyTb
nepernsaaatv 6anaHc paxyHkiB, onnavyBaTy paxyHKM 3a KOMyHarbHi MOCNyrn, MOBINbHUIA 3B’A30K Ta iHLUi
nocryru, nepekasysaTu rpoLui, KynyBaTu BantoTy Ta iHLWi oiHaHCOBI onepaLlii. 3aCTOCYHOK [JO3BOMSIE KOPUC-
TyBayam KOHTPOIOBaTW CBOI BUTPaTK Ta BeCTM 06nik cBoiX diHaHciB. Kpim Toro, Privat24 mae dyHkuioHan
Ons 36epexXeHHs KBUTaHLN Ta iHLWMX OOKYMEHTIB, SKi CTOCYOTbCA (hiHAHCIB KOpUCTyBada. 3acTOCYHOK Ta-
KOX Ma€e HM3Ky 6e3neyHnx yHKLUiN, Takux K MOXMIMBICTb 3MiHUTK [MIH-ko4 Ta BCTAHOBWUTKM MiMITU Ha one-
pauii, Wwo gossonsie 36epiratv diHaHCOBI pecypcu B Gesnedi [7].

PosrnaHyTo Takox nporpamu Google Sheets Ta Excel ana cTBOpeHHA Ta pefaryBaHHsI €reKTPOHHUX
Tabnmub. ObyaBa 3aCTOCYHKM MatTb CXOXUIA (DYHKLIOHaN Ta JO3BOMNAKOTbL KOPUCTYBa4YaM CTBOPHOBATU Ta-
6nuui, gogasatu AaHi, bopmartyBaTh iX Ta BMKOHYBaTK pi3HOMaHiTHI obuncnenHs. Google Sheets — ue
0Ee3KOLUTOBHMI OHMAH-CEPBIC, AKUI A03BOSISAE KOPUCTYBavYaM CTBOPIOBATH, pedaryBaTtu Ta 30epiratv enek-
TPOHHI Tabnuui B xmapi. 3a gonomoroto Google Sheets KopncTyBadi MOXYTb CNiflbHO NpauoBaTU Hag Ta-
BnvusiMu Ta BigCTEXyBaTW 3MiHW, WO Bynu 3pobrieHi pisHMMKn kopuctyBadamn. Google Sheets Takox mae
BOygoBaHi 3acobu ans Bisyanizauii JaHWX Ta aBTOMATMYHOIO OHOBIEHHS iHopMaLii 3 iHWNX mxepen.
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Excel — ue nporpama, wo BxoauTb Ao naketa Microsoft Office, Ta gae 6inbL WNPOKI MOXIMBOCTI AN 06-
pobku Ta aHanidy gaHux. Excel mae BOygoBaHi chyHKLiT ANsi CTBOPEHHS cknagHux doopmyn Ta goiHaHCOBMX
PO3paxyHKiB, a TaKOX MOXITMBOCTi ANs aBToMaTu3auii pyTUHHMX 3aBAaHb, Takmx sik 0bpobka gaHux, dop-
MaTyBaHHsi Tabnuupb Ta iHWi. Excel Takok mae po3wmpeHun Habip IHCTPYMEHTIB Ans Bidyanisauii gaHux,
LLIO A03BOISIE KOPUCTYBa4Yam CTBOPIOBATY CKMaHi giarpamu Ta rpadoikv, BUKOPUCTOBYHOUN Pi3HI TUNWN AaHNX
Ta gpxepena [8; 9].

MpoaHanizoBaHo MOGINbHWI gogaTok Mono, skui 403BOMNSIE KOPUCTyBa4YaM OTPUMYBaTN OCTYN 4O CBO-
X (piHAHCOBMX OaHMX, O CTOCYHTbCS iXHbOro GaHkiBCbkoro paxyHky B Monobank. 3a gonomoroto Lboro
3aCTOCYHKY KOpPUCTYBadi MOXYTb Nnepernsgartu icTopito TpaH3akuiln, NepeBOAMTH rpoLui, kepyBaTh brogxe-
TOM Ta nraHyBaT BUTpaTU. MoOnNo Mae HM3KY KOPUCHWUX (OYHKLiMA, Takmx SIK HaragyBaHHSA Npo nnaTtexi,
CTBOPEHHS aBTOMaTUYHMX MNaTexiB Ta MOXNUBICTb HanalwTyBaHHS KaTeropin Ans Kpawloro BigCTeXeHHSA
BUTpaT. 3aCTOCYHOK TaKOX JO3BOSISIE KOPUCTYBAYaM KOHTPOSIOBATU CBOI BUTPATK Ta aHanidyBaTtu cBOi qi-
HaHCK 3a gornomoroto rpadikiB Ta ctatuctuky. Kpim toro, Mono mae BOynoBaHy nigTPUMKY KIi€HTIB, LU0
[03BOrSiE LWBUOKO OTpMMaTH BIAMOBIAI HA 3annTaHHs Ta po3B’sidaTi Npobnemu 3 akayHTom [10].

Y pocnigxeHHi [11] posrnagatoTscs oakTopu, siki BNNUMBaKTb Ha NPaKTUKY 3rnafXyBaHHS AOXOAIB, Taki
SK po3mip hipmu, NpuBYTKOBICTb, hiHAHCOBUI NEBEPUAX | HOPMA YMCTOro NPUOYTKY. Y pobOTi PO3rMsiHYTO
rpynyBaHHS cepen KOMMaHil, ski 34iINCHIoTb 3rramKyBaHHSA NPUOYTKY i siKi HE BUKOHYHOTb 3rMagKyBaHHS
[oxoay 3a JONoMOrow iHaekcy Ekensa 4o ymctoro npubyTKy Anst BUPOOHUYMX KOMMAHIN.

lMpoTe 3ragaHi 3aCTOCYHKM BOMOAITL HEPIAKO BENNYe3HUM (DYHKLIOHANoM 3i CKnagHum iHTepdencom
abo x galTb AOCTyn A0 doyHKUioHany nulie 3a YMOBM HafaHHS OOKYMEHTIB, K y BMNaaky i3 Privat24,
Mono, Google Sheets Ta Excel, abo x 3a ymMOBU LLIOMICAYHOI MnaTHOI NigNUCKM Ha cepeic. BrnacHe, i nna-
HyBaHHs Ta 0b6Mik Tam BigHOCHI, agke BCi 3anncu Npo AOX04W, BATPATKU UM MaHN Npo TakKi iCHYOTb TifbKu
nicns 6esnocepenHbOi hiHAHCOBOI onepaLii, Tomy iX dyHKUioHan BinblLUe CXOXWIA Ha hiHAHCOBY iCTOpItO,
YacTo 6e3 MOXNUBOCTI pedaryBaHHs.

OTxe, noctae npobrnema, gk MOXHa OQHOYACHO BiACMIAKOBYBaTW BNacHi AOXOAM Ta BUTPaTH, He TiNbku
daKTWYHi, ane 1 NNaHoBaHi, Lo 03Ha4Yae: MM MOXXEMO CTBOPUTU 3anuc Npo HUX Nepea TUM, siK BNacHe pe-
anbHi oiHaHCOBI onepavii byayTb 34INCHEHI, He Hagauy LOKYMEHTM BaHKkaMm i He NigNMCYYNCh Ha NNaTHi
CepBicy, Lo BOMOZi0Tb y pa3u 6inbumm OyHKLIOHaNoM, HixX NOTPIOHO NepeciyHOMY KOPUCTYBaYy.

[na edbekTMBHOrO po3pobneHHs iHdopmaLiiHoT cuctemmn obniky BUTpaT Ta AOXOAIB 3@ 4ONOMOrOH TeX-
Honorin React, Express.js, MongoDB T1a Node.js npoBeneHo OOCHIIKEeHHS 3 BU3HAYEHHS YiTKUX Linen T1a
notpeb kopuctysadiB. [leTanbHO NpoaHani3oBaHO HasABHI PILLEHHS HA PUHKY, W06 BUSBUTM iXHi CUNbHI Ta
cnabki cTopoHn. Po3pobneHo 3py4HuUii Ta iHTYITUBHUIA iHTepdenc KopucTyBada 3a gonomMoroto React.

Buknap ocHOBHOro matepiany 1 06roBopeHHs pe3ynbraTiB. Y po3pobneHi iHpopmauinHin cuctemi
nepenbadeHo Takui pyHKUiOHaN, BUKOHAHWI 3ri4HO 3 iAe€ caMoi poboTH: CTBOPEHHS 0COBMCTOro Npodi-
nto 3 iHgopmaLieto Npo cebe, a came: NOBHE iM’s1, nocaga, HaBu4ku, gotorpadis (puc. 1, 2); MOXIMBICTb
BEeCTM 06nik BUTpaT Ta goxodis (puc. 3, 4), NOAINeHMX 3a Pi3HUMKU KaTeropisiMvM Ta CTBOPEHUMWU CaMUM
KopucTtyBayem (puc. 5, 6); MOXNMBICTb Nepernagy diHaHCOBOI CTAaTUCTUKM KOPUCTYBaya Mo BUTpaTax Ta
npubyTkax (puc. 7).

[nsa noyatky poboTn y cUCTEMi KOPUCTYBaY MOBUHEH CTBOPUTKU OCOBUCTUI KabiHeT KopucTyBadya, ne-
peVLIOBLUM 3a NOCUMaHHAM Ha BeOCcanT Ta BBiBLUM BCi NOTPiOHI AaHi y bopmy peecTpadii. IMicnsa 3anosHe-
HHS MosiB hOPMK KOPUCTYBaAY MyCUTb HATUCHYTK Ha KHonKy «SIGN UP» ans BignpaBku gaHux Ha cepBep,
nicns Yoro Tow noBepHe pesynbsrart (puc. 1).

Let's Get In Touch!
$15,678.26

Email

SPENDING SUMMARY

WEEKLY MONTHLY
$900.89 $10,200.5

Al

SUN MON TUE WED THU FRI SAT

Password

- Confirm Password

SIGN UP

Back to signing in!

Puc. 1. ®opma «Sign Up»
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Income +ADD CUSTOMER

So  Profile

T Income The First Customer .
&) Expenses -

“  Financial Statistics

S Currency Courses

[> Logout

$  Pick Currency

& Customer has been successfully added. X
@ change Theme

Puc. 2. YcniwHo gogaHuii y Tabnuuto KnieHTt

[Micnsa ycnilHOro CTBOPeHHs1 KOpUcTyBadiB iHOpMaLLiiHOT OHNanH-cucTeMn obniky Ta 4OX04iB NPOEK-
TylOTbCs BKnagku «Income» Ta «Expenses», siki BignoBigawTb 3a KepyBaHHS 4OXO4aMu Ta BUMTpatamu
(pwnc. 7).

Income < op cusronen
Lo Profile
& Income Currently, you do not have any customers.
©)  Expenses ADD CUSTOMER
©  Financial Statistics
$  Currency Courses
[> Logout

$  Pick Currency

@  Change Theme

Puc. 3. CtopiHka kepyBaHHs JoXo4aMu

Expenses +400carEcory
s Profile
& Income To start taking control over your expenses, you need to add at least one expenses category.
) Expenses 'ADD CATEGORY
% Financial Statistics
$  Currency Courses

> Logout

$  Pick Currency

@ Change Theme

Puc. 4. CtopiHka kepyBaHHS Bknagkoto «Expense»
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Po3pobneHa cuctema 003BOMSIE CTBOPUTU LLLOHANMEHLLIE OOHY KaTeropito BUTpaT Ans Toro, wob pos-
noyatn poboTy i3 dyHKLUioHanbHICTIO Mogyns. KopucTtyBay Ha BUOIp MOXe ckopucTaTuChb Anst AoOaBaH-
HS kaTeropii ogHieto i3 kHonok «+ ADD CATEGORY», siki NpaLtoloTb aHanoriYyHo 4o AodaBaHHS KrieHTa,
€avHe, Wo dhopMa BCcepeamHi 4ianoroBoro BikHa 3pobneHa ans gogaBaHHs kateropii (puc. 5). dopma gae
MOXIMBICTb BKa3aTu iM’s, iKOHKY Ta OMKUC KaTeropii.

Kateropii BuTpaT Ta 4OX04iB € rpynamu, 3a SkMMU KNacuaikyroTbCs BCi BUTPaTU UM JOXOOMN KOPUCTY-
BayiB. Taka knacudikauis 0o3BONSE Kpalle KOHTponioBaTu (piHaHCOBI NOTOKW, aHanidyBatn BUTpaTu Ta
npunMaTy obrpyHTOBaHI pilleHHs. Hanpuknag, KoHTpornb OoaXKeTy; nogaTtkoBe MnaHyBaHHSA; MaTepianb-
Hi BUTpaTK; NOCTINHI BUTpaTW; 3MillaHi BUTpaTK, 3apobiTHa nnara, KOLWTK Bif HaAaHHSA OpPeHAHUX Mocnyr
ToLo (puc. 6).

YcniwHo cTBopeHa hopma ansa kateropii Butpar « Test Food Category» nokasaHna Ha puc. 5, a Ha puc. 6
MoKa3aHUM KOHKPETHUI Npuknag BuTpaT Ha 6inun xni6 «Bread white».

Add Expenses Category

Category lcon

Category Name None v

Category Description

CLOSE ADD

Puc. 5. dopma cTBOpeHHS kaTeropil BuTpat

Add Expense to Test Food Category Category

Expense Name

Bread
Expense Date
10.01.2024 | $ 20 :
Expense Description
White bread
CLOSE ADD

Puc. 6. [lianoroBe BikHO AogaBaHHA BUTPATH

Financial Statistics — cTopiHka, sika Tinbku BigoOpaxae cTaTMCTUYHY iHopMaLito, chopMoBaHy Ha Oc-
HOBI BBEEHMX KOPUCTyBayeM BUNmaT Ta BUTpaT, puc. 7.

MepernsHyTv CTaTUCTUKY (PUC. 7) MOXHa Okpemo Ans npubyTkiB i BuTpat. Mpu upoMy KopucTyBavam
HagaeTbcsa Taka iHdopmauis: Total Expenses/Income — 3aranbHa cyma BUTpaT Ta AOXOAIB, a TaKOX KaTe-
ropisi, y skin ix Hanbinbwe; Expenses/Income This Month — cyma BuTpaT Ta 4ox0AiB NOTOYHOrO MicsLs;
Most Spending — HalbinbLua 3a cymol0 BUTpaTa 41 goxig 3a Beck yac; Monthly Expenses/Income — rpad
A5 300paXkeHHs CyM yCix BUTpaT Ta goxopniB nomicsadHo; Expenses/Income Breakdown — rpad ans pos-
OunTTS KaTeropii BUTpaT y BiACOTKOBOMY BiAHOLLUEHHI, L0 Aa€ MOXMNUBICTb NEPEernsHyTH, CKiNbKn BiACOTKIB
CTaHOBUTb CyMa BUTPAT Yv AOXOAiB OKPEMOI KaTeropii i3 3aranbHOI CyMu BUTPAT Yn AOXO4iB KOpUCTyBaYa.
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Statistics

Profile

n
Bo

2]

Income. A7 Total Expenses [® Expenses This Month [) Most Spending

20.00$ 20.00$ 20.00$

Most expenses in: Test Food Category (1) Most expenses in: Test Food Category (1) 32 Test Food Category: Bread

Expenses

Financial Statistics

o ¢ B

Currency Courses 1l Monthly Expenses 9 Expenses’ Categories Breakdown

20
[> Logout Y& Test Food Category

10+
54

0= T T T T T T T T T T
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

S Pick Currency
& Expenses statistics successfully loaded. X
@ o i

Puc. 7. Ctatuctuka BuTpaT KopmcTyBaya

BucHoBkuW. Ha prHKY AOCUTb MAaTHUX CUCTEM, SIKi MaloTb MOXIMBICTb 3a[0BINbHUTU NOTPedy nepe-
Ci4YHOro rpoMafsiHvHa, ane BOHW Lie pobnsTb 4acTkoBo abo X 3a NeBHy LiHy. HaTomicTb po3pobntoBanb-
Ha iHjopMmaLiiHa cucTtema opuriHanbHO noctadatumMmeTbes 6esonnaTtHo. 3anponoHoBaHa iHopMaLiiHa
OHIarH-cuctema obriky BUTpaT Ta AOXOAIB 4O3BOSISIE OQHOYACHO BiACMIOKOBYBATM BMNACHi 4OXOAN Ta BU-
TpaTu He TiNbkn hakTUYHi, ane 1 NnNaHoBaHi, Lo 03Ha4Yae: MM MOXEMO CTBOPUTK 3annc rnNpo HUX Nepes TUM,
SIK BriacHe pearnbHi (biHaHCOBI onepadii 6yayTb 34iNCHEHI, He Hada4uy AOKYMeHTH BaHkaM i He nignucyto-
YMCb Ha NNaTHi cepaicy, L0 BONOGi0Tb Y pasu GinblwmM yHKLIOHANoMm, Hixxk NOTPibHO nepeciyHoMy Kopuc-
TyBauy. A NpakTU4He BUKOPUCTAHHS HOBITHIX TEXHOMOTIN J03BOMNNNO CAPOEKTYBATHN pearbHy iHbopMaLinHy
OHNawviH-cucTemMy Aansi obriky BUTPAT i AOXO0AIB, iKa TAKOX XapaKTepuayeTbCs iHTYITUBHO 3p0O3yMinMM iHTep-
dencom 3 ycima HeobXiaHMMKN PYHKLIAMU B OQHOMY MiCLji Ta HEOOMEXEHMM OOCTYMOM.
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3A0AYI CTOXACTUYHOI KOMBIHATOPHOI ONTUMI3ALIL:
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AHomauis. Cmamms npucesiyeHa oas1si0y pe3ysibmamie 0CmaHHIX poKie y 2asly3i cmoxacmu4Hol KOM-
biHamopHoi onmumi3ayii. ®opmyrnoeaHHs1 3adady 8 yMogax He8U3Ha4YeHOCMI, y MOMy YUC/i UMOBIPHICHOI,
8uUMaza€ yMmOYHEeHHSI MOHAMMS ekcmpeMyMy. Y pobomax 6imyu3HsSHUX HayKo8Ui8 3arporoHO8aHO Pi3Hi
nidxo0u 0o rnocmaHo8oK 3aday KoMbiHamopHOI orimumisauii 3i cmoxacmu4Hoto HegusHaqyeHicmioo. OOUH i3
rioxodig nporoHyemscs 0551 Gocumb WUPOKO20 Kiiacy onmumidayiliHux 3aday i po3ymie HegusHa4yeHicmsb
SIK HEOOHO3Ha4Hicmb KoegiuieHmie ¢hyHKyioHana onmumisayii. [NponoHytomMbCs KOMAPOMICHI Kpumepii,
0brpyHmosaHo anzopummu nobydosu KOMMPOMICHUX pO38’s3Kie sik Ors 3a2allbHOI MocmaHo8KU onmu-
Mi3auitiHoi 3a0ayi, mak i Oris1 OKpeMux Knacie 3adad (mpaHcriopmHa 3adada, 3adaya Opob0o8o-/liHIlIHO20
rpoepamyeaHHsi, 3ada4ya KarieHOapHO20 rnaHysaHHs). IHwul nidxid 0o popmanisauii 3adady 3 IMOBIpHic-
HOK HEe8U3Ha4YeHICMIo rpyHmMyemnscsi Ha 88e0eHHI 8iIOHOWEHHS MOPSAOKY Ha MHOXUHI eurnadkogux eeruquH
i doryckae, w0 sunadkosuUMU 8erludUHaMU MOXymb Bymu sk KoegbiuieHmu Uiribo8oi ¢byHKUIT, maK | KoM-
MOHeHmMU po38’sa3Ky. [ocrnidxyembcs po38’si3ysaHHs1 3adady y makili mocmaHo8Ui Ha 3az2asibHil MHOXUHI
po3miweHb. [ns 3aday 3 fiHIGHOK Uiriboeo byHKyieo 6e3 dodamKosux 0bMexXeHb 8CMaHOB8/1eHO Psio
enacmueocmel ekcmpemarti, ki 00380/151I0Mb 3MEHWY8amu 8UMIpHICMb 3adadi, w0 po3e’sa3yembcs. [ns
3aday 3 MiHIGHO Uirboeor hyHKUiE | 000amKo8UMU OBMEXEHHSIMU 3arpOroHO8aHO aneopumm y pam-
Kax memodonoaii 2irok i mex. [JocidxXeHHs maKox npoeodsimbCsi i 8 HanpsMi epaxysaHHsI cmoxacmu4Hol
Hegu3HayeHocmi nid Yac hopMyriro8aHHS OKpeMUX Kracie onmumisauiliHux 3adad, 30kpema 3adaqvi KOMigo-
skepa abo rinaHy ¢hopmysaHHsI r1oisdie. Aemopu pobim posensidaroms 3adadi, y SIKUX OKpeMi napamempu
€ HOpMasibHO po3rodiieHuUMu 8unadKko8UMU 8efludUHaMu, ma MpPOroHyromMbs 0b4YuUC08arnbHI cxemu Ors
p038’°s13y8aHHs cqhopMyribo8aHUX 3adau.

Knroyosi cnoea: kombiHamopHa onmumi3ayis, cmoxacmuyHa onmumisayis, 3adadi onmumizayji Ha
PO3MILLUEHHSIX, 3a0ada KoMigosiKepa, KOMIPOMICHUU Kpumepid.
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Abstract. The article is dedicated to reviewing recent results in the field of stochastic combinatorial
optimization. The formulation of problems under uncertainty, including probabilistic uncertainty, requires a
refinement of the concept of extremum. Domestic researchers have proposed various approaches to the
formulation of combinatorial optimization problems under stochastic uncertainty. One of the approaches is
proposed for a quite general class of optimization problems and interprets uncertainty as ambiguity in the
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coefficients of the optimization functional. Compromise criteria are proposed, and algorithms for constructing
compromise solutions are substantiated, for the general formulation of the optimization problem as well
as for specific classes of problems (such as the transportation problem, fractional-linear programming
problem, and scheduling problem).

Another approach to the formalization of problems with probabilistic uncertainty is based on the
introduction of an order relation on the set of random variables and assumes that the random variables
can represent the coefficients of the objective function as well as the components of the solution. They
investigate solving of problems on the general set of arrangements in such formulation. For problems with
a linear objective function without additional constraints, a number of properties of extremal have been
established. These properties allow to reduce the problem’s dimension. For problems with a linear objective
function and additional constraints, they propose the algorithm within the framework of the branch-and-
bound methodology.

Research is also being conducted in the direction of accounting for stochastic uncertainty in the
formulation of specific classes of optimization problems, such as the traveling salesman problem or train
formation scheduling. The authors consider problems where certain parameters are normally distributed
random variables and propose computational schemes for solving the formulated problems.

Key words: combinatorial optimization, stochastic optimization, optimization problems on arrangements,
travelling salesman problem, compromise criteria.

BeTtyn

OnTumisauinHi 3agavi pisHoi NpMpoan NpMBepTatoTh yBary 6aratbox OCHiIAHMKIB B YCbOMY CBITi. Baxxnu-
BMM KINacoMm Takmx 3afay € 3afaqi onTuMisauii 3 0bMexxeHHsIMM KOMOiIHAaTOPHOIo XapaKTepy, sIKi MaroTb YnNC-
NEHHI 3aCTOCYBaHHSA Y Pi3HUX rany3sx nMoAcbKoi gisnbHOCTi. CyyacHi noTpebn MogentoBaHHS BUMaratTb
TaKOX BpaxyBaHHS Y NOCTaHOBKaX 3a4ay HEBU3HAYEHOCTEN BXiOHUX AaHuX. [JocuTb wupoka bibniorpadis
npuceBsiyeHa 3agadam 3 iIHTEpPBanbHOK, HEYITKOK HEBM3HAYEHICTIO, BaraTokpuTepianbHUX 3agay Towo. Ak-
TyarnbHMM HaNpsIMOM JOCHIfKeHb TaKoX € pO3B’A3yBaHHSA 3afa4 CTOXaCTUYHOI KOMOIHaTOpHOT onTuMisauii
(auB., Hanpwuknag, [1-4]).

Lis cTatTa npucesveHa ornsify OTPMMaHUX B OCTaHHE OECATUMITTA pe3ynbraTiB BiTYM3HAHUX AOCHi-
[PKeHb 3aa4 KOMOIHATOPHOT ONTMMI3aLii 3 iIMOBIPHICHOI HEBU3HAYEHICTHO.

BukoHaHHA pocnigkeHb

[ocuTb 3aranbHWi knac 3agad koMGiHaTOpHOT onTUMi3aLlii B ymoBax HeBu3HadeHocTi BBegeHo O. A. [NaBs-
nosum B [5]. ABTOPOM po3rnsigatoTbCA 3agadvi B TaKin NOCTAHOBLL:

N
mip ) ik ()
i=1

ae ) — MHOXMHa J0onyCTUMUX PO3B’SA3KIB, ®, —4ucna, k(o) — i-Ta YNCNoBa XxapakTepucTvka AonyCcTUMOro
po3B’sa3Ky G. BBaxaeTbcs, Wo chopmyrnboBaHa 3ajadya Mae epekTUBHUN anropuTm po3B’a3yBaHHS, KU
He MoXe GyTW 3aCTOCOBaHWI y BUNAAKY 3MiHU CTPYKTYPU MHOXMHU 2.

[in HEBM3HAYEHICTIO Y Ll NOCTAHOBLI PO3yMIETHCS HEBU3HAYEHICTb 3HAYEHb KOEMILLIEHTIB M ! ICHYIOTb
HaGopw 3HaveHb Bar {w!,i =1,..,s},l = 1, ..., L, KOXeH 3 siknx Moxe 6yTn HaBopom koediLlieHTIB 3aaadi Ha
eTani peanisauii il po3B’a3Kky. Y BUnagKy iMoBipHiCHOI HEBU3HAYEHOCTi 3a4al0TbCs A0A4AaTHI MMOBIPHOCTI ANg
KOXXHOro MOXIMBOrO Habopy 3Ha4YeHb Bar.

N L

1;161(1112 Ealw% ki(o). @)

i=1 \I=1

loei, 3anponoHoBaHi B [5], 3HaNLWNN po3BUTOK Yy HacTynHMx pobotax O. A. lNaBnosa Ta 1oro y4His. Tak,
poboTa [6] npucBaYeHa NUTAHHAM 3HAXOOXKEHHSI EKCMEePTHUX BaroBux KOeIiLiEHTIB, BUKOPUCTAHHS SKUX
nepenbadeHo OKpeMUMU KpUTEPIMU KOMNPOMICHUX pilleHb. Ha ocHoBI nonepeHix pobiT aBTopa Ta 1Moro
YYHiB CCPOpPMYIbOBaHWI anropuTM, SIKUIN MICTUTb e(PeKTUBHY NPoLEaYypY BU3HAYEHHS EKCNEPTHUX BaroBUX
KoeilieHTIB Ha OCHOBI EMMNIPUYHUX MaTPULb NOMAPHNX MOPIBHSHb.

Y poboTtax [7—10] Ta iHWwWKnx 3acTOCOBaHO 3anponoHoBaHuN y [5] nigxia Ao dopmanisadii Ta po3B’ssy-
BaHHS B YMOBaxX HEBM3HAYEHOCTI OKpeMMX KraciB onTMMi3auinHuX 3agad. 3okpema, y [7] npeacraBneHo
pO3B’siI3yBaHHS TPAHCMOPTHOI 3adavi 9K 3agadi KOMGiHaTOPHOI ONTUMI3aLii B yMOBax HEBU3HAYEHOCTI BU-
rnagy (1), HaBegeHo Npuknaau iHAMBIQyanbHUX 3adad K intocTpauis edekTMBHOCTI BUBGpaHoro nigxony.
3anexHo Big BMOpaHOro KpMTepito NOLLYK KOMMPOMICHOIO po3B’sA3Ky ChopMyfibOBaHOi B poboTi TpaHcnopT-
HOI 3aadi MOXXe BMMaraTtu po3B’s3yBaHHS OOHIET JeTEPMIHOBAHOI TPaHCMNOPTHOI 3agadi abo 3acToCcyBaHHS
iTepauiiHoi npouenypu. LLle oguH nigxia oo po3s’sisyBaHHsS 3agadi (1), WO 4EMOHCTPYETLCS Ha Npuknagi
pPO3B’siI3yBaHHS TPAHCMOPTHOI 3a4advi B yMOBax HEBU3HAYEHOCTI, 3anpornoHoBaHo Y [8].
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Y po6oTi [9] noka3aHO MOXMMBICTb 3aCTOCYBaHHSA BUKMaAEHOI B [5] KOHCTPYKTMBHOI TEOPIT 3HAXOMKEHHS
KOMMPOMICHOrO pO3B’'si3Ky 4O pPO3B’I3yBaHHSA B yMOBaxX HEBU3HAYEHOCTI 3aday ApoO0BO-NiHiHOrO nporpa-
MyBaHHS1: HaBeeHO ABi MOCTAHOBKM 3aaadi ApoO6OoBO-NiHINHOIO NporpaMyBaHHs B YMOBaX HEBU3HAYEHOCTI
(y nepLuin HEBU3HAYEHICTb CTOCYETLCS 3HAYEHb KOeiLiEHTIB YNCENbHUKA, Y OPYTil — 3HAYEHb KOEiLLiEHTIB
3HaMeHHMKa), 3anpornoHOBAHO Kinlbka KOMMPOMICHUX KpUTEpIiB, 06r'pyHTOBaAHO MOOYy40oBY KOMMPOMICHOIO
PO3B’'sA3KYy AN NepLUOi NOCTAHOBKW 3a4avi, HABEAEHO pe3ynbraTh eKCNEPUMEHTIB 3 BUBYEHHS 3aITEXHOCTI
BUXiOHMX AaHWX 3ajadi Bi OKpeMux napameTpis.

Y ctatTi [10] B ymMOBax HEBM3HAYEHOCTI pO3rMagaEThCa ABOETANHA 3a4a4a KaneHaapHoro nnaHyBaHHS
(HEOQHO3HAYHICTb CTOCYETHCS BEKTOPIB BaroBUX KOEILIEHTIB KpUTEPIIB 1151 KOXKHOro NpUCTPOIO Ha Apyro-
My eTani 3agaui).

[ocnimpkeHHsa onTuMisauiiHMX 3agay 3 KOMOIHAaTOPHUMN OOMEXEHHSAMMN, Y TOMY YMCHi B yMOBaxX HEBU-
3HAYEeHOCTI, 30INCHIOETLCH TAKOX Y pamKax Takoro HayKOBOro HanpsiMy, sik eBknigosa KombiHaTopHa onTu-
Mi3auisi. Y pobotax 3acHoBHUKa Lboro Hanpsamy FO. L CTosiHa Ta YncneHHUX NPeacTaBHUKIB L€ HAyKOBOI
LUKOMW BMBYAKOTLCS BNACTMBOCTI €BKNIJOBMX KOMOIHATOPHUX MHOXMH, NobynoBa MaTeMaTtUYHUX Mogenen
NpakTUYHMX 3adad Sk eBKNiJoBMX 3a4avy KOMOIHAaTOpHOI onTuMI3auii, 0GrpyHTOBYHOTLCA METOAU PO3B’A3Y-
BaHHSA TakMX 3agau.

[na 3agad 3 iMOBIPHICHOK HEBM3HaYeHiCcTo Yy poboTtax [11; 12] 3anponoHoBaHO Miaxia 4O NOCTaHOBOK
3apad, SKUN r'pPYHTYETbCA Ha BBEAEHHI BiAHOLIEHHSI NOPSAAKY Ha MHOXMHI BUMALAKOBUX BENTUYMH.

Hexan (Q, F, P) — neskui iMmoBipHicHMin npocTip. Bunaakosi Benuumnnim, suaHadeni Ha (O, F, P), nosHa-
yaTMMeMO niTepamun HaniBXMPHOIo HaKpecneHHs (a, b).

YnopsaakyBaHHsSi AUCKPETHUX BUNAAKOBUX BEMNUYUH, CePea MOXINBUX 3HAYEHb SKUX € HaNMeHLue, Y [11]
NPOMOHYETLCH 3AINCHIOBATM Ha OCHOBI MOCMIAOBHOMO MOPIBHAHHA MaTemMaTU4HUX crnofdiBaHb, OMCMepcin,
MOXIMBUX 3HAYEHb Ta BiAMNOBIAHMX IMOBIPHOCTEN BUNALKOBUX BENMUYMH. Y OpyroMy nigxogi Ao ynopsia-
KyBaHHS (amB., Hanpuknag, [12]) po3rnagaeTbcs XapakTePUCTUYHUA BEKTOP BUMAAKOBOI BEMUYMHMU, KOM-
MOHEHTaMM SKOrO € BU3HaueHi 1 YMCrOBi XapakTepuUCTUKU. 3AINCHIOETLCA PO3BUTTA 3a4aHOI MHOXMHM
He3anexHWUX BMNaLKOBUX BEIMMYMH 32 €KBIBANEHTHICTIO HA OCHOBI PIBHOCTI XapakTePUCTUYHUX BEKTOPIB,
Ha OTpMMaHIn hakTopP-MHOXWHI BBOOUTBLCA NiHIMHWIA NOPAA0K BIANOBIAHO 00 NekcuKorpadiyHOro nopsiaky
XapakTepUCTUYHMUX BEKTOPIB NPeacTaBHUKIB LMX KnaciB. NocnifoBHE MOPIBHAHHS YNCNOBUX XapakTepuc-
TVK BUMAAKOBUX BENMMYMNH O3BOSISIE KpaLlle BpaxoByBaTh OCOBNMBOCTI pearnibHUX CUTYaLil, HiXX 3aMiHa BU-
NagKoBMX BEMNUYMH OOHIEI0 3 iX YNCMOBMX XapaKTEPUCTUK.

['PYHTYIOMMCB Ha PO3MISHYTVX MiAXo4ax A0 BNOPSAKYBaHHS BUNAAKOBUX BEMWYMH, 3aNPONOHOBAHO Mo-
CTaHOBKM OMTUMI3aUiNnHNX 3a4ady, ki BUKOPUCTOBYIOTb PO3YMIHHS MaKCUMyMy (MiHIMyMy) y BiAnoBiAHOCTI
[0 3a3HayYeHuX BigHOLEHb NopsaaKy (SKLWO NOopsiioK BBOAMUTLCS BiAMOBIAHO A0 NepLUoro nigxony, To roBo-
pUTMMEMO Mpo S-3afavi, SKWO BigNOBIAHO A0 Apyroro — H-3agadi). MpencrtaBneHo Ak 3agadi, y Skux Bu-
nagKkoBMMM BENUYMHAMM € KOoeilieHTU LinboBoi YHKLIi, Tak i Taki, e BUMNagKOBUMWN BENUYNHAMUN € KOM-
MOHEHTU PO3B’A3KY.

B iHwmx poboTax uux aBTopiB PO3rNAHYTO PO3B’A3yBaHHS 3a4a4 CTOXaCTUYHOT KOMBIHaTOPHOT onTUMi3a-
Uil Ha 3aranbHin MHOXWHI pO3MiLLEeHb E,’; (G), nig ko0 PO3YMitOTb MHOXUHY BCiX YNopsiakoBaHUX k-BUGIpok i3
MYNETUMHOXUHN G = {gl,gz, ...,gn} BUrnsay (gi1'9i2' ...,gik), Re gi; € G, ij#i; Vij,i; €J, Vjt€]
(TyT i pgani J no3Havyae MHOXWUHY N NepLUMX HaTypanbHUX Yucen).

Po3B’ss3yBaHHs niHiiHOT 6€3yMOBHOI H-3agadi cToxacTU4HOi KOMBIHAaTOPHOT oNTUMI3aLii Ha Po3MilLeH-
HsIX, TOOTO 3agavi BUMsAay

k
L(x*) = extr CiX;j, x* =arg extr Z cjx;j,
X€Ey;(G) X€ER(G)

j=1 j=1

po3rnsigaetbes B pobori [13].
BcTaHoBMNEHO, WO KONMW XapakTepUCTUYHUI BEKTOP BUNAAKOBOI BENNUYNHN 3a00BOSNbHAE YMOBY
hi(ua + vb) = ul'h(a) + v}'h(b) Vi€ J,,

npuiomy H,_1(g;) = Hy_1(9,) Vi,j € Jn, gi, 9, € G 13 ¢ # ¢;Bunnmsae % c].)lTVr € /5, TO r-Ta komno-
HEeHTa OfHi€el 3 MiHIManen y po3B’sa3Ky CTOXaCTUYHOI 3agadi Moxe ByTn ogepxkaHa 3 po3B’a3Ky cneuianbHoi
OeTepMiHOBaHOI NiHiNHOT 6e3yMOBHOT 3aga4i KOMOiHAaTOpHOT oNTMMIi3aLii Ha po3mieHHsX. Kpim Toro, noka-
3aHo, Lo MiHiManb BMXIOQHOI 3agadvi Mmoxe OyTn chopMoBaHa i3 MiHiManen y po3s’askax H-3agay croxac-
TUYHOT KOMBIHATOPHOT ONTMMI3aLii Ha PO3MILLEHHSIX MEHLUMX BUMIPHOCTEN.

Y BUNaaKy, konu BCi KoedilieHTU LinboBoi yHKLii MaTb O4HAKOBWI 3HaK, MiHiMarnb Y po3B’a3ky H-3a-
nadi moxe 6yt cchopmoBaHa 6e3 po3B’sa3yBaHHSA AeTepMiHOBaHMX 3agdad. OCTaHHi TBEPAKEHHS MOKMaAeHi
B OCHOBY PeayKLiiHOro MeTody po3B’A3yBaHHS MiHINHOI 6e3yMOBHOI 3a4adi CTOXacTUYHOT KOMBIHATOPHOI
onTMMi3aLii Ha po3mileHHaX. Y poboTtax [14—17] ogepykaHo aHanorivyHi pesynstatn ans S-sagad.

CrarTi [12; 18] onucytoTb 3aCTOCYBaHHS anropuTMy B paMkax MeTOAOMO T MoK i Mex Ans po3es’a3yBaH-
HSA NIHIMHUX YMOBHMX 3aga4y CTOXaCTMYHOI KOMBIHATOpHOI onTuMisaLii Ha po3MilleHHsAX. PosrnsagatoTbes
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3agadi, y 9kux abo KoedilieHT LinboBOI yHKLi, 800 enemMeHTn MynbTUMHOXUHW € He3anexHuMu Bunag-
KOBMMUW BENUYMHAMM 3 OOAATHUM 3HAYEHHSIM NEePLUOT KOMMOHEHTW XapakTepPUCTUYHOIO BEKTOpA.

Pasom i3 po3rnsHyTMMM HanpsMamuy Big3Ha4YMMO TakoX pobOTU, NPUCBSAYEHT OBOI'PYHTYBaHHIO METOAIB
pO3B’A3yBaHHSA OKpEMUX KMnaciB 3agady KOMOIHAaTOPHOT oNTUMI3aLlii 3i CTOXaCTUYHOI HEBU3HAYEHICTIO.

J1. B. CyxomnuH y [19] po3rnsigae 3acTocyBaHHS eKOMMNO3ULINHOIO reHETUYHOIO anropuTmy A0 po3B's-
3yBaHHS 3aJadi KOMIBOsXKepa, Y K «BiACTaHI» MK MyHKTaMU € BUNaAKOBMMU BENMYNMHAMM i3 3a0aHUMN
WiNbHOCTAMKU pOo3nogdiny. ABTOPOM BBOLMTLCHA MOHATTS «BigOANeHiCTb OAHOro MyHKTY Bid iHLWOro», ska
TUM GinbLua, UMM BGinbLua WMOBIPHICTb TOrO, L0 BUNAAKOBA «BiACTaHb» MiX MyHKTaMU BUSBUTLCS BinbLLOH
NeBHOro MOPOroBOro 3HaYEHHS.

[nsa Bunagky, Konu BUNagKoBi BEMMYUHN € HOPMaribHO PO3NOAINeHNnMU, OnnucaHo iTepadindy npouenypy
poO3B’siI3yBaHHSA 3adadi. Ha nepwomy eTani BigOyBaeTbCca KnacTepmsaalis NyHKTIB 00xony 3 ypaxyBaHHSM
iMOBIPHICHOI HEBM3HAYEHOCTI Y BiACTaHAX MK NyHKTamun. Y pesynbraTi LbOro etany OAepXKyeTbCH Kinbka
rpyn NYHKTIB, Y KOXHIiN 3 SIKMX PO3PaxoBYETbCS NOMOXEHHS LEHTPY Barn. [Ins KOXXHOT napu CyMixXHUX Knac-
TepiB 3HaXOO4MTbCA HaMMeEHLUa BiACTaHb NOEAHAaHHA. Ha HacTynHoMy eTtani po3B’si3yeTbCsl CTOXacTU4Ha
3a/laya 3HaAXOKEHHS! HAMKOPOTLLOro MapLupyTy MiX 3aJaHWMKU NyHKTaMu y KOXHOMY knacTepi. Po3B’s-
3aHHs Liei 3agadvi nepegbavae BUKOPUCTAHHSA CTOXaCTUYHOMO aHasnory reHETUYHOMO anropuTmy, Anst SKOro
0Or'pyHTOBAHO KpUTepiln Bigbopy y pasi gopMyBaHHSA HOBOI nonynsuii. PoO3B’si30k BMXigHOT 3agadi ogep-
XYETbCS 3’€QHaHHAM iHOMBIAYyanbHUX MapLUpyTiB KrnacTepiB 3a OMOMOIo «NepemMuY4oK», 3HangeHnx Ha
nonepegHix etanax.

Y pobotax [20; 21] po3rnsgaeTbes cknagaHHsa nnaHy dopMyBaHHS Moi3giB sk 3agadi KombiHaTopHOT
ontumisauii. Po3pobka sikicHoro nnaHy ¢opMyBaHHS MOi3AIB PO3rNsSAacTbCs K HaWOINbL edekTUBHNIA
LWAsX MiHimi3auii Jo6oBMX BaroHO-rognH HaKoMU4YeHHs1 coctasiB. [1naH popmyBaHHs Noi3aiB Moxe OyTu
NoninLweHnn, KO BBaXKaTn napaMeTpy HakonMYeHHs BUNagKOBUMM BENUYMHAMM, AKi HaOyBatTb 3Ha4YEHb
y NEBHOMY iHTEpBari, y Mexax IKoro MOXXHa Ha HUX BMAMBaTU.

YpaxyBaHHS B Takuil crnocib iMOBIPHICHOT HEBU3HAYE€HOCTi BUMarae yTOYHEHHS LinboBOI yHKLUT Ans
BiJOOpaXeHHs1 MOXITMBOTO PU3MKY HEOTPUMAHHS 3HAYEHHS NS BUKOHAHHS MnaHy opMyBaHHSA Moi3gis,
KA BUHMKAE, SKLLO NapaMeTp HaKOMU4YeHHs1 HabyBae 3HAYeHHS, siKi € BiOXMIEHHSIMU Y Oik 3MEHLUEHHS
Bi MaTeMaTM4HOro crofiBaHHs. FAK KinbKicHa Mipa pu3nKy NpUUMaeTbcsl 4OOYTOK iMOBIPHOCTI HaCTaHHS
Heba)kaHOi nodii Ha BenuUMHy BTpaT y pasi il HacTaHHs.

Ak HebBaxkaHa nofis po3rNaAacTbCA NEepeBULLIEHHST MPUNHATOT Y pasi nobygoBu nnaHy opMyBaHHS
noi3giB BENMYMHW NapamMeTpa HakonuyeHHs. [ns BMnagky, Konv napaMmeTpy HakONMMYeHHS € HOpMaribHO
pO3MnoAineHMMn BUNagkoBUMKM BENMYUHAMM, IMOBIPHICTb L€ nogii 064ncnioeTbest 3a opmyInoto

p=1-(1+ f(c_g)
=1-= er ,
2 a2

ae erf( - ) — cpyHKuUis noxmbok Jlannaca, ¢ — napaMeTp HaKOMUYEHHS, C — MaTeMaTUYHE CMOAiBaHHSA BENu-
YMHW NapamMeTpa HaKoMUYEHHS, a 62 — NOro AMCNepCist.

BenvunHa BTpaT BU3HAYAETBLCS K Pi3HULSA MK MareMaTUyYHMM CMOoAiBaHHAM napameTpa HakonmMYeHHs
i MOro 3Ha4YEeHHSAM, MOMHOXEHa Ha BapTiCTb BAaroHO-TOAWH i HOPMY KiflbKOCTI BaroHiB y cknagi noizga. Kpim
3a3HavYeHux BTpaT, UinboBa yHKLUis Bigobpakae BUTpaTM 3 OKPEMMMMU onepauigMmu, WO 34INCHIOTLCA
y npoueci popmyBaHHs Noi3giB. Po3B’a3yBaHHA chOpMyrnboBaHOi 3agadi 34iNCHI0ETHCS 3a A0NOMOroH0 re-
HETUYHOTO anropuTmy.

BucHoBoK

YpaxyBaHHS HEBU3HAYEHOCTi BXiAHUX JaHWUX, Y TOMY YUCNi MMOBIPHICHOI, Y NOCTaHOBKax oNTUMi3aLin-
HMX 3a4a4 BMMarae yTOMHEHHS PO3yMiHHSA TOro, SIKMA PO3B’SA30K € AOMYCTUMUM, SIKUM YUHOM BU3HAYa€EThCS
onTUMarnbHUA po3B’si30K. OCTaHHIMK pokamu Oyno 3anponoHOBaHO Pi3Hi Niaxoam Ao dopManisadii 3agad
CTOXaCTUYHOI KOMBIHATOPHOT ONTUMI3aLii Ta 06r'PyHTOBAHO anropuTMn PO3B’si3yBaHHS OKpeMUX Knacis 3a-
Aad y Takux noctaHoBkax. AKTyarnbHO € po3pobka epeKTUBHNX METOAIB PO3B’A3yBaHHS 3a4ay CTOXacTuy-
HOI KOMBIHATOPHOI ONTMMI3aLii SIK y 3aranbHOBIAOMMX, TaK i HOBMX NOCTAaHOBKAX.
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METOA 3AXUCTY IH®OOPMALIT HA MOBIJIbHUX MPUCTPOAX
HA OCHOBI AQANTUBHOI NOBEAIHKOBOI MOAENI

BpoeyeHko €. M., Bidkpumul mixxHapoOHuUl yHieepcumem po3sumky moOUHU «YKpaiHa», IHcmumym
Komr’romepHux mexHosoait, Kuie, YkpaiHa. https://orcid.org/0000-0002-1416-0385, yebrovchenko@
hotmail.com

Camapat B. I1., k.m.H., c.H.c., OoueHm, BiOkpumul MixXHapOOHUU yHigepcumem po38UMKY JTFOOUHU
«YKpaiHa», I[Hcmumym kKomm'romepHux mexHorsnoeil, Kuie, YkpaiHa. https://orcid.org/0000-0003-4419-
1366, samaraj@ukr.net

AHomauis. Cmamms npucesiieHa rnpobremi 3axucmy HecmpyKmyposaHoi iHghopmauii Ha MObinbHUX
rpuCMpPOosiXx Ha OcHoei adanmueHoi MoeediHKo8oI Moderti. [JocriOxeHO cy4YacHi 8UKIUKU iHGbopMauyitiHOI
be3neku, wo SUHUKaKMb y 38’A3Ky 3 aKmUBHUM B8UKOPUCMAaHHSM MOOBINbHUX rpucmpoig y uugposomy
cepedosulyi. 3anporoHogaHo Hosul Midxid Ao 3axucmy OaHuX, WO 8KI4Yae MauwlUHHe Hag4yaHHS, rnoge-
OiHKo8y aHanimuky ma adanmueHi MexaHismu ideHmudbikauii 3aep0o3. BukopucmaHHs wWmy4Ho20 iHme-
niekmy ma rnogediHkosux moderieli be3neku cripusie 800CKOHaNEHHI0 MexaHismie ideHmuabikauii 3aepo3 ma
adanmueHo20 peazyBaHHsI Ha MOXJIU8i pu3uKku. Po3ansHymo ocHosHi Memodu, maki ik 6azamoghbakmop-
Ha asmeHmuaikayis, KpunmoapagidHi anzopummu, 610K4eliH ma KeaHmMOo80-CMiliKe WUgpPy8aHHs, SIKi
3abe3snedyyromb KOMIMIEKCHUU pieeHb 6esneku. [NposedeHi ekcriepumeHmarbHi A0CiOXeHHST MPOJeMOH-
cmpysanu eghekmugHicmb adanmueHo20 MiOXo0y y 8UsI8NEHHI ma nonepedXeHHi MoMeHUiiHUX 3a2po3
0nis1 iHgbopmauy,itiHoi 6esneku. Memodu 3axucmy iHghopmauii 3acHogysasnucsi Ha 3acalax iHmezpauyiliHo2o
MalWUuHHO20 Has4aHHs, MamemMamuyHUx Modesiel npo2Ho3y8aHHs 3a2po3, ansopummie wugpysaHHs ma
bazamoghakmopHoi asmeHmucdbikauii. Acriekmu 3axucmy: MOHImMopuHe, adanmavyis, npoeHO3ye8aHHs 3a-
2po3, NpulHAMmMS piweHb, wugpysaHHs ma biomempuyHa asmeHmudikauis. KoxeH eman eknodae mio-
Xi0 i3 suKopucmaHHsIM ¢bopmyri i 8idnoesiOHUX arzopummie. OmpumaHi pe3yribmamu rniomeepoXxyrms, WO
8rposadxeHHs1 iHHosauiliHux mModerneli 3axucmy 00380/15i€ nidsuWUMU pieeHb Kibepbesrneku MobirbHUX
rpucmpoi8, 3MEeHWYYU PU3UKU HecaHKUioHo8aHo20 docmyry 00 KOHiOeHUitHOI iHgbopmauji. Bukopu-
cmaHHs adarnmusHux moderiel 0380/1UMb eheKmUBHO 8USBMSMU 3a2p03U ma peagysamu Ha aHOMarbHy
rnosediHKy Kopucmysauis y peanbHOMy Yaci. briokdeliH ma k8aHmMo8o-cmilike WughpysaHHS CrpUSMUMymb
nidsueHHIo 6e3rneku 0aHUX, a KOHUEMNuUis «mpueamHoCmi 3a 3aM0o84y8aHHSIM» 2apaHmysamume iHmezpa-
uito Kibepbesrneku Ha ecix emarnax po3pobku. KomrnekcHul nidxid, wo noedHye MEXHOM0IYHI PilIeHHS,
nidsuweHHs1 0bizHaHOCMI Kopucmyeadie ma HopMamueHe peayrito8aHHs, cmaHe Kio4em 00 egheKmugHo-
20 3axucmy MobirnbHOI iHghopmauii.

Knroyoei cnioga: mMobinbHi npucmpol, 3axucm iHghopmauii, HecmpykmyposgaHa iHghopmauisi, Kibepbes-
rneka, nosediHKo8a aHasimuka, MawuHHe Hag4aHHsl, bazamoghakmopHa asmeHmudbikauisi.
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Abstract. This paper addresses the issue of protecting unstructured information on mobile devices based
on an adaptive behavioral model. The increasing role of mobile devices in digital ecosystems necessitates
the development of advanced security solutions that ensure data integrity, confidentiality, and resilience to
cyber threats. The research focuses on modern cybersecurity challenges arising from the widespread use of
mobile devices, including data breaches, unauthorized access, phishing attacks, and malware exploitation.
The study explores an innovative approach that integrates behavioral analytics, machine learning, and
adaptive threat identification mechanisms to enhance security measures. Key methods such as multi-
factor authentication (MFA), cryptographic algorithms, blockchain, and quantum-resistant encryption
are examined to establish a comprehensive security framework. Experimental research was conducted
using various mobile security scenarios, including different levels of threat exposure, data transmission
security, and real-time behavioral monitoring. The results demonstrated that adaptive behavioral models
significantly improve the detection and mitigation of cyber threats, dynamically adjusting security policies
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based on user interactions and environmental conditions. By leveraging artificial intelligence and behavioral
biometrics, this approach enhances authentication accuracy, reduces the risk of unauthorized access,
and strengthens protection against evolving cyberattacks. The study findings highlight the importance
of combining advanced encryption techniques with behavioral-based security mechanisms to create a
proactive cybersecurity strategy. Implementing adaptive security models enables mobile devices to function
as secure elements within digital infrastructures, ensuring both user convenience and high-level protection.
The proposed methodology contributes to the ongoing development of intelligent mobile security systems,
offering effective solutions for safeguarding sensitive information in an increasingly connected world.

Key words: mobile devices, information security, unstructured data protection, cybersecurity, behavior-
al analytics, machine learning, multi-factor authentication.

Bctyn

IHTEHCUBHUI PO3BUTOK CydYaCHMX iHPOPMALINHUX TEXHOMOrN BMMarae BNPOBaAXeHHS iHHOBaLiHMNX
pilleHb i3 3axucTy ganHux. Mpu ubomy Gesneka iHopmaLii Ha MOBINbHMX MPUCTPOSIX CTAE KPUTUYHO BaK-
NNBOIO 3 ypaxyBaHHAM X KNOYOBOT porii | B IpMBATHOMY XWUTTI, i B NpOdeCinHin OisnbHOCTI Noaen.

BukopucTaHHS LUTYYHOTO iIHTENEKTY Ta NOBEAIHKOBMX Mofener 6e3nekun cnpusie BAOCKOHANEHHI0 Mexa-
Hi3MIiB igeHTMdikauii 3arpo3 Ta aganTUBHOIO pearyBaHHSA Ha MOXNMBI pu3nkn. MoOBinbHi NpucTpoi — BXe
He MpocTOo 3acobu KOMyHiKauil, a cknagosi YacTuHW IHOPMALINHMX eKoCMCTeM, Lo 36epiraloTb 3HAYHI
06cArn KOHMIAEHUIMHNX AaHMX. Y ManbyTHbOMY iHTerpauis Mk KOpucTyBadeMm Ta NpUCTPOEM CTaHe Lie
BinblWw gUMHaMIYHO, WO NIABULWNTL BUMOTM 00 €dDEKTUBHOCTI 3aXMCHUX MexaHiaMiB. 3 ornsay Ha nocTin-
HWUIA PO3BUTOK Kibep3arpo3 Ta HenepenbadyBaHiCTb atak nepen axiBugAMM CTOITb 3aBAaHHS PO3pPOOKM
THYYKMX, afanTUBHUX METOAIB 3aXUCTY, L0 MOXYTb aBTOMaTUYHO aHanidyBaTy NOBEAiHKOBI XapakTepucTu-
KM KOpUCTyBauiB, BM3Ha4YaT! aHOMarbHi [ii Ta 3aCTOCOBYBaTU BiOMNOBIOHI KOHTP3axoau. 3anpoBa)KeHHS
afanTUBHOI NOBeAiIHKOBOI Moaeri 6e3neky 403BONSIE CTBOPUTHU MPOAKTUBHUI NigXig 00 3aXUCTY AaHMX, WO
3abesneyye He nuLle BUSBIIEHHS 3arpo3 y peanbHOMY Yaci, a W iXHE MPOrHO3yBaHHS Ha OCHOBI aHanisy
NOBEAIHKN KOPUCTyBaYa Ta 3MiH y MOro cepedoBuLLi. Takmm YMHOM, MOBINbHI NPUCTPOI MatoTb OyTU po3-
rMAHYTI HE NKyLe sIK YacTuUHa UMGPOBOT EKOCUCTEMN, a N SIK AUHAMIYHI eNeMeEHTU, LLO IHTEerpyoTb Nepeaosi
3acobu iHpopmaLinHoT 6esneku.

Besneka HeCTpyKTypOBaHMX OaHuX, Lo 36epiratoTbCa Ha MOBINBbHNX MPUCTPOSIX, € KIMHOYOBUM acneKkTom
kibepsaxucTty [3; 8]. Taki gaHi BKMOYalOTb TEKCTOBI (havinu, eNeKTPOHHY NOLWTY, MyNbTUMEAINHUIA KOHTEHT
(dboTorpaddii, Bigeo, aygiosanucu) Ta iHWi iHPopmaLinHi 06’ekTn, WO MOXYTb ByTW BpasnuBumMn OO He-
caHkuioHoBaHoro goctyny. OCHOBHI 3arpo3un ans iHopMauiiHoi 6e3nekn MobinbHUX NPUCTPOIB BKOYa-
I0Tb PU3MK BTpaTK abo Kpagikky NpUCTPOLO [7], ekcnnyaTtauio BpasnmMBoCcTen onepauinHoi cuctemu [9] Ta
Jo[aTkiB, HeOOCTaTHIN piBeHb WNpyBaHHSA, cnadki naponi Ta HEXTYBaHHA NpUHUMNamu KidepririeHu [4; 6;
10]. 3anpoBagxeHHA aganTUBHUX MOBEAIHKOBMX Mogenen Ge3nekn 403BONsie eeKTMBHILLE NPOTULISATY
UMM 3arpos3am, aHani3youmn 3BUYKM KOPUCTyBaya Ta BUSBMASAYM aHOManbHY akTUMBHICTb [2]. Takun nigxia
[ae 3MOry B peXX1Mi peanbHOro Yacy agantyBaTu MexaHi3aMun 3aX1CTY 3aneXHo BiJ KOHTEKCTY BUKOPUCTaH-
HS1 MPUCTPOLO, PIBHS PU3UKY Ta 30BHILLHIX hakTopiB. BogHovac cyvacHi apxiTekTypHi pilueHHsi 6e3neku He
3aBXAM BPaxoBYHTb HEOOXiOHICTb MHy4YKOi iHTerpauii 3 aganTMBHMMKM MeTod4aMu 3axucty [7], Wwo Moxe
CTBOPOBaTWN 40AATKOBI BUKMMKU 3 NOMMA4Y NPOAYKTUBHOCTI Ta eKOHOMIYHOT €PeKTUBHOCTI BNPOBAIKEHHS.

AHania cdepun kibepbesnekn Ta pesynbraTh OOCNIMKEHb Y ranysi NOBEAiHKOBOI aHaniTMku, aganTue-
HUX cucTem aBTeHTudiKauii [1; 2], meToaiB WwundpyBaHHA 4aHNX HA MOBINBHUX NPUCTPOSX [3; 7], a Takox
CcyyacHux nigxodis A0 BUSABMEHHS aHoManin [6; 8] niakpecnioTb BaXnMBICTb 3axMCTy iHpopmauii Ta 3po-
CTalo4UA NONUT Ha HaAiVHI pilleHHs Ans 3axXUCTy iHopMaLinHUX CUCTEM i MOBINBHUX NPUCTPOIB. 3axuncTt
iHdopMaLlii € KOMNIEKCHMM 3aBAaHHAM: Bif eTany po3pobKu A0 KOHTPOSO Mg Yac ekcnnyartadii, BKnoYa-
04K iHpopMaLiiHy 0bi3HaHICTb i BignoBiganbHICTb KiHLeBoro kopuctyBada [9]. Kibepbeaneka nepexognTb
Ha HOBMI piBEHb, A€ N1Le KOMMNIEKCHUIA NMiaxia 3aateH 3abe3neuntn edbekTuBHi pileHHs [10; 11].

AHani3 ocTaHHix gocnimkeHb i nybnikauin

AHani3 ocobnmBocTen BUKOPUCTaHHA MOBINbHMX NPUCTPOIB SK Yy OCOBUCTUX, Tak i KOPNOPATUBHUX LIiNsX
[ae 3MOry BUOKPEMUTM KIOYOBI TEHAEHLIT Ta METOAN, WO 3aCTOCOBYIOTLCS AMs aAanTUBHOMO 3axXUCTY iH-
dopmaLii [2]. OcHoBoto Takoi cuctemu € GiomeTpuyHuin goctyn [1]. MocTinHMA po3BUTOK y cdhepi BiomeTpii
cnpude NigBULLIEHHIO TOYHOCTI Ta HAAIMHOCTI LMX TeXHoNorin. [1JogaTtkoBo BaXSIMBUM KOMMNOHEHTOM iHhop-
MaLiHOro 3axucTy € LWNpyBaHHS, sike BOOCKOHASOETLCA 3aBASKM HOBITHIM anropyutMam Ta MeTogam
BesneyHoro 36epiraHHs kntodiB [6]. Cepen akTyanbHUX pileHb Ansg MOBiNbHNX MPUCTPOIB BapTO BiA3HaYM-
TW BUKOPUCTaHHSA BipTyanbHuX npueaTHnx Mepex (VPN), siki, ogHak, He 3aBXau eeKTMBHO 3aCTOCOBYHOTb-
Csl KOpUCTYBa4YaMu Yepes CKagHiCTb HanalwTyBaHHs abo HegocTaTHio 06i3HaHicTb [8]. Okpemy yBary cnig
NPUAINUTY 3aXMCTY Big LUKIANMBOro NnporpamHoro 3abea3neyveHHs Ta BipycHux 3arpos. ®axisLi 3 kibepbesne-
kv 6e3nepepBHO aHani3yloTb HOBI 3arpo3un, Taki 9K DITUHIOBI aTaku, eKCNIOWTU HYNbOBOIo AHS, MOBIMbHI
TPOSIHCbKI Nporpamum ToLLo [4], Ta po3pobnsitoTe ehekTUBHI MeETOAM iX BUSIBNEHHS 1 HenTpanisauii [5; 7; 10].
Taknm YMHOM, aganTUBHUI 3axuUCT iHpopmauii Ha MOBINbHMX NPUCTPOosix 6adyeTbcsa Ha kombiHauii Giome-
TPUYHOT aBTeHTUIKaLii, CydacHUX meToaiB WwndpyBaHHs, VPN-TeXHONOrin Ta aHTUBIPYCHOIO 3axMCTy, WO
pa3om 3abe3nevyoTb BUCOKUI piBeHb Be3nekn Ta KOHMIAEHUIMHOCTI AaHWX.
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AHania cuctem 3axmcTy iHopMadii Ha MOBINBHUX NPUCTPOAX OO3BOSISIE BULIMNTA OCHOBHI TEHOEHUi
Y PO3BUTKY 3arpo3 3rigHo 3 [4], BUSIBUTU KNIOYOBI BPa3nNUBOCTI [5], @ TakoX OUIHUTU e(PEKTUBHICTb Cy4aCHNX
METOAIB 3aXUCTY AaHUX Bif HECaHKLIOHOBaAHOro JOCTyny [6] Ta atak 3noBmMucHuKiB [7; 10]. Xova pisHoMma-
HITHICTb MeTOZIB Ta piBeHb iHTerpaLii MOXyTb YCKNaAHUTU KOPUCTYBaHHA A5 KiHLEBOro KopuctyBaya, Le
[03Bonsge epekTUBHO NPOTUCTOATU 3FTOBMUCHUKAM.

Y T1abn. 1 HaBegeHo pesynsTaTv aHanidy nopylieHb Ha MOOINbHMX MPUCTPOSX 3a AECATb POKIB
y 2014-2023 pp. Ha ocHOBI gaHux 3 [2; 3; 4; 9; 10].

Tabnuusa 1
[vHamikn NopyLUEeHb y cuctemMax 3axucTy iHgpopmauii Ha MOBINbHUX NPUCTPOSIX
Ha OCHOBI aHaniTu4Horo aHanisy (2014-2023 pp.)

Pik .KianiCT? KinbkicTb MpuGnNU3HUn posmip OCcHOBHI NpHUMHN
iHUMOEHTIB | nocTpaxaanux (MIH) BTpat (M1H $)

BuTik gaHux Yepes He3axuLeHi
2014 50 20 10 A ,qo,quKm w
2015 70 30 15 BukpageHHst gaHux, cnabki naponi
2016 20 100 50 ATakun 4yepes cbiu.lm_w, HeHagiHi

Mepexi

2017 120 200 200 BuTik gaHux y pesynesrtaTi 3namy
2018 150 300 300 Ataku yepes ny6niyni Wi-Fi mepexi
2019 200 500 400 BukopucTtaHHs Wkignvemnx AoaaTkis
2020 250 600 600 MopyLueHHs Yyepes BigaaneHy poboty
2021 300 800 1,000 MigBrLeHa akTMBHICTb KibepaTtak
2022 350 1,200 1,500 HepocTaTtHs 6e3neka goaarkis
2023 400 1,500 2,000 3pocTaHHst BI/II_II(F?VFI)(I:/I:‘;I'C?I:HH MOBINbHUX

AHani3 gaHnx Tabnuui 1 003BONSE BUOKPEMUTU KITHOUOBI TEHAEHLT Y MOPYLUEHHSIX 3aXUCTY HECTPYKTY-
poBaHoI iHopmaL,ii Ha MOBINbHUX MPUCTPOSIX 3@ OCTAHHE AECATUMITTS.

3 2014 no 2023 pik cnocTepiraeTbCs CTIMKUIA PICT KiNbKOCTI iIHUMAEHTIB, LLO CBiAYMTb MPO 3pocTatodi 3a-
rposu. 3a uewn nepiopg KinbkicTs Bunazakis 3pocna 3 50 go 400, o BKa3ye Ha niaBULLEHWUI iIHTepec 3NoBMUC-
HUKIB 0O MOBINbHUX NPUCTPOIB. YMCNO MocTpaxaanvx KOpucTyBadiB Takox 36inbwyetbesa. Y 2014 poui
KinbKiCTb nocTpaxganux ctaHoBuna 20 MnH ocib, a go 2023 poky gocsirna 1,5 mnpa, Wo BKkadye Ha 3pocTa-
tovy MaclUTabHICTb NopyLleHb. BTpaTtu Big BUTOKIB aHUX MatoTb 3pocTarody TeHaeHLUito. Akwo y 2014 poui
BTpaTtu ctaHoBunun 10 mnH gonapis, 10 y 2023 poui us cyma gocsarna 2 Mnapg Aonapis, WO CBig4MTb Npo
3HayHi iHaHCOBI Hacnigkn nopyleHs Ans 6idHecy Ta eKOHOMIKW. [MPUYMHN BMTOKIB OAHUX €BOIOLOHY-
0Tb: Ha NoYaTky OCHOBHUMMW Mpobrnemamu Oynu HesaxulleHi goaaTtky Ta crnabki naponi, ogHak 3 Yacom
rONOBHUMM 3arpo3amu ctanm illnHr-ataku, HeHaginHi mepexi Ta Wwkignuei gogaTtku. Lle ceiguntb npo Te,
LLIO 3MOBMUCHUKM adanTyrTbCs A0 HOBUX YMOB, LLIO BUMMarae NocTiNHOro BOOCKOHANEHHS 3axoais 6eaneku.
3HauHMi cnneck iHumaeHTiB y 2020 poui NoB’si3aHuin i3 nepexooM Ha BigganeHy poboTy nig vyac naHgemii
COVID-19, wo nokasye, L0 3MiHX y TeXHOMOorisX i dpopmati poboTn MOXyTb CYyTTEBO BNAMBATU Ha Gesneky
OaHunx, NnoTpebyroun aganTauii cTpaTerin 3axucTy.

Taknm YMHOM, MUTAHHA 3aXUCTy HECTPYKTYPOBaHOI iHhopMaLlii Ha MOBINbHUX NPUCTPOSIX cTae genani
aKTyarbHilIMM Yepes3 3poCTaHHS KinbKOCTi 3arpo3. Lle 3ymoBntoe HeoOXiaHICTb BNPOBAMKEHHST CyYaCHUX
TexHonorin 6e3nekn. [1na eeKTMBHOIO 3axXMCTy Chif 3aCTOCOBYBATN KOMMITEKCHUI NiaXid, KM BKITOYae
nepenosi kpuntorpadpiyHi MeToan, aganTUBHI MexaHiaMy 6e3neky Ta JOTPUMAHHA MiXKHapOOHUX CTaHaap-
TiB. Takun nigxig A03BONUTL MiHIMI3yBaTK PU3UKN BUTOKY AaHMX Ta MiABULLMTU PiBEHb 3aXUCTY MOBINbHUX
nnatopM y cydacHOMY LIMOPOBOMY CEPELOBULL.

MeToau 3axucTy iHcbopMalii: NPorHo3yBaHHA 3arpo3s, WudpyBaHHA Ta 6iomeTpuyHa aBTeHTUDI-
Kauisi.

Y Hawomy BunagKky MeTogmu 3axucTy iHopmauil 3acHOBYBanncs Ha 3acajax iHTerpauiiHoro MaluunH-
HOro HaBYaHHS, MaTremaTM4yHMX MOAENen MPOrHO3yBaHHSA 3arpo3, anroputmie wndpyBaHHA Ta bGarato-
hakTopHOI aBTeHTMiIKaLii. ACNEKTN 3aXUCTY: MOHITOPVHI, aganTalis, NPOrHO3yBaHHA 3arpos, NMPUNHATTS
piweHb, WwWngpyBaHHA Ta GiomeTpuyHa aBTeHTUdIKauis. KoxeH eTan BkMYae nigxia i3 BUKOPUCTAHHAM
dopmyn i BIgNOBIOHUX anropmuTMmis.

Ha nepliomy eTani 3acTtocoByBaBCS METOA a4anTUBHOINO MOHITOPUHTY CTaHy CUCTEMMU, SIKUI nependa-
Yyae, WO MOHITOPUHI € OCHOBOI aganTalil, TOMY Lo 3MiHa CTaHy CUCTEMW BMAMBAE Ha peakLito cucteMm
3axucTy. MatemaTnyHo Taka metogonoris HabyBae Takoro anropuTMiYHOro BUTMSAY:

CtaH cuctemun onucyetbed BektopoM (1.1.):

S(f):{sl(f)asﬂt)a---asn (t)} (1.1)
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ne s1(t)s2(t)...,sut) — napameTpu, WO xapakTepusyoTb NEBHMIN acnekT (aKTUBHICTL Mepexi, CTaH npo-
rpaMHOro 3abesnedyeHHs, MiCLe3HaXO4XEHHS TOLLO);

Ha onTumisauinHomy piBHi AN NpOrHo3yBaHHSA 3arpo3 3aCTOCOBYBAnMCs 3acagn MallUMHHOMO HaBYaH-
HS, 30KpeMa MeTof, pekypeHTHUX HeMpoHHUX Mepex (RNN), Ang nporHo3yBaHHS BUHUKHEHHS NOTEHLiIMHUX
atak. Y ubOMy pasi NporHo3yBaHHS MOXIMBOCTI MOSIBM 3arpo3 po3paxoByBarnoch 3rigHo 3 (1.2):

hy = fWx, +Wyh_ +D), (1.2)

ae h; — NPUXOBaHi CTaHW B MOMEHT Yacy f; X, — BXiAHi [AaHi Npo cTaH cuctemu, Wanh — Barun Mepexi,
b —3cys.
HaTtomicTb NporHo3 akTmBalii 3arpo3u peanisyBaBcsi 3rigHo 3 Bupasom (1.3):

Vin =gW,h,+b,), (1.3)

e ),,, — NpOrHo30BaHi 3arposn, g — aktusauiiHa yHKLjis.

Ha gpyromy etani npoBogununce AocnigxeHHs Ha 6a3i 3acTocyBaHHSA 3acaj METOAY NPUNHATTS PilleHb,
y BignoBIAHOCTI 4O SKOro nependadyaeTbes, WO Ha OCHOBI MOHITOPUHIY CUCTEMU adanTuBHa cucTema 3a-
XUCTY NOBMHHA NPUIAMAaT PiLLEHHS LLIOAO BXUTTS NEBHMX 3axoaiB 6e3neku. 3rigHo i3 BULLIEBKA3aHM METO-
OOM onTuMmi3aLinHa 3agada NPURHATTS pileHb hopmyeTbes sik Bupas (1.4.):

A*(r)= argm g;:E[C(A,M(t), Z(0))], (1.4)

e A — Habip MoxXnmBux gin, C(A,M(t),Z(t)) — (PyHKList BApTOCTi BUKOHAHHS AiT A npu NOTOYHOMY CTaHi
cuctemn M(¢) i sarposax Z(r).

Ha TpeTboMmy eTani gocnigxyBanacbk agantauid, sska € OCHOBHUM CKMaHUKOM CUCTEMM, KOTpa LO3BO-
Nsi€ 3aXMCTy NPUCTOCOBYBATMCS A0 3MiH cepefoBuLLa Ta 3arpo3. MatematnyHo MexaHiam aganTtauii MoxHa
onucaTtu Takum YNHOM:

— ApanTauis piBHS WNpYBaHHA 3anexHOo Bia 3arpos (1.5):

1.
E,(t)=f(2(t)), (1.5)

e Eenc( ) — piBeHb LWWNPpYyBaHHSA B MOMEHT Yacy ¢, a f(Z(t)) — doyHKLiS, WO BU3HAYa€e CTyNiHb WNdpy-
BaHHS 3aNexHo Bif 3arpos.

— ApanTauis goctyny go pecypcis (1.6.):
Paccess(t) = g(M(t))’ (1 6)

,u.e( ?em( )( ) — VIMOBIPHICTb AOCTYNy [0 NEBHOrO Pecypcy, fka 3anexuTb Bif NOTOYHOrO CTaHy cucTemu
M(t
ApanTuBHa 3MiHa Kritova LWnMdpyBaHHS 3anexHo Bif Yacy mae Bumsg supasy (1.7):

K(f)=h(z(t)), (.7)
e h(Z(t)) — (OYHKLiSt 3MiHW KoYa 3anexHOo Bif piBHSA 3arpos.

BukopucTaHHa MynbTUGaKTOPHOrO LWMPYBaHHS MaTeMaTUYHO MOXHa 3anucatu y BUrmsdi Bupasy
(1.8.):

C =EM.K, (¢).K,(t),... K, (), (1.8)

ae Kl(t),Kz(t),...,Kn(t) - Ha6i_p KMOYiB, O 3MiHIOKTLCA 3anexHo Bif CTaHy cucTemm. o
Ha yeTBepTomy eTani JoCnigXeHb 3aCTOCOBYBanMcs 3acagn MeTogy 0ioMeTpuYHOI aBTeHTMIKALLi.
— IMOBIpHicTb ycnilwHoi aBTeHTUdIKaUii Yepe3 biomeTpito (1.9):

1
P (B.1)= =R (1.9)

Ae B — GiomeTpuyHuit napameTp (BiabWUTOK nanbus, obnuyys Towo), B, — noporose 3HayeHHs,
a @ — koeqilieHT YyTnMBOCTiI.

1
Pauth (B’t) - 1+ 679. B-B,, ) ’ (19)
ne B — GiomeTpnuHuii napameTp (BigbuToK NanbLs, 06nmnyys ToLLo), Bm — NoporoBe 3HauveHHs, a @ — Ko-
eqiLieHT YyTnMBOCTI.

3 ornagy Ha Te, WO NPOrHo3yBaHHS 3arpo3 € BaXKMMBOK YAaCTUHOK afanTUMBHOI CUCTEMMU i CTAHOBUTb
CYTTEBY Pi3HOMaHITHICTb 3arpo3 nig Yac npoBeaeHHs JOCNIAXKEeHb BUPILLEHO JOAATKOBO 3aCTOCOBYBATH LUe
OeKinbka mogenen nporHo3yBaHHS, BAKOPUCTOBYETLCA MALUMHHE HaBYaHHS OS5 MPOrHO3yBaHHSA MOXIN-
BUX aTak, a came:

Mopgenb Ha OCHOBI NOMCTUYHOT perpecii Ans NPOrHo3yBaHHsS MMOBIpHOCTI 3arpo3u (1.10):
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1

P(ZjM ()= ;
_B.-3n Blilt) (1.10)
l+e 70 Ti=l
ne B,, By,--., B, — napametpu mogeni.

- BwKopucTaHHs aganToBaHUX PEKYPEHTHUX HEMPOHHUX MEPEX A JOBIOCTPOKOBOIO NMPOrHO3yBaHHS
(1.11):

ne ht — MPUXOBaHi CTaHN Mepexi, Xt_ BXifHi AaHi (cTaH cuctemn), Wh Ta Wy — Baru mepexi.

Y TakoMy BUNaaKy nepefdadvaeTbCsi BUKOPUCTAHHSA MalMHHOTO HaBvaHHs (ML), koTpe 403BONsIE 3HaY-
HO MOKPALLMTN TOYHICTb MPOrHO3YBaHHS, L0 3MEHLLYE Yac Ha peakLito cuctemmn 6e3neku i 4O3BONSE BUSIB-
TNIATW MOTEHLVHI aTaku.

[ani HaBegeMo MaTemMaTUYHUIA ONUC 3aCTOCOBAHOTO B AOCTiAKEHHI MeToay 6araTohakTopHOi aBTEHTU-
dikauii (MFA), skmun 3actocoByBanu A4ns BULLIOTO PiBHA 6e3neky LWNSXOM BUKOPUCTaHHS KiNbKOX He3anex-
HUX MeToAiB AN NigTBEPIKEHHA 0COON KopUCTyBaya.

Y BignosigHocTi 4o MFA mogenk ycnilHoT aBTeHTUdikauii BusHayae NMOBIPHICTb YCMILLIHOT aBTEHTUI-
kauii P, 4epesn -hakTopHy cuctemy aBTeHTUdiKkauii (1.12):

P,.(t)= [P, (¢), (1.12)

e R(t) — MMOBIPHICTb YCNiLWHOT aBTEeHTUIKaLIT ANst KOXHOIO 3 11 (DaKTopiB.
Takox y MFA 3acTOCOBYETBHCS MOAENb A1 KOXHOro haktopa.
3aranbHa MMOBIpHICTb YCMILLHOI aTaku po3paxoByeTbest 3rigHo 3 (1.13):

P 0)=1- P, (1), (1.13)
LLIO €MOHCTPYE, SIK 30iNbLUEHHS KiNbKOCTi (haKTOpiB 3HAYHO 3MEHLLYE MMOBIPHICTb YCMILLHOT aTaku.

Ha n’atoMy eTani B pamkax JOCnifKeHHs1 nepegdadyanocs Takox 3acTocyBaTu 3acafgm MeTofiB Ha 6aasi
BUKOPUCTAHHA Onok4erH-TeXHOmMorin. HaBegemMo MaTtemMaTuyHUA ONUC BUKOPUCTAHHA BIOKYENH-TEXHOSO-
rin.

36epexeHHsa AaHux y 6riokax: KoxeH B6rok MiCTUTb xeLl nonepeaHboro 6rnoky i HoBi AaHi (1.14):

H(B,)= Hash(B_, M,), (1.14)

Ae H(Bl.) — xew 6rnoky B; B, | — nonepepHin 6nok, a M, — HoBi AaHi.

Y Mexax OOCMiMKEeHHs B HALLOMY BUMAAKy OYiKyeTbCS, L0 3anpONOHOBAHI pilieHHs), Taki sk GaraTo-
drakTopHa aBTeHTuUiKaLis, MPOrHo3yBaHHs 3arpo3 3 BUKOPUCTaHHAM ML, KBaHTOBO-CTilKi anroputmMu Ta
Bnok4yeriH, 3abe3nevyoTb 3Ha4YHE NiOBULLEHHS PiBHSA 3axMcTy iHopmaLii Ha MOBINBHUX MPUCTPOSIX.

BukoHaHHs gocnigxeHb

[ocniopkeHHs NpoBOAMIOCA HA OCHOBI MOZENOBAHHSA CLEHApIIB i3 Pi3HUMM PIBHSIMM 3arpo3 Ta BUKOPUC-
TaHHAM 3aXMCHUX MEXaHi3MiB, Takmnx sik baratocakTopHa aBTeHTUdikauis, VPN, anapatHe wudpyBaHHS
Ta NPOrHO3yBaHHS 3arpo3 Ha 6a3i MalMHHOro HaB4aHHs. 3anydeHo 10 MOBINbEHUX NPUCTPOIB Y KeNc-Me-
HeIKMEHT CUCTEMI, LLO NpaLoBany 3 HECTPYKTYPOBaHUMK AaHUMU (JOKYMEHTM, 3006paxkeHHs, BiAeo).

CueHapii gocnigpkeHHs:

— CueHapin 1: Husbkuin piBeHb 3arposu, 3BMyaiHa nepegava gaHux 6e3 nporHo3yBaHHs 3arpos.

— CueHapin 2: CepeaHin piBeHb 3arpoau, BukopuctaHHa VPN ang 3axucty nepeaadi JaHux.

— CueHapin 3: Bucokui piBeHb 3arposu, akTvBaLis MalUMHHOIO HaBYaHHS AMs MPOrHO3yBaHHS 3arpos
i aBTOMaTMYHE NOCUMEHHS WNGPYBaHHS Ta JOCTYNYy.

— CueHapinn 4: BuaBneHHs aTaku «JtognHa NnocepeauHi» nig vyac nepefadi gaHux, gMHaMmivHa peakuis
Ta oHoBneHHs kntodis VPN.

— CueHapin 5: TigknoveHHs Yepes HesaxuLeHy MepexXy, aBToMaTtuyHe GrIoKyBaHHS AOCTYNy A0 AAHMX.

OCHOBHMMM NapaMeTpamMM OLHIOBaHHSA CTanu WBUAKICTb Nepedadi 4aHnx, Yac aBTeHTudikaLii, peakuis
CMCTEMU Ha 3arpo3n Ta CrOXMBaHHA pecypciB NpucTpoto. B xofi ekcneprMeHTiB BCTaHOBIEHO, WO BMPO-
BaXXEHHs1 aanTMBHOrO MOBEAIHKOBOIO Niaxoay A03BoNsAe ePeKkTUBHILLE NPOrHO3yBaTu 3arpo3u Ta AuHa-
MiYHO 3MiHIOBaTK piBeHb 3axuUCTy, 3abe3nedytoun GanaHc Mk 6e3nekoto Ta NPOAYKTUBHICTIO MOBINbLHOIO
NPUCTPOLO.

Ha puc. 1 npeactaBneHo pe3ynstaT AOCIIKEHHS 3aXMUCTY iHpopMaL,ii Ha MOBINbHUX NPUCTPOSX 3ria-
HO 3i cueHapisgmu.

3 rpagikiB Ha puc. 1 BUAHO, LO:

— wBMAKiCTb nepeaadi AaHmx (M6iT/c) 3meHLWwyeTbCs 3i 36inbLUEHHAM PiBHSA 3arpos;

— yvac aBTeHTUdiKaLii (C) 3pocTae y cknagHilnx cLueHapisix 6eaneku;
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Puc. 1. CueHapii 3axncty Ha MOBIfNbHNX NPUCTPOSIX

— Yac peakuii Ha 3arpoasy (C) 3MeHLLYETbCH Y BUNaaKkax akTUBHOIO 3axXMCTY;

— WMOBIpHIcTb aTaku (%) 3Ha4YHO 3pOCTae y CLeHapisix 3 BULUM piBHEM 3arpoas.

PesyneraTtun

Y xogi gocnigXeHHs1 po3pobneHo Ta anpoboBaHO MeToAM 3axMCTy iHGopMaLii Ha MOBINTbHUX NPUCTPOAX
Ha OCHOBI afanTUBHOI NOBeAiIHKOBOI Mogeni. [locnimpkeHHs niaTepanno e@ekTUBHICTb NOEAHAHHSA anro-
pPUTMIB MaLLMHHOIO HaBYaHHA, MaTeMaTUYHNX MOAENEN NPOrHO3yBaHHS 3arpos, KpuntorpadivyHnX MeTOAIB
Ta GaraTtoakTopHOI aBTeHTUIKaLLil.

3anponoHoBaHWi Nigxig BKMAYae aHania nosefiHkyn kopuctysadis (UBA), wWo ao3Bonsie BigcTexysa-
TV Ta aHanidyBaTy WabnoHn B3aemodii 3 MOBinbHUMK NpUcTposmMu. BusiBneHHs aHomanin y peanbHOMY
yaci 3abesnevye igeHTUiKaLio NOTEHLIMHMX 3arpo3 Yepes 3aCTOCyBaHHSA anropuTMIB Knactepusaldii, Hel-
POHHMX MEpEeX Ta CTaTUCTUYHUX METOAIB.

Po3pobneHi KOHTEKCTHO-3anexHi nNoniTuky 6e3nekn 0o3BONAI0Tb aganTyBaTh NPOTOKONWU 3axUCTy 3a-
NEeXHO Bif YMOB BUKOPUCTaHHA NPUCTPOIO, TakUX SK MICLLe3HaXOMKEHHS, MepexeBe cepeaoByLLe Ta Yac
Joctyny. BnpoBamkeHHs1 aganTMBHUX MEXaHi3MiB aBTEHTUIKALi HA OCHOBI NOBEAiHKOBMX BiOMETPUYHNX
XapaKTepUCTUK, 30Kpema AnHaMikn Habopy TEKCTY Ta CEHCOPHUX AaHuX, cnpuse 6e3nepepBHOMY KOHTPO-
N0 aBTEHTUYHOCTI KOPUCTYBauiB.

[ocniopkeHHsa NnpoaeMOHCTpyBarno, Wo 3aCTOCYBaHHA MOAENen MalMHHOIO HaBYaHHS, TakuxX SK peky-
peHTHI HerpoHHi Mepexi (RNN) Ta LSTM, nigBuLLye TOYHICTb NPOrHO3yBaHHSA 3arpo3 Ta 4O3BOMSE BUABS-
TV NOTeHUiNHO Hebe3neyHi Aii we ao ix peanisaduii.

PesynkTati ekcneprMMeHTanbHOro aHaniay nokasarnw, LWo 3anponoHoBaHMM MeTof 3abe3nevye BUCOKUN
piBeHb 6e3nekn MobinbHMX MPUCTPOIB, JO3BOMSAYM CUCTEMAM AMHAMIYHO afanTyBaTUCS A0 3MiH y nose-
[iHUi kopucTyBadiB Ta eheKTMBHO 3anobiraT NOTEHLUINHUM 3arpo3am.

O6roBopeHHsA

OCHOBHMMM MepeBaramMn MeTody € MigBuLLEeHa TOYHICTb | HafiMHICTb aBTeHTUIKALIl, a TakoX MOX-
NMBICTb paHHbLOrO BUSIBIIEHHS 3arpo3. BogHovac cepen BUKMMKIB 3annLaeTbCsl HEOOXiOHICTL onTuMisauil
oBumncrnoBanbHMX PecypciB Ta 3MEHLLEHHSI XMOHOMO3UTMBHMX CrpaLboBYBaHb.

MepcnekTMBU NnoganblUNX JocnigXeHb

Mopanblui AocrnigKeHHs1 30cepemXeHi Ha BOOCKOHANEHHi aganTUBHOI NMOBEAiHKOBOI MOZESi LUNAXOM
iHTerpauii rmmMboKoro HaB4YaHHs Ta PO3LUMPEHHS Habopy NOBEAiHKOBUX NapameTpiB. TakoX NepCnekTUBHUM
€ ONTUMI3aLis anropuTmiB LWMAPYBaAHHA ANS MOBINbHUX NPUCTPOIB | BIPOBaMKEHHSI KOHTEKCTHO-OPIEHTO-
BaHUX MexaHi3MiB 6e3neku.

BucHoBku

Pesynbrati AoCnifpKeHHst NoKasanu, WO aganTUBHUIA 3aXUCT € MEPCNEKTUBHUM MiAXOAO0M Y 3aXUCTi MO-
OinbHMX NpuUcTpoiB. BiH Nnepenbavae 3acTocyBaHHS 3axoiB 3aXMCTY, WO 3MiHIOIOTLCSA 3aneXHOo Big AnHa-
MI4YHOIO KOHTEKCTY KOPUCTYBa4a i MOro cepefoBuLLia, HaNpuknag, 3anexHo Big nokauii, yacy nobu, craHy
npucTpoto Ta cneundikm B3aemogii. ManbyTHe 3axmcTy iHdopMaLii Ha MOBINBHUX NPUCTPOSAX 3anexaTuMme
BiJ iHTerpauii WTy4YHOro iHTENEeKTY, MalIMHHOIO HaB4YaHHS Ta BAOCKOHANEHHS GioMeTpu4HOi aBTEHTUDI-
Kauii. BukopuctaHHa aganTuBHMX MOAENeW 003BONUTL e(PEKTMBHO BUSIBMATM 3arpo3v Ta pearyBatu Ha
aHoMarbHy NoBefiHKy KOPUCTYBadiB y peanbHOMY Yaci. briokyeinH Ta KBaHTOBO-CTiNKe LWNPYBaHHA Cnpu-
ATUMYTb MiOBULLEHHIO ©e3nekn OaHuX, a KOHLENLUis «NpuBaTHOCTI 3a 3aMOBYYBaHHSIM» rapaHTyBaTuMe
iHTerpauito kKibepbeaneku Ha BCix eTanax po3pobkn. KomnnekcHui nigxig, Wo noegHye TEXHOMOTIYHI pilleH-
H4, NigBULLEHHS 06i3HaHOCTI KOPMCTYBaYiB Ta HOPMaTUBHE PErynioBaHHs, CTaHe KitoYeM 40 eheKTUBHOIO
3axmcTy MOBinNbHOI iHdopmaLlii.
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ENHANCED DATA PROTECTION IN BLOCKCHAIN: MITIGATING TAMPERING
AND DELETION THROUGH RANDOMIZED CHECKPOINTS
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Abstract. Protecting data in blockchain from tampering and deletion is a fundamental challenge for
modern decentralized systems. The use of checkpoints within blockchain networks captures critical states,
creating a reliable mechanism for data verification. This paper discusses an approach to establishing
checkpoints through a mechanism of random selection, which enables an even and unpredictable choice
of network participants to monitor the blockchain’s state. A randomized selection of checkpoints themselves
is also proposed, making data verification more secure and unpredictable for potential attackers. Random
selection reduces network load since the verification process does not require analyzing the entire chain.

The primary objective of this approach is to provide an additional layer of security, preventing data
tampering or deletion in the blockchain while minimizing the risks of interference or attacks by malicious
actors. This method also supports the decentralization of the verification process, as the random selection
of both participants and checkpoints removes the possibility of centralized control over system state
verification, enhancing the blockchain’s resilience to external attacks and making the network more robust.

The paper further details the theoretical foundations of random selection, including the creation of a
custom randomness function based on elliptic curve algorithms, ensuring a fair and transparent process
of checkpoint generation. Cryptographic methods ensure the unpredictability of selecting checkpoints
and participants, while also allowing other participants to verify the accuracy of results. Additionally,
implementation models for integrating random selection into blockchain systems are considered, with a
focus on computational costs and potential result confiicts.

By applying randomness in checkpoint creation, blockchain becomes more resilient to attacks, reducing
the risks of data tampering or deletion, and significantly improving the network’s efficiency and security.

Key words: information protection, blockchain, checkpoints, random selection, data verification,
cryptographic methods, decentralization.

3AXUCT OAHUX Y BITIOKYEWHI 3A AOMNOMOI0O0 BUNAOKOBUX
KOHTPOJIbHUX TOYOK: NPOTUAIA NIAMIHI TA BUOAANEHHIO

lNopenikoea TemsiHa, acnipaHmka, 3arnopisbkull HauioHarbHUU yHieepcumem, 3arnopixxs, YkpaiHa.
https.//orcid.org/0009-0001-9098-4618, uyxkdyc@gmail.com

AHomauis. 3axucm iHbopmauyii 8 6riok4eliHi 8i0 nidOMiHU ma eudaneHHsi € OOHIE 3 KIo4Yoeux 3adady
cyyYacHux OeueHmparizogaHux cucmem. BukopucmaHHS KOHMPOJSIbHUX MOYOK y b6riok4eliHi 00380s15i€
pikcysamu Kpumu4Hi cmaHu Mepexi, CmMeoprrYU HadilHuUl MexaHi3M nepesipku 0ocmosipHocmi
OaHux. Y cmammi po3anisidaembcsi nidxio 00 cmMeopeHHST KOHMPOJIbHUX MOYOK 3a OOMOMO200 MeEXaHIi3My
s8unadkoeozo subopy, sikuli 3abesredyye pisHOMIpHUU ma HerepedbayysaHul subip y4YacHUKie Mepexi Ons
KOHMpOJIH0 3a CMaHOM flaHyro2a b110kie. Takox nporoHyembCsl UKoOpucmogysamu guriadkogut subip camux
KOHMpOsbHUX Mo4YoK. Lle pobumb npouec eepucpikayii daHux 6inbwl 3axuyeHum i HerepedbadyysaHum
01 nomeHUuitiHUX 31108MUCHUKIB. Bunadkosull 8ubip moYoK 3HUXYE HaBaHMAaXeHHs Ha MepeXy, OCKINbKU
rnepesipka He nompebye aHani3y 8cboeo faHuytoea briokis.

lNepesazor makoeo nidxody € 3abesneyeHHs1 000amKo8020 PieHS be3rneku, Wo nepewkooxae mnomiHi
abo sudaneHH OaHUX y 6r1oK4YeUHi, MIHIMI3y4U pU3UKU 8mpyYaHHs abo amak 3 60Ky 3/108MUCHUKI8. Takul
nidxid makox cripusie OeyeHmparnizauji npouecy nepeesipku, OCKinbKu sunadkosuli ubip K y4acHUKI8, mak
| KOHMPOIBHUX MOYOK YHEMOXIIUBIIOE UeHmpariizogaHuli KOHMPOrib Had eepucbikayicto cmaHy cucmemu.
Lle nidsuwye cmitikicmb 6510k4yeliHy 00 308HIiWHIiX amak, pobnsydu mepexy binbw HadilHOH.

Y pobomi makox demarsibHO OnuUCaHO MeopPeMUYHi OCHO8U 8UNadkosoz2o 8UOOPY, 30KpemMa CMBOPEHHS
er1acHoi byHKuii surnadkosocmi Ha OCHO8I aflzopummie eninmuYyHUX Kpusux, 011 3abe3rneqyeHHs1 YeCHO20
ma rpo3opo20 Mpouecy 2eHepauii KOHMPOIbHUX MOYOK. BukopucmaHHs KpunmozpagidyHux memodie
dossorisie 3abesnedumu HernepedbadysaHicmb 6UBOPY KOHMPObHUX MOYOK | y4YaCHUKI8, O0OHOYacHO
00380/15104U  [HWUM ydacHUKaM repesipsmu rpasusibHicmb pesynbmamis. KpiMm mozo, y pobomi
posenadarombcs peanizauilivi modeni 0nsi iHmeepauii eunadkoeozo 8ubopy 6 brokYelH-cucmemu,
8paxosyo4u 0b4uC08arnbHi sumpamu ma MOX/U8i KOHIIKmMu pe3yrnbmamis.
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BacmocysaHHs1 sunadkoeocmi y cmeopeHHi KOHMPOIbHUX MOYOK pobumsb 6r1ok4eliH 6iribw cmitikum 0o
amak, MiHiMi3yto4du pusuku niomiHu abo sudaneHHsi daHux. Lje 0o3eorise 3HaqyHo nidsuwumu echekmusHicms
i 6esrneky pobomu mepexi.

Knroyoei cnoea: 3axucm iHgbopmauii, 6r1ok4eliH, KOHMPOsIbHI MOYKU, surnadkosul eubip, sepudbikauyisi
OaHux, KpurimozpadghiyHi Memodu, deueHmparisauisi.

Introduction

The method of random selection of participants and checkpoints relies on probabilistic approaches to
ensure unpredictability in selection. The core theoretical principles include:

Random selection of participants and blocks to minimize the risk of manipulation, ensuring “true”
randomness, which in cryptography is achieved through random number generation or hash functions.

Uniform selection of participants and blocks prevents the exceptionally high probability of selection,
ensuring an even distribution that helps avoid the concentration of control in the hands of a small group,
making the system more resilient to attacks.

The method of random selection utilizes random functions based on elliptic curve algorithms, described
in Section 2, to ensure security. This method also has roots in game theory and relates to achieving
consensus in decentralized systems.

In systems using Proof-of-Stake (PoS) consensus algorithms, the random selection of participants to
validate transactions or blocks reduces the risk of network control being captured by a single participant
or a group and enhances the overall security of the network. PoS is based on a probabilistic approach,
where participants have a chance of being selected proportional to their stake. However, it is crucial for this
selection to remain fair and random [1-3].

Random selection also helps mitigate the risk of collusion among network participants. If participants
are chosen randomly to verify blocks, coordinating to manipulate the system becomes extremely difficult.
The method aims to increase computational efficiency in blockchain systems. Instead of verifying every
block in the chain, selecting random checkpoints allows for the verification of only certain parts, reducing
computational expenses.

One of the key advantages of using random checkpoints is simplifying the verification process. Verifying
only random blocks reduces the time and resources required to maintain the consensus method (whether
Proof-of-Stake or Proof-of-Work) on which the blockchain structure is based.

In large blockchain networks, such as Bitcoin or Ethereum, the chain size is constantly growing. Randomly
selecting blocks for verification helps reduce the computational load on nodes, making the system more
efficient and scalable.

The method of random selection of participants and checkpoints promotes decentralization and
enhances network security. The randomness ensures that no participant can predict their selection in
advance, preventing manipulation or centralized control.

The theoretical foundations of the method are based on probability theory, cryptography, game theory,
and consensus algorithms. Cryptographic mechanisms ensure randomness, reducing the risks of attacks
and collusion, enhancing decentralization and computational efficiency. This makes blockchain systems
more resistant to external threats and supports their reliable operation [4; 5].

Research

1. Creation of a Random Function Based on Elliptic Curve Algorithms

Elliptic curves are widely used in modern cryptography due to their high security, relatively small key
sizes, and computational efficiency. The creation of a random function based on elliptic curves can provide
key properties such as randomness, ease of verification, and cryptographic resilience [6].

Key Elements of the Function:

Elliptic Curve: The function is based on a mathematical elliptic curve defined by the equation:

yi=x3+axx+b,

where a and b are coefficients defining the shape of the curve, and x and y are coordinates of points on
the curve.
Generation of Private and Public Keys:

pk = sk X G,

where the private key (sk) is a random number from a large range, kept secret; the public key (pk) is a point
on the elliptic curve, computed as the multiplication of the base point G by the private key. The base point
G is a predefined point on the elliptic curve and is publicly known.

Generation of a Random Value:

To generate a random value based on an input parameter x (such as a block or transaction ID), the
private key is used:

r = sk x H(x),
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where H(x) is the hash of the input parameter x, and ris the pseudorandom value. This value is random
in the sense that it cannot be predicted without knowing the private key.

Proof of Correctness in Blockchain Systems:

To confirm that the value r was generated correctly, the function must produce proof that can be verified
by other participants. This is achieved by computing an open value, which can be checked using a public
key:

proof = H(x) X pk

This value can be verified by knowing the public key and the input parameter x. Other participants can
ensure that r was indeed generated using the private key sk without having access to the private key itself.

This approach is used to generate a single pseudorandom value at a time, based on a specific input
parameter x (such as a block or transaction identifier). The process ensures that the value r appears
random to external observers, even though it is deterministically derived using the private key sk. This
enables the creation of a verifiable yet unpredictable value for each input parameter. Thus, the function is
applied one value at a time, meaning that a separate pseudorandom value r is generated for every new
input parameter x.

The function’s algorithm works as follows:

1. A private key sk and the corresponding public key pk are created using elliptic curve cryptography.

2. For each input parameter x (e.g., a block hash or transaction ID), a random value r is computed.

3. A proof is generated to confirm the correctness of the value r.

4. Other network participants use the public key pk and x to verify the proof and confirm that r was
correctly generated.

Properties of Elliptic Curve-Based Functions:

A.Randomness: Achieved through the application of elliptic curve calculations using a private key,
which necessitates the use of computationally complex algorithms to prevent reverse calculations (discrete
logarithm problem). As a result, the value of r appears random to anyone without access to the private key.

B. Ease of verification: Enabled by the ability for other network participants to perform verification
without revealing the private key. This verification process uses the public key and a proof, ensuring that
the process remains transparent and secure.

C. Efficiency: Elliptic curve algorithms are computationally efficient because key sizes are smaller
compared to other cryptographic systems, such as RSA. This reduces the network load and increases the
speed of generating and verifying random values.

D. Security: Standard elliptic curve cryptographic algorithms provide resilience against modern attacks,
such as key guessing, making the function reliable for blockchain systems where high security is crucial.

Elliptic curve-based functions can replace the VRF method, offering randomness and simple verification
in a cryptographically secure way. This random selection helps prevent centralization in the verification
process and reduces the risk of system attacks. However, for effective implementation, computational costs
and the potential challenges in consensus across the network must be considered [7-9].

2. Checkpoint Implementation in Blockchain

The mathematical model of this method is based on the previously described random selection
function, ensuring uniform and unpredictable selection of network participants and blocks for validation
(checkpoints). The primary goal is to provide an additional layer of security and reduce the risks of attacks
through decentralized data verification.

2.1 Main Components of the Model

Let the set of network participants be denoted as U = {U;,U,,...,U,} where n is the number of
participants.

Let C = {Cy,C,,..., Cy} represent the set of blocks in the blockchain, where m is the number of blocks
in the chain.

To randomly select participants and blocks, a custom function f(x, sk) is used, where x is the input
value (e.g., the hash of a block or a transaction), and sk is the participant’s private key. The function f(x,sk)
generates a random value r, which is a pseudorandom number used to select participants and blocks.

The model ensures a uniform probability distribution for selecting both participants and blocks:

1 1
P(Ui)=g, P =—

where P(U) is the probability of selecting participant U, and P(C) is the probability of selecting checkpoint
C. The probabilities of selecting participants and blocks are uniformly distributed and depend on the number
of elements in their respective sets.

2.2. Implementation Stages of the Method

Stage |: Key Generation

Each network participant generates a key pair: a private key sk and a public key pk. The private key is
used to generate random values, while the public key is used by other participants to verify these values.
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Stage Il: Generation of Random Values
For each block C, a random value r, is computed using the custom function:

{n}=f{H(G)} sk

where H(C) is the hash of block C, and sk is the participant’s private key. This random value is used to
select a checkpoint or participant for verification.

Stage lllI: Selection of Participants and Blocks

For each checkpoint C, the random value r. is used to determine the participant responsible for verifica-
tion. For instance, participant U, is selected if:

i=1 X|n|

where n is the total number of participants in the network.

Stage |V: Verification of Checkpoints

The selected participant verifies block C. using their private key to create a proof of correctness. Other
random participants can then verify the proof using the selected participant’s public key.

Stage V: Confirmation and Recording

If the verification result is confirmed by other random participants, the block or checkpoint is considered
verified and secure. This process is repeated for subsequent blocks.

Blockchain Validation Process

Block > Node N Block > Block | Chain b2 Dt A Chain
Creation Selection Verification Verification Validation Validation

N Synchronization l

Restored

Revalidation

Discrepancies
Found

Fig. 1. Blockchain Validation Process

Figure illustrates the blockchain validation process, which ensures the integrity, security, and consensus
of a decentralized ledger system. The process begins with the creation of a block, where a miner gathers
multiple transactions and generates a cryptographic hash that uniquely identifies the block. This hash links
the new block to the previous one, forming a continuous chain.

Once the block is created, a selection of validator nodes is performed randomly. These nodes are
responsible for verifying the authenticity of the transactions contained in the block. This decentralized
verification mechanism prevents malicious actors from tampering with the blockchain, ensuring trust in the
system. During the verification stage, the validators check whether the transactions are legitimate, confirm
the cryptographic signatures, and validate the hash to guarantee that the block has not been altered. If the
block passes all necessary checks, it is approved and added to the blockchain.

After a block is successfully appended to the blockchain, the network undergoes a continuous validation
process to ensure the integrity of the entire ledger. Nodes periodically check segments of the blockchain
to detect potential inconsistencies or unauthorized modifications. If discrepancies are found, a revalidation
process is initiated, where additional nodes participate in cross-checking the blockchain’s state. In cases of
detected conflicts, the system enforces consensus rules to restore synchronization, ensuring that all nodes
have a consistent and up-to-date version of the ledger.

By maintaining a decentralized and transparent validation mechanism, blockchain technology upholds
its core principles of immutability, security, and trust. This structured approach to validation ensures that all
transactions remain verifiable, preventing fraud and unauthorized alterations within the network [10; 11].

3. Analysis of Results

To confirm the reliability and efficiency of the proposed model, comprehensive testing was conducted
on open-source blockchain systems using local deployments and simulations involving a large number
of nodes. The objective was to determine the limits of performance, scalability, fault tolerance, and
cybersecurity resilience while assessing the practical applicability of the model under real-world conditions.

For the experiments, open-source blockchain systems available via their public repositories on GitHub
were used. This approach enabled the author to independently deploy local networks using Docker
containers, CLI tools, and configuration templates provided in the official documentation. The deployment
was performed on local servers with virtualization support, allowing the launch of hundreds of virtual nodes
without relying on external cloud services.

Access to these systems was achieved as follows:

— Cloning repositories from GitHub.
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— Using provided Docker compositions to deploy nodes.

— Configuring network parameters and generating cryptographic keys.

— Integrating monitoring tools (Prometheus and Grafana) to track network state and performance.

Tested Networks:

1. Hyperledger Fabric: A local network of 50 nodes was deployed with multiple organizations and
channels. Transactions were managed via the Fabric SDK.

2. Quorum: A network of 30 nodes with private transactions and role-based access control.

3. MultiChain: A network of 40 nodes with different permission levels, managed via CLI.

4. EthereumTestClone: A network with 100 virtual nodes for stress testing and transaction speed
evaluation.

5. Tezos: A test environment with 20 nodes simulating various block generation scenarios.

Load Testing: Gradual increase in transaction volume to maximum capacity while measuring response
times.

Stress Testing: Artificial shutdown of up to 35% of nodes to test fault tolerance.

Security Assessments: Simulated attacks (message interception, random number prediction, DoS
attempts).

Monitoring Methodology:

— Prometheus collected data every 5 seconds.

— Grafana provided real-time visualization and trend analysis.

— Monitoring included latency, throughput, confirmed transaction count, and node status.

Results of display in graphs.
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Graph 1. Average Latency vs. Number of Nodes

Graph 1 illustrates the relationship between the number of nodes in the network and the average latency
of transactions. The results show that latency remained below 190 milliseconds when the network had up
to 100 nodes. This indicates that the blockchain system maintained stable performance under increasing
node count without significant degradation in response time.
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Graph 2. Throughput Under Increased Load
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Graph 2 represents the system’s ability to handle transaction volume under high-load conditions. Testing
on the Ganache blockchain showed that the network achieved a maximum throughput of 85 transactions
per minute before performance degradation occurred. This indicates that the network can sustain high
transaction volumes efficiently within this limit.

0 10 20 30 40

Percentage of Disabled Modes

Latency with Failed Nodes (ms)

Graph 3. Stability Under Node Failures

Graph 3 shows how the system responded when a percentage of nodes were disabled. The results
indicate that when 30% of the nodes were disabled, the average latency increased to 220 milliseconds.
This demonstrates that while the system remains operational, performance is impacted under partial failure
scenarios, emphasizing the importance of redundancy and node recovery mechanisms.

The Performance Summary Table 1 presents key performance indicators for the tested blockchain net-
works. It highlights the number of nodes deployed, the average transaction latency in milliseconds, and the
maximum throughput measured in transactions per minute, on the indicators of the algorithm.

Table 1
Performance Summary Table
Blockchain System Nodes Average Latency (ms) (tra-:l's];(::ltji%l;zr;in)

Hyperledger Fabric 50 138 64
Quorum 30 112 70
MultiChain 40 125 61
EthereumTestClone 100 108 85
Tezos 20 148 59

The Security and Resilience Assessment Table 2 summarizes the results of security stress tests
conducted on the blockchain networks. Three key attack types were evaluated:

— Random Number Prediction Attacks: out of 500 attempts, none succeeded, demonstrating that
the blockchain systems use strong cryptographic randomness mechanisms.

— Message Interception Attempts: 200 attack attempts were made to intercept and alter transaction
data, but two were successful, confirming the robustness of encryption and network security.

— Node Failures: simulating failures in 100 nodes showed that the systems remained stable, indicating
high resilience and fault tolerance.

The results confirm that the tested blockchain platforms implement robust security measures, making
them reliable for applications requiring high security and resilience against cyber threats.

Table 2
Security and Resilience Assessment
Attack Type Attempts Successful Attacks Conclusion
Random Number Prediction 500 0 Secure random number generation
Message Interception 200 2 Encrypted data remains protected
Node Failures 100 0 System remains stable under stress
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Conclusion

The results of the analysis and modeling clearly demonstrate the positive impact of using checkpoints
to enhance the protection of blockchain systems against external attacks and manipulation by network
participants. The use of a checkpoint mechanism and the random selection of these points significantly
reduces the likelihood of a successful takeover of the system. The implementation of randomly selected
checkpoints ensures an even and unpredictable distribution of verification responsibilities among network
participants, substantially decreasing the risk of control or manipulation by malicious actors.

The key innovation of this approach is the use of checkpoints that are chosen in a way that appears
random but follows a specific pattern. This ensures that the selection process is fair, evenly spread out, and
difficult to predict in advance. This allows the blockchain system to maintain its decentralization and high
level of security, as it becomes impossible to predict in advance either the checkpoints or the participants
who will select them. The use of cryptographic methods, particularly elliptic curve algorithms, for generating
pseudo-random numbers ensures the fairness and transparency of the process, allowing other participants
to verify the correctness of the chosen checkpoints.

The effectiveness of this approach is evident in the added layer of security that protects the network
from data tampering or deletion attempts. The random selection system enhances blockchain reliability,
minimizes the probability of successful attacks, and upholds data integrity. Moreover, the verification
process occurs without the need to analyze every block, making the network more scalable and efficient in
executing operations.

Several key metrics can be used to evaluate the effectiveness of this approach:

— Resilience to attacks: the number of successful and unsuccessful attacks on the system.

— Network load: the reduction in computational costs due to selective checkpoint analysis.

— Unpredictability of selection: the level of decentralization that reduces the potential for manipulation
by individual participants.

— Transparency and verifiability: the ability for other network participants to verify the outcome
of the chosen checkpoints.

The results pave the way for further research in the following directions:

1. Improving random selection methods: exploring alternative algorithms for generating pseudo-random
numbers that could reduce computational costs and increase checkpoint selection efficiency.

2. Optimizing checkpoint parameters: studying optimal intervals and frequencies for selecting checkpoints
to minimize system load.

3. Long-term stability analysis: investigating the impact of this mechanism on system resilience over
extended periods.

4. Developing metrics to detect manipulation: introducing additional metrics to timely identify and prevent
attempts to influence checkpoint selection.

The use of random checkpoints is a promising solution for enhancing blockchain security, minimizing the
risk of data tampering or deletion. This approach preserves the decentralized nature of the network while
improving its reliability and resistance to external attacks. This research lays the foundation for developing
more flexible and secure blockchain systems capable of withstanding evolving cybersecurity challenges.
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AHomauis. Y nomoyHomy 0ocridxxeHHi byr1o posansHymo rnpobremy nidsuweHHs eghekmugHocmi rpo-
uecy po3pobKu Ho8020 rpoepamMHO20 3abe3rneqyeHHs WIISXOM 8UKOPUCMAaHHS rpo2HoCcmMuy4HuUx moderned,
rnobydosaHux Ha ocHoai noditl, WO hiKCyrombCs MPOMs20M yCb020 XUmmegoao yukry npodykmy (SDLC).
Y cy4acHOMy KOHKYpeHmHOMY cepedosulli po3pobKu rnpoepamMHO20 3abe3rneqyeHHs onmumisayis 8UKo-
pucmaHHsi pecypcie i paxysaHHs1 nonepedHb020 00c8idy € KpUMUYHUMU Ori1 3MEHWEHHSI Yacy 8uxoly
npodykmy Ha PUHOK ma nidsuueHHs1 ioeo sskocmi. B pobomi npornoHyembcsi sukopucmosysamu rnooil
SDLC sk HadiliHy ocHosy Ois1 rnnaHyeaHHsi mepMiHie i 0bcsieie 8urnycKy HO8UX eepcili MPodykmy. Takox
po3senssdaembcsi O0UinbHICMb 8UKOPUCMAaHHS pero3umopiie 8idkpumozao kody sik dxepena noditi SDLC
y eunadkax, Konu rnpodykm repebysaec Ha paHHix cmadisix po3pobku U we He Mae ernacHoi icmopii nodid.
Hns docnidxeHHs 6yrno subpaHo HU3KY MPOEKMig 3 8iOKPUMUM KOOOM, WO MICMSmMb 3Ha4YHy KillbKicmb
icmopuyHux daHux w000 3MiH KOOy, 8UpilueHHST 3adad | susierieHux Oeghekmis, a came: Spring, Mockito,
Quarkus, DBeaver.

[nsa anpobauii nidxody 6yno po3pobrieHo Modernb MpoeHOo3yeaHHs 0eghekmis, sika gpaxosye obcsie su-
KOHaHuXx 3alay, 3MiH KOOy ma (o020 yuKkroMamuyHy ckrnadHicms. HasdaHHs moderi 3dilicHosanocs Ha
ocHosi daHux npoekmie epyrnu Spring, a nepesipka ii moyHocmi — Ha 6a3i 0aHUX pero3umopiie rnPoeK-
mie Mockito, Quarkus, DBeaver. Y npoueci docnidxeHHs1 6yrno nidmeepdxeHo eghekmusHicmb mModeri ma
MOXugicmb ii 3acmocyeaHHs 011 IPO2HO3y8aHHS U MOKPaWEeHHS Npouecy po3pobKu HO8020 Mpo2pamMHo-
20 3abe3rneqyeHHs.

Modernb makox npodemoHcmpysana 30amHicmes adanmysamucs 00 Ho8UX OaHUX, W0 8i0KpUBaE MOX-
nusicms i iHmezpauii y npouecu 6esnepepsHoi iHmezpauii ma po3zopmaHHsi 51 agmomMamu308aH0o20
aHarnisy skocmi KoOy U rnaHysaHHs 8UIyCKi8 rpoepamMHO20 rpodyKkmy.

Pesynbmamu OocridxeHHs1 cgid4amb Mpo 3Ha4YHUl rnomeHujana 3acmocy8aHHsI MawUHHO20 Hag4yaHHs
0n1s1 nokpawieHHs1 SDLC, a makox nidomeepoxXyromb O0UiNbHICMb 8UKOPUCMAaHHS perno3umopiig 8idkpumo-
20 K0Oy sik HadiliHo20 dxxeperna OaHuXx.

Knroyosi cnoea: Cl, CD, npoeHo3y8aHHs, npoepamHe 3abearieqyeHHs, MawuHHe Hag4aHHs, SDLC.

THE PROBLEM OF FORECASTING NEW SOFTWARE DEVELOPMENT: USING
OPEN SOURCE REPOSITORIES TO BUILD FORECASTING MODELS

Anton Zahorulko, Ph.D. student, Open International University of Human Development “Ukraine”, Kyiv,
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Volodymyr Pavlenko, Ph.D., Open International University of Human Development “Ukraine”, Kyiv,
Ukraine. https://orcid.org/0000-0002-3958-0415, pavienko.v@i.ua

Abstract. This study addresses the problem of improving the efficiency of the software development
process by utilizing predictive models based on events recorded throughout the entire Software
Development Life Cycle (SDLC). In today’s competitive software development environment, optimizing
resource utilization and leveraging past development experience are critical for reducing time-to-market
and enhancing product quality.

The study proposes using SDLC events as a reliable foundation for accurately planning release timelines
and volumes of new product versions. It also examines the feasibility of utilizing open-source repositories
as sources of SDLC events in cases where a product is in its early development stages and lacks its own
event history. For the research, a selection of open-source projects containing a substantial amount of
historical data on code changes, task resolution, and defect identification was analyzed, including Spring,
Mockito, Quarkus, and DBeaver.

To validate the approach, a defect prediction model was developed, considering the volume of completed
tasks, code changes, and its cyclomatic complexity. The model was trained using data from the Spring
project group, while its accuracy was tested on repository data from Mockito, Quarkus, and DBeaver. The
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study confirmed the model’s effectiveness and its applicability for predicting and improving the software
development process.

Additionally, the model demonstrated adaptability to new data, enabling its integration into continuous
integration and deployment (CI/CD) pipelines for automated code quality analysis and release planning.
The research findings indicate a significant potential for applying machine learning to enhance SDLC and
confirm the feasibility of using open-source repositories as a reliable data source.

Key words: Cl, CD, forecasting, software, machine learning, SDLC.

Bctyn

B ymoBax LWBMOKOrO poO3BUTKY TEXHOIOTNIN Ta 3pOCTaHHS KOHKYpeHLii y cdepi po3pobkn nporpamHo-
ro 3abesneyeHHs BaXXNMBOK CTA€ ONTUMI3aLis BUKOPUCTAHHSI PecypciB i JOCBiAY, HAKONMUYEHOro nig vac
po3pobkn nonepeHix NPoaykTiB. MoXNMBICTb BUMYCKY MPOrpaMHOro NpoAyKTy HanexHoi SKOCTi B 3anna-
HOBaHi CTPOKM € OOHWM 3 KITHOYOBMX (PaKTOPiB KOHKYPEHTOCMPOMOXHOCTI MPOAYKTY, Aa04M MOXIUBICTb
oTpMMaTV HanbinbLUNA edekT Big 06’egHAHHSA 3yCUb TEXHIYHOTO Ta MApPKETUHIOBOTO CKITALHWUKIB.

BuacHuin BUNycK HOBUX BepPCi MpOrpaMHOro MpoaykTy BEMWKOK MIPO 3anexuTb Bi edPeKTUBHOro
yMpaBriHHA NPOLIECOM PO3pobKM, LLO BKIOYAE MIIaHyBaHHS, aHari3 i MPOrHO3yBaHHA >XUTTEBOMO LMKMY
nporpamHoro 3abesneyeHHsa (SDLC).

Mogpii SDLC, Taki 9k BUNYCK HOBUX BEpPCi NpoayKTy, po3pobka BUMOT, BUKOHAHHSA 3a4ay po3pobHuKa-
MW, BUNpaBneHHs AedekTiB, 3MiHa KOAY, TeCTyBaHHA (DYyHKLUiOHany NpoayKTy KOMaHOOK KOHTPOMO KO-
CTi, MOHITOPMHI MOMMITOK 36ipKW, PO3ropTaHHs Ta PYHKLIOHYBaHHSI NMPOAYKTY Y BUPOOHNYOMY CepenoBuLL;,
MOXYTb cnyryBaTu 6asoBummn metpukamm edoektmBHocTi SDLC. 36epiraHHs Ta aHarni3 LMx nogin CTBOPHOE
OCHOBY [1151 NPOrHO3YBaHHS BUTPAT pecypciB Ta aHarnidy pusuKiB, NOB’A3aHUX 3 BUMYCKOM HOBUX BEPCIil.

MporHo3yBaHHsA BUMYCKY pPaHHiX BEPCil NporpamMmHoOro NpoayKTy BBaXKaeTbCS JOCUTb CKIIagHO Npo-
Bnemoto y 3B’A3Ky 3 BiACYTHICTIO HasBHMX AaHux nogii SDLC gnsa aHanidy, Tomy cutyauis 3 po3BikHICTIo
aHOHCOBaHOI Ta (pakTUYHOI AaTv BMNYCKY NepLuMx BepCini NPOAYKTY € JOCUTb YacTUM BUMAAKOM Y CBITi
po3pobkm NporpamMHoro 3abesneyeHHs.

[nsa BuUpileHHs Liei npobneMy NponoHYeTbCSt BUKOPUCTAHHSA CTOPOHHIX Axepen aaHux nogin SDLC.
OpHUM 3 TakMxX [Xepen AaHuX MOXHa BBaXKaTu peno3nTopii BigkpuToro kogy [1; 2].

PenosuTopii BigkpuToro koay, anga npuknagy GitHub [3], akuii Hanivyye noHag 300 MinbiioHIB Bigkpu-
TUX PENO3NTOPIIB, € 4OCUTb 3MICTOBHUM Jkepernom AaHux nogin SDLC, wo moxyTb 6yTv BUKOpuUCTaHi ons
noBynoBuM Ta HaB4aHHSA NPOrHOCTUYHUX Modenen. Cepen HasBHUX NPOEKTIB 3 BIOKPUTUM KOAOM € BGaraTto
Takux, WO LUMPOKO BUKOPUCTOBYIOTLCS sk 6ibnioTekn Ta nnatcopmu Ans po3pobku cyvacHoOro nporpam-
Horo 3abesneyeHHs. Takum npuknagom e Spring Framework Ta Spring Boot [4; 5], siki € nnatdopmoto ans
peanisauii cepBiCHUX JoOaTKiB, Yy TOMY YMCNi 3aCHOBAHMX Ha MiKPOCEPBICHI apXiTekTypi.

Tabnuus 1
OcHoBHi MeTpukn penoautopiis Spring Framework Ta Spring Boot
Spring Boot Spring Framework

3apaui 42623 30994
Bepcii 338 379
3MmiHu Kogy 42774 11880
3MiHn channis 178335 53270
HasBHi paHi 3 2013 2003

AHani3 gaHux, Wo HagawTb peno3nTopii BIAKPUTOro kody, € AOBOMi MOWMpeHM cnocobom anpobali
rinote3 Ta nobyaoBu Kopensuin, ona npuknagy, y cratTi [1] AoCniaHMKK aHani3ytoTb ANHAMIKY PO3BUTKY
NPOEKTY B Yaci y po3pisi po3BUTKY Ta chiBrpaLi CrifibHOTK PO3POOHNMKIB HABKOITO NPOEKTY, Y CTaTTi [2] npo-
MOHYETLCS IHCTPYMEHT 4115 BUSIBNIEHHS KPUTUYHUX MiCLb, LLIO BUHUKAIOTb Mifd Yac eBontoLii kogosoi 6asu 1a
BMMaratTb BinbLUMX 3ycurb 3 06CIyroByBaHHS.

MeTol NOTOYHOro AOCHiAKeHHA € anpobaLisi BUKOPUCTaHHSA Peno3nTopiiB BigKpUTOro kogy Anst no-
Oy[oBKM Ta TPEHYBaHHSI MPOrHOCTMYHOT MOAENI AN OLHKM KiNbKOCTi AedEKTIB HA OCHOBI 06CATY BUKOHAHMX
3afad, KinbKOCTi 3MiH Kogy Ta LMKIIOMaTUYHOT CKITagHOCTi 3MIHEHOIO KoAy. TakoX OLIHIOETBCHA MOXMBICTb
3aCTOCYBaHHS po3p00bneHoi Mogeni Ha NpyKIagi iHWKX peno3nTopiiB BiAKPUTOrO Koay.

MeTogonorisa gocnigkeHHs

Y NOTOYHOMY OOCRIAXEHHI PO3rNsaAanTbCs peno3nTopii BiAKPUTOrO Kody, 3aCHOBaHi Ha MOBI nporpamy-
BaHHs Java. [Ins cTBOpeHHs Ta TpeHyBaHHSA Mogeni Oynun BukopucTaHi aaHi npoekty Spring-Framework [4]
Ta Spring-Boot [5].

[nsa npoBedeHHsA AOCNigKEHHS CTBOPEHO NMporpamMHe 3ab6e3ne4vyeHHs, WO 403BOJISIE:

— EkcnoptyBaTtu gaHi anst nobyqoem Ta HaB4aHHA Mogeni 3a gonomoroto nyonivyHoro GitHub REST API.

— 3aBaHTaxuTn oTpMMaHi JaHi B 6a3y aaHux.

— O6paxyBaTu UMKNOMaTUYHY CKNadHICTb Ta KinbKiCTb 3MiH Java knacis.
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— [ligrotyBatu faHi 4ns CTBOPEHHSA Ta TPEHYBaHHA MOAENi Y PO3pi3i KOHKPETHOT BepCil.

— CTBOPUTM TPEHOBAHY MOAemnb Ha Basi anropnTMiB MaLLMHHOIO HaB4YaHHs [6].

— OuiHnTK AKicTb MoAeni CTOCOBHO MHOXWHW AaHuX, 3ibpaHux Ha 0asi iHWnX peno3nTopiiB BigKPUTOro
Kogy.

— [lepeBipnTn BNAMB 404AaTKOBOro HaB4aHHS MOAENi Ha BRaCcHUX AaHMX Ha TOYHICTb NPOrHO3yBaHHS.

Y KOHTEKCTi AOCnigKEeHHS eKCnopToBaHo Taky iHdopmauito SDLC:

— 3apaui
noaii 3apay
3MiHW BMXigHOro kogy (commits)

— bannu 3MiH BUXigHOro Koay (CTaH danny BMXiOHOIo Koy Micrisi BHECEHHS 3MiH).

Y NOTOYHOMY JocnigkeHHi nobygoBaHO Mogenb AaHux (puc. 1), Wwo Bkntovae y cebe iHopmauito cTo-
COBHO Bepcil NporpamMHoOro NpoaykTy, 3agad, wo 6ynv BUKOHaHi BNpogoBX CTBOPEHHS HOBOI BepCii, iHdop-
MaLlito CTOCOBHO 3MiH KOAY Ta CKMaaHOCTI Uux 3MiH Ha ocHoBi nogii SDLC.

BepciA
2 | kog
fnaTa cTBOPEeHHA
4 | faaTa 3aKkpuTTA

[9v]

3afavya
K04
fetekt?
[aTa cTBOpEHHA
LaTa 3aKpuTTH

[ R AV

3MiHa Kooy
e
2 | paTta cTBOpEeHHA

dain

—

Lnax
LMKNOMETHYHE CKNafHICTE
KiNBKICTE 3MIHEHKMX CTROYMOK

| 5%]

]

Puc. 1. Mogenb gaHux gns nodygoBu NPOrHOCTUYHOI Mogeni

[na nporHo3yBaHHSA KinbKoCTi AedeKTiB Y Bepcil chopMOBaHi Taki METPUKM BiANOBIAHO 40 KOXHOT HasiB-
HOI Bepcii y po3pisi JaHuX:

— 3ararnbHa KinbKicTb 3agayv (daktop);
3aranbHa KinbKiCTb 3MiHEHMX MiHin kogy (dhakTop);
— 3ararnbHa UuKnomMaTuyHa cknagHiCTb 3MiHeHoro koay (thakTtop);
— 3ararnbHa KinbKicTb AedeKTiB (MPOrHo30BaHa BeNuynHa).
Cepep KpuTepiiB BUOOPY anroputMy MaLlLUMHHOIO HaBYaHHSA MOXHA BUAINUTY Taki AK:
obmexeHa KinbkicTb 3anuciB (MeHwe 100 Bepcin);
— HeBernuKa KinbKicTb dakTopis (3 daktopm);
HeoOXiAHICTb BUCOKOI TOMHOCTI Ta cTabinbHOCTI Moaeni;

— MOXIMBA HasiBHICTb HEMIHINHNX 3B’A3KIB.

Buxogsum 3 HaBegeHUX BULLE KPUTEPITB, cepen anropuTMiB MalUMHHOIO HaBYaHHsS Mu Bubpanun Random
Forest [6] Ta Lasso [6].

Anroputm Random Forest no3Bornsie onpautoBaTh HEMiHiNHI 3aneXHOCTi, € 4OCUTb CTabiNbHUM Ta TOY-
HUM ANS HasiBHOI MHOXMHM AaHUX Ta KinbKOCTI hakTopiB, He noTpebye Hopmanisauii Ta macwTabyBaHHs
OaHuX, Tonepye HepiBHOMIPHICTb PO3MNOAINY AaHWX, MEHLL YyTAMBUIA OO LUYMY.
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Anroputm Lasso € gocutb cTabinbHUM Ta TOYHUM ANS HASBHOI MHOXWHW, XapakTepy (4MCroBi) AaHnx
Ta KiNbKOCTI (hakTopiB, 3MEHLLYE PUSNK MYNBTUKONIHEAPHOCTI MiXK ddakTopaMu Ta MEHLL YyTAMBUIA A0 LUyMy
OaHnXx.

Pe3ynbTaTu gocnigxeHHsA

[na BMKOHaHHS gocnimpkeHHa My ekcnoptyBany nogii SDLC 3 penoautopiiB Spring Boot Ta Spring
Framework [4; 5] Ta cTBOpPUM NPOrHOCTUYHY MOAESb OLIHKM KifTbKOCTI OedeKTiB 3anexHo Bif, KiflbKOCTI
3apad, BKMIOYEHUX OO0 Bepcii NpoaykTy, 3aranbHOi KiNbKOCTI 3MiIHEHMX CTPOYOK KOAY Ta LUKNOMAaTUYHOI
CKMNaaHOCTI 3MiHEHMX Java knacis.

MobypnoBaHa nporHocTuyHa mogens (Tabn. 2) gossonuna OOCArTM cepenHboi abCconioTHOI NOXMOKM
(MAE) y 3%, a TakoX BUSIBUTH, LLIO BCi TPU DaKTOPU € 3HaYyLLMMK A5 NPOrHO3YBaHHS Ta MaroTb Npubnms-
HO OZIHaKOBWI BNIIMB Ha pe3ynbrar.

Tabnuus 2
XapakTepucTunkm nobyaoBaHUX NPOrHOCTUYHUX MOAENEN
Random Forest Lasso
MAE, % 2,67 3,28
dakTop KinbkocTi 3agay, % 36 0
PaKTop KiNbKOCTi 3MiIHEHWUX CTPOYOK KoAay, % 34 75
daKTop LMKIOMATUYHOI CKNagHOCTI 3MiH, % 30 25

[nsa nepeBipkv1 mogeni M1 3anyy4nnu aaHi penosvTopiiB BiAKPUTOro Koay, WO Hanexarb rpyni NpoekTiB

Spring (Spring-Framework) Ta iHwi (Tabn. 3), Wo He HanexaTb rpyni NpoekTiB Spring. 3any4eHHs penosu-
TOpIIB, L0 HEe Hanexarb A0 rPynu NPOEKTIB Spring, € BaXXNVMBUM AN NepeBipkn MOXIMBOCTI 3aCTOCYBaHHS
nobygosaHoi mogeni ans aHanisy SDLC nporpamMHux npogyKTiB, CTBOPEHUX IHLUMMW KOMaH4aMn PO3POBKN.

Tabnuusa 3
OCHOBHI METPUKN pPeno3nTopIiB, 3anyvyeHnx Ansi NepeBipkM OTPUMaHNX Moaenemn
Mockito DBeaver Quarkus
3apaui 42623 30994 42266
Bepcii 338 379 343

3miHn kogy 42774 11880 37027
3MmiHu hannis 178335 53270 239281
HasBHi gaHi 3 2013 2003 2018

Pesynsratv nepeBipku NPOrHOCTUYHUX Modernen, NnobyaoBaHMX 3a 4ONOMOIo Peno3nTopito BiAKPUTOrO

koay Spring-Boot, onsi peno3nTopiiB BigKpUTOro Kogy HaBeaeHi Huk4e B Tabnmusx 4, 5.

Tabnuugsa 4
Pesynsrati nepeipkn NodynoBaHoi NPOrHOCTUYHOT Mogeni Ha 6asi anroputmy Random Forest
Random Forest Spring- Mockito DBeaver Quarkus
Framework
MAE, % 4 2,40 8,18 3,63
MAE, % 3 goHaB4YaHHAM Mopeni
Ha AaHuX penos3unTopito, Lo 3,75 2,21 7,44 3,45
nepeBipsieTbCs
Tabnuusa 5
Pesynbrati nepeipkn NobygoBaHOi NPOrHOCTUYHOT MoAeni Ha 6asi anroputmy Lasso
Lasso Spring-Framework Mockito DBeaver Quarkus
MAE, % 6,54 4,65 7,71 4,5

AHani3 pesynsrariB

OTpumaHi pesynbraT NokasytoTb AOCTAaTHIO TOYHICTL NoByaoBaHUX Modenen, ska BapitoeTbes Big 3%
0o 8% 3anexHo Big anropntMy Ta peno3uTopiiB BiAKPUTOrO Koay.

Mogenb nobygosaHa 3a gonomMoroto anroputmy Random Forest € TouHiLwoto, Hixk mogens Ha 6asi anro-
put™my Lasso.

ExkcnepumeHTn 3 goHaB4YaHHAM Lasso mogeni He NpOBOAUIUCK, OCKINbKU LIV aniropuTM He nigTpumye
TaKy MOXIMBICTb, EQUHWIA BapiaHT HaBYaHHS B TaKOMY BUMNaAKy — Lie CTBOPEHHS HOBOI Mogeni Ha 6asi MHO-
XUHW AaHnx 060x peno3nTopiiB, LLLO HE MAE CEHCY B KOHTEKCTi MOTOYHOrO JOCHIIKEHHS.
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MoxHa Big3HaumTK, wo anroputm Lasso, Ha BigMiHy Big anroputMy Random Forest, 3HexTyBaB hak-
TOPOM KiflbKOCTi 3afad y Bepcii Ta iCTOTHO BUAINMB (PakTop 3MiHEHWUX iHIN KOQY SK OCHOBHOMO YMHHMKA
BMMMBY Ha KiNbKiCTb AedekTiB y kofi. Lie Bkasye Ha BiAHOLLEHHS1 KONiHeapHOCTi MK dpakTopamu.

Y BMnNagKy BUMKOPUCTaHHs anroputmy Random Forest 3 MOXNMBICTIO JOHABYAHHS €KCMEPUMEHTM Mo-
Kasanu, Wo TOYHICTb MoAeni nokpawmnacb y cepegHboMy Ha 7%, Wo niaTBepakye ePeKTUBHICTb Liel
npoweaypw.

BucHoBku

BukopucTtaHHs peno3uTopiiB BigkpuToro koay ans aHanidy nogivn SDLC i, sik pesynbrat, CTBOPEHHS npo-
FHOCTMYHMX MoZenen € edheKTUBHUM NiAXO40M ANsi BUPiLLEHHsT npobrnemu nporHo3yeBaHHa SDLC gns Ho-
BMX MPOAYKTIB Ta KOMaHA, L0 HE MaloTb BIACHOI iCTOPIi po3po6Ky.

[ocnimpkeHHsa nigTBEpAMNO AOUINbHICTE BUKOPUCTAHHSA PEno3MTOpIiB BIOKPUTOrO KoAy SIK HadilnHOro
pKepena gaHux Ans noninweHHs SKOoCTi Ta NiiaHyBaHHS BUMYCKY HOBUX BEPCIN MPOrpaMHOro NpoaykKTy.

OHoBneHHs Ta aganTtauia nobyaoBaHUX MPOrHOCTUYHUX MOAENEN 3 BUKOPUCTAHHSM JAHUX KOHKPETHOMO
NPOayKTY A4S BpaxyBaHHsi MOTOYHMX 0COBNMBOCTEN po3pobkun 403BONSIE 3a0e3neunTn 6e3nepepBHUi 3B0-
POTHUI 3B’A30K 3 MOAENAMU Ta MiABULLYE TX NPOrHOCTUYHY TOYHICTb.

MoykHa npunycTuTK, WO iHTerpauis NporHOCTUYHUX mogernen y cepeposuwe CI/CD gna asTomaTtunso-
BaHOIO KOHTPOIO AKOCTi MporpamHoro 3abesneyeHHss 4O3BONMUTL NiABULLNTY piBeHb edoekTnBHoCcTi SDLC
3aranom.
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Abstract. The quality of biomedical signals collected by wearable devices is crucial for accurate physi-
ological monitoring and detecting potential deviations. This study evaluates the effectiveness of various fil-
tering algorithms for photoplethysmographic (PPG) signals, including low-pass, moving average, weighted
average, and Kalman filters, to determine the optimal method for noise reduction while preserving key pa-
rameters such as heart rate (HR) and blood oxygen saturation (SpO,). Data were collected using an ESP32
microcontroller and MAX30102 sensor in stationary and motion conditions. Noise levels were analyzed
over 20-second intervals with high artifact presence. The results indicate that the Kalman filter achieves the
best balance between noise suppression and signal integrity, preserving peak components and ensuring
accurate physiological readings (HR: 87.06 bpm, SpO.,,: 85.37%). In contrast, the low-pass filter excessively
smooths peaks, affecting accuracy, while the moving and weighted average filters offer moderate noise
reduction with varying adaptability. The findings highlight the importance of selecting appropriate filtering
techniques based on computational constraints and noise levels. The Kalman filter is preferred for real-time
monitoring in dynamic conditions, while simpler filters may suffice in lower-noise environments. A compari-
son of the filters showed that the combination of a Kalman filter and a weighted average filter provides the
highest accuracy and reliability. Such filtering was used in an integrated home-use system that monitors
and predicts respiratory pathologies in patients outside of clinics, allowing them to monitor their health
status independently. The system supports doctors in diagnosing respiratory disorders through remote
access to patient information. Future research could explore machine learning-driven adaptive filtering for
enhanced diagnostic accuracy and real-time medical applications.

Key words: photoplethysmography (PPG), biomedical signal filtering, wearable devices, Kalman filter,
low-pass filter, moving average, weighted average filter, medical monitoring.

AOCNIAXEHHA E®EKTUBHOCTI ANFOPUTMIB @INbTPALII BIOMEANYHUX
CUTHANIB Y PEAJIbHOMY YACI

AHamonit lempeHko, 8.m.H., npog., HauioHanbHUl mexHiyHUl yHisepcumem YkpaiHu «Kuigcbkul ro-
nimexHiYHUU iHcmumym imeHi leopsi Cikopcbkoz2o», Kuie, YkpaiHa. https://orcid.org/0000-0001-6712-7792,
tolja.petrenko@gmail.com

Onez Bbono6aH, acucmeHm, HauioHanbHUl mexHiYHUU yHieepcumem YkpaiHu «Kuigecbkull nonimex-
HiYHUU iHecmumym imeHi lzopsi Cikopcbkoz2o», Kuie, Ykpaina. https.://orcid.org/0009-0004-9074-4077,
bolobanoleg@gmail.com

AHomauis. Slkicmb 6iomMeduyHUX cuaHarige, 3ibpaHuX HaminbHUMU MPUCMPOSMU, Mae eupiliarnbHe
3HaYeHHs1 Or1s1 MOYHO20 (hi3ioroaiyHO20 MOHIMOPUH2Y ma BUSIBNIEHHST MOMEHUIUHUX 8iOXUNEHb. Y UbOMY
0ocnideHHI OUiHEHO egheKmuBHICMb PIi3HUX arzopummig insmpauii gpomonnemusmozpagpiyHux (@)
CueHarie, 8KIYardu inbmpu HU3bLKUX 4acmom, KO83H020 cepedHb020, cepedHb0o38axxeH020 ma Kari-
MaHa, Ors 8U3Ha4YEeHHsT ONMUMaribHO20 MemoQdy 3MEHWEHHST WyMy y pa3si 36epexeHHs1 KI4o8ux napa-
mMempie, makux sik yacmoma cepuesux ckopoderb (HCC) ma HacuveHHsi Kpoei kucHem (SpO,). [aHi 6ynu
3i6paHi 3a doromozoro MikpokoHmpornepa ESP32 i 0amyuka MAX30102 e ymosax cmauioHapy i pyxy. PigHi
wymy byrnu npoaHanizoeaHi npomsizom 20-ceKyHOHUX iHMepsariie 3 8UCOKUM eMicmom apmeghbakmia. Pe-
3ynbmamu nokasyroms, wo inemp KanmvaHa docsieae Halikpawio2o 6anaHcy MK rnpuOyueHHsIM Wymy i
uinicHicmio cueHary, 36epizaroyu rikosi KOMIOHeHMU i 3abe3are4qyrodu moyHi ¢izionoaiyHi nokasHuku (YCC:
87,06 yo/xs, SpO,: 85,37%). Ha npomueazy ubomy, qiribmp HU3bKUX Yacmom HadMipHO 32n1adxye riku,
w0 ennueae Ha Mo4YyHicmb, modi K hilbmpu KO83HO20 Ma cepedHb038aXKeHO020 cepeldHbo2o 3abesreyy-
oMb MOMIPHE 3MEHWEHHS WyMy 3 pi3Hoto adanmusHicmio. OmpumaHi pe3yrbmamu niOKpecriromb 8ax-
nusicmb subopy 8idrnosiOHUX Memodie ghilbmpauil Ha 0CHO8i 0b6YUCI08aIbHUX OOMEXEHD | PigHI8 WyMy.
@inbmp Kanmaxa € kpauwjum 01151 MOHIMOPUH2Y 8 pearlbHOMYy Yaci 8 QUHaMIiYHUX yMoeax, modi ik mpocmilui
insmpu mMoxyms 6ymu docmamHimu y cepedosuuiax 3 HU3SLKUM pigHeM wymy. [TopieHsIHHS binbmpie
rnokasarsno, wo KombiHauis ¢inbmpa KanmaHa ma cepedHb0O38axeHo20 hinbmpa 3abesnedvye Halusuwly
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moyHicmb ma HadiliHicmb. Taka ghinbsmpauiss bysria sukopucmaHa y cmeopeHil iHmeaposaHit cucmemi 0515
doMalHb020 BUKOPUCMAHHS, siKka eidcmexye ma rnpo2Ho3ye OuxarbHi namosoail nayieHmie 3a mMexamu
KniHiK i 0o3eors1si€ iM camMocmiliHo KOHmponteamu cmaH 30opoe’s. Cucmema 3abesriedye nidmpumky -
Kapig y OiaeHocmuyi duxanbHux posnadie Yepe3 giddaneHuli docmyn Ao iHghopmauii npo navieHmis. Y ro-
Oanbuiux 0ocidxeHHsIX MoxHa 6yrno 6 eugyumu adanmuegHy hiflbmpauito Ha OCHO8i MalWlUHHO20 Hag4yaH-
Hs 0r1 nid8uUWeHHSI MoYHOCcmi GiagHOCMUKU ma MeOUYHUX 3acmocyeaHb y peasibHOMY Haci.

Knroyosi cnoea: coomonnemusmozpacpisa (®rIlN), cbinompauis biomeduyHUX cueHarie, HOCUMI rpu-
cmpoi, pinemp Kanmara, inbmp HU3bKUX Yacmom, KO83He cepelHe, cepedHbo3saxkxeHul ¢hinbmp, me-
OUYHUL MOHIMOPUHe.

Introduction

With the development of technology, wearable medical devices have become an important component
of modern preventive and personalized medicine. These devices provide continuous monitoring of
physiological parameters, such as heart rate, blood oxygen saturation, respiratory rate, and other critical
indicators. The accumulated data opens up new opportunities for timely detection of pathological changes
in the body, including cardiovascular and respiratory disorders. However, the effectiveness of these devices
depends not only on the accuracy of the sensor modules, but also on the ability to process the received
biosignals in the face of significant external interference [1].

One of the main challenges in processing biomedical signals is their susceptibility to noise and artifacts
resulting from user movement [2], external electromagnetic interference, and changing environmental
conditions. Even a slight movement of the hand or a change in body position can cause significant distortion
of the photoplethysmography (PPG) or electrocardiogram (ECG) signals [3], which leads to erroneous
interpretations of biophysiological processes. Reducing the impact of these artifacts is a prerequisite for
ensuring reliable diagnostics and improving the accuracy of disease prognosis.

Modern signal processing methods are focused on the use of various filtering algorithms that allow for
effective noise removal and preservation of the informative part of the signal. These algorithms include low-
pass and high-pass filters, moving average filters [4], weighted average methods, and adaptive algorithms,
such as the Kalman filter [5]. The choice of the optimal approach depends on several factors: the type of
noise, the dynamic characteristics of the signal, and the limitations of the hardware platform on which the
processing is performed.

In the context of wearables, the main problem is the limited computing resources of microcontrollers
used for local data processing [6]. Unlike cloud platforms, where large amounts of memory and high
computing power are available, microcontrollers have limited RAM and relatively slow processors. This
creates additional challenges in the development of real-time systems, where each algorithm must not only
be efficient but also optimally adapted to hardware limitations. In addition, it is critical to minimize power
consumption to ensure long battery life of devices.

This article aims to investigate different algorithms for filtering biomedical signals and evaluate their
effectiveness in the context of using them on microcontrollers with limited resources. We will consider both
classical approaches and modern adaptive methods that can be implemented on portable devices with
minimal performance loss. Particular attention is paid to analyzing the impact of filtering on signal quality
and real-time processing delay. The results of the study will allow us to formulate recommendations for
developers of portable medical devices on the optimal choice of data processing algorithms depending on
the specifics of the application and technical limitations.

Thus, the reasonable implementation of effective filtering algorithms at the microcontroller level can
provide a significant improvement in the quality of diagnostic data, increase the reliability of real-time
systems, and extend the battery life of wearable devices. This opens up new opportunities for the use
of personalized medical systems in everyday life, in particular for monitoring the health status of patients
outside of medical institutions.

Materials and Methods

PPG signal data collection

To conduct an experiment to evaluate the effectiveness of the filtering algorithms, a set of
photoplethysmographic (PPG) signals was collected using a hardware platform that included an ESP32
microcontroller and a MAX30102 optical sensor. This combination was chosen due to its availability, energy
efficiency, and widespread use in portable biomedical devices. The MAX30102 provides high sensitivity to
changes in blood circulation by measuring infrared and red-light absorption, which allows for accurate heart
rate (HR) and blood oxygen saturation (SpO,) readings.

The data was collected at a sampling rate of 100 Hz, which meets the standards for biomedical signal
processing and provides sufficient detail to detect artifacts and eliminate them using filtering methods.
This choice is based on Kotelnikov’s theorem (the counting theorem), which states that for accurate signal
reproduction, the sampling rate must be at least twice the maximum signal frequency. Since the human
heart rate usually does not exceed 3 Hz (180 beats per minute), a sampling rate of 100 Hz is sufficient for
accurate reproduction of PPG signals. This is also consistent with practice, where 100 Hz sampling rate is

54



IHdbokoMyHiKaLiiHi Ta koMn'toTepHi TexHonorii, Ne 2 (08), 2024

often used to collect PPG signals in wearable devices. The data was stored on a memory card for further
processing. To avoid data loss, a signal buffering mechanism was implemented at the microcontroller level,
which allowed us to maintain a sequence of values without gaps when writing to the memory card.

Data collection conditions

To ensure the reliability of the results, the data was collected in two different experimental conditions that
maximally approximate real-world scenarios of wearable device use:

— Resting state:

The patient was in a sitting or lying position with minimal motor activity. In this condition, signals with a
minimum level of artifacts were expected to be obtained, which allows them to be used as a benchmark for
comparison. This mode is important for testing filters for their ability to preserve signal information without
excessive smoothing of its key components, such as peaks and minimum fluctuations.

— Condition in motion:

The patient performed moderate physical activity, which included arm movements, walking, and changes
in body position. This condition simulated typical scenarios of using wearable devices in everyday life,
where motion noise is often observed, which significantly affects signal quality. The data obtained in this
condition is key to testing filters for their ability to effectively eliminate artifacts while preserving important
biomedical signal features.

For each of the two conditions, 5 independent signal recording cycles were performed, each lasting 5
minutes. This approach provided a significant amount of data for statistical analysis and comparison of
different filtering algorithms.

Selecting segments for analysis

The collected signals were characterized by various noise levels that varied depending on the intensity
of motor activity. To investigate the effectiveness of the filtering algorithms in the most difficult conditions,
a 20-second segment (Figure 1) with the maximum level of artifacts was selected from each recording.
The choice of this interval was based on visual analysis of the signal and automatic detection of areas with
the largest deviations from the baseline, which are usually associated with movement or electromagnetic
interference.
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Fig. 1. Raw photoplethysmographic (PPG) signal at rest

The graph (Figure 1) shows the raw photoplethysmography (PPG) signals collected using the MAX30102
sensor and the ESP32 microcontroller under controlled experimental conditions. The signals reflect two
main channels: the infrared channel (IR) and the red channel (Red), which are used to determine the heart
rate (BPM) and blood oxygen saturation (SpO,). In addition, the graph shows peak points that correspond
to moments of systolic blood pressure.

— Blue curve (Raw IR Data): Displays the raw signal received from the infrared channel. This signal is
the main one for estimating heart rate because it is sensitive to changes in blood volume in tissues.

— Green curve (Raw Red Data): Shows data from the red channel used to calculate SpO,,. This channel
reflects the amplitude fluctuations caused by the oxygen saturation of the blood.

— Orange marks (Peaks): Indicates the peak values of systolic waves that correspond to the moments
of maximum blood filling of the vessels. These peaks are critical for calculating BPM.

The signals collected during the user’s motor activity are characterized by a significant level of noise and
artifacts, which is a typical problem for wearable devices in real-world use cases. During the experiment,
the data was collected in a moderate motion mode that simulated walking, hand movements, or changes
in body position. This resulted in significant distortions in the signal amplitude, in particular in the form of
sudden spikes or oscillations that went beyond the characteristic fluctuations of the heart rate.

The graph (Figure 2) shows the raw signals collected during the user’s motor activity, illustrating the
typical artifacts characteristic of this condition. The signals are obtained from two main channels: infrared
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(IR) and red (Red), which are the basis for calculating biomedical indicators, such as heart rate (BPM) and
blood oxygen saturation (SpO,).
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Fig. 2. Raw photoplethysmographic (PPG) signal during the user’s motor activity

The graph shows several key features:

— Unstable amplitude: Both the IR and Red channels show significant fluctuations due to the movement
of the sensor on the skin or slight changes in body position.

— Sudden peaks and dips: The signal occasionally contains sudden spikes in amplitude that may be due
to slippage of the sensor or short-term loss of skin contact.

— Low frequency noise: Smooth changes in the baseline of the signal indicate drift caused by slow
movements or uneven pressure on the skin.

These features demonstrate the complexity of processing raw signals while in motion. Without proper
filtering, such artifacts can lead to erroneous heart rate and SpO,, values, which critically affects the reliability
of measurements. The selected data segments (Figure 2) are ideal for testing filtering algorithms because
they contain typical distortions encountered in real-world wearable device use.

Methodological foundations and implementation of filtering algorithms

Signal filtering is an integral part of biomedical data processing, especially when it comes to real-time
wearable devices. Biomedical signals, such as photoplethysmography (PPG) and electrocardiogram
(ECG), are prone to a variety of noise and artifacts that can be caused by the user’s motor activity, external
electromagnetic interference, or unstable contact between the sensor and the skin. High noise levels make
it difficult to detect important physiological events, such as heart rate peaks or blood oxygen saturation.
To ensure the reliability of such measurements, efficient filtering algorithms adapted to the conditions of
operation on microcontrollers with limited resources are needed.

The study examined four main types of filters used to process biomedical signals: low-pass filter, moving
average filter, weighted average filter, and Kalman filter. Time series, especially biomedical signals such
as PPG or ECG, are sequences of values ordered in time, which have a complex structure due to the
natural variability of physiological processes and external factors. The selected filters are highly effective in
processing such signals due to their ability to take into account the time sequence of the data and adapt to
different types of noise.

Low Pass Filter

A low-pass filter is one of the most common and easy-to-implement methods of processing biomedical
signals. Its main function is to pass low-frequency signal components and suppress high-frequency noise,
which often occurs due to patient movements or external interference [7; 8]. Mathematically, this filter is
described digitally by the convolutional equation:

1 M-1
yinl =2 " hlk] - x[n ~ k]
k=0

where M determines the size of the averaging window. The larger the value of M, the more the signal
is smoothed. For biomedical signals, such as photoplethysmography (PPG), the window size is usually
chosen to average short-term noise but not to smooth systolic wave peaks.

The main advantage of this filter is its simplicity and low computational complexity, which makes it suitable
for signal processing on microcontrollers. However, its limitation is the lack of adaptability to signals with
variable frequency and amplitude, which can lead to smoothing of peaks and loss of important information.
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This filter works effectively with time series because it passes low-frequency components that correspond
to slow changes in the signal and blocks high-frequency interference that is characteristic of noise. In
biomedical data, useful information is usually contained in the lower frequency range: heart rate or heart
rate variability occupies a spectrum of up to 3 Hz. This makes a low-pass filter ideal for eliminating fast
artifacts while preserving the underlying signal dynamics.

Moving Average Filter

A moving average filter is one of the simplest and most popular approaches to smoothing biomedical
signals. It is based on averaging signal values in a certain time window, which helps to reduce random
fluctuations and noise. Mathematically, it can be described as:

1 M-1
yinl =3 > xln—k]
k=0

where M determines the size of the averaging window. The larger the value of M, the more the signal
is smoothed. For biomedical signals, such as photoplethysmography (PPG), the window size is usually
chosen to average short-term noise but not to smooth out systolic wave peaks [9; 10]. The main advantage
of this filter is its simplicity and low computational complexity, which makes it suitable for signal processing
on microcontrollers. However, its limitation is the lack of adaptability to signals with variable frequency and
amplitude, which can lead to smoothing of peaks and loss of important information.

Weighted Moving Average Filter

The weighted average filter is an advanced version of the moving average filter. Its feature is to assign
a weight to each signal value, which determines its influence on the average value. The output signal is
calculated as:

] ko wilk] - x[n — k]

nl =

g o wik]

where wk] is a weighting factor that usually gives more weight to values closer to the center of the window
[11; 12]. This filter provides better adaptation to signal changes than a conventional moving average and
reduces the likelihood of losing peak characteristics. Due to its adaptability, it is widely used for filtering
biomedical signals, in particular for eliminating motion artifacts. The main limitation is that it requires more
computing resources than a simple moving average filter, but on wearable devices with limited power, its
performance can be optimized by choosing the right weights.

This filter is a modification of the moving average filter and is even better adapted for working with time
series due to the use of weighting coefficients. Greater weight is assigned to the most recent signal values,
allowing real-time consideration of current changes. This is particularly important for biomedical signals,
where even a minor variation over a short time interval can indicate significant physiological events. Thanks
to its ability to respond quickly to changes, the filter maintains a balance between noise smoothing and the
preservation of informative signal components.

Kalman Filter

The Kalman filter is a dynamic algorithm used to recursively estimate the current state of a system in the
presence of noise. Its advantage is that it combines information about previous signal states with current
measurements, allowing for adaptive noise reduction. State prediction equation:

k=1 = AXp_qjk—1 + Bug_1

Prk—1 = APr_q—1AT +Q
where x,,,_, is the predicted state value, A is the state transition matrix, P is the prediction error matrix, and
Q is the covariance noise matrix. The Kalman filter can effectively eliminate both low- and high-frequency
noise while preserving key signal characteristics, such as systolic peaks. Its use is appropriate for processing
PPG and ECG signals with significant motion artifacts [13; 14].

The low-pass filter was chosen because of its ability to effectively eliminate high-frequency noise that
typically occurs during movement. It is simple to implement and can be customized to suit different types
of signals. The moving average filter smooths the signal by averaging its values within a specified window,
providing a simple and fast way to reduce noise. The weighted average filter, being a modification of the
previous one, provides flexible adaptation due to the dynamic selection of weighting coefficients, which
allows you to more effectively preserve the peak characteristics of the signal.

The Kalman filter deserves special attention because of its ability to adapt dynamically. By predicting
the state of the signal based on previous measurements, this filter can eliminate both high-frequency and
low-frequency noise, making it one of the most powerful tools for processing biomedical data. However, its
implementation requires more computing resources, which imposes certain limitations for use on wearable
devices.
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Results

The results of the experiments demonstrate the effectiveness of various filtering algorithms for improving
the quality of biomedical signals in real time. The main focus was on comparing the ability of filters to reduce
noise, preserve key amplitude-time characteristics of signals, and provide reliable calculations of heart
rate (HR) and blood oxygen saturation (SpO,). Experiments were conducted on samples of PPG signals
collected at rest and while users were moving to evaluate the filtering performance under different noise
and artifact levels.

This section presents quantitative and qualitative evaluations of each filter based on defined criteria
such as mean square error (MSE), peak preservation, and processing delay. Comparison of the results
allows us to highlight the advantages and limitations of each filtering method, as well as to formulate
recommendations for their use in monitoring systems based on microcontrollers with limited resources. The
presented results serve as a basis for optimizing the process of biomedical data processing and improving
the accuracy of diagnostic conclusions.

Each of the applied filters demonstrated different levels of effectiveness in terms of noise reduction,
systolic peak detection accuracy, and signhal smoothing, which allowed us not only to determine their
advantages but also to identify limitations for specific conditions of use. Low-pass filters showed a high
ability to suppress high-frequency interference, but showed a tendency to smooth out peak values, which
can negatively affect the accuracy of heart rate calculations.
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Fig. 3. Using filters on PPG data at rest

By comparing the raw data with different filters at rest (Figure 3) and during movement (Figure 4), each
of which aimed to provide accurate heart rate (HR) and blood oxygen saturation (SpO,), the methods
used demonstrated different efficiencies in noise reduction, peak preservation, and signal smoothing, which
allowed us to assess their advantages and possible limitations.

— The Low Pass Filter provided an average HR of 82.26 bpm and SpO, of 84.95%. Visual analysis of the
processed signal indicated that it was smoothed, but there were some dips and residual noise that could
lead to inaccuracies in peak detection. The filter effectively identified the main peak components of the
signal, but due to smoothing, some peaks were less pronounced, which could affect the overall accuracy
of the calculations.

— The High Pass Filter demonstrated average HR values of 91.39 bpm and SpO, of 105.40%, but the
processed signal remained significantly noisy with numerous artifacts. This led to an overestimation of
SpO, values and difficulties in correctly identifying peaks. Due to excessive noise and artifacts, the high-
pass filter was less suitable for accurate calculation of physiological parameters.

— The Moving Average Filter showed results of HR of 84.73 bpm and SpO, of 85.15%. The signal
after processing was well smoothed with well-defined peaks and minimal dips. This makes the moving
average filter a reliable tool for determining basic physiological parameters. The minimal level of residual
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Fig. 4. Using filters on PPG data during body movements

noise ensured high stability and accuracy of calculations, which allows this method to be used in real-time
systems.

— The Kalman Filter showed the best results among all the methods considered, providing HR values
of 87.06 bpm and SpO, — 85.37%. The signal after processing was almost completely cleaned of noise,
with clearly defined peaks and virtually no dips. Thanks to its ability to adaptively smooth and dynamically
compensate for artifacts, the Kalman filter provided high signal stability and calculation accuracy, making it
ideal for use in conditions with high noise levels or motion artifacts.

To evaluate the quality of the Kalman filter, the original raw signal (blue curve) and the signal after
filtering (orange curve) were superimposed (Figure 5a and Figure 5b), which allowed us to visually and
quantitatively analyze its effectiveness. The filtered signal demonstrated a high correspondence to the
original data in terms of the main amplitude and time characteristics. The Kalman filter ensured the accurate
preservation of key peak components and periodic oscillations, which are critical for calculating heart rate
(HR) and blood oxygen saturation (SpO,).

The analysis of the superimposed curves revealed that the Kalman filter does not cause significant phase
shifts or smoothing of peak points, which could lead to the loss of important physiological characteristics
of the signal. Instead, it effectively eliminates high-frequency noise and short-term artifacts caused by
user movements or external interference. The preservation of the natural shape of the fundamental signal
oscillations confirms that the filter works adaptively and dynamically compensates for interference without
distorting useful information.

oo |||

116,600 I

(a) (b)

Fig. 5. Comparison of the infrared (IR) signal before filtering (blue curve) and the signal processed
by the Kalman filter (orange curve): (a) at rest; (b) during physical activity
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The results obtained indicate that the Kalman filter is the optimal choice for filtering biomedical time
series, as it ensures high signal quality, preserving its natural dynamics and eliminating interference that
could negatively affect the accuracy of calculations.

Discussion

The results of this study confirm the critical role of signal filtering in improving the accuracy and reliability
of biomedical data obtained from wearable devices [15]. The comparison of various filtering techniques
demonstrates that while all methods contribute to noise reduction, their effectiveness varies depending
on the nature and level of artifacts present in the signal. The Kalman filter emerged as the most effective
approach, maintaining the integrity of the original signal while minimizing high-frequency noise and motion-
induced artifacts.

The observed superiority of the Kalman filter can be attributed to its ability to dynamically adjust to
variations in the signal [14], compensating for transient distortions without significantly altering the
underlying physiological patterns. This adaptability makes it particularly well-suited for applications where
signal fluctuations due to motion artifacts are prevalent, such as ambulatory monitoring and fitness tracking.
In contrast, while low-pass filtering was effective in removing high-frequency noise, it also introduced
excessive smoothing, potentially distorting key features such as systolic peaks. Similarly, the moving
average and weighted moving average filters provided moderate improvements in signal stability but lacked
the adaptability required to maintain precise peak detection in dynamic conditions.

The practical implications of these findings extend to the development of more reliable wearable health
monitoring systems [16; 17]. Accurate heart rate (HR) and blood oxygen saturation (SpO,) measurements
are essential for early diagnosis and continuous monitoring of cardiovascular and respiratory conditions. By
integrating adaptive filtering techniques, future wearable devices could achieve higher precision in real-time
physiological monitoring, reducing false readings and improving user experience. Moreover, optimizing
computational efficiency remains a crucial factor, as complex filtering algorithms must operate within the
resource constraints of embedded systems [18].

While this study provides valuable insights into the comparative performance of different filtering
techniques, further research is needed to refine these approaches. Future investigations could focus on
hybrid filtering strategies that combine the computational simplicity of traditional filters with the adaptability
of machine learning-based models. Additionally, expanding the dataset to include a broader range of
physiological conditions and user activities would enhance the generalizability of the findings. The integration
of deep learning models for noise detection and signal reconstruction also presents an exciting avenue for
exploration, potentially leading to self-adjusting filtering frameworks capable of optimizing signal quality in
real-time.

Conclusion

The experiments showed that the correct choice of filtering algorithms is a key factor for high-quality
processing of biomedical signals, especially in the case of wearable devices, where the level of noise and
artifacts varies significantly depending on the user’s motor activity. The applied filters showed different
levels of efficiency at rest and during movement, which allowed us to determine their advantages and
limitations.

The Kalman filter has proven its effectiveness in biomedical data processing. It not only preserved
the natural dynamics of the signal but also effectively eliminated most artifacts and noise, ensuring high
accuracy in heart rate (HR) and blood oxygen saturation (SpO,) calculations. This ability to adaptively
respond to signal variations makes it an optimal choice for use in wearable devices.

These results have practical significance for developers of wearable devices and monitoring systems,
as they help balance computational efficiency and data quality. In the future, the integration of adaptive
machine learning-based algorithms could be considered to allow automatic adjustment of filtering
parameters depending on noise levels and usage conditions. This approach will open new horizons for the
development of intelligent health monitoring systems with even greater accuracy and reliability.
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AHomauis. CepsicHo-opieHmosaHa apximekmypa (SOA) € chyHOameHmarbHOK KOHUEMNUIE y cydac-
Hux po3nodineHux iHghopmauiliHux cucmemax, wo 3abeanedye macumabogaHicmb, 2Hy4YKiCmb ma eghek-
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Y cmammi po3sansadarombcs HasigHi nidxodu 00 hopmanizauii o3HaKk cepsicig, 3okpema Universal
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cmanOapmis, Harpuknad SOAP i XML. lNpedcmasneHo Hosul nidxi0 0o ¢hopMaribHO20 Onucy cepsicis,
SKul 6asyembCs Ha 8UKOpucmaHHi MmemadaHux, nodifieHuUx Ha kameezopii: 6a308i, YyHKUIOHasbHI, KOH-
mekcmyarnbHi ma memadaHi npodykmusHocmi (QoS). 3anponoHoeaHi Modesni MemadaHux 3abesnedyyroms
MOXnugicmb eghekmugHO20 MowyKy, iHmezpauii ma ynpaeniHHs cepgicamu 8 SOA.

Okpemy ysaey npudineHo 3acmocysaHHIO Moderneli MaWUHHO20 Hag4yaHHs ma pekomeHdauitiHux cuc-
mewm 0511 asmomamu3auii nowyky ma subopy cepsicige. Y crmammi 3arpornoH08aHO CmeopPeHHs npowirie
Kopucmysadie ma eeHAopis, w0 003807190Mb Mid8UWUMU periegaHmMHicmb 8ubOpy cepsicie wWiisxoM aHa-
Ji3y icmopii sukopucmaHHs ma OUiHOK. Takul nioxid cripusie NMoKpaweHHI rpouecy npulHImMms pilueHb
wodo iHmezpaujii cepsicie ma nidsuweHHIO eghekmusHocmi pobomu iHghopmauiliHux cucmem.

Y nidcymKy cmammsi nporoHye KomrneKkcHul rioxid do ¢hopmanidauii 03HaK cepsicie, ujo 00380r1sie
nidsuwumu pieeHb cymMicHOCmi, eghekmusHOCMi ma asmomamua3ayii yripaeniHHs cepsicamu y cepgicHO-0-
pieHmoeaHux apximekmypax. 3anporoHoeaHi Memoou Crpustomb MOKPaWeHHI0 iHmeepauii cepsicig, ix
108MOpPHO20 8UKOpUCMaHHs ma adanmauii 0o 3MIHHUX 8uMOo2 Kopucmysadie ma b6i3Hec-rpouecis.

Knrodoei crnoea: cepsicHo-opieHmogaHa apximekmypa, npoini Kopucmysadig, npoini cepsicis,
gopmanizauis 03HaK, Mogu ornucy iHmepgpedcis.
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Abstract. Service-oriented architecture (SOA) is a fundamental concept in modern distributed information
systems that provides scalability, flexibility, and efficiency in the integration of software components. One
of the key aspects of SOA is the clear formalization of service features, including their characteristics,
capabilities, and constraints necessary to ensure interoperability, reuse, and autonomy in distributed
systems.

The article discusses existing approaches to formalizing service features, in particular Universal
Description, Discovery, and Integration (UDDI), as well as their shortcomings, such as the limitations
of outdated standards, such as SOAP and XML. A new approach to formalizing service descriptions is
presented, which is based on the use of metadata divided into categories: basic, functional, contextual,
and performance (QoS) metadata. The proposed metadata models provide the ability to effectively search,
integrate, and manage services in SOA.

Special attention is paid to the use of machine learning models and recommender systems to automate
service search and selection. The article proposes the creation of user and vendor profiles that allow
increasing the relevance of service selection by analyzing usage history and ratings. This approach
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helps to improve the decision-making process regarding service integration and increase the efficiency of
information systems.

In conclusion, the article offers a comprehensive approach to formalizing service features, which allows
increasing the level of compatibility, efficiency, and automation of service management in service-oriented
architectures. The proposed methods help to improve service integration, their reuse, and adaptation to
changing user requirements and business processes.

Key words: service-oriented architecture, user profiles, service profiles, feature formalization, interface
description languages.

Bctyn

CepsicHo-opieHToBaHa apxiTekTypa (SOA) € Kno4OoBOK KOHLIEMLEH Cy4YaCcHUX po3nofineHunx iHdop-
MaUinHNX CUCTEM, Lo 3abe3nevye rHy4qkiCTb, MaclTaboBaHiCTb Ta ePeKTUBHICTb iHTerpawii nporpaMmHmx
KOMMOHeHTIB. Y Mexax SOA KOXeH CcepBiC po3rnsagaeTbCs 9K CamMOCTiMHa OyHKLiOHanbHa OAMHNULSA, SKa
B3aemogi€e 3 iHWMMK cepsicaMn Yepes cTaHaapTuM3oBaHi iHTepdencu. MNpoTte ana epekTMBHOro NOLLYKY,
BMOOpPY, KOMMNO3uLii Ta ynpaeBniHHA cepBicamMmy HeobxigHa ixHA 4iTka hopmanisauis, Wo BKOYae BU3Ha-
YEeHHS XapaKTePUCTUK, MOXITMBOCTEN Ta 0OMeXeHb KOXHOro cepaicy. Popmanisauis 03Hak cepBicy Bigirpae
KSTHOHOBY POrib Y NiABULLIEHHI CYMICHOCTI cepBiciB. Yepes BifCyTHICTb YiTKMX NigXo4iB 40 ONUCY XapakTepuc-
TVK Ta HaBUYOK CEPBICIB Bee 40 CKITAAHOLLIB LLOAO iX MOBTOPHOIO NEPEBUKOPUCTAHHS, KOMMO3ULii TOLLIO.

Bebcepsicu 3abesnevytoTe HagaHHA OyHKLiIOHANbHUX MOXIMBOCTEN, AKi NocTavarnbHUKN NoCryr npo-
MOHYIOTb PI3HUM CNOXUBaYaM y AeleHTpanisoBaHoOMYy Ta po3nogineHomMy cepefoBuLli. 3 yacom Heobxia-
HICTb 3MiH y BeOCnyxbax CnpuYmnHsie NosiBY iXHIX HOBWUX Bepci. Yacto ansa 3agoBofieHHs notpeb pisHmx
KopucTyBauiB NoTpibHe MacliTabHe HanawTyBaHHSA CNyX0, Lo 3MyLUye nocTayarnbHUKIB po3ropTatn ge-
Kiflbka BapiaHTiB BeOCNyx0, aganToBaHMX ANS KOXHOI rpynu kopucTtysadis [1].

KrnieHTam He noTpibHO 3HaTU po3TallyBaHHA cepBepiB GesnocepenHbo; iM AOCUTb MaTu OOCTyn OO
Cny>x6u noLuyKy, K1 Moxe ByTn 3abes3nedeHunii 3a 4ONOMOIoK MeXaHi3MiB MOYaTKOBOIO 3aBaHTAXEHHS,
Takux sIKk MoYaTKoBi NocuriaHHs abo LLIMPOKOMOBHI MOBIAOMIIEHHS. Ycs iHWa HeobxigHa iHdopmalis npo
MiCLIE3HaXOMKEHHSI OTPUMYETLCS Yepes Criy0by MoLuyky.

MeTa ctatTi

Y uin cTaTtTi goCnioKyTbCa Ta OOrpyHTOBYHOTBHCS Migxoam Ao dopmanisalii 03Hak cepsicy y cepsic-
Ho-opieHTOBaHIn apxiTekTypi (SOA) 3 MeTo MiABMLLEHHSA ePEeKTUBHOCTI, MacliTaboBaHOCTI Ta MHY4YKOCTi
iHdopMmaLiiHux cuctem. lMpugineHo yeary HasiBHUM pilleHHAM, Takum gk UDDI, ornsHyTo X Hegonikw.
Y cTaTTi po3rnsiaaloTbCA KMYOBI XapakTepPUCTUKN CEPBICIB, TXHSA Knacudikauis Ta npyuHumMnu dpopmarnbHO-
ro onucy, Wwo 3abe3nedvytoTb CyMiCHICTb, MOBTOPHE BMKOPUCTAHHS Ta aBTOHOMHICTb CEpBICIB y po3nogine-
HUX cuctemax. OKpeMy yBary NpugineHo npakTU4YHUM acrnekTaMm BNpOBamXeHHs hopMarizoBaHUX O3HaK
y cydacHux SOA-nnaTopmax, BKITHOYAKYN BUKOPUCTAHHS METagaHnX Ta Mogenen MallMHHOIO HaBYaHHS
AN BOOCKOHaNeHHs ynpasrniHHA cepsicamu. Kpim Toro, aHanisyloTbCs NepcrnekTyBuM BUKOPUCTAHHS Ce-
MaHTMYHOIO MOLLYKY AN aBToMaTm3auii npoueciB B3aeMoii M cepsicaMun Ta KOpUCTyBa4aMu, LLO MOXe
CYTTEBO MiABULLNTU e(PEKTUBHICTb yNpaBriHHA CEPBICHO-OPIEHTOBAHMMN CUCTEMAMM.

Ornag cxXoXux pileHb

Ha cborogHi 6ynu gesiki nigxoau, B siknx 0ynu cnpobm chopmyBaTh 3aranbHi 03HaKM Ta XapakTepPUCTUKM
cepgiciB. Cepep Takux nigxoais MmoxHa BigsHaunt UDDI (Universal Description Discovery and Integration).
Taka cuctema Byna cnpoekToBaHa K peecTp BebCepBiciB, WO AA€ MOXIMBOCTI LWOAO ONUCY Ta MOLUYKY
" iHTerpauii BebcepsiciB kopucTtyBadamu [2].

Where we are =¥

Discovery )
Messaging Description
., |upbDI | |
User
Interface™._ SOAP | | WSDL
HTML XML
HTTP
TCP/IP

Puc. 1. 3aranbHa ctpyktypa UDDI [3]
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UDDI 6a3yetbca Ha Takmx npotokonax, sk SOAP, XML, WSDL. SOAP BMKOPUCTOBYETLCSA SIK OCHO-
Ba Ansi OOMiHy MOBILOMIEHHSIMM MiXK KIiEHTaMKn Ta peecTpoM. Takuii NpoTokon 3abe3nevye cTaHgapTHUNA
dopmat XML nosigomneHb Ansi NOLWyKy Ta peecTpauii 1 oTpuMaHHs iHdopmalii npo Bebcepaicu. [aHi, Aki
onucyoTb Bebcepsic, npeactaenstoTeca y dopmati XML, Takok MOXe BUKOPUCTOBYBaTUCS MOBa OMuUCY
WSDL sk cpopmat onucy iHTepdelicie Bebeepsicis [3].

Taka TexHonoris AoBori 3acTapina n He Habyna BMCOKOro nonuTy ceped kopuctysadis. Cepen Hegoni-
KiB MOXHa Bi3Ha4YMTK NIATPUMKY 3acTapinux NpoTokoniB koMyHikauii B Mepexi — SOAP Tta XML. A Takox
HEMOXIMBICTb BUKOPUCTaHHS BinbLl Cyv4acHUX NpOoTOKoNiB 0OMiHy Ta nepeaadi AaHuX.

®dopmanisawis o3HakK cepsBicy

Y Service-Oriented Architecture (SOA) byab-skuii cepBic Moxe OyTn OonMcaHui 3a SOMOMOIOK Pi3HUX
TMMNIB MeTagaHux Ta TuniB gaHux. O3HakM CepBiciB MOXKHa NOAINMTU Ha Aeski kateropii: 6a3oBi MeTagaHi,
yHKLiOHanNbHI MeTafaHi, KOHTEKCTyanbHi AaHi, AaHi NPO NPOAYKTMBHICTb i AKICTb 06CNyroByBaHHSA TOLLO.

MeToto 6a30BMX MeTagaHuUX € HafaHHS BaXnMBOI iHGOpMaLil BUCOKOrO PiBHA NPO MOCAyry, sika no-
nerwye i igeHTudikauio, BUSBNEHHSA Ta kaTeropusalito. BiH yTBoptoe dyHOaMeHTanbHWUi piBeHb Onucy
cepBicy Yy cepBiCHO-opieHTOBaHin apxitekTypi (SOA).

Tabnuusa 1
Mpodink cepsicy
EnemeHT MeTagaHunx Uinb Mpuknan
YHiKanbHoO igeHTUgIKye Crnyxoy,
Name [03BONSAYN MOCUNATUCS Ha Hel, oTpumaTn MnaTixxHun wnios
[OCTyn i Biapi3HATK i Big iHWNX crnyx6
Description [MosicHeHHs Toro, LWo pobutb cnyxba O06pobnsie nnaTexi KPeAUTHUMKN KapTKaMm
Service ID/Endpoint | 3HaxomkeHHs Ta JOCTYMHICTb O CepBicy https://api.example.com/v1/pay
[Hossonse rpynysatu cnyx0y 3 nogibHMMm
Category/Tags nocnyramu, NonerwyoYn opraHisadito Ta Mnatexi, biHaHcK
HaBiravito Katanorom nocnyr
Version Ortoaner s aBo cymioHiontd V123

®yHKUioHanbHI MeTaaHi onucytoTb pobouyi acnekTy cryxbu, Taki Sk il BXoAuW, BUXOAW, METOAM Ta Npo-
ToKOonKn. loro ocHoBHa MeTa — HafaHHs OOKMNafHoi iHopmauii Npo Te, SK B3aeMoAiaTn 3i cnyxo6oto, Lo
[03BOMSiE PO3pOOHMKaM i cucTemMaM eEeKTUBHO iHTerpyBaTtu, CMOXMBaTWM Ta BUMKOPWUCTOBYBATU CryxOy
B pobo4mnx npouecax abo nporpamax.

Tabnuusa 2
Mpoink cepsicy, Akuii onncye yHKLOHANbHI MeTaaaHi
EnemeHT MmeTagaHunx Linb Mpuknag
BuaHauae aaHi, HeoOXigHi ANst BUKWKY
Input Specifications cnyx0u, BKMo4aroum Tmnu, gopmat Ta JSON object: {“user_id": “string”}
CTPYKTYpWU.

Onwucye paHi, Aki noBeprtae cryxba,
BKITHOYA04M TUNKU, hopMaTm Ta CTPYKTYPU.

Mepenivye KOHKPETHI yHKLii abo Aiji, Aki

Output Specifications JSON object: {“status”: “success”}

Methods/Operations MOX@ BUKOHYBATY CIIyX6a. createUser, getUserDetails
Bkasye npoTokon 3B’A3Ky, SKui
Service Protocol BUKOPUCTOBYETLCA ANst 4OCTYNY A0 HTTP, gRPC, SOAP

Cny>xou.
BusHavae chopmatn gaHux, siki

Supported Formats . JSON, XML
nigTPUMYIOTbCS 1151 BBEAEHHS/BUBEOEHHS.
Onucye 6yab-aki MexaHiamm
Authentication Requirements | aBTeHTMiKkauii, HeoOxiaHi ana goctyny Ao API Key, OAuth, JWT

Ccnyxou.

MeTaaaHi NpodyKTUBHOCTI Ta AIKOCTi o6cnyroByBaHHs (Q0S) HaaaTb MOKa3HUKM Ta XapaKTepUCTUKY,
SIKi OMUCYIOTb, HACKiNbKM obpe cepBic Npautoe 3a NeBHUX yMOB. VIoro ocHoBHa MeTa nongrae B TOMy, o6
KOpUCTyBaui Ta CUCTEMU MOITIN OLHUTK HagilHICTb, e(peKkTUBHICTb i MacluTaboBaHICTb Cry»x0u, gonoma-
ratym BCTAHOBUTW OYiKyBaHHS Ta NigTpMMyBaTV NPUAHATTS OBrpyHTOBaHMX pilleHb nig Yac iHTerpadii abo
BMbOpy nocnyr.

Takox, byaytoun Taky cuctemy, KOPUCHO 3HaTW Npodini BeHOOopPIB-NOCTavanbHNX LMX CEPBICIB i Kopuc-
TyBauiB. Npodpink KopucTyBaya Mae MiCTUTH iCTOPIl0 BUKOPUCTaHHSA BeOCepBICIB.
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Tabnuusa 3
Mpodinb MeTagaHux cepsicy
QoS Element Purpose Example
Latency Bumiptoe yac, noTpibHuin cnyx6i ans Bignosiai Ha 3anuT. 200 ms
Throughput Bkasye kinbkicTb 3anuTiB, siki cepBic MoXxe 06pobuTu 3a 500 requests/second
CeKyHay.
Uptime/Availability Mokasye BiACOTOK Yacy, MPOTAroM SKOro Mocrnyra npautoe Ta 99.99% uptime
AOCTynHa.
Error Rate Hapae BigcoTok HeB,CI,aJ'II/IX_a6O MOMMIIKOBIX 3aNWTiB 3a 0.02% error rate
NneBHUI nepiog.
Response Time Hapae petanbHi NOKa3HWKKM Yacy BiAryKy, BKYaym P99: 300 ms
Distribution cepenHi 3Ha4YeHHA Ta npoueHTuni (Hanpuknag, P90, P99). )
Tabnuus 4
Mpodinb BeHaopa cepsaicy
Used Services Purpose Example
Service ldentifier laeHTudikaTop cepsicy. UUID-string
Category Kareropisi, 4O SIKOI HANeXwuTb CepBiC. «®DiHaHCU»
Last used Oata y surnagi UNIX tlmestamp, KO OCTaHHIil pa3 kopucTysay 1738615470
3BepTaBcs A0 cepsicy abo LykaB 1oro.
Rating OuiHka cepsicy, SIKy MOCTaBMB KOPUCTYBau. 4

[Mpodini kopucTyBadiB MOXyTb CTaTh OCHOBO AN NoOygoBM pekomeHAdauiiHOT Mogeni, ika gonomMa-
rac aBToMaTM3yBaTu MOLLUYK, BMBIp i BUKOPUCTaHHS CEpBICiB Y CepBiCHO-OpieHTOBaHIn apxitektypi (SOA).
Mpodpini kopucTyBayiB TakoX JonomaraTb CTBOPHOBATU peKkOMeHAAaUinHI CUCTEMU, SKi AO3BONSAOTbL aBTO-
MaTMYHO MiabupaTty cepBicyM HA OCHOBI MONEpPeHbOro AOCBIAY KOpUCTYBaya Ta Moro nogibHocCTi A0 iHLWMX
cnoxwmBauiB. Lle 3Ha4yHO cKOpo4vye Yac Ha MOLUYyK NOTPIGHOro cepeicy, MiaBuULLYE ePEKTUBHICTb poboTn Ta
cnpusie mMubLWin iHTerpauii cepBiCHO-OpieHTOBaHMX pilleHb y BidHec-npouecu. OUiHKY cepBicy MOXxHa byae
306MpaTn TakUM YMHOM, LLO MiCrsi BUKOPUCTaHHS cepBicy abo MOoro 3HaxomKeHHSM NuTaT y KOpUcTyBaya,
4y ByB CepBiC KOPUCHUA. TakMM YMHOM, MOXHa Byae 3aKkpuTW MOBHWIM LUMKN pekoMeHAauil Ta noLlyKoBOi
Buaadi cepsicy [4; 5].

User Profile

|

Uses
'

Service Profile

Has Has
Functional Metadata Technical Metadata

Puc. 2. 3aranbHui Bug peectpy

Tako NPONOHYETLCA BUKOPUCTAHHS LIIET CUCTEMM SIK CUCTEMW AN BUSBMEHHS HOBUX Ta MOLLYKY NOTPIi6-
HMX cepaiciB. KOMyHiKaLis MixX cepBiCOM i KNIEHTOM MOXe 3A4iMCHIOBaTUCA 3a AONOMOrol Byab-akux npo-
ToKoniB Ta chopmartiB nepedadi n npeacraeneHHsa gaHux. Ha sigmiHy UDDI BukopuctoBye SOAP (Simple
Object Access Protocol) Ta WSDL (Web Services Description Language), Lo € 4OCUTb BaXXKUMK Ta CKrag-
HUMKW NS HanawTyBaHHSA | NIATPUMKK. Y BUNAAKY NPsSIMOT KOMYHIKaLiT KOPpUCTYBaY i CepBiCc MOXYTb B3ae-
MogisTh Yepes Oyab-aki AocTynHi TexHonorii, Taki sk REST, GraphQL, WebSockets, gRPC, MQTT ToLo.

Lla TexHomnoriyHa HeMTpanbHICTL Hagae OinbLUy rHYYKiCTb Y BUOOPI iIHCTPYMEHTIB Ans po3pobku Ta pos-
ropTaHHs cepB.iciB. PO3p0OOHMKNM MOXYTb CaMOCTIMHO BUMOMpATK HaMKpalli cnocobun iHTerpauii 6e3 obme-
XeHb, MOB’A3aHNX i3 3acTapinMMmu ctaHgapTamm 4 HeobXigHICTIO MATPUMKM LieHTpani3aoBaHMX PeeEcTpiB
cepsiciB.
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Taknm YnMHOM, NpsMa B3aeMoAid MK KOPUCTYBayeM i CepBiCOM He Tifnbky NiABULLYE NPOOYKTUBHICTb Ta
Gesneky, a 1 go3Bonse BMOUpaTn Byab-Aki CydacHi TexHonorii AN nepefadi AaHux, WO pobutb cuctemy
BinbLw rHy4Kol, afanTUBHOK Ta ePEKTUBHOM.

YHidikauis kKOHTpakTy B3aemogii MiXk KOMIMOHeHTaMM1 B PO3MoAiNieHnxX cuctemax

PosnogineHa cuctema cknagaetbcs 3 6e3nivi KOMMNOHEHTIB, PO3TALLOBAHUX HA Pi3HMX MaLUMHAX, SKi
B3aEMOZji0Tb, OOMIHIOUNCH AaHMMK Ta Y3rogpKytoun CBOI Aii, Wwob Ans KiHLEBOro KopuctyBada cuctema
BUMMsAAana sk eanHe uine.

Onsa BinobpaxeHHs iHdopmaLii, Lo BMKOPUCTOBYETLCS Y 3amnyLleHUX Mporpamax, 3aCcTOCOBYHTLCS
CTPYKTYpY AaHux. IHdopmaLlia npeacTaBnseTbcs y BUMSAI NOCMiAOBHOCTI 6aiTiB y NOBILOMMEHHSIX, O
nepefarTbCs MiXK KOMNOHEHTaMM PO3MNOAINEHOI cucTemMu. Taknm YMHOM, Nepeq nepegaBaHHAM gaHMX MO-
TPiIGHO NepeTBOPUTK CTPYKTYPY AaHMX HA NOCMiAOBHICTb 6anTiB. [licna oTpMaHHSA NOBIAOMITEHHS Ui AaHi
TaKoX NOBUHHI ByTW 30aTHI NnepeTBopOBaTUCS Ha3ad y NoYaTKoOBY CTPYKTYpPY AaHuX [6].

Komm'toTepy 0BpobnstoTb pisHi TMNM AaHUX, SKi MOXYTb BiOPI3HATUCSA 3anexHo Big TOro, Ae came Ui
OaHi nepepatotbes. MNMPUMITUBHI TUNW aHUX MOXYTb MaTh pi3Hi dhopmMaTn 36epiraHHsa Ta NpeacTaBEeHHS.
Hanpuvknag, uini yucna mMoxyTb BNopsaKoByBaTUCs y ABOX cnocobax: big-endian, ae ctapwuun 6ant (Most
Significant Byte) saHaxogutbcs nepwum, Ta little-endian, ge ctapwwun 6ant (Most Significant Byte) aHaxo-
OUTbCA OCTaHHIM, a monogwui 6anT (Least Significant Byte) — nepwumnm. ApXiTeKTypmn KOMM'HOTEPIB TaKOX
BiPi3HAIOTBLCS Y CNOCObi NpeacTaBNeHHs YMcen i3 NnaBakyvor KOMOI [7].

LLle ogHa npobnema nos’a3aHa i3 kogyBaHHAM cumBoniiB. Y GinblwocTi UNIX-cnctem BUKOPUCTOBYETHCS
kopysaHHs ASCII, ske BuKopucToBye oamH 6anT Ha cumBor. HatomicTe ctaHgapT Unicode 3acTocoBye ABa
GanT Ha cMMBON, J4O3BOMNSAYM NiATPUMYBATU TEKCTU BaraTbMa MOBaMMu.

o6 3abe3neunTn ycnilwHy nepegady gaHux Mk Komm'loTepamu, HeobxigHO KOHBEPTYBAaTU iX y CTaH-
naptHui dopmart. AKwo obuasa KOMM'IOTEPU MatoTb OOHAKOBY apXiTEKTYpPY, KOHBepTaList Moxe OyTu npo-
nyLieHa. Y BCiX iHLLIMX BUNagKax AaHi NnepeTBOpoTLCA Ha CTaHOapTHUIA 30BHILLHIN dhopmaT nepes nepeaa-
Yero Ta BiAHOBIIOIOTLCA Y NoKanbHMIN hopmart nicns oTpumarHs. [ng uboro gaHi nepepatotbes 'y dopmari
BigNpaBHMKa pa3oMm i3 onnucom Lpboro dopmary, Wwob ogepkyBay Mir BUKOHaTKM HEOOXiAHY KOHBepTaUito.

BapTo 3ayBaxuTu, WO cami 6anTy 3anuwialTbCA HE3MIHHUMUW M4 Yac nepefadi. YCi TNy gaHux, ski
nepefarwTbCs FK NapameTpu Y pesynbTaTi, NOBUHHI OyTW 30aTHI 4O NEPETBOPEHHS Yy NMPUAHATHUIA bop-
MaT gns niaTpuMmkm mexaHiamie Remote Procedure Call (RPC) a6o Remote Method Invocation (RMI). Ta-
KM YMHOM, CTaHAapT 30BHILLUHLOrO NPEACTaBMNEHHs AaHMX BU3HaYaE y3romkeHn cnocib npecraBneHHs
CTPYKTYP AaHUX i NPUMITUBHUX 3HaYeHb [7].

MutaHHa BUKopucTaHHsA IDL ansa onucy npodinen cepsicy

MoBa onucy iHTepdency abo moBa BM3HadeHHs iHTepdercy (IDL) — ue 3aranbHuUiA TEpMiH 4N MOBMU,
sika JO3BOMNsE nporpami Yn ob’ekTy, HAaMMCaHMM OAHIE0 MOBOI, CMiNIKyBaTMCS 3 iHLUOK Nporpamoto, Ha-
nucaHo Hesigomor mMoBoto. IDL 3a3Bmyan BUKOPUCTOBYIOTHCA AMS ONWUCY TUMIB AaHWX Ta iHTepdencis
Y He3anexHui Big MOBM CNocib, Hanpukniag, MiXk HanucaHnmn Ha C++ i HanMcaHMmuy Ha Java. IDL 3a3suyan
BMKOPUCTOBYIOTLCS B NMPOrpamMHOMy 3abesnedeHHi And BigganeHoro BUKNMKY npoueayp. Y uux Bunagkax
MaLLMHN Ha 060X KiHLSIX 3B’s13Ky MOXYTb BUKOPMCTOBYBATM Pi3Hi onepaLiinHi cuctemmn Ta KOMM IOTEPHI MOBMW.
IDL nponoHyoTb MICT MidX ABOMa pPi3HUMMK cuctemamu [8].

PisHi moBu onucy iHTepdencis (IDL), Taki sk OAS, WSDL, Protocol Buffers (Protobuf), CORBA T1a
GraphQL Schema Definition Language (SDL), BigirpatoTb BaxKnuBy ponb y po3pobui nporpaMHoro 3abes-
nedyeHHs. BoHun 3abesnevytoTb cTaH4apTU30BaHi 3acobu Ans Onncy Ta BU3HaYeHHS iHTepdenciB, Cryrytoum
MOCTOM MiX Pi3HMMW MOBaMu MporpamMyBaHHs Ta cuctemamu. Bukopuctosytoun IDL sk npomikHe npea-
CTaBneHHs!, Ui MOBW CTalOTb KIMIOYOBUMUN iHCTPYMEHTaMU ONs1 aBTOMAaTM30BaHOro ctBopeHHst APl. BoHu
OXOMIOKTbL CTPYKTYPHI Ta NMOBEAIHKOBI acnekTu NporpamHMX KOMMOHEHTIB, BMCTYMAK4YM OCHOBOK AN
cTBopeHHst APl y ctaHgapTusoBaHOMY Ta HEMTpanbHOMY 4O MOBM NporpamyBaHHs dopmarTi. Takuin nigxig
crpoLlye npouec po3pobkn, 3abesnevye y3romKeHiCTb, 3MEHLLYE KiNIbKiCTb MOMWUIIOK i CNPUSiE CTBOPEHHIO
API, wo BignosigatoTb rany3eBuM cTaHaapTaMm i HarkpaLwmm npakTukam. Y pesynesrtaTi Ui MOBM ONUCY iHTep-
dericiB NiaBULLYIOTL e(PEKTUBHICTb | HaAiIMHICTb po3pobkM NporpamHoro 3abesnevyeHHsi, Hagawun eanHy
OCHOBY 1151 BU3Ha4YEeHHS Ta CTBOPEHHS iHTepdencis [9].

BukopucTtaHHs MOBM BU3Ha4veHHs iHTepdency (IDL) anga onucy npodinie nocnyr y cepBiCHO-OPIEHTO-
BaHin apxiTekTypi (SOA) abo nogibHux cepepoBuax 3abe3nevye CTPYKTYPOBaHWUIA i CTaHOAPTM30BaHWN
cnocib BM3Ha4YeHHs Nocryr, 3abesnevyoun NNaBHUN 3B’A30K, iIHTErpaLiio Ta aBToMaTm3al,ito.

BukopucTtaHHs cninbHUX o6’ekTiB y pO3N04iNeHNX cucTeMax CTBOPIOE YHiKanbHY HU3KY BUKITUKIB:

CTBOpEeHHSs Ta BUaaneHHs o6’eKTiB: Y po3nogineHnx cuctemax o6’ ekt MoXyTb CTBOPIOBaTUCH Ta BU-
Jansatucs guHamivyHo. [ns kepyBaHHS iXHIM XXUTTEBMM LIMKITOM MOXHa BUKOpPUCTOBYBaTU habpukm ob’ek-
TiB, L0 3a6e3nevyoTb ePEKTUBHUIA PO3MOAIN i BUBINbHEHHS PECYPCIB.

36epexkeHHA cTaHy 06’ekTa: Po3nogineHi 06’ekTn yacto noTpedytoTe 30epirat CBil CTaH ynpogoBX
yacy. [Insa uboro MoXxHa BUKOPUCTOBYBaTK 00’eKTHI 6a3n gaHux abo mexaHiamu cepianisauii, Lo 3abeane-
Yyl0Tb AOBroTpMBane 36epexeHHsi CTaHy.

Mowyk 06’ekTiB: KnieHTam HeobxigHi MexaHiamu onsa nowyky o6’ekTiB y po3nogineHoMy cepeaoBuLL.
Lle moxe Bknovatn cnybu imeH abo peecTpauiiHi cryx6u, siki BiacTexytoTb MicLenepebyBaHHS 00’ EKTIB.
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KepyBaHHA BepciaMmu 06’ekTiB: 3abe3nedyeHHs CyMIiCHOCTI MK KniEeHTaMu Ta pisHUMK BepcigMmn 06’ek-
TiB € BaXnuBMM 3aBaaHHaM. CTpaTeril kepyBaHHsSI BEpPCiAMU O03BONATL KieHTamM B3aEMOAIATK 3 BiagNO-
BigHO Bepcieto 00’ekTa 6e3 300iB.

PoarnsiHemo BapiaHT BukopucTaHHs Protobuf [10] sk IDL ans onucy cepsici.

Protobuf abo Protocol Buffers — ue 6iHapHuin doopmat cepianisauii, po3pobnenun Google ansa edekTme-
HOro 0OMiHY JaHUMK MiXK cepBicamu.

PoarnsiHemo cTpykTypy .proto cannis.

Hacamnepepn cann .proto — ue cxema gaHunx ans Protobuf. Lie micue, oe onncyetbcs CTpykTypa AaHux,
SIKy NNaHyeTbCcs cepianisyBatv abo aecepianisyBaTtu.

Bce nounHaeTbcsa 3 ykasaHHS Bepcil cuHTakeucy. Hanpuknag, syntax = “proto3”. Lle roBopuTb Komni-
nAaTopy, AKi NpaBua BUKOPUCTOBYBATU Nig Yac aHanidy BMIcTy. [10TiM ige oronolweHHs naketa package
mypackage. Lle nonomarae yHUKHYTU KOHIIKTIB, @ TaKOX OpraHidyBaTtu Kog.

Cepue .proto panny — ue oronoLeHHs noBigomrieHHs. KoxHe NoBigOMNEHHS — e CTPYKTypa AaHuX,
Ky MOXHa cepianisysaTu.

[MoBigomneHHsa BM3Ha4yaloTbCs 3a JOMOMOrOK CUHTakcucy nosigomneHHs MyMessage {}. BcepenuHi
dhirypHmx ckobok BM onucyeTe nons gaHux. Mong moxyTe OyTn cTaH4APTHUMW TUNamMu SAHUX, TAKUMU SIK
int32, float, double, string abo bool. TakoxX MOXyTb ByTV TUMNKU KOPUCTYyBaYiB abo iHLLi MOBIAOMITEHHS.

Y Protobuf € Tpn Tnu npaeBun ana nonis: singular ANS OAVHWYHUX 3HAYeHb, repeated AnNs MacuBiB
3HayeHb | kapTa Ans acouiaTMBHMUX MacuBiB. KOXXHOMY MO0 MPUCBOKETLCA YHiKanbHUM Homep. Lii Homepun
BMKOPUCTOBYIOTLCSI B BiIHAPHOMY NpPeACTaBeHHi Ta Ay)Xe BaXNuBi 41151 CYMiCHOCTi AaHUX.

MoumHatoum Homepa nonie 3 1, ByasTe 06epexHi, He NepecTpMbyrUN Yepes OECATKU i COTHI, Le Moxe
OyTun Kop1cHO A ManbyTHIX BePCi Baloro NpoTokony. Akwo none Oinblie He NoTpidbHe, No3HayTe 1oro
AK reserved.

MpoTtokon Protobuf € 6iHapHuM dhopmatom cepianisauii, SKuin Mae Kinbka Kn4YoBMX NepeBar, LWo po-
OnaTb Moro igeanbHUM BUMOOPOM AMisi CydacHUX po3nogineHux cuctem. Protobuf € 3Ha4HO kOMMakTHILWMM
i WBMALWMM MOPIBHAHO 3 TeKcToBUMK cbopmaTamu, Takummn sk JSON abo XML. 3aBasikm BUKOPUCTaHHIO
GiHapHOro dpopmMaTty faHi MOXyTb OyTW nepefaHi 3 MiHiManbHMMK HaknagHMMK BUTpaTamu, Lo pobuTb
Protobuf ineaneHnm ons BUCOKONPOOYKTUBHUX CUCTEM, € BaXnvBa LWBMAKICTb nepedadi AaHux. Lle oco-
6nMBO BaXXnNMBO B yMOBax BENWKUX OOCAriB AaHuX, e 3MEeHLUeHHs obcary nepegaBaHux MOBiAOMIEHb
MOXe CYTTEBO NOKPaLLMTU 3aranbHy ePeKTUBHICTb CUCTEMU.

Takox Protobuf 3abesneuye cTporMm KOHTPOnb Hag TUNamu SaHuWX 3aBOsKM TUNI30BAHMM CTPYKTypam,
LLIO [O3BONSIE YHUKHYTK BaraTbox NMOMUIIOK, XapakTepHUX Anst TeKkcToBux copmaris. Lle po3sonsie 3abes-
NneYnTn BUCOKY HaAiMHICTb Mif Yac nepegadi JaHWX MK Pi3HUMU KOMMOHEHTaMK, L0 OCOBNMBO BaXMBO
B YMOBaXx po3nofineHnx cuctem, e B3aeMofitoTb Pi3Hi TeXHOOril Ta MOBU NporpaMyBaHHS.

BukopuctanHa Protobuf sk IDL gns onuvcy npodiniB cepsiciB J0O3BONSIE OTPMMATU 3HAYHY nepesary
B NNaHi e(PeKTUBHOCTI, HALIMHOCTI Ta MacwTaboBaHOCTI, WO pobuTb MOro onTumanbHUM BUGOPOM Ans
pO3noAineHnx cucTeM Ta cepaicHO-opieHToBaHMX apXiTekTyp (SOA). Kpim Toro, noro BUKOPUCTaHHS Crpu-
s€ aBToMaTmnsauii ctBopeHHs API, NigBULLYIOYN Y3TOAXKEHICTb | 3MEHLLYIOYN KiNbKICTb MOMUIOK, O 4acTo
BWHWKAIOTb NiJ Yac BUKOPUCTAHHS MEHLLU CTPOrux popmMaris.

BucHoBKMu

Y ctatTi 6yno po3rnsiHyTo nigxoam 0o dopMarnisadii 03HaK CepBICiB y CEpBIiCHO-OPIEHTOBAHI apXiTEKTYPI
(SOA) 11 HasiBHI HanpauoBaHHS B Ui ranysi gocnigxeHb. byno npoaHanisoBaHo CTPYKTYpy MeTagaHuXx, Lo
OMNUCYIOTb CEPBICU, @ TaKoX BU3HAYEHO iXHIO porb Yy 3abe3neyeHHi CyMiCHOCTi, NOBTOPHOrO BUKOPUCTaHHSI.

Okpemy yBary npuaineHo npodinsam KopncTyBadiB Ta noctadvanbHUKIB CEPBICIB, OCKiNbKM BOHU Bigirpa-
IOTb KIMOYOBY POfb Y BAOCKOHANEHHI iHTerpauinHnx npouecis. 3okpema, npodirni KOpUCcTyBadiB MOXYyTb
CnyryBaTy OCHOBOIO 4151 NobyA0BN peKoMeHOaUiNnHNX Mogenen, LWo aBToMaTuayoTb BUBIp cepsicis, niasu-
LLYHO4YM €PEKTUBHICTb Ta FHYYKiCTb pobOTH CUCTEMM.

Ha BigmiHy Big UDDI TexHonorii, 3anponoHoBaHui BapiaHT He Mae 0BMeXeHb LLoA0 NPOTOKONIB KOMY-
Hikauii M cnoxunsadem Ta BebcepBicoOM. BigcyTHICTb Takoro obMexXeHHs 0a€e MOXMUBICTb BUKOPUCTOBY-
BaTW pi3Hi NpoToKonM Ta dhopMaTu nepegadi JaHux, a Le Npu3BoanTb A0 BinbLuoi rHy4YKoCTi, skoi He Byno
paHiwe.

Y UbOMY KOHTEKCTi BaXIIMBMM € MUTaHHSA BUKOPUCTaHHS MoBU onucy iHTepdency (IDL), sika Josso-
Nnse CTBOPHOBATU CTaHOAPTU30BaHi iHTepdencn Ans pisHUX KOMMOHEHTIB CUCTEMU, HE3amnexXHOo Big MOB
nporpamyBaHHs, O BMKOPUCTOBYOTbCS. BukopuctanHsa IDL 3abesnedye YiTke BU3HAYEHHS TUMIB AaHWX
Ta MeTOAiB, WO pobuTb B3aEMOLI0 MK KOMNOHeHTamMmn BinbLl nepeabadyBaHoo Ta edpekTuBHOW. OgHUM
3 HanedEeKTMBHILLNX IHCTPYMEHTIB Y LbOMY Hanpsimi € BukopuctaHHs Protocol Buffers (Protobuf) sik IDL
ansa onucy npodinie cepsicis. MNMpotokon Protobuf € 6iHapHum cbopmatom cepianisadii, Skuin, Ha BigMiHY
Big JSON, € KOMNaKTHIWNM, LUBMALLMM i TUNI30BAHMM, LLIO A03BOSSAE€ 3MEHLUNTU HAKNaaHi BUTpaTK Ha ne-
pedaBaHHS AaHMX y po3nogineHmx cuctemax. BukopucraHHsa Protobuf sk IDL cnpusie 6inbl egoekTuBHOMY
OMNUCy CTPYKTYP AaHuX Ta 3abe3neyye CyMiCHICTb Nig Yac nepedadi JaHUX MiX pisHUMM cuctemamun. Kpim
Toro, Protobuf 3abesneuye BUCOKY rHy4KiCTb ANA AMHAMIYHOrO OHOBIIEHHSA KOHTPakTiB 6€3 nopyLleHHs cy-
MICHOCTI, L0 0COBNMBO BaXXNMBO A1 PO3BUTKY CEPBICHO-OPIEHTOBAHMX apXiTeKTyp.
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BaxnunBum HanpsAMom po3BUTKY L€l ranysi € BGOCKOHaNeHHs MeToAiB CEMaHTMYHOIO MOLLYKY, 30Kpema
Yyepes BUKOPUCTaHHSA Binblu CKNagHWX MOAENen Ans KpaLloro po3yMiHHsI 3anuTiB KOPUCTYBadiB Ta TOYHi-
woro niabopy ceps.iciB. 3acToCyBaHHSI TEXHOMONiN, TAKUX SK CEMaHTUYHUA BEO Ta KOHTEKCTHWUIA aHanis,
MOXe 3Ha4YHO MOKPAaLUMTM TOYHICTb i LUBUAKICTb MOLUYKY BiAMOBIAHUX CEPBICIB, WO 6a3yTbes Ha BinbLu mu-
©oKOMY pO3yMiHHI 3anuTiB Ta NOTPeb KopUCTyBaYiB. TakMM YMHOM, 3arMpornoHOBaHa MOAENb ONMUCY CEPBICIB
MOXe CryryBaTu NigrpyHTaM ANs iHTenekTyanisawii nowyky n peKoMeH4auin CepBiciB Y CUCTEMI, LLO BKIHO-
Yae MexaHi3aMn CeMaHTUYHOro aHanisdy, aganTuBHI pekoMeHAaLii Ta BAOCKOHaneHe ynpasniHHS cepBicamu
Ha OCHOBI hopmani3oBaHNX O3HaK.
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